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Inspired by the 4,000-year-old lock and key scheme1, digital keys 
remain fundamental to aspects of security in the era of the Internet 
of Things2–6. Stored keys are frequently used in today’s security 

system to unlock certain functionalities on chips/devices, and to 
encrypt and decrypt data in a variety of electronic circuits/chips. 
However, once the user’s key-based permissions are revoked or 
forfeited, the digital key should be erased. Proving that the key has 
really been erased and whether such erasure is done in the desired 
chip/device—that is, achieving provable key destruction—is diffi-
cult. In the semiconductor industry, logic locking7,8 is a common 
technique to mitigate threats including intellectual property (IP) 
theft, counterfeiting and unauthorized overproduction during the 
outsourcing of chip fabrication to foundries worldwide. This is cur-
rently achieved by adding extra logic gates (key gates), which enable 
the chip to function correctly only after the designer unlocks these 
gates with a universal unlocking key. However, the universal unlock-
ing key may be permanently stored in each device, which means that 
once a device has the key it can forever unlock the logic, voiding the 
controlling capability of the service provider or chip designer.

Traditional complementary metal–oxide–semiconductor 
(CMOS)-based hardware security primitives have been extensively 
studied9–13. However, secure key destruction remains a challenge 
and current CMOS-based security primitives are also vulnerable 
to side-channel and modelling attacks that exploit information 
leakage from physical measurements or subtly predictable behav-
iours respectively14. To address these challenges, there is growing 
interest in developing security primitives based on emerging elec-
tronic devices6, such as memristive devices, which are two-terminal 
resistance switches. These devices offer great scalability15,16, CMOS 
compatibility17, fast switching speed18, high endurance19 and low 
power consumption20. In addition to memory, data storage and 
unconventional computing applications21–24, memristors have also 
been used to build security primitives such as physical unclonable 
functions25–31 and true random number generators (TRNGs)32–36. 
Security primitives based on memristor technology take advantage 

of the intrinsic variations in the switching characteristics of the 
devices. However, in these implementations, the security module 
and the memory/computing modules are usually separated, which 
results in a larger chip area and higher energy consumption when 
the key is used frequently (because of the energy cost of shuttling 
information between the modules). Furthermore, provable key 
destruction with memristor security primitives has not been dem-
onstrated so far, despite the desire for security protocols with eras-
able physical unclonable function responses37.

In this Article, we report a provable key destruction scheme 
based on memristive devices. The security primitive entangles fin-
gerprints and secret keys in a 128 ×  64 Ta/HfO2 memristor crossbar 
array. The fingerprints are generated by comparing the conductance 
of pairs of neighbouring cells in the crossbar array when both cells 
are in the low-resistance states (LRSs). The keys are written to the 
crossbar array over the embedded memristor fingerprint. The suc-
cessful extraction of the memristor fingerprints from the crossbar 
array confirms the key erasure. Furthermore, the intrinsic mem-
ristor fingerprints are unique and reliable to each chip/device (as 
characterized by their interclass and intraclass Hamming distances 
across switching cycles) and can subsequently be used to attest that 
the key destruction has occurred on the specific chip/device. To 
demonstrate provable key destruction for practical problems, we 
provide a protocol that uses it to implement relockable logic lock-
ing/unlocking. Our approach offers a simple, yet efficient, solution 
to an open challenge in the hardware security community, and its 
potential to integrate memory, computing and security functional-
ities in the same circuits could lead to more compact and efficient 
memristive hardware systems38.

Fingerprint generation and provable key destruction
Our provable key destruction idea is to store the key in a way that 
obscures a chip’s fingerprint, so that a device can prove destruc-
tion of a key by reproducing the fingerprint. The keys that can 
be used to unlock functionalities on chips/devices are stored in  
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memristor crossbar arrays over the embedded memristor finger-
prints (Fig. 1a,b). Only after key erasure, the memristor fingerprints  
can be extracted (Fig. 1b). The unique fingerprint can not only be 
used to lock a chip but can be used to identify the chip.

In practice, all memristors in the crossbar array are programmed 
to LRS using electrical pulses (see Methods). The conductance 
values of two memristors (a differential pair) in the neighbouring 
columns are read and compared (Fig. 1c) to generate a digitized fin-
gerprint bit. The fingerprint bit is a ‘1’ if the conductance of the left 
cell (Gleft) is greater than or equal to that of the right one (Gright), 
or a ‘0’ if Gleft is lower. Some differential pairs are able to produce 
reliable ‘0’ or ‘1’ bits in all trials while others are not. The statisti-
cal analysis on different types of differential pairs can be found in 
Supplementary Fig. 1 and Supplementary Note 1.

To ensure the unpredictability of fingerprint bits, each memris-
tor cell is used in only one differential pair. As a result, a 128 ×  32 

fingerprint can be generated from the 128 ×  64 physical crossbar 
array (Fig. 1d). For simplicity, the data processing (comparison of 
conductance) is performed through an off-chip system, which can 
be integrated with the memristor crossbar array in the future. It 
should also be noted that there may be alternative ways to compare 
the conductance within each differential pair, or other approaches 
to generate the fingerprint, but the memristor fingerprint should be 
unique to each chip.

Uniqueness and reliability of the fingerprints
We monolithically integrated Ta/HfO2/Pt memristors39 with 
a foundry-made transistor array into a 128 ×  64 one-transis-
tor one-resistance-switch (1T1R) crossbar array (Fig. 2a,b and 
Supplementary Fig. 2a). The detailed integration process can be 
found in ref. 22. We connected the crossbar array through a probe 
card to a custom-made measurement system40 that is capable of 
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Fig. 1 | The principle of provable key destruction. a, A stored key is used to unlock functionalities on chips/devices, while key destruction brings security 
concerns as listed. b, Our approach for provable key destruction with memristor crossbar arrays. The digital keys are stored over the embedded memristor 
fingerprint of a chip/device. The successful extraction of the persistent memristor fingerprint confirms that the keys have been erased and attests the 
identity of the chip that erased the key, since the fingerprint can be extracted only after key erasure and is reliable and unique to each chip/device.  
c, Schematic of fingerprint extraction by comparing LRS conductance between two neighbouring memristor cells (differential pairs). Each cell is included in 
only one differential pair. After all cells are programmed to LRS (VSET: 2.5!V, 500!μ s; VG: 1.1!V), the fingerprint bit from a differential pair is read as a ‘1’ if the 
conductance of the left cell (GLRS,left) is greater than or equal to that of the right cell (GLRS,right), and otherwise is read as a ‘0’ if GLRS,left!< !GLRS,right. d, A typical 
128!× !32 fingerprint generated through the above-described conductance comparison approach in a 128!× !64 memristor crossbar array.
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parallel and precise conductance tuning for all memristors in the 
array. A typical current–voltage (I–V) switching curve is shown 
in Supplementary Fig. 2b. With a gate voltage (VG) of 1.1 V to the 
transistor and a positive voltage pulse (VSET: 2.5 V, 500 μ s) to the top 
electrode (TE) line (column wire) while the bottom electrode (BE) 
line (row wire) is grounded, a memristor is SET to its LRS. The LRS 
conductances of the cells in the array follow a normal distribution, 
with a mean of 503 µ S and a standard deviation of 132 µ S (Fig. 2c).

We found that the fingerprint is reliable and unique to each chip. 
The uniqueness is characterized by the interclass Hamming dis-
tance that represents the number of different bits between finger-
prints from two different locations, while the reliability is measured 
by the intraclass Hamming distance that compares the bits extracted 
from the same locations in different trials. We switched all of the 
8,192 devices in the array between the LRS and high-resistance state 
(HRS) for 200 cycles and extracted the fingerprints after each SET 
process using the method described in Fig. 1c. Each pair of columns 
generates a 128-bit fingerprint. Figure 3 shows the distribution of 
normalized interclass and intraclass Hamming distances of the 128-
bit fingerprints collected from a total of 5 arrays from 5 chips made 
in different batches. The interclass fractional Hamming distance 
centres at 0.5006 with a standard deviation of 0.0452, suggesting 
excellent uniqueness of our memristor fingerprint. The mean of the 
intraclass Hamming distance collected from 100 switching cycles is 
0.1382 and the standard deviation is 0.0657, showing the reliability 
of our memristor array fingerprint. A designer can use a distance  

threshold for deciding whether two fingerprints come from the 
same memristor crossbar array, and can decide on that threshold on 
the basis of relative willingness to accept possible false positive or 
false negative matches. As the size of the fingerprints increases, it 
becomes easier to select thresholds that entirely eliminate both false 
positives and false negatives9, as shown in Supplementary Fig. 3. The 
LRS of our Ta/HfO2 has a linear I–V relationship39 (the conductance 
values read at different voltages are the same) and is resistant to tem-
perature effects (Supplementary Fig. 4), suggesting that the memris-
tor fingerprint is resilient to possible environmental variations (for 
example, voltage and temperature). Our Ta/HfO2 memristors were 
integrated on top of a custom-designed transistor array with com-
mercial-fab-made metal wires, the interconnect resistance of which 
is very low (0.35 Ω  per block for rows, 0.32 Ω  per block for columns) 
and hence the previously reported effect of path resistance41 is not a 
concern for us. The above results confirm that our memristor finger-
print satisfies all of the requirements and the successful experimen-
tal demonstration of the provable key destruction can be expected.

Experimental demonstration of provable key destruction
To demonstrate the provable key destruction, we fabricate the chip, 
set all memristors to LRS, and extract its embedded physical fin-
gerprint (FPchip, Fig. 4a) that can be stored in a trusted database. We 
then write a unique random key (Kchip, Fig. 4b) to the memristor 
array with both LRS and HRS values over the fingerprint (so that 
the fingerprint cannot be reproduced without destroying Kchip).  
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Fig. 2 | 128#×#64 one-transistor one-Ta/HfO2/Pt-memristor (1T1R) array. a, A schematic of the 1T1R configuration in which memristor cells are 
connected in series with transistors. In the 1T1R crossbar array, rows share BE lines while columns share TE lines and transistor gate lines. b, An optical 
image of a 128!× !64 1T1R crossbar array. Scale bar, 500!µ m. c, Distribution of LRS conductance from the entire array (VSET: 2.5!V, 500!μ s to Ta TEs and  
VG: 1.1!V to the transistor) after SET operation.
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The digital key (Kchip) can be generated by any kind of TRNG on 
the chip such as the one based on a diffusive memristor36. The value 
of Kchip is also sent to the trusted party so that it can later be used 
to unlock functionalities of the specific chip instance that stores 
Kchip. The user at some point may want to destroy Kchip in a way that 
can be verified by the trusted party. Under this circumstance, the 
user issues an 'erase-key’ command that tells the memristor array 
to switch all devices to LRS to generate a new fingerprint (FP′ chip) 
(Fig. 4c). FP′ chip is communicated to the trusted party as proof that 
Kchip has been destroyed. The trusted party compares FP′ chip to the 
known value of FPchip in its database that was previously generated 
by the same cells. If the Hamming distance between FP′ chip and FPchip 
is within the range of expected distances for same-chip fingerprints, 
the trusted party confirms that FP′ chip is from the specific memris-
tor array that stored the unique value Kchip, and therefore that Kchip 
has been irreversibly destroyed, as this is a necessary condition for 
generating the fingerprint FP′ chip. Since the user of the chip does 
not themselves know the random value of Kchip in our protocol, they 
have no way of ever reproducing the secret key value Kchip after it 
is destroyed. As shown in Fig. 4d, if FPchip and FP′ chip are generated 
from the same chip, the Hamming distances (128 bits) are centred 
at 20.65 with a standard deviation of 4.88, while if they are from 
different chips, the Hamming distances have a mean of 64.16 with 
a standard deviation of 5.88. The two distributions can be further 
separated by increasing the fingerprint bit size to 256 (Fig. 4e). To 
the best of our knowledge, there is no existing CMOS implementa-
tion of provable key destruction. It is impracticable to use a static 
random-access memory (SRAM) fingerprint. Although the finger-
print can be obscured by writing random values to SRAM cells in a 
similar way, SRAM is volatile whereas our application requires the 
written values to be persistent from enrolment until key destruction. 
Furthermore, the SRAM fingerprint is susceptible to negative-bias 
temperature instability ageing, which causes a SRAM cell storing a 
given value to favour the opposite value in the next generation of 
fingerprints by powering-up9. This creates problems for verifying 
that the key was destroyed. The reliable memristor as a non-volatile 
memory requires no external power to store values, which makes 
the memristor fingerprint less affected by the long-time key storage, 
in addition to the efficiencies in area and energy.

Logic locking/unlocking with provable key destruction
To demonstrate the feasibility of our provable key destruction for 
solving practical security problems, we showcase a detailed design 
of relockable logic locking/unlocking (Fig. 5a), which contains 
three phases: device enrolment (Fig. 5b); unlocking logic (Fig. 5c);  
and relocking logic (Fig. 5d). Full details of the protocol that 
uses provable key destruction for logic locking can be found in 
Supplementary Note 2. The general concept is briefly described 
as follows. In the device enrolment phase (Fig. 5b), the embedded 
memristor fingerprint (FPchip) of each chip is measured, after set-
ting all memristors to LRS, and sent to the IP owner through the 
chip’s asymmetric crypto interface. After that, the chip can generate 
a random key (Kchip) using a TRNG and write it to the memris-
tor array, which is then also sent to the IP owner after asymmetric 
encryption. Asymmetric cryptography is used here so that both 
FPchip and Kchip are encrypted on the chip with the IP owner’s public 
key (Mpub), which can be decrypted only by the IP owner’s corre-
sponding private key Mpri.

At this time, the IP owner knows both the key (Kchip) and the 
memristor fingerprint (FPchip) hiding underneath the key, and the 
device itself possesses only the key (Kchip). In the unlocking logic 
phase (Fig. 5c), the common key (CK), which can unlock the logic 
gates, is sent to the chip by the IP owner after being symmetrically 
encrypted into the input key (IK) with Kchip. IK is permanently stored 
in arbitrary storage on chip and can be decrypted to CK at run time 
to unlock the logic gates. The use of symmetric cryptography here 
allows encryption and decryption with the same key (for example, 
Kchip here). In the last relocking logic phase (Fig. 5d), when an ‘erase-
key’ command is given to the memristor array, all cells are switched 
to LRS and a new fingerprint measurement (FP′ chip) is extracted 
from the same crossbar array where Kchip was previously stored. The 
newly generated FP′ chip is sent to the IP owner through the crypto 
interface and compared against the known FPchip. Verifying that the 
fingerprints match proves to the IP owner that Kchip has been erased 
and that the logic circuits on chip are now relocked. The trusted 
computing base (TCB) of the chip is outlined in white in Fig. 5. 
The TCB comprises the asymmetric encryption circuit and its fixed 
public key, the memristor array, the TRNG that randomly generates 
the key (Kchip), and the symmetric decryption circuit. All of these 
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Fig. 3 | Unique and reliable fingerprints in large memristor crossbar arrays. The distribution of interclass and intraclass Hamming distances of 128-bit 
fingerprints. Two neighbouring columns can generate one 128-bit fingerprint in each switching cycle. The fractional interclass Hamming distance collected 
from 5 chips has a mean of 0.5006 and standard deviation of 0.0452, suggesting the great uniqueness of the memristor fingerprint. In total, we are able to 
obtain 154 different 128-bit fingerprints across 5 chips in each switching cycle (31, 32, 28, 32 and 31 on each of the 5 respective chips; some unresponsive 
columns resulting from poor probe landing were not used). The interclass results of 128-bit fingerprints collected from 5 chips across 2 switching cycles 
are based on 23,562 counts. The mean of the fractional intraclass Hamming distance is 0.1382 with a standard deviation of 0.0657, confirming the 
reliability of our memristor fingerprint. The intraclass results of 128-bit fingerprints collected from 5 chips across 100 switching cycles are based on 
762,300 counts. Detailed information about all five chips and the statistical results can be found in Supplementary Table 1.
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components are assumed to be implemented correctly as designed, 
but none of their implementation details is secret. Only the state 
stored in the memristor array (Kchip or FPchip) is secret. Note that 
IK and the storage that holds it are outside the TCB, as it is use-
less to an attacker that does not know Kchip. It also should be noted 
that a cryptographic nonce (number or bit string used only once) is 
used to ensure freshness and prevent an adversary from replaying 
encrypted fingerprints collected before enrolment. More discus-
sion about the threat model of the proposed design can be found in 
Supplementary Note 3.

In contrast to most of the previous work where the random-
ness is harvested from HRS25,26,28,29, our memristor fingerprints 
are extracted from LRS. We chose LRS over HRS for a number of 
reasons. First, HRS usually has a wider cycle-to-cycle distribution 
that may mask some of the device-to-device variation critical for 
the proper working of our fingerprints. Second, LRS is usually more 
robust to switching cycling than HRS (Supplementary Fig. 5), sug-
gesting that our memristor fingerprint based on LRS will remain 
reliable over a large number of switching cycles. Last but not least, 
the Ta/HfO2 device has a better LRS retention property than that of 
HRS39. As a result, the adoption of LRS in our approach can greatly 
improve the reliability of memristor array fingerprints.

Our Ta/HfO2 memristor crossbar arrays can integrate comput-
ing and security functionalities into the same circuits because of the 

excellent reconfigurability of the memristors. Since the memristor 
fingerprints are robust to switching cycles, one can deploy the same 
crossbar arrays for computing applications and use the finger-
prints as hidden security primitives. For example, Supplementary 
Fig. 6 shows the extracted memristor fingerprints before and after 
the crossbar array was programmed into a conductance map for 
discrete cosine transformation (DCT) and inverse DCT. The DCT 
and inverse DCT conductance matrices can be applied to signal 
analysis and image compression22. From the aspect of security, 
the access to the memristor crossbar arrays may be allocated to 
the designer or trusted party only when they are used for both 
security and computing purposes. Although SRAM was recently 
demonstrated to run multiple cryptographic functions at the same 
time42, our current work represents an implementation of running 
security and computing functions on the same chip. Such capa-
bility will enable more compact and energy-efficient memristive 
hardware systems.

Conclusions
We have proposed and experimentally demonstrated a provable 
key destruction scheme with physical fingerprints from large 
memristor crossbar arrays. The fingerprints are extracted by 
comparing LRS conductance between neighbouring cells in dif-
ferential pairs. Attributed to both process variations and intrinsic 
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Fig. 4 | Experimental demonstration of provable key destruction in a 128#×#64 memristor crossbar array. a, A known fingerprint (FPchip) is generated 
at enrolment and stored by a trusted party. b, The digital key (Kchip) is written into the memristor crossbar arrays. c, A second fingerprint (FP′ chip) is 
regenerated from the same memristor array after destroying the key Kchip. d, Comparison of Hamming distances of 128-bit fingerprints from the same 
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Hamming distances from different chips here is based on the comparison of 31 128-bit fingerprints from this chip (b) with those from another 4 chips. 
There are, in total, 3,813 counts. e, Comparison of Hamming distances of 256-bit fingerprints from the same chip or different chips. Two adjacent 128-bit 
fingerprints are combined as a 256-bit fingerprint. The Hamming distances between FP and FP′  are centred at 40.93 with a standard deviation of 7.25 if 
they are from the same chip while at 128.39 with a standard deviation of 8.65 if they are from different chips. The two distributions show better separation 
when the 256-bit fingerprints are used. A simple distance threshold can be used to determine whether or not two fingerprints are taken from the same 
chips/devices. Detailed information about the statistical results can be found in Supplementary Table 1.
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stochasticity in memristive switching, our memristor fingerprints 
exhibit excellent uniqueness and reliability. We further showcased 
a detailed protocol that uses provable key destruction for relock-
able logic locking/unlocking, which allows logic modules to be 
unlocked and subsequently relocked. The reconfigurability of the 
memristors enables the same crossbar array to be used for both 
security and computing/memory applications, saving chip space 
while increasing power efficiency.

Methods
Ta/HfO2/Pt memristor fabrication and integration. The Ta/HfO2/Pt  
memristor has a 20-nm-thick Pt BE deposited by electron-beam evaporation, a 
5 nm HfO2 switching layer deposited by atomic layer deposition at 250 oC and 
finally a 50 nm Ta TE. An extra 10 nm Pd layer was deposited on top as  
the capping layer by d.c. sputtering. Both the BE and TE were patterned by 
standard photolithography and then lift-off in acetone. The memristor arrays  
were integrated onto CMOS chips with extremely low wire resistance  
from a commercial foundry. Details on integration can be found in our  
recent papers22,40.

Electrical characterization. The electrical characterizations were carried out using 
our custom-built multi-board measurement system, details of which can be found 
in ref. 40. To switch all memristors to the LRS, a SET voltage pulse (VSET: 2.5 V,  
500 μ s) is applied to the TE (Ta) with the BE (Pt) grounded and a gate voltage 
(VG) of 1.1 V to the transistor. For OFF switching to the HRS, we applied a RESET 
voltage pulse (VRESET: 1.8 V, 5 μ s) to the Pt BE with the Ta TE grounded and a VG 
of 5 V. For read operations, 0.2 V and 5 µ S pulses were used to avoid affecting the 
device conductance.

Data availability
The data that support the plots within this paper and other findings of this study 
are available from the corresponding author upon reasonable request.
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