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Abstract— To address the scarcity of spectrum, FCC mandated 
the dynamic sharing of spectrum among the different tiers of 
users. The success of spectrum sharing, however, relies on the 
automated enforcement of spectrum policies. We focus on ex 
post spectrum enforcement during/after the occurrence of a 
potentially harmful event, but before/after an actual harm has 
occurred. The major challenges addressed by us are to ensure 
maximum channel coverage in a given region of enforcement, 
accurate and reliable detection of enforcement, and selection of 
an efficient algorithm to select entities for detection of violation. 
We adopt a crowdsourced methodology to monitor spectrum 
usage. We ensure maximum coverage of the given area by 
dividing it into equal-sized regions and solve the enforcement 
problem by a divide and conquer mechanism over the entire 
region.  We use a variant of the Multiple Choice Secretary 
algorithm to select volunteers. We finally simulate the 
enforcement framework and analyze the results. [Will modify 
the abstract at the end]  

Keywords- volunteers; sentinels; ex post enforcement; 
crowdsourced monitoring; volunteer selection 

I.  INTRODUCTION  
With the exponential increase in use of wireless services, 

the demand for additional spectrum is steadily on the rise. In 
order to address this potential spectrum scarcity problem, the 
Federal Communications Commission (FCC) proposed 
dynamic spectrum access (DSA), wherein licensed frequency 
bands when idle, are utilized by unlicensed users. In April 
2015, the FCC adopted a three-tiered spectrum sharing 
infrastructure that is administered and enforced by SAS [1]. 
This architecture consists of Incumbents in tier 1, Priority 
Access Licensed (PAL) devices in tier 2 and General 
Authorized Access (GAA) devices in tier 3. Incumbents, in 
general, include military radars, fixed satellite service Earth 
stations and several of the Wireless Broadband Services 
(3650 – 3700 MHz) [2]. The SAS ensures that the spectrum 
is always available to the incumbent users when and where 
needed. The next level of access is provided to the users who 
buy PAL for a given location and period of time (usually for 
a three-year term). Some example use-cases of PAL include 

QoS-Managed enterprise networks and utility networks. The 
remaining spectrum can then be used by devices having 
GAA. These devices have no protection from interference. 
They must, however, protect incumbents and PALs, while 
accessing spectrum. Some example use-cases of GAA 
include personal and business hotspots, and Campus 
Hotspots [2]. 

As spectrum sharing becomes more intense and more 
granular with more stakeholders, we can expect an increasing 
number of potentially enforceable events. Thus, the success 
of spectrum sharing systems is dependent on our ability to 
automate their enforcement. The three key aspects of any 
enforcement regime are: the timing of enforcement action, 
the form of enforcement sanction and whether the 
enforcement action is private or public [3]. This paper 
focuses on detection of spectrum misuse. Thus, the key aspect 
of enforcement action for our consideration, is the timing of 
enforcement. Timing of an enforcement can be either ex ante 
(before a potentially “harmful” action has occurred) or ex 
post (after a potentially “harmful” action has occurred, but 
potentially before or after an actual “harm” has been done) 
[4]. The ex ante and ex post enforcement effects are 
inextricably linked. For example, if the ex ante rules and 
processes are sufficiently strong then ex post harms may be 
prevented before they occur. Also, certain types of ex ante 
rules may be easier to monitor and hence lower the cost of 
enforcement. Even strong ex ante rules may require ex post 
enforcement; for example, licensing approval for equipment 
is usually based on a prototype or pre-production unit, but 
compliance of production units may require some kind of 
policing to ensure compliance. Till date, more significance 
has been given on automating ex ante enforcement of usage 
rights. As an example, the TV White Spaces database systems 
essentially work by preventing users with subordinate rights 
from using spectrum when and where other users with 
superior rights are operating [5, 6]. This concept has been 
extended in the new Citizens Broadband Radio Service 
(CBRS) to a Spectrum Access System (SAS) that is designed 



to distinguish the three classes of user types discussed 
previously [7]. 

We observe that both SAS and CBRS have well-developed 
mechanisms to avoid interference but provide no support for 
addressing interference when it occurs. We also note that 
these systems require that radios have an access channel 
available to them. This may artificially limit the granularity 
of control as well as their ability to function in circumstances 
where access to the central database is limited. As we 
consider ex post enforcement approaches, the need to detect 
enforceable events, gather information about these events 
(i.e. forensic information about the event such as who, where, 
when and what) and adjudicate claims based on rules and 
evidence becomes important. Broadly, enforceable 
interference events might be subdivided into Type 1 events 
due to the routine operation of participants in a sharing 
ecosystem; Type 2 events due to “rogue” or malicious users; 
and Type 3 events due to faulty equipment of authorized 
spectrum users.  

In this paper, we focus on Type 2 events, i.e. on the 
detection of an interference event, or RF signal energy that is 
caused by a malicious user. The primary challenge is to 
ensure efficient ex post spectrum enforcement. In order to 
address this challenge, this paper proposes an enforcement 
framework that aims to achieve a) maximum coverage of the 
entire region of enforcement, b) that the detection of an event 
of violation is accurate, reliable and feasible, c) use of an 
effective method for hiring and deploying detecting agents. 
Contrary to formerly proposed spectrum monitoring 
approaches, which rely exclusively either on large 
deployment of physical monitoring infrastructure [4, 8, 9, 10] 
or on crowdsourcing, we believe that spectrum misuse and 
access rights violations can be effectively prevented using a 
trusted infrastructure, composed of a minimal number 
dedicated devices with advanced trust and authentication 
capabilities, augmented with an opportunistic infrastructure 
of peer wireless devices with various software and hardware 
capabilities [11, 12, 13]. Thus, by employing a hybrid 
infrastructure of crowdsourced and fixed, stationary 
resources, we aim to ensure “optimal” detection of spectrum 
access violation in Dynamic Spectrum Sharing Wireless 
networks. The major contributions of this paper are: 

a) Region Coverage: We explore algorithms to 
organize the area into smaller sized “regions” in 
order to ensure more manageable detection of 
violation. 

b) Crowdsourced Detection: We explore a mechanism 
to select crowdsourced detecting agents (called 
volunteers) for ensuring that a spectrum violation is 
detected with high probability of accuracy and 
efficiency. 

c) Volunteer Selection: We develop a framework to 
assess the “utility” of a volunteer across multiple 
dimensions, including device capability, location 
likelihood, and reliability to ensure “optimal” 

Quality of Enforcement (QoE). In addition, we 
explore ways to select volunteers such that there is 
maximum coverage of channels in a given region.  

 
The paper is organized in the following manner. Section 2 

of the paper discusses the relevant works that have been done 
in this area. Section 3 discusses about the enforcement 
framework that we utilize for our work. Section 4 discusses 
about the experimental setup and the methods to analyze the 
results. We finally discuss the results of the experiments in 
Section 5. 

II. ENFORCEMENT FRAMEWORK 
The main challenge in the design of a hybrid infrastructure 

stems from the fact that it is not easy to determine where and 
how these resources are to be mobilized, given the non-
deterministic nature of mobile devices’ behavior. It is equally 
difficult to determine how collaboration between these 
devices must take place to ensure swift detection and response 
to spectrum misuse and access rights violation. To address 
this, we broadly follow a sentinel-based monitoring 
infrastructure. 

Considerations of spectrum monitoring in heterogeneous 
networks suggest that dealing effectively with spectrum 
monitoring requires the strategic deployment of a hierarchical, 
dynamically-evolving infrastructure of nodes, with various 
capabilities, to detect spectrum misuse and access violation, 
causing sudden decrease of an authorized user’s throughput. 
Nodes in this architecture can be classified into three 
categories, namely primary sentinels (PSs), secondary 
sentinels (SSs), and peer sentinels (PeSs, also known as 
volunteers). PSs and SSs are usually fixed monitoring nodes, 
deployed by governmental and law enforcement agencies. 
The dynamic, hierarchical nature of the proposed 
infrastructure allows it to evolve in response to an increase in 
the likelihood of non-compliance and access rights violation. 
When no excessive misuse is detected, the sentinels’ network 
is reduced to a set of active PSs, whose role is to monitor 
continuously the spectrum for misuse. SSs roles in this 
scenario is to probabilistically monitor the spectrum over 
specific intervals of time. The volunteers remain passive and 
dedicated entirely to supporting their main functions and 
application. When the likelihood of a misuse is detected, PSs 
use, potentially secure and authenticated communication 
channels, to seek reinforcement by asking SSs to increase their 
SSs’ monitoring frequency and possibly activating additional 
volunteers within the location where misuse is suspected. 

Since PSs and SSs are generally static in nature, it requires 
deployment of these entities in higher numbers, to avoid false 
positive detection results. The cost of deployment and 
maintenance of additional static infrastructures can be too 
high for practical purposes. Moreover, the communication 
overhead between these coordinating static entities for 
localizing would be higher than desired [13]. Therefore, in this 
paper, we focus on the selection of volunteers to 
collaboratively monitor radio access behavior within their 
neighborhood and detect anomalous use of spectrum. 







 
 𝜎𝑗,𝑣,𝑟 = c. 𝐸𝑗−1,𝑣,𝑟

2 + (1 −  c). 𝜎𝑗−1,𝑣,𝑟. (6) 
 

Moreover, at any given time 𝑡, the location 𝐿𝑣,𝑡 of 
volunteer 𝑣 enables us to estimate the likelihood of  𝑣 to stay 
in 𝑟 over the next monitoring interval, MI, based on the 
assumption that the likelihood of 𝑣 to stay in 𝑟 decreases as 
the displacement between 𝐿𝑣,𝑡  and the centroid 𝑂𝑟 of region 
𝑟 increases. This is expressed by the separation factor, Υ𝑗,𝑣,𝑟 , 
given by equation (7) as follows: 

 
 Υ𝑡,𝑣,𝑟 = 𝛾1e−𝛾2d(𝐿𝑣,𝑡,𝑂𝑟). (7) 

 
where 0 < 𝛾1, 𝛾2 < 1, are parameters defined by the system 
and d(𝐿𝑣,𝑡 , 𝑂𝑟) is the displacement between 𝐿𝑣,𝑡and 𝑂𝑟. 

Hence, the location likelihood, 𝐿𝑣,𝑟(𝑀𝐼) of 𝑣 in 𝑟 at time 
𝑡 over the next 𝑀𝐼, is given by a function 𝑓 of the parameters, 
�̃�𝑗,𝑣,𝑟  of the latest (𝑗𝑡ℎ) visit of 𝑣 in 𝑟 and Υ𝑡,𝑣,𝑟,. Since 
𝑅𝑗−1,𝑣,𝑟 > 𝑆𝑗−1,𝑣,𝑟 and 0 < α < 1, so 0 < �̃�𝑗,𝑣,𝑟 < 1. 
Similarly, since d(𝐿𝑣,𝑡 , 𝑂𝑟) ≥ 0, so 0 < Υ𝑡,𝑣,𝑟 ≤ 1. 
Therefore, we do not require to normalize the two parameters 
�̃�𝑗,𝑣,𝑟  and Υ𝑗,𝑣,𝑟 . Since weighting the parameters by linear 
regression requires large amount of data and preferential 
weighting is hard to establish as it usually requires an expert 
opinion on the importance of an individual parameter relative 
to the overall composite parameter [17], so we assign equal 
weights to the parameters �̃�𝑗,𝑣,𝑟  and Υ𝑡,𝑣,𝑟. Finally, we define 
function 𝑓 as the product of parameters �̃�𝑗,𝑣,𝑟  and Υ𝑗,𝑣,𝑟 as 
given by equation (8) below.  

 
 𝐿𝑣,𝑟(𝑀𝐼) = �̃�𝑗,𝑣,𝑟  × Υ𝑗,𝑣,𝑟 (8) 

C. Selection of volunteers 
From the set of volunteers, 𝑉, in total area of enforcement, 

𝑅, a 𝑃𝐼𝑟  in region 𝑟 selects 𝑘𝑟 qualified volunteers to monitor 
𝑟 at the beginning of every MI. This is determined by the 
estimated Qualification 𝑄𝑣,𝑟(𝑀𝐼) of a volunteer 𝑣 to monitor 
the associated channel in 𝑟 over the next MI, given by 
equation (9), defined below.  
 

  𝑄𝑣,𝑟(𝑀𝐼) = 𝑔(𝑇𝑣,𝑟 ,  𝐿𝑣,𝑟(𝑀𝐼)) (9) 
 
As shown in equation (9), 𝑄𝑢𝑎𝑙𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝑄𝑣,𝑟(𝑀𝐼) of a 

𝑣 in 𝑟 is given as a function 𝑔 of its location likelihood 
𝐿𝑣,𝑟(𝑀𝐼), over the next MI, and trust 𝑇𝑣,𝑟. Since both 
0 < 𝐿𝑣,𝑟(𝑀𝐼) ≤ 1 and 0 < 𝑇𝑣,𝑟 ≤ 1, so we do not normalize 
𝐿𝑣,𝑟(𝑀𝐼) and 𝑇𝑣,𝑟. We apply equal weighting to the two 
parameters since the other two widely used weighting 
methods [17] of linear regression and preferential weighting 
are cumbersome due to the requirement of large amount of 
data and of expert opinion on preference, respectively. We 
aggregate 𝐿𝑣,𝑟(𝑀𝐼) and 𝑇𝑣,𝑟 in function 𝑔, using a) 
multiplication, b) addition and c) geometric mean.  

For this paper, we assume that every region 𝑟𝜖𝑅 has a 
single channel 𝑐𝑟 associated with it. So, a 𝑣 monitoring 𝑟 will 
detect spectrum access violation in 𝑐𝑟 associated with 𝑟. 
Furthermore, we assume that more than one region can hire a 
volunteer 𝑣 over the next MI as 𝑣 is mobile and can 
potentially cover multiple regions over a given MI. The 𝑃𝐼𝑟  
associated with 𝑟 has access to a centralized ||𝑉||-by-||𝑅|| 
matrix Ψ𝑉,𝑅, which is a volunteer-region qualification matrix 
that contains the qualification values  𝑄𝑣,𝑟(𝑀𝐼) of all 𝑣 ∈ 𝑉 
for all 𝑟 ∈ 𝑅. A 𝑃𝐼𝑟  selects 𝑘𝑟 volunteers from 𝑉 based on the 
qualification values of 𝑣 ∈ 𝑉 for 𝑟, using Algorithm S. 

For the volunteer selection algorithm S, we use the 
volunteer-region qualification matrix Ψ𝑉,𝑅 to select qualified 
volunteers for every 𝑟 ∈ 𝑅. At the end of a MI (line 3), a 
region 𝑟 gains access to the qualification values of all 𝑣 ∈ 𝑉 
for 𝑟 from Ψ𝑉,𝑅 and stores them in a list 𝑄𝑟 . If the number of 
volunteers to be selected in 𝑟, 𝑘𝑟 is 1, then we use the classic 
secretary algorithm [18] to select the most qualified volunteer 
dynamically. In a classic secretary algorithm, we observe the 
first ||𝑄𝑟||/2 qualification values to determine a threshold 
and then select the first of the next ||𝑄𝑟||/2   volunteers, 
whose qualification value is above the threshold [19]. 
However, if 𝑘𝑟 > 1, we select volunteers dynamically using 
a multiple-choice secretary algorithm, which proceeds as 
follows. We draw a random sample 𝑚𝑟 from a binomial 
distribution 𝐵𝑖𝑛𝑜𝑚𝑖𝑎𝑙(||𝑄𝑟||,

1

2
), from which we select up to 

⌊𝑘𝑟/2⌋ volunteers recursively (lines 8-10). We keep 
appending the selected volunteers in set 𝑉𝑆,𝑟. If 𝑚𝑟 is greater 
than ⌊𝑘𝑟/2⌋, then we set 𝑙𝑟  to ⌊𝑘𝑟/2⌋, otherwise we set 𝑙𝑟  to 
𝑚𝑟. Next, we set a 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑, which is the 𝑙𝑟

𝑡ℎ largest 
qualification value in the sample of 𝑚𝑟 qualification values. 
After this, we select every volunteer with qualification values 
greater than  𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑, till we select a maximum of 𝑘𝑟 
volunteers (lines 13-17) [19]. We apply this algorithm for 
selection of volunteers in every 𝑟 ∈ 𝑅. 
 
Algorithm S: Volunteer Selection 
1: Maintain matrix Ψ𝑉,𝑅 that stores 

qualification values ∀𝑣 ∈ 𝑉,∀𝑟 ∈ 𝑅, List of 
selected volunteers 𝑉𝑆,𝑟 ∀𝑟 ∈ 𝑅  

2: for all 𝑟 ∈ 𝑅 do 
3:  if 𝑡 = 𝑀𝐼 then 
4:   𝑄𝑟 ←  Ψ𝑉,𝑅[𝑟] 

5:   if 𝑘𝑟 = 1 then 
6:    Run Classic Secretary Algorithm 
7:   else 

8:    𝑚𝑟 ← 𝐵𝑖𝑛𝑜𝑚(||𝑄𝑟||,
1

2
) 

9:    𝑙𝑟 ← ⌊𝑘𝑟/2⌋ 
10:    Recursively select up to 𝑙𝑟 volunteers 
11:   𝐵𝑟 ← 𝑑𝑒𝑠𝑐𝑒𝑛𝑑𝑖𝑛𝑔_𝑠𝑜𝑟𝑡(𝑄𝑟[1], . . ., 𝑄𝑟[𝑚𝑟]) 
12:   𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 ← 𝐵𝑟[𝑙𝑟] 
13:   for i = 𝑚𝑟 + 1, … , ||𝑄𝑟|| do 

14:    if 𝑄𝑟[𝑖] > 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 and ||𝑉𝑆,𝑟|| < 𝑘𝑟 then 



15:     𝑉𝑆,𝑟 ← 𝑉𝑆,𝑟 ∪ 𝑣 
16:    else 
17:     Reject 𝑣 
18:    end if 
19:   end for 
20:  end if 
21: end if 
22:end for 

 

IV. RESULTS 
 

V. CONCLUSION 
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Figure 1.  Example of a TWO-COLUMN figure caption: (a) this is the format for referencing parts of a figure. 

 


