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Abstract— IoT (Internet of Things) devices such as sensors
have been actively used in ‘fogs’ to provide critical data
during e.g., disaster response scenarios or in-home healthcare.
Since IoT devices typically operate in resource-constrained
computing environments at the network-edge, data transfer
performance to the cloud as well as end-to-end security have
to be robust and customizable. In this paper, we present
the design and implementation of a middleware featuring
“intermittent” and “flexible” end-to-end security for cloud-fog
communications. Intermittent security copes with unreliable
network connections, and flexibility is achieved through
security configurations that are tailored to application needs.
Our experiment results show how our middleware that
leverages static pre-shared keys forms a promising solution for
delivering light-weight, fast and resource-aware security for a
variety of IoT-based applications.

IoT Security Middleware, Mobile Edge Cloud, Cloud-Fog
Communication, Secure IoT Applications

I. INTRODUCTION

Internet of Things (IoT) systems typically comprise of a

network of connected devices with limited computation and

networking capacity. The term “thing” here can constitute

any smart device ranging from sensor devices in automobiles,

bio-chemical sensing devices in homeland security, to heart

monitoring devices inside of a human body. In fact, any

object that has the ability to collect and transfer data across

the network can be a part of the IoT system.

IoT devices are used in various fields e.g., Geo Sensors

collect all sorts of geographical information related to soil,

forest terrains, and weather and transmit related data sets

to nearby fog computing platforms for aggregation and

analysis/visualization. They can also provide critical data

during e.g., disaster response scenarios or in-home health-

care. As mentioned in [1], emerging IoT trends are set to

completely change the way businesses, governments, and

consumers interact with each other, and transact in a data-

driven economy.

Since IoT devices typically operate in resource-constrained

(computing, memory, storage) environments at the network-

edge, data transfer performance to the cloud as well as end-

to-end security have to be robust and customizable. Consider

the use-case of disaster response systems such as [2]; the

edge network here comprising of IoT devices and network

gateways to the cloud (i.e., location of abundant resources)
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could be highly unstable due to physical infrastructure dam-

age or lossy edge links. On the other end of the IoT use-

case spectrum, the fog nodes might be used for providing

ElderCare-as-a-Service, as in [3] that requires significant

amount of resources to handle the big data generated from

patient homes. In this case, security needs to be configured

smartly for data confidentiality and integrity, even if data

transfer speeds are affected due to security overhead. Thus,

IoT-based applications can have extremely broad use-cases,

and ad-hoc implementations may not be suitable to address

the wide-ranging IoT-based application security needs.
In this paper, we address the above challenges and propose

the design and implementation of an end-to-end IoT secu-

rity middleware for cloud-fog communication that can be

suitably used with most IoT-based applications. Our goal is

to primarily secure the network located at the user fogs, i.e.,

where the IoT devices are located. However, we also seek to

maintain security compatibility with an existing core cloud

network using System Level or Application Level deployment

at a given network edge location. The core features of our

end-to-end IoT security middleware, and the main paper

contributions are:

• Intermittent Security: Our middleware uses a Session

Resumption concept in order to reuse encrypted sessions

from recent past, if a recently disconnected device wants

to resume a prior connection that was interrupted due

to an unreliable network connection.

• Flexible Security: Our middleware allows users to flex-

ibly configure required security based on the appli-

cation resource-awareness versus blindly following a

rigid security configuration. This enables the user to

thus configure higher security or prioritize faster data

transfer.

The remainder of the paper is as follows: Section II

discusses related works. Section III describes our end-to-

end IoT security middleware scheme. Section IV presents

our performance evaluation and findings from testbed exper-

iments. Section V concludes the paper.

II. RELATED WORK

IoT-based application deployment is a relatively new trend,

however methods to secure networked IoT devices have

been explored in the past. Work in [4] discusses security

procedures for constrained IoT devices. An architecture to of-

fload computation intensive tasks to the gateway is proposed,

which helps in reducing the cost of security encryptions

at the IoT node side. However, offloading at a large scale

is a tedious task as mentioned in [5]. Similarly, in [6], a

light-weight authentication scheme is used in the context











using Pre-shared Keys (PSKs) and certificates. Likewise,

Figure 6(b) shows how much memory allocation size it takes

to have the connection established. DTLS-PSK comes out

to be low, by order of millions. We can see that certificate

generation takes more size. Hence, choosing PSK for the

resumption can be quite an excellent choice. Even better

results are obtained using Static PSK, if high security is not

critical to the use case.
Figure 7 shows results for the connection and resumption

time for the four different schemes we compared in our

experiments with our prototype middleware. Even though

using DTLS-certificate gives consistently low time spent,

we see that DTLS-PSK is the fastest scheme. DTLS can

offer speed-up of over a few hundred times, regardless of

cases where there is a fresh handshake or resumed session.

Hence, our results show the need for Intermittent security in

IoT systems, without compromising the security, by allowing

flexibility in configuration.

V. CONCLUSION AND FUTURE WORK

In this paper, we developed an end-to-end IoT security

middleware between devices at the network edge and the

core cloud side of an application system. Our middleware is

based on a novel security scheme, which provides flexibility

for securing IoT-based application data, along with offering

quick re-connections to aid in situations of unreliable net-

work conditions within cloud-fog communication platforms.
Our results demonstrate the need for flexibility in choice

of an IoT security scheme based on resource constraints in

computation, bandwidth, memory, network reliability, as well

as the application for which the IoT system is being designed.

We show that whenever feasible and acceptable, the use of

static properties such as Static PSK can notably speed-up

secure communications. Static PSKs in prior literature have

not received much attention, however they could be a useful

tool for low-resource, moderate-security within IoT systems.
Future work can extend our middleware with a transient

reputation scheme that can collect and use short-term knowl-

edge about the connecting devices to build a short-lived

reputation. This would deprecate the need to maintain trust

state in the network amongst the IoT devices.
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