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An article published by Wired Magazine in 2012 states that the military discovered that unknown 
militants were tapping into the drone feeds. This problem gained attention back in 2008, when 
it was discovered that militants in the Middle East were able to gain military drone feed using 
equipment as cheap as $25. In the year 2014, the company Amazon proposed the idea of utilizing 
drones to deliver packages to Federal Administration (FAA), with Walmart proposing a similar 
request in 2015. These two cases are only the tip of the iceberg when comes to the amount of 
permit requests from companies the FAA has received. With each year, Unmanned Aerial 
Vehicles (UAVs) have become more widely used among both businesses, consumers, and 
governments.  However, the widely utilization of UAVs also raises privacy concerns, because most 
UAVs’ have high resolution cameras, which can capture videos with sensitive information from 
individuals, such as faces, debit/credit cards, license plates, etc. caught on video. Therefore, it is 
highly desirable to remove the sensitive information from video/pictures captured by UAVs. 
 
Methods: To protect the right of privacy for individuals, this research proposes a Field 
Programmable Gate Array (FPGA) based system that can detect and block sensitive objects from 
UAVs’ video data. Our system can be integrated into UAVs to directly remove the sensitive 
information from their captured video data. Specifically, the FPGA will run the algorithm based 
on the Viola-Jones object detection and process images at certain frames in the video feed and 
block sensitive material. The proposed system will then create a duplicate video with the 
sensitive objects blocked and then delete the original video captured by the feed. As a result, 
only non-sensitive information will be presented in the final video data. 
 
Results: We implemented our proposed system using MATLAB. Our results demonstrate that our 
system can block objects and people effectively and efficiently. Meanwhile, the processing cost 
of our system increases with the size of video footage. This finding motivates our future research 
to enhance the scalability of our system.  
 
Conclusion and Future Research: The fourth amendment, the right to privacy is one of the most 
important individual rights that we have in our society and spawning a sector in the economy 
based on preserving it. With the rising mainstream popularity of UAS, common use of drones 
adds a new dimension to privacy protection due to the surveillance capabilities of commercial 
UAS whether intended use or not. With the visual privacy guard system (VPG) proposed in this 
research, we provide a solution to the privacy problem spawned by the mainstream use of UAVs 
in our daily lives. Further research involves effective methods in reducing processing power 
consumption and overall power consumption, factors that may help increase efficiency in the 
proposed system. 
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