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Abstract

State estimation is very important for securely, reliably, and efficiently main-

taining a power grid. If state estimation is not protected, an attacker can com-

promise meters or communication systems and introduce false measurements,

which can evade existing Bad Data Detection (BDD) algorithms and lead to

incorrect state estimation. This kind of attack is stealthy and widely known as

an Undetected False Data Injection (UFDI) attack. Attackers are limited by

different attributes, in terms of knowledge, capabilities, resources, and attack

targets, that are important to consider for realizing the potential attack vectors

and, thereby, the security measures. In this paper, we present a formal frame-

work for automatic synthesis of security architectures that will guard the grid

against potential UFDI attacks on state estimation. In this approach, we first

formalize UFDI attacks with respect to the grid topology, electrical properties,

and different attack attributes. The solution to the model derives the attack vec-

tors that exist in the formalized scenario. These attack vectors are considered by

a second formal model, the security architecture synthesis model, to design the
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security measures (i.e., a set of measurements to be protected against false data

injection). We enhance the performance of the security architecture synthesis

mechanism by performing parallel and stepped execution of the formal models.

We demonstrate the proposed mechanism through case studies and evaluate the

performance of the proposed model by running experiments on different IEEE

test systems.

Keywords: Smart Grid, False Data Injection, Security Architecture, Formal

Model, Synthesis.

1. Introduction

State estimation is the process of approximating unknown state variables

of a power system based on the measurements received from various meters

strategically placed in the grid. The estimation process provides information

pertinent to the power grid’s condition, which is typically used in contingency

analysis to control the power grid components and maintain the reliable opera-

tion even if some faults occur. The output is also utilized in optimal power flow

management for economic efficiency. Cyber technology is increasingly used in

power grids to efficiently and reliably control and monitor the power system [1].

The growing use of cyber infrastructure introduces numerous cyber-physical

vulnerabilities in power grids [2, 3, 4]. It has been shown that cyber attacks

against Supervisory Control and Data Acquisition (SCADA) systems can po-

tentially cause significant damage to a power grid and its utilities [5]. Several

researches explicitly show the ramification of the UFDI attacks on the power

grid. The impact of UFDI attacks on the optimal operation of the grid is for-

mally studied in [6, 7], where the results show that an adversary can increase

the generation cost. How the UFDI attacks can compromise the energy markets

is demonstrated in [8].

An adversary can compromise meters by introducing malicious measure-

ments, which can lead to incorrect state estimation. There are Bad Data Detec-

tion (BDD) algorithms [9, 10] that detect bad measurements, principally based
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on the squares of differences between observed and estimated measurements

with some threshold values. If the differences are greater than the threshold

values, the measurements are identified as bad data. Measurements are es-

timated based on the linear relationships among the measurements, potential

noise, and the state variables.

An attacker can generate bad measurements and still remain undetected by

evading the BDD algorithm [11]. As a result, states are estimated incorrectly.

Stealthy attacks of this kind are known as Undetected False Data Injection

(UFDI) attacks. However, an attacker usually must deal with different chal-

lenges (i.e., attack attributes), such as limited capabilities, limited resources,

specific targets, etc. Moreover, in order to launch a UFDI attack, an attacker

needs to have necessary knowledge of the power grid (i.e., connectivity among

the buses and admittances of the connecting lines). Since the access to the

grid information is usually restrictive, the attacker may suffer from limited in-

formation. Still, upon leveraging the relative associations of the states at the

neighboring buses, one might be successful in launching a number of attacks

despite limited information [12, 13]. Though previous works investigated UFDI

attacks by considering some attack attributes, they did not consider a compre-

hensive list of attack attributes and, more importantly, interrelations among

these attributes. Such an investigation requires simultaneous modeling of all

these attributes. It is shown in [14, 15] that even when adversaries have perfect

knowledge and capabilities, the grid can be defended against such UFDI attacks

if a strategically chosen set of measurements is secured. The algorithms pre-

sented to identify such a measurement set were also shown to be equivalent to

the NP-complete hitting set problem. Moreover, these algorithms are inflexible

to consider various attack scenarios or the grid operators’ resource limitation.

In this paper, we propose a formal framework for automatically synthesizing

a security architecture (i.e., a set of measurements that needs to be secured),

with respect to an attack model, security requirements, and the grid operator’s

constraints. In our previous work [16, 17], we presented a formal model of

identifying UFDI attacks on state estimation with respect to different attack
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attributes. This model can be solved using an SMT (Satisfiability Modulo

Theories) solver [18] to determine potential UFDI attacks. Here, we extend this

verification model for generating attack vectors in a specific attack model and

devise another formal model that employs these attack vectors to synthesize

a list of measurements to be protected against data integrity breaches. The

proposed model will allow a grid operator to take necessary security measures

within his or her capabilities against adversaries with an expected set of attack

attributes. We demonstrate the proposed security architecture synthesis model

through a case study based on the IEEE 14-bus test system [19]. We evaluate

the scalability of the proposed model by running experiments on various IEEE

test systems. Since the exploration of the whole attack space for all potential

attack vectors needs a significantly long time, we design an efficient mechanism

to synthesize security architecture by performing parallel and stepped executions

of the attack vector generation and security architecture synthesis models. The

evaluation results exhibit high scalability of the synthesis mechanism.

The rest of this paper is organized as follows: In Section 2, we provide

necessary background and our motivation. We present our security architecture

synthesis framework in Section 4. We devise a scalable mechanism for efficient

security architecture synthesis in 5. We briefly discuss the related work in

Section 6. We conclude the paper with a discussion on the limitations of the

presented study in Section 7, followed with the conclusion in Section 8.

2. Background and Motivation

The UFDI attack on state estimation according to the literature (e.g., [11,

12]) is mainly based on the DC power flow model and we consider the same

power flow model in this work.

2.1. DC Power Flow Model

In the DC power flow model, the power balance equations in a power system

are expressed by assuming the impedance of a transmission line purely in terms
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of its reactance [20]. The voltage magnitudes at all buses are taken as fixed at

1 per unit and only the phase angles are treated as the variables. Thus, the

voltage phasor at bus i is expressed by 1∠θi. Denoting the admittance of the

line between buses i and j by Yij , the real power-flow (Pij) across a transmission

line is given by: Pij = Yij(θi − θj). Yij is the reciprocal of the reactance. The

power-balance constraint that equates the algebraic sum of powers incident at

every bus to zero creates a linear system of equations of the form: [B][θ] = [P].

2.2. State Estimation and UFDI Attacks

The state estimation problem involves estimating n number of power system

state variables x = (x1, x2, · · · , xn)
T based onm number of meter measurements

z = (z1, z2, · · · , zm)T [10]. In the case of a linearized (i.e., DC) estimation

model, the relationship between x and z is given by the equation:

z = Hx+ e, where H = (hi,j)m×n

H is known as the Jacobian matrix, while e is the vector of measurement

errors. When the errors are distributed with zero mean, the state estimate x̂ is

given as:

x̂ = (HTWH)−1HTWz

Here, W is a diagonal matrix whose elements are reciprocals of variances of the

meter errors. Thus, estimated measurements are calculated as Hx̂. Measure-

ment residual ||z−Hx̂|| is used to determine bad data. If ||z−Hx̂|| > τ , it is

assumed that bad data is present. Here, τ is a selected threshold value.

In the case of a UFDI attack, an adversary injects arbitrary false data a

to the original measurements z following the relation a = Hc, which leads the

BDD mechanism to failure [11]. Here, c is the added value to the original state

estimate x̂ due to the injection of a. Since z + a = H(x̂ + c), the residual

||(z+ a)−H(x̂+ c)|| is still equal to ||z−Hx̂||.
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2.3. Attack Model

The attack potentiality varies with the attack scenario, which is specified

based on different attack attributes, as follows:

• Accessibility. An attacker may not have access to all of the measurements

because the physical or remote access to the power grid substations can be

restricted. Moreover, some measurements might be secured by applying

necessary data integrity protective measures.

• Resource. An adversary may be constrained by cost or effort to mount

attacks on vastly distributed measurements. In such cases, an adversary is

constrained to compromising or altering a limited subset of measurements

at a time. Sometimes, it is useful to represent this resource limitation

with respect to buses. This is because, if the measurements required for

the false data injection in an attack are distributed in many substations,

i.e., buses, then it would be harder for an attacker to inject false data

to those measurements than to the set of measurements distributed in a

small number of substations.

• Knowledge. To launch a UFDI attack, an adversary needs to know the

grid topology (i.e., the connectivity among the buses) and the electrical

parameters of the transmission lines [11]. Partial knowledge restricts the

attacker’s ability to plan for an undetected attack.

2.4. Objective: Security against UFDI Attacks

If these attack attributes are not considered simultaneously (as in [11, 12]),

the interrelation between these attack attributes cannot be analyzed properly.

We address this challenge by providing a formal analytic framework that mea-

sures the attackability on state estimation given various attack attributes. In

addition, we propose a formal method for synthesizing a security architecture,

i.e., measurements that need to be secured (data integrity protected), satisfying

the given security requirement. The requirement primarily specifies the protec-

tion of state estimation from UFDI attacks with respect to an attack model.
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Figure 1: The security architecture synthesis framework to defend UFDI attacks against state
estimation.

A few previous works (e.g., [14, 15]) showed that UFDI attacks can be de-

fended if a strategically chosen set of measurements is secured. However, they

only considered the attack model where adversaries have unlimited knowledge,

resources, or capabilities. Based on this worst-case scenario, the set of mea-

surements to be secured may fall beyond the grid operator’s resources. A large

power grid usually has several hundreds of buses [21]. These buses are of widely

distributed, often in remote areas. Moreover, the communication system and

measurement devices still embrace legacy technologies, which often cannot sup-

port proper cryptographic measures [22]. Therefore, deploying proper security

in a system with the legacy technologies and hardly-reached accessibility is non-

trivial in terms of the existing technology capability as well as the deployment

cost. That is why, the grid operator would love to keep the system (sufficiently)

secured within a (limited) budget. Therefore, a security architecture within the

grid operator’s resource is required to defend UFDI attacks with respect to an

expected level of attack potentiality.

3. Security Architecture Synthesis Framework

We present a schematic diagram of the security architecture synthesis frame-

work in Figure 1. The framework in general has two modules. The first module,

Attack Vector Generator, verifies a specified power grid for potential UFDI at-

tacks in a particular attack model, thus generating all attack vectors that can

successfully be launched. These attack vectors are taken as inputs to the sec-

ond module, Security Architecture Synthesizer. This module is responsible for
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synthesizing a security architecture, a list of measurements (or a set of buses) to

be secured for mitigating the identified attack vectors, thus protecting the grid

with respect to the attack model considered in the first module. The synthesis

module also takes the grid operator’s constraints (e.g., the security deployment

budget) as inputs so that the security architecture is designed within the op-

erator’s capacity. A security architecture specifies a set of measurements that

needs to be data integrity protected so that false data cannot be injected in

those measurements.

It is worth mentioning that each attack vector specifies a set of measurements

that are required to be altered simultaneously during the attack campaign to

remain undetected. There are many different combinations of the measurements

to launch stealthy attacks. The security architecture synthesis framework needs

the information of an attack vector to invalidate it. Therefore, to secure the bus

system against stealthy attacks with respect to a set of attack attributes, the

framework generates all the attack vectors in that attack model and provides a

security architecture that mitigates the attacks according to the grid operators

security requirements and resource constraints. The number of attack vectors

is not an explicit input to the framework. The framework takes the bus system

data and the attack attributes to generate the attack vectors.

In Section 4, we discuss the details of the framework’s two modules, which

primarily include formal modeling of various system properties, attack attributes,

security requirements, and resource constraints. Since there are many alterna-

tive paths to launch a stealthy attack, a power grid with a few hundred buses

can have a very large attack space that often cannot be handled by these formal

models efficiently. In Section 5, we present a parallel and stepped approach of

executing these formal models such that the framework can efficiently find a

security architecture and has the capability to scale well with the grid size.

The security architecture synthesis is a proactive decision-making process.

The framework is designed to run offline, allowing the grid operator to analyze

possible security architectures in various attack scenarios, security requirements,

and business objectives, and implement an appropriate security plan.
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4. Modeling of Security Architecture Synthesis against UFDI Attacks

In this section, we present the proposed security architecture synthesis model,

starting with a discussion about the basic physical (power) model and the mod-

eling parameters. We also demonstrate the security architecture synthesis using

an example case study and evaluate its performance.

4.1. Power Flow Equations

According to the DC power flow model, the admittance of a line or branch is

computed from its reactance. Each line connects two end-buses and, according

to the current flow direction, these two buses are identified as from-bus and

end-bus. The two end-buses of line i are denoted using lf i (from-bus) and lt i

(to-bus), where 1 ≤ i ≤ l, 1 ≤ lf i, lt i ≤ b, and b is the number of buses. The

admittance of line i is denoted by ld i.

Each row of H corresponds to a power equation. The first l rows correspond

to the forward line power flow measurements. The second l rows are the back-

ward line power flow measurements, which are the same as the first l except the

directions of the power flows are opposite. We use PL
i to denote the power flow

through line i, while PB
j to denote the power consumption at bus j, and θj to

denote the state value (i.e., the voltage phase angle at bus j). Then, we have

the following relation between the line power flow of line i (PL
i ) and the states

at the connected buses (lf i and lt i):

∀1≤i≤l PL
i = ld i(θlf i

− θlti) (1)

Equation (1) specifies that power flow PL
i depends on the difference of the

connected buses’ phase angles and the line admittance.

The last b rows of H correspond to the bus power consumptions. The power

consumption of bus j is the summation of the power flows of the lines connected

to this bus. Let Lj,in and Lj,out be the sets of incoming lines and outgoing

lines of bus j, respectively. Then, the following equation represents the power
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consumption at bus j:

∀1≤j≤b PB
j =

∑

i∈Lj,in

PL
i −

∑

i∈Lj,out

PL
i (2)

Basically, state estimation with the DC flow model reduces to finding the

voltage phase angle (θ) at each bus by solving an overdetermined linear sys-

tem of equations given the measurement configuration and line parameters in a

weighted least square sense as stated in Section 2.

4.2. UFDI Attack and Security Modeling Parameters

We use cx j to denote whether state xj (1 ≤ j ≤ n) is affected (i.e., changed

to an incorrect value) due to false data injection. Note that, in the DC model,

each state corresponds to a bus. Thus, n is equal to b. Parameter cz i denotes

whether measurement zi (1 ≤ i ≤ m) is required to be altered (by injecting false

data) for the attack. If any measurement at bus j must be changed, cbj becomes

true.

In this work, we model incomplete information with respect to line admit-

tance only and use the variable bd i to denote whether the attacker knows the

admittance of line i. In the DC model, two measurements can be taken (i.e.,

recorded and reported by meters) for each line: the forward and backward cur-

rent flows. For each bus, a measurement can be taken for the power consumption

at the bus. Therefore, for a power system with l number of lines and b number

of buses, there are 2l + b number of potential measurements (zis). Though a

significantly smaller number of measurements are sufficient for state estimation,

redundancy is provided to identify and filter bad data. We use mz i to denote

whether potential measurement zi is taken. Note that though m is often used

to represent the taken measurements, in this model m represents the maximum

number of potential measurements (i.e., 2l + b). The attacker may not be able

to alter a measurement due to inaccessibility or existing security measures. We

use az i to denote whether measurement zi is accessible to the attacker. We also

use sz i to denote whether the measurement is secured.
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4.3. Modeling of UFDI Attack Vector Generation

4.3.1. Changes in States

First, we present the formalization of changes in estimated states. The attack

on state xj specifies that the phase angle at bus j is changed. This condition is

formalized as follows:

∀1≤j≤n cx j → (Δθj �= 0) (3)

From Equation (1), it is obvious that a change of PL
i is required based on

the changes in state xlf i
(θlf i

) and/or state xlti (θlti). In the case of false data

injection, PL
i , θlf i

, and θlti are changed to P ′L
i , θ

′
lf i
, and θ′lti , then Equation (1)

turns into the following:

P ′L
i = ld i(θ

′
lf i

− θ′lti)

The subtraction of Equation (1) from the above equation represents whether

there are changes in the measurements and the states. The following is the

resultant equation:

ΔPL
i = ld i(Δθlf i

−Δθlti)

In this equation, ΔPL
i = P ′L

i −PL
i , Δθlf i

= θ′lf i
− θlf i

, and Δθlti = θ′lti − θlti .

If Δθlf i
�= 0 (or Δθlti �= 0), then it is obvious that state xlf i

(or xlti) is changed

(i.e., attacked). The above relation for line i holds only if the line is taken in

the topology. We formalize this constraint as follows:

∀1≤i≤l ml i → (ΔPL
i = ld i(Δθlf i

−Δθlti)) (4)

4.3.2. False Data Injection to Measurements

An attacker needs to alter a set of measurements to launch an attack. This

false data injection depends on the changes that are required on different power

flows or consumptions. If ΔPL
i �= 0, then it specifies that measurements (i.e., i

and l + i) corresponding to line i, when taken (i.e., mz i and mz l+i), are required
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to change. Similarly, the power consumption measurement at bus j is required

to change when ΔPB
j �= 0. These are formalized as follows:

∀1≤i≤l (ΔPL
i �= 0) → (mz i → cz i) ∧ (mz l+i → cz l+i)

∀1≤j≤b (ΔPB
j �= 0) → (mz 2l+j → cz 2l+j)

(5)

Conversely, measurement i is altered, only if it is taken and the correspond-

ing power measurement is required to change. The constraint is formalized as

follows:

∀1≤i≤l cz i → mz i ∧ (ΔPL
i �= 0)

∀1≤i≤l cz l+i → mz l+i ∧ (ΔPL
i �= 0)

∀1≤j≤b cz 2l+j → mz 2l+j ∧ (ΔPB
j �= 0)

(6)

4.3.3. Attack Attributes

Now, we formalize the attack attributes that constrain the success of a par-

ticular UFDI attack.

Due to the resource limitation, the attacker can inject false data to a limited

number of measurements simultaneously. If TCZ is the maximum number, then:

∑

1≤i≤m

czi ≤ TCZ (7)

Another way of modeling resource limitation is with respect to the number

of compromised buses or substations. Due to limited resources, an attacker can

only access or compromise a limited number of substations (i.e., buses) at a

particular time. A substation is required to be accessed or compromised if a

measurement residing at that substation must be altered. Therefore,

czi → cblfi

czl+i → cblei

cz2l+j → cbj

(8)
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Let TCB be the maximum number of substations that the attacker can compro-

mise. Then,
∑

1≤i≤m

cbj ≤ TCB (9)

If the admittance of line i is unknown to the attacker, then it is not possible

for him to determine the necessary changes that he or she needs to make in the

power flow measurements of the line. This condition is formalized as follows:

(ΔPL
i �= 0) → ((mzi ∨mzl+i) → bdi) (10)

The attacker usually cannot, with respect to physical or remote access, inject

false data to all the measurements. If a measurement is secured (i.e., data

integrity protected), then although the attacker may be able to inject false data

in the measurement, the false data injection will be unsuccessful. Hence, the

attacker will only be able to change measurement zi (here, 1 ≤ i ≤ m) in order

to attack, if the following condition holds:

cz i → az i ∧ ¬sz i (11)

4.3.4. Attack Vectors

Let MUFDI be the UFDI attack verification model, which is the conjunction

of Equations (3) through (11). The solution to this model (i.e., when MUFDI

is true), the assignments to the variables, particularly cz s and cx s, represent an

attack vector (let it be Ak), which specifies that a set of states (Axk) can be

attacked if a set of measurements (Azk) can be altered.

Azk → Axk (12)

That means:
∧

i∈Azk

cz i →
∧

j∈Axk

cx j (13)

To find the next possible attack vector, we have to add the following con-
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straint that basically discards the current attack vector from the attack space:

¬((
∧

i/∈Azk

¬cz i) ∧ (
∧

i/∈Azk

cz i) ∧ (
∧

j∈Axk

cx j) ∧ (
∧

j /∈Axk

¬cx j)) (14)

Let A be the set of attack vectors possible from a given attack model.

Therefore, |A| is the number of potential attack vectors, i.e., Ak ∈ A, where

1 ≤ k ≤ |A|. We need to consider all |A| to design a security architecture

with respect to this particular attack model, which is discussed in the following

subsection.

4.4. Modeling of Security Architecture Synthesis

To synthesize a security architecture against a particular attack model, each

corresponding attack vector needs to be considered. We must also consider the

grid operator’s resource limitation.

4.4.1. Secured Measurements and States

As shown in Equation (13), an attack vector specifies that if an attacker can

inject false data in a set of measurements, he or she can attack the estimation

of a set of one or more states. However, if one or more of the measurements

are secured, then this particular attack will fail. In other words, if none of

these measurements is secured, these states are vulnerable to a UFDI attack.

It is worth reminding the readers that a secured measurement means it is data

integrity protected, which does not allow an attacker to inject false data into

the measurement (i.e., alter the measurement).

An attack vector Ak exists only if none of the measurements in Azk is se-

cured, which specifies that each of the states in Axk is vulnerable to a potential

UFDI attack. As we use sz i to specify whether measurement i is secured, we

have the following constraint:

∀1≤k≤|A| ¬(
∨

i∈Azk

szi) →
∧

j∈Axk

cxj
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A state is secured only if it is not under any attack. If sx j specifies whether

state j is secured, then:

∀1≤j≤n sx j → ¬cx j

4.4.2. Security Requirements and Constraints

While the attack attributes define the scale of the UFDI attacks that the grid

operator wants to deal with, the security requirement specifies to what extent

the operator wants to defend them. In other words, the security requirement

specifies the extent of security, which is defined as the minimum number of

states that the operator needs to keep secured against UFDI attacks. If TSX

specifies this number, then:

∑

1≤j≤n

sx j ≥ TSX

When TSX is equal to n (i.e., the number of states), this security requirement

is the strongest.

The operator may have a requirement of securing a set of states. For exam-

ple, if states 1, 2, 3, 4, and 6 must be kept secured, then:

sx 1 ∧ sx 2 ∧ sx 3 ∧ sx 4 ∧ sx 6

Due to the resource constraint, the operator can secure only a limited number

of measurements. If TSZ specifies this number of measurements, then:

∑

1≤i≤m

szi ≤ TSZ

If one or more measurements are already secured (and considered while looking

for the attack vectors), they will be included in the number of measurements to

be secured.
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Figure 2: The diagram of the IEEE 14-bus test system.

4.5. Implementation

We encode the formalizations corresponding to our proposed UFDI verifica-

tion model and security architecture synthesis model into SMT [23]. We write

a program leveraging the Z3 .Net API [18] for this encoding. We use Boolean

(i.e., for logical constraints), integer (e.g., mainly the configuration properties

and thresholds), and real (e.g., for power variables) terms for our encoding. For

each of the model, a parser is built to take the inputs, i.e., the system configura-

tions and the constraints, to the model from a text file. By executing the model

(in Z3), we obtain the verification (or synthesis) result as either satisfiable (sat)

or unsatisfiable (unsat). The unsat results specifies that the problem has no

attack vector (and/or security architecture) that satisfies the constraints. In

the case of sat, we get the security architecture from the assignments to the

variables, szis, which represent the set of measurements required to be secured.
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Table 1: Bus System Input to the Example Case Study

# Topology (Line) Information

# (line no, from bus, to bus, admittance, knowledge?)

1 1 2 16.90 1

2 1 5 4.48 1

3 2 3 5.05 1

4 2 4 5.67 1

5 2 5 5.75 1

6 3 4 5.85 1

7 4 5 23.75 1

8 4 7 4.78 1

9 4 9 1.80 1

10 5 6 3.97 1

. . . . . .

# Measurement Information

# (measurement no, measurement taken?, secured?, can attacker alter?)

1 1 0 1

2 1 0 1

3 1 0 1

4 1 0 1

5 0 0 0

6 1 1 1

. . . . . .

21 1 0 1

22 0 0 0

23 1 0 1

24 1 0 1

25 1 0 1

26 1 0 1

. . . . . .

41 1 0 0

42 1 0 1

43 0 0 0

44 1 0 1

45 1 0 0

. . . . . .

4.6. A Case Study

In this example, we present a synthetic case study with respect to the IEEE

14-bus test system, as shown in Figure 2. The input corresponding to this ex-
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Table 2: Adversary’s and Operator’s Constraints Input to the Example Case Study

# Attacker’s Resource Limitation

10

# Operator’s Security Requirement

# (This percentage of states needs to be secured)

100

# Operator’s Resource Limitation

8

ample is shown in Tables 1 and 2. The input about the lines and measurements

is partially shown due to space limitation. It is worth mentioning that measure-

ment properties, attack attributes, and security requirements are arbitrarily

selected in this case study and the studies presented latter of this paper.

The line information includes a set of data for each line: line number, end

buses (from-bus and to-bus) of the line, a value indicating the line admittance,

and the knowledge status. According to the inputs, the attacker has full knowl-

edge about the system. Since this bus system has 14 buses and 20 lines, the

maximum number of potential measurements is 54. For each of the measure-

ments, the corresponding input includes (i) whether the measurement is taken

for state estimation, (ii) whether the measurement is secured, and (iii) whether

the attacker has the accessibility to alter the measurement. In this example,

all measurements, except measurements {5, 10, 14, 19, 22, 27, 30, 35, 43, 49,
and 52}, are taken. None of these measurements is secured. Due to limited

resources, the attacker can attack only 10 measurements simultaneously. Ac-

cording to this attack model, the grid operator’s security requirement is to

defend all (i.e., 100%) of the states against the UFDI attacks. However, the

operator has limited resources that allow him to secure only a maximum of 8

measurements.

In this particular scenario of attack model, our UFDI attack vector gen-

eration model produces 85 different attack vectors. The security architecture

synthesis model consequently provides a security architecture that mitigates all
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Figure 3: (a - b) The impact of the bus system’s size on the number of attack vectors and
the time to generate all these attack vectors and (c - d) the impact of the attacker’s access
capability on the number of attack vectors and the time to generate them.

of those attack vectors. According to this security solution, if measurements {8,
26, 34, 36, 41, 46, 53, and 54} can be secured, then no UFDI attack is possible

in this given attack scenario. It is worth mentioning that if the grid operator

cannot secure more than 6 measurements, then there is no security solution in

this case.

4.7. Performance Analysis

In this section, we present the results from the evaluation of the proposed

security plan synthesis approach. We evaluate the scalability of our proposed

attack vector generation model as well as the synthesis model by analyzing the

time required for executing the model in different problem sizes. Problem size

19



depends primarily on the number of buses. We evaluate the scalability of our

model based on different sizes of IEEE test systems, such as 14-bus, 30-bus,

57-bus, and 118-bus [19]. We run our experiments on an Intel Core i7 Processor

with 8 GB memory under Windows 7 OS.

4.7.1. Evaluation Results for Attack Vector Generation Model

When the attacker has higher ability (i.e., access capability or attack re-

sources), the number of potential attack vectors becomes larger. In such cases,

if the system size (i.e., the number of buses in the system) is also large, the num-

ber of attack vectors becomes enormously high. Figure 3(a) shows the number

of attack vectors varying the number of buses when there is no secured mea-

surement. Figure 3(c) shows how greater access capability generates a larger

number of attack vectors, with respect to the 30-bus system.

The time to generate all the attack vectors is proportional to the number

of these vectors. That is, the larger is the number of attack vectors, the longer

the time required for generating them. Figure 3(b) shows the time to generate

all the attack vectors corresponding to Figure 3(a). The results demonstrate a

super-linear growth in time with respect to the number of vectors. Similarly,

Figure 3(d) shows the time to generate all the attack vectors according to the

attacker’s access capability (Figure 3(c)). The time requirement is linear with

respect to the access capability.

4.7.2. Evaluation Results for Security Architecture Synthesis Model

We evaluate the scalability of our security architecture synthesis model by

varying the number of buses. In Figure 4(a), we present the execution time of

the synthesis model and find that the time requirement is linear with respect to

the number of buses. In fact, the time is proportional to the number of attack

vectors and the size of the attack vector. The overall time for generating the

security design, i.e., attack vector generation model plus security architecture

synthesis model, is presented in Figure 4(b). We see that the time lies between

the quadratic and linear orders. However, a security architecture and the time
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Figure 4: (a) The time to generate a security architecture (or attack mitigation plan) with
respect to the number of buses, (b) the overall time to generate the security deployment
architecture, (c) the impact of the number of attack vectors on the synthesis time, and (d)
the impact of the grid operator’s resource on the security architecture synthesis time.

to synthesize this depend on the given constraints, e.g., the grid operator’s

resource limit. Figure 4(c) presents how the number of attack vectors impacts

the security architecture synthesis time. As we can see, the execution time

follows a linear growth with the number of attack vectors.

We analyze the impact of the grid operator’s resource limit (for security

deployment) on the security architecture synthesis time. The analysis result is

shown in Figure 4(d). We observe that the synthesis time decreases rapidly with

the increase in the resources because increasing the resources also increases the

solution space (i.e., the number of security architectures satisfying the security

requirements) also increases. As a result, the time to search a security architec-
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Algorithm 1 Exploration of the Attack Space by Each MPI Process

1: F := The attack vector synthesis model according to the input;
2: R := A random number to be used as the seed for exploring the attack space;
3: Done = FALSE;
4: S = { };
5: while ¬Done do
6: Result = findAttackVector(F , R);
7: if Result �= NULL then
8: shareResultWithOtherProcesses(Result);
9: Ŝ = {Result} ∪ getResultsFromOtherProcesses();

10: S = S ∪ Ŝ;
11: for each E ∈ Ŝ do
12: F = F ∧ ¬E
13: end for
14: else
15: Done = TRUE;
16: end if
17: end while

ture decreases. However, if the available resources increase further, after some

point, there may not be any more improvement.

5. Scalable Mechanism Design for Security Architecture Synthesis

As Figure 4(b) shows, the overall time for security architecture synthesis is

large − over an hour just for 118 buses − even in a resource-constrained attack

scenario. In a relaxed scenario, when an adversary has more capabilities, the

attack space is much larger and the time to compute the attack vectors and

to synthesize the security architecture significantly increases. Therefore, we

propose mechanisms to explore the attack space in a scalable manner and thus

efficiently synthesize the security architecture.

5.1. Parallelism for Efficient Attack Vector Generation

We develop a parallel mechanism to accelerate the generation of the attack

vectors. The mechanism executes multiple MPI (Message Passing Interface)

processes simultaneously and all these processes explore the attack space to-

gether. Each process runs the UFDI attack verification model with a random

seed such that SMT searches in an arbitrary order. When a process gets an
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Figure 5: (a) The time for generating all the attack vectors when parallelism is applied (with
respect to the bus system’s size), (b) the overall time for security architecture synthesis, (c)
the impact of the number of processes for generating all the attack vectors when parallelism
is applied, and (d) the optimal choice of the number of processes to generate all the attack
vectors.

attack vector, it informs other processes about the result so that the processes

can exclude the attack vector from the search space. In this way, the attack

vector search continues until each of the processes ends (when the verification

model returns unsat, i.e., a NULL attack vector). The corresponding set of

operations executed by each process is presented in Algorithm 1.

5.1.1. Performance Analysis of Parallel Attack Space Exploration

We evaluate the efficiency of the parallel mechanism of the attack vector

generation and the time for the security architecture synthesis. Figure 5(a)

shows the required time for generating all the attack vectors with respect to the
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Figure 6: (a) The impact of the attacker’s resource and (b) the impact of the security mea-
surements on the number of attack vectors.

bus system’s size. As we compare the result with that shown in Figure 3(b),

the parallel mechanism reduces the attack vector generation time significantly,

e.g., less than half in the case of the 118-bus system, when we utilize only four

parallel MPI processes. Even for the IEEE 300-bus system, it takes just over an

hour. Figure 5(b) shows the total time for synthesizing the security architecture.

As the use of parallelism significantly reduces the time for generating the attack

vectors, it ultimately increases the time-efficiency of the synthesis process.

In the above experiments, four MPI processes execute in parallel to generate

all the attack vectors. Figure 5(c) presents the impact of the number of MPI

processes on the generation time. As the figure shows, the more is the number

of processes, the shorter the execution time. However, the MPI processes need

to communicate with one another for coordination, resulting in a cost, along

with the overhead associated with executing multiple processes. Hence, there

is a trade-off between the efficiency and the overhead. Figure 5(d) shows the

impact of the number of processes on generating the attack vectors with respect

to two problem sizes (i.e., 118-bus and 300-bus systems). As the figure shows,

while the time-efficiency keeps increasing with the number of processes, after

some point, the efficiency reduces as the number of processes increases. Hence,

there is an optimal choice for the number of processes for a problem size.
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Table 3: Number of Attack Vectors in Different Scenarios

Attacker’s Resource Limitation Attack Vectors

10 85

12 358

14 1217

16 4314

18 13278

20 41802

5.2. Stepped Mechanism for Efficient Security Design

Although parallelism significantly improves the scalability of the security

architecture synthesis, we can further improve the performance. The attack

space depends on the attacker’s resource − the more measurements the attacker

can corrupt at a time, the more different attacks are possible. Figure 6(a) shows

the impact of the attacker’s resource on the number of attack vectors, for the

IEEE 118-bus system. In this case, no secured measurement is considered.

The results show that the number of attack vectors increases rapidly with the

increase in the attacker’s resource. For example, while there are 2,475 attack

vectors at the resource limit of 10 measurements (in 60% accessibility), there

are 12,870 attack vectors at the resource limit of 15 measurements. That is, for

an increase of 5 measurements, the number of attack vectors increases by more

than four times. The impact is larger when the accessibility is higher (80%).

Table 3 shows the same for the IEEE 14-bus system when the attacker has 100%

accessibility and there is no secured measurement. Although there are only 14

buses, the number of attack vectors increases from 4,314 (at the resource limit

of 16 measurements) to 13,278 attack vectors for a resource increase of only 2

measurements. Figure 6(b) shows the impact of the secured (i.e., data integrity

protected) measurements on the attack space. Here the secured measurements

are arbitrarily selected. As the figure shows, the more is the number of secured

measurements (i.e., reduced accessibility), the less the number of attack vectors.

The reason for this is obvious − the secured measurements cannot be altered

to launch stealthy attacks.
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Figure 7: The flow chart of the stepped security design mechanism, especially to scale with
large power grids.

Exploiting the resource and accessibility attack constraints, we devise a

stepped design mechanism as shown in Figure 7 to find security architectures

for larger problems in a scalable manner. The proposed mechanism includes the

following steps:

1. Initially, an attack model is taken wherein the adversary’s attack capabili-

ties are smaller. In this case, the attacker’s resource limitation is basically

considered.

2. We find all potential attack vectors considering this specific attack scenario

using the UFDI attack verification model (refer to Section 4.3).

3. According to these attack vectors, the synthesis model (refer to Sec-

tion 4.4) is solved for a security architecture that includes a list of mea-

surements that need to be secured to protect the system from these attack

vectors Here, we may consider the operator’s resource size smaller than
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the original input, if there are further iterations required to grow the ex-

tent of the attack attribute(s) up to the expected attack scenario. If there

is no security solution, we need to increase the resource size (i.e., relax the

constraints) slowly until it reaches the operator’s maximum capability.

4. If we find a security architecture for the expected, not the intermediate,

attack model, then the process is finished. Otherwise, we update the

attack model by increasing the attacker’s resources and setting a smaller,

but random, set of measurements taken from the security architecture as

secured. Then, we return to Step 2 and continue the process.

It is worth mentioning that the design mechanism described above cannot

ensure its completeness. That is, if the mechanism cannot find a security archi-

tecture within the grid operator’s resources, it cannot conclude that there is in

fact no solution within that resource limitation. In Step 4 of the mechanism, we

initialize the grid with a part of the security architecture (e.g., a set of measure-

ments) that is synthesized in the previous cycle when the attacker has fewer re-

sources. The reason of considering such a set as the given security is to decrease

the search (solution) space, thus reducing the synthesis time. This initialization

can end up with no security architecture, which might otherwise be found if a

different subset were chosen or the whole solution space would be searched. This

situation may occur only when the security architecture in the previous step (at

fewer attack resources) is designed with more than necessary measurements,

and all or some of these extra measurements are not in the optimal security

plans. If the selected subset includes some of these redundant measurements

and the operator does not enough resources to add necessary measurements

to create a satisfiable security plan, the mechanism will fail. However, if the

security architecture is provided in the previous step is an optimal one, then

the mechanism will always be able to find a solution irrespective of the selected

subset. This is because the attack vectors possible at a number of the attacker’s

resources is a subset of the attack vectors possible at an increased number of

resources. Since at each step the security architecture synthesis model ensures
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satisfiability, not the optimality (which is an NP-complete process [14, 15]), we

may need to sacrifice some completeness to substantially increase the efficiency

of synthesizing a security architecture.

5.3. Case Study

In this example, we consider the same IEEE 14-bus test system and the same

input, except larger attack capabilities. The attacker has full knowledge about

the system; all measurements, except measurements 5, 10, 14, 19, 22, 27, 30, 35,

43, 49, and 52, are taken; the attacker has access to all taken measurements; and

none of the measurements are secured. Unlike the first example, the attacker has

more resources to attack 30 measurements simultaneously. With respect to this

attack model, the grid operator’s security requirement is to use the resources to

secure 100% of the states against any UFDI attack. The resource limitation of

the grid operator allows a maximum of 13 measurements to be secured. In this

case, the generation of all attack vectors takes over 2 hours without parallelism,

but only 24 minutes when parallelism is applied. The synthesis process takes 5

minutes. Next, we apply the proposed design mechanism for the same security

architecture synthesis. Here, the control steps are iterated for three times.

In the first step, we consider that the attacker can only attack 12 measure-

ments and the grid operator can secure 8 measurements. The number of UFDI

attack vectors received is 358 and the generation model produces them in 6 sec-

onds. The corresponding security architecture is found as measurements {12,
17, 18, 34, 42, 44, 45, and 46} and the architecture is synthesized in 2 seconds.

In the next iteration, we consider measurements {42, 44, 45, and 46}, an arbi-

trary subset of the security architecture found at the last iteration, as secured,

while the attacker’s capability as maximally 22 measurements for simultaneous

alteration. Now, we receive 3511 attack vectors (in 90 seconds), while the se-

curity architecture as measurements {3, 15, 16, 40, 42, 44, 45, 46, 48, 51, and
53} (in 3 seconds). In this security architecture synthesis, we consider that the

grid operator can secure a maximum of 11 measurements, which also includes

the assumed secured measurements (i.e., {42, 44, 45, and 46}).
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Figure 8: These graphs show the security configuration synthesis time in different experi-
ments: (a) the execution time when parallelism is applied, (b) the execution time without the
application of parallelism, (c) the impact of the step size on the execution time, and (d) the
impact of the number of steps (initial resource size to start with) on the execution time.

In the last iteration, we consider an arbitrary subset of the security archi-

tecture, measurements {16, 40, 42, 44, 45, 46, 48, and 51}, as secured. We

also consider that the attacker can alter a maximum of 30 measurements simul-

taneously, while the grid operator can secure a maximum of 13 measurements

(including the assumed secured measurements). In this scenario, we find 1480

attack vectors (in 42 seconds). According to these attack vectors, the assumed

secured measurements, and the operator’s resource limitation, we get the fol-

lowing security architecture: measurements {1, 4, 16, 33, 40, 41, 42, 44, 45, 46,
48, 51, and 54} (in 1.5 seconds). We can see that the design mechanism takes

less than 180 seconds (3 minutes) in total.
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5.4. Performance Analysis of Stepped Security Design Mechanism

We further evaluate the scalability of the proposed stepped security design

mechanism by analyzing the time required for executing the model in different

problem sizes. The model is evaluated based on the same IEEE test systems as

before [19].

Figure 8(a) presents the execution time of the multi-step security design

mechanism varying the problem size (i.e., the number of buses). We see that the

time follows a linear order. In order to generate the attack vectors, parallelism

is applied here utilizing 4 MPI processes. We also evaluate the performance in

the case when no parallelism is used. The result is presented in Figure 8(b). We

can see that the execution time linearly grows with the increase in the number

of locations and the required time is significantly shorter than that we have seen

previously in Figure 4(b). However, as it is expected, the required time is higher

than that in the parallel case (Figure 8(a)).

We analyze the impact of the step size (i.e., the increase in the attacker’s re-

source at each step) on the security architecture synthesis time. The evaluation

result is shown in Figure 8(c). We observe that the synthesis time increases as

we increase the adversary’s resources (i.e., the number of buses the adversary

can compromise at a time). This is because the more the resource size increases,

the larger the attack space extends (with respect to the attack space at the pre-

vious resource size). As we can see in Figure 8(d), if we take a larger number

of steps (i.e., a lower initial resource size results in a larger number of steps),

the execution time decreases. In this case, although the multi-step mechanism

takes more rounds to get the security architecture, it saves a significant time to

execute when the starting resource size is smaller. It is worth mentioning that

if the starting resource size is too low, then the time to executing many rounds

will increase the executing time. Therefore, there is an optimal choice for the

starting resource size.
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6. Related Work

We first present the literature review on UFDI attacks. Then, we discuss

existing works that address the problem of securing the power system against

these attacks.

6.1. UFDI Attack Analysis

Although cyber vulnerabilities of power grids have been discussed in liter-

ature for over a decade [24, 25], cyber security analysis of power systems has

revolved largely around the concept of stealthy attacks, mostly known as UFDI

attacks. The concept follows from the DC power flow model and was first pre-

sented in [11], and extended later in [26]. The authors discussed the UFDI

attacks considering different scenarios, such as limited access to meters and

limited resources to compromise meters, under random and specific targets, as-

suming that the adversary has complete information about the grid. Generally,

the attack vector computation problem is NP-complete. Therefore, the authors

presented few heuristic approaches that can find attack vectors.

Vukovic et al. proposed a number of security metrics to quantify the im-

portance of individual buses and the cost of attacking individual measurements

considering the vulnerability of the communication infrastructure [27]. Kin Sou

et al. claimed in [28] that an l1 relaxation-based technique provides an ex-

act optimal solution of the data attack construction problem. The notion of

unidentified attacks is presented in [29], where the grid operator can detect the

existence of bad data, but cannot identify the bad measurements specifically.

A different kind of cyber attack in power grids, namely the load redistribution

attack, is introduced in [30].

UFDI attacks with incomplete or partial information (i.e., partial knowl-

edge of the bus system with respect to electrical properties of the transmission

lines) are discussed in [12, 13]. It was also shown in [31] that an adversary can

launch UFDI attacks even with no prior knowledge of the topology. The idea

of the authors is to estimate the linear structure of the topology from the mea-

surements and then launch UFDI attacks based on the estimated topology. The
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load redistribution attack with respect to the attacker’s incomplete knowledge is

discussed in [32]. Algebraic conditions of undetected topology attacks in power

grids are identified in [33] although these conditions do not coordinate the typi-

cal UFDI attacks. A modeling of the game between an attacker and a defender

with respect to the impact of UFDI attacks on energy markets is presented in [8].

However, none of the works discussed above provide a comprehensive model of

UFDI attacks that considers different attack attributes combined together.

Therefore, we proposed a new technique of logically verifying UFDI attacks.

First, in [16, 6], we presented SMT-based formal verification models for the

attacks with respect to a list of attack constraints/attributes and considered

their impact on the Optimal Power Flow (OPF) solution. Then, in [17, 7],

we introduced stealthy attacks through the novel idea of strengthening UFDI

attacks by incorporating topology poisoning. Our models are comprehensive

and extensible. Later, this idea of logically modeling the UFDI attacks was

adopted in [34] and was used to analyze nonlinear (AC) state estimation-based

false data injection attacks. Some other existing works also consider nonlinear

state estimation. Zhang et al. analyzed the impact of the topology attacks

on the nonlinear power system operations [35]. False data attacks against the

nonlinear state estimation are discussed in [36, 37] with respect to the incomplete

knowledge of the system. Chakhchoukh and Ishii discussed stealthy attacks on

state estimation considering the possible presence of Phasor Measurement Units

(PMUs) [38].

6.2. Defense against UFDI Attacks

Different mechanisms are proposed to defend the power system against UFDI

attacks. Bobba et al. showed that for detecting UFDI attacks, it is necessary

and sufficient to protect a set of basic measurements, which correspond to the

minimum set of measurements needed to ensure observability [14]. Kim and

Poor proposed a greedy suboptimal algorithm, which selects a subset of mea-

surements that can be made immune from false data injection for protection

against UFDI attacks in [15]. An efficient algorithm is designed in [39] to find
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all sparse UFDI attacks and determine countermeasures. Yang et al. developed

a greedy algorithm, based on the least-effort attack model, for determining op-

timal PMU placement to defend against data integrity attacks [40]. Kosut et

al. proposed mechanisms based on the generalized likelihood ratio test to de-

tect UFDI attacks by comparing measurements with expected ones [41, 42] .

Hunag et al. proposed a similar approach for defending state estimation in [43]

with the help of an adaptive cumulative sum control chart test. The proposed

mechanism is extended in [44] for real-time detection of the attacks. Zhu and

Wei also proposed a defense technique by checking the consistency between the

real-time running states obtained from the state estimation and the most likely

running states derived from a historical running-state database [45]. Deng et

al. presented an approach to designing a low cost defense strategy that would

protect power systems against false data injection attacks by considering the

cost variability in protecting the meters [46].

However, the above-mentioned defense mechanisms do not consider the at-

tacker’s attributes and hence, the derived security design cannot provide a cost-

effective security design that considers attackers’ practical capabilities. In [17],

we have provided a candidate-based two-step mechanism, leveraging our formal

UFDI attack verification model, to find a security plan that will protect the

grid against stealthy attacks. However, this ad-hoc mechanism is not suitable

for security plan synthesis for larger bus systems as it needs to run the attack

verification model many times for arbitrary security architecture candidates. In

this work, we provide an automated security architecture synthesis mechanism

that uses the potential UFDI attack vectors. We extend our attack verifica-

tion model to generate the attack vectors. Unlike prior works, our framework

is flexible with respect to an attack model and also comprehensively considers

the grid operator’s resource constraints. It is worth mentioning that although

we particularly focus on measurement-based UFDI attacks [6, 16] in this work,

the proposed security architecture synthesis framework is generic enough for

application to other stealthy attacks like topology poisoning-based UFDI at-

tacks [7, 17].
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7. Discussion

In this section, we discuss some limitations, intriguing aspects, and future

directions of the study.

7.1. Nonlinear Power Flow Model

In this study, we consider the DC power flow model that is linearized by

decoupling the voltage dynamics and neglecting resistive losses. In our previous

works [16, 17], we demonstrated how formal methods can efficiently identify

potential UFDI attack vectors within an extent of adversarial capacity. Later,

a similar formal approach is applied for the stealthy attack analysis in the AC

power flow model-based power system [36, 37]. In this paper, we focus on

providing an efficient approach for synthesizing necessary security architectures,

which does not depend on the power flow model, but rather on the identified

attack vectors. In other words, although we consider the DC power flow model-

based attacks to design the defense architecture, the approach is generic enough

to consider the AC power flow-based attacks to find a mitigation plan.

7.2. Critical Attack Vectors

In this study, we exclusively look for potential UFDI attack vectors, where

each attack vector represents a set of measurements that can be corrupted

to change the state estimation result without being detected by the existing

weighted least squares-based BDD algorithm. A reader may be interested about

the impact of a stealthy attack, e.g., given a number of attack vectors, can the

attacker actually do anything interesting with those? We addressed such impact

analysis in a different study [6, 7], where we proposed formal frameworks, along

with systematic approaches, to identify critical attack vectors that can impose

a desired increase in the electric power generation cost. We showed that while

there are many stealthy attack vectors, there can be a few that can increase

the generation cost to a desired extent (e.g., a minimum of 5% increase in the

generation cost).
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7.3. Knowledge Uncertainty

As we discussed in Section 2, an adversary needs to know the electrical

parameters (i.e., admittance) of the transmission lines to launch UFDI attacks.

Although partial knowledge restricts the ability to plan for a stealthy attack,

there are still attack opportunities for the adversary. We define the “partial”

knowledge as knowing the admittance values of a subset of the transmission

lines. There can be an issue of uncertainty about the admittance value of a

transmission line. In our proposed modeling, if the adversary is uncertain about

an admittance value, we assume that that value is unknown. While our model is

extendable enough to consider uncertainty as a parameter, connected with the

knowledge about the admittance, to identify attacks with certain probabilities,

we focus on providing a framework to detect potential threats in certain but

flexibly configurable attack scenarios.

7.4. Power Grid Architecture and Security Design

The power grid topology, which includes the connectivity among the buses

and the placements of the measuring devices/meters, has an impact on the

number/set of valid attacks, and the number/placements of secured measure-

ments, thus on the time to generate a security architecture. Since the power

grid transmission structure depend on the generation and distribution centers,

there is a mere chance of modifying the topology to impact the attack vectors,

so the security architecture. Moreover, the required budget for restructuring the

topology will not easily allow such a modification. However, within a limited

budget, the grid operator may be able to restructure the measurement points

(and/or deploy some extra measurement meters/sensors) to optimize the secu-

rity architecture. In this work, we design the security architecture considering

that the given power grid architecture is fixed. Analyzing the impact of the

architecture on the system’s security will be a future direction of this research.

7.5. Real-World Power Grids and Scalability

A real-world power grid, as found in the literature, has buses from a range

of several hundred to a few thousand [21, 47, 48]. As we apply parallelism to
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generate the attack vectors, it can easily scale with the grid size if necessary

computing power is available. Using our limited computing power (only Intel

i7 1.8 GHz dual-core processor with 16GB memory, 4 MPI parallel processes),

the overall security analysis takes just over an hour for a 300-bus system. With

a higher computing capability, in terms of the number of cores, the processing

power of the processor, and the size of the memory, allowing a higher number of

MPI processes, the analysis time will reduce further. The security architecture

synthesis is not a run-time task, rather it is a proactive, long-term decision-

making process. Therefore, the proposed security architecture synthesis frame-

work is designed to run offline. This tool allows the grid operator to analyze for

an appropriate security plan. The grid operator can easily allow some time for

exploring and mitigating the potential security breaks.

8. Conclusion

Securing state estimation against cyber-attacks is of paramount importance

in maintaining the integrity of the power grid. In this paper, we have proposed

a formal approach that can capture interdependency among attack attributes

to find attack vectors and synthesize a security architecture that secures a set

of measurements for immunity against identified UFDI attacks. We have also

devised a stepped design mechanism to increase the scalability of the security

synthesis approach. The scalability of the proposed approach is evaluated with

experiments and case-studies on different IEEE test systems. Our results show

that our approach can efficiently solve large problems. This work provides a

basis for the development of cyber-security tools for modern power grids.
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