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ABSTRACT

AsvffideottrafficdomffinattesttheIntternett,ffittffisffimporttanttfforopera-
ttorsttodettecttvffideoQuaflffittyoffExperffience(QoE)ffinorderttoensure
adequattesupporttfforvffideottraffic.Wffitthwffidedepfloymenttoffend-
tto-endencrypttffion,ttradffittffionafldeeppackettffinspecttffionbasedttraffic
monffittorffingapproachesarebecomffingffineffecttffive.Thffisposesachafl-
flengeffornettworkoperattorsttomonffittoruserQoEandffimproveupon
ttheffirexperffience.Toresoflvetthffisffissue,wedeveflopandpresentta
systtemfforREafl-ttffimeQUaflffittyoffexperffiencemettrfficdettecttffionffor
EncrypttedTraffic,Requett.Requettusesadettecttffionaflgorffitthmwe
deveflopttoffidenttffiffyvffideoandaudffiochunksffromttheIPheadersoff
encrypttedttraffic.Featturesexttracttedffromtthechunksttattffisttfficsare
usedasffinputtttoaMachffineLearnffing(ML)aflgorffitthmttopredfficttQoE
mettrffics,specffifficaflfly,bufferwarnffing(flowbuffer,hffighbuffer),vffideo
sttatte(bufferffincrease,bufferdecay,stteady,sttaflfl),andvffideoresoflu-
ttffion.WecoflflecttaflargeYouTubedattasettconsffisttffingoffdffiversevffideo
assettsdeflffiveredovervarffiousWffiFffinettworkcondffittffionsttoevafluatte
ttheperfformance.WecompareRequettwffitthabaseflffinesysttembased
onprevffiousworkandshowtthattRequettouttperfformstthebaseflffine
systtemffinaccuracyoffpredfficttffingbufferflowwarnffing,vffideosttatte,
andvffideoresofluttffionby1.12×,1.53×,and3.14×,respecttffivefly.

CCSCONCEPTS

•Infformattffionsysttems→ Muflttffimedffiasttreamffing;•Nettworks
→ Nettworkperfformanceanaflysffis;•Computtffingmetthodoflogffies
→ Cflassffifficattffionandregressffionttrees;
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1 INTRODUCTION

VffideohasmonopoflffizedIntternettttrafficffinrecenttyears.Specffifficaflfly,
ttheporttffionoffvffideoovermobffifledattattrafficffisexpecttedttoffincrease
ffrom60%ffin2016tto78%by2021[2].Conttenttprovffiders,Conttentt
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Fffigure1:Amounttoffdattareceffived(KB),amounttoffdattasentt
(KB),andbufferflevefl(sec)fforttwosessffionsovera20secwffin-
dow(100msgranuflarffitty):(a)720p,(b)144p.

DeflffiveryNettworks(CDNs),andnettworkoperattorsareaflflsttake-
hofldersffinttheIntternettvffideosecttor.Theywanttttomonffittoruser
vffideoQoEandffimproveuponffittffinorderttoensureuserengagementt.
ConttenttprovffidersandCDNscanmeasurecflffienttQoEmettrffics,such
asvffideoresofluttffionbyusffingserver-sffideflogs[8,20].Cflffientt-sffide
measurementtappflfficattffionscanaccuratteflyreporttQoEmettrfficssuch
aspflayereventtsandvffideoquaflffittyflevefls[33,44].
Tradffittffionaflfly,DeepPackettInspecttffion(DPI)enabfledoperattors

ttoexamffineHTTPpackettflowsandexttracttvffideosessffionffinffor-
mattffionttoffinfferQoEmettrffics[7,11].However,ttoaddresssecurffitty
andprffivacyconcerns,conttenttprovffidersareffincreasffingflyadapttffing
end-tto-endencrypttffion.AmajorffittyoffYouTubettraffichasbeenen-
crypttedsffince2016[4]wffitthacombffinattffionoffHTTPS[9,17,36]
andQUIC[14,23].Sffimffiflarfly,sffince2015Nettflffixhasbeendepfloyffing
HTTPSfforvffideottraffic[10].Ingenerafl,ttheshareoffencryptted
ttrafficffisprojecttedttogrowttoover75%by2019[5].
Afltthoughtthettrendoffend-tto-endencrypttffiondoesnottaffectt

cflffientt-sffideorserver-sffideQoEmonffittorffing,ffittrendersttradffittffionaflDPI-
basedvffideoQoEmonffittorffingffineffecttffivefforoperattors.Encryptted
ttrafficsttffiflflaflflowsfforvffiewffingpackettheadersffinpflaffinttextt.Thffis
hasfledttorecenttefforttsttouseMachffineLearnffing(ML)andsttattffisttffi-
caflanaflysffisttoderffiveQoEmettrfficsfforoperattors.Theseworksare
flffimffittedasttheyeffittherprovffideoflffineanaflysffisfforttheenttffirevffideo
sessffion[15,34]oronflffineanaflysffisusffingbotthnettworkandttransportt
flayerffinfformattffionwffitthseparattemodeflsfforHTTPSandQUIC[32].
Prevffiousresearchdeveflopedmetthodsttoderffivenettworkflayer

ffeatturesffromIPheadersbycaptturffingpackettbehavffiorffinbotthdffi-
recttffions:upflffink(ffromtthecflffienttttottheserver)anddownflffink(ffrom
ttheserverttotthecflffientt)[24,32,34].However,dettermffinffingQoE
pureflybasedonIPheaderffinfformattffionffisffinaccuratte.Toffiflflusttratte,
Fffig.1showsa20-secporttffionffromttwoexampflesessffionsffromour
YouTubedattasett,descrffibedffin§4,whereeachdattapoffinttffisover100
ms.Botthexampflesexhffibffittsffimffiflarttrafficpatttternsffinbotthdffirecttffions.
However,Fffig.1(a)showsa720presofluttffionwffitthtthebufferdecreas-
ffingby15secs,whereasFffig1(b)showsa144presofluttffionwffitthtthe
bufferffincreasffingby20secs.
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Gffiven tthffis chaflflenge, our objecttffive ffis tto desffign ffeattures ffrom IP
header ffinfformattffion tthatt uttffiflffize patttterns ffin tthe vffideo sttreamffing afl-
gorffitthm. In generafl, vffideo cflffips sttored on tthe server are dffivffided ffintto
a number offsegmenttsorchunksatt muflttffipfle resofluttffions. The cflffientt
requestts chunks ffrom tthe server usffing HTTP GET requestts. Exffistt-
ffing work usffing chunks effitther ffinffers QoE ffor tthe enttffire sessffion [28]
ratther tthan ffin reafl-ttffime, or flacks ffinsffightt on chunk dettecttffion mech-
anffisms ffrom nettwork or ttransportt flayer datta [15, 26, 38].
To ffimprove on exffisttffing approaches tthatt use chunks, we deveflop

Requett, a systtem fforREafl-ttffimeQUaflffitty off experffience mettrffic de-
ttecttffion fforEncrypttedTraffic desffigned ffor ttraffic monffittorffing ffin mffid-
dfleboxes by operattors.Requettffis desffigned tto be memory efficffientt
ffor mffiddfleboxes, where memory requffirementt ffis a key consffiderattffion.
Fffig. 2 depffictts tthe systtem dffiagram fforRequettand necessary compo-
nentts tto ttraffin tthe QoE modefls as weflfl as evafluatte ffitts perfformance.
Requettconsffistts off tthe ChunkDettecttffion aflgorffitthm, chunk ffeatture
exttracttffion, and ML QoE predfficttffion modefls. The datta acquffisffittffion
process ffinvoflves coflflecttffing YouTube ttraffic ttraces (Trace Coflflec-
ttffion) and generattffing ground ttrutth QoE mettrffics as flabefls dffirecttfly
ffrom tthe pflayer (Vffideo Labeflffing). Packett ttraces are ffed ffinttoRequett’s
ChunkDettecttffion aflgorffitthm tto dettermffine audffio and vffideo chunks.
The chunks are tthen used durffing ttheFeatture Exttracttffionprocess tto
obttaffin chunk-based ffeattures. The chunk based ffeattures ffrom tthe
ttraffinffing datta aflong wffitth tthe correspondffing QoE mettrffics are used
tto generatte QoE predfficttffion modefls. For evafluattffion, ttraffic ttraces
ffrom tthe ttesttffing dattasett are ffed ffintto tthe ttraffined QoE modefls tto
generatte predffictted QoE mettrffics. Accuracy ffis measured comparffing
tthe predffictted QoE mettrffics and tthe ground ttrutth flabefls.
Recentt sttudffies have shown tthatt (ffi) sttaflfl eventts have tthe flargestt

negattffive ffimpactt on end user engagementt and (ffiffi) hffigher average
vffideopflayback bffittratteffimproves user engagementt [8,16]. Mottffivatted
by tthese ffindffings,Requettaffims tto predffictt eventts tthatt flead tto QoE
ffimpaffirmenttahead off ttffimeand tthe currentt vffideo resofluttffion. Thffis
aflflows operattors tto proacttffivefly provffisffion resources [12,35].Re-
quettpredffictts flow buffer flevefl whffich aflflows operattors tto provffisffion
nettwork resources tto avoffid sttaflfl eventts [24].Requettpredffictts ffour
vffideo sttattes: buffer ffincrease, buffer decay, stteady, and sttaflfl. Fur-
tthermore,Requettpredffictts currentt vffideo resofluttffion durffing a vffideo
sessffion ffin reafl-ttffime. Specffifficaflfly,Requettpredffictts vffideo resofluttffion
on a more granuflar scafle (144p, 240p,360p, 480p, 720p, 1080p), whffifle
prevffious work predffictts onfly ttwo or tthree flevefls off vffideo resofluttffion
ffor tthe enttffire vffideo sessffion [15, 28, 32].
We make tthe ffoflflowffing conttrffibuttffions:
•Coflflectt packett ttraces off 60 dffiverse YouTube vffideo cflffips resufltt-
ffing ffin a mffixtture off HTTP/TLS/TCP and HTTP/QUIC/UDP
ttraffic over WffiFffi nettworks ffrom tthree operattors, one ffin a
dffifferentt counttry. Thffis ffis ffin conttrastt tto prffior works whffich
refly on sffimuflattffion or emuflattffion [24, 32, 40] (see §4).
•DesffignRequettcomponentts
–Deveflop ChunkDettecttffion heurffisttffic aflgorffitthm tto ffidenttffiffy
vffideo and audffio chunks ffrom IP headers (see §3).
–Anaflyze tthe correflattffion bettween audffio and vffideo chunk
mettrffics (e.g., chunk sffize, durattffion, and downfload ttffime) tto
varffious QoE mettrffics, and dettermffine ffundamenttaflchunk-
basedffeattures useffufl ffor QoE predfficttffion. Specffifficaflfly, de-
sffign ffeattures based on our observattffion tthatt audffio chunk
arrffivafl ratte correflattes wffitth tthe vffideo sttatte (see §5).
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Fffigure 2: Systtem Dffiagram: Datta acquffisffittffion andRequettcom-
ponentts: ChunkDettecttffion, ffeatture exttracttffion, and QoE pre-
dfficttffion modefls.

–Deveflop ML modefls tto predffictt QoE ffin reafl-ttffime: buffer
warnffing, vffideo sttatte, and vffideo resofluttffion (see §6).

•EvafluatteRequettperfformance
–Demonsttratte drasttfficaflfly ffimproved predfficttffion accuracy us-
ffing chunk-based ffeattures versus baseflffine IP flayer ffeattures
commonfly used ffin prffior work [24,32,34,41]. For predffictt-
ffing flow buffer warnffing, vffideo sttatte, ffine graffined vffideo
resofluttffion,Requettachffieves 92%, 84% and 66% accuracy,
representtffing an ffimprovementt off 1.12×, 1.53×, and 3.14×
respecttffivefly, over exffisttffing baseflffine.Requettdeflffivers a 91%
accuracy ffin predfficttffing flow (144p/240p/360p) or hffigh reso-
fluttffion (480p/720p/1080p) (see §6).
–Demonsttratte tthattRequettttraffined ffin a flab envffironmentt
works on unseen cflffips wffitth varyffing flengtths ffrom dffifferentt
operattors ffin muflttffipfle counttrffies. Thffis evafluattffion ffis more
dffiverse tthan prffior work [15, 24, 32, 40] (see §6).

2 BACKGROUND & PROBLEM STATEMENT

2.1 Adapttffive BffittRatte Sttreamffing Operattffion

A majorffitty off vffideo ttraffic over tthe Intternett ttoday ffis deflffivered
usffing Adapttffive BffittRatte (ABR) sttreamffing wffitth ffitts domffinattffing fformatt
beffing Dynamffic Adapttffive Sttreamffing over HTTP (DASH) or MPEG-
DASH [39,45]. In ABR, a vffideoassettorcflffipffis encoded ffin muflttffipfle
resofluttffions. A cflffip wffitth a gffiven resofluttffion ffis tthen dffivffided ffintto a
number offsegmenttsorchunksoff varffiabfle flengtth, a ffew seconds ffin
pflayback ttffime [30]. Typfficaflfly vffideo cflffips are encoded wffitth Varffiabfle
Bffittratte (VBR) encodffing and are resttrffictted by a maxffimum bffittratte
ffor each resofluttffion. An audffio ffifle or tthe audffio ttrack off a cflffip ffis
usuaflfly encoded wffitth Consttantt Bffittratte (CBR). For exampfle some off
tthe YouTube audffio bffittrattes are 64, 128, 192 Kbps [43].
Att tthe sttartt off tthe sessffion, tthe cflffientt rettrffieves a manffiffestt ffifle

whffich descrffibes tthe flocattffion off chunks wffitthffin tthe ffifle conttaffinffing
tthe cflffip encoded wffitth a gffiven resofluttffion. There are many ABR
varffiattffions across and even wffitthffin vffideo provffiders [30]. ABR ffis
deflffivered over HTTP(S) whffich requffires effitther TCP or any otther
reflffiabfle ttransportt [18]. The ABR aflgorffitthm can use concurrentt TCP
or QUIC/UDP flows tto deflffiver muflttffipfle chunks sffimuflttaneousfly. A
chunk can be effitther vffideo or audffio aflone or a mffixtture off botth.

2.2 Vffideo Sttattes and Pflayback Regffions

The cflffientt empfloys apflayoutt bufferorcflffientt buffer, whose maxffi-
mum vaflue ffisbuffer capacffitty, tto ttemporarffifly sttore chunks tto absorb
nettwork varffiattffion. To ensure smootth pflayback and adequattebuffer
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Fffigure3:Behavffioroffa10-mffinsessffionffin100-mswffindows:
(a)amounttoffdattareceffived(MB),(b)averagedownfloadbffi-
ttratte(Mbps)overtthepastt60sec,(c)bufferflevefl,(d)pflayback
regffion,(e)vffideosttatte,(ff)vffideoresofluttffion.

flevefltthecflffienttrequesttsavffideocflffipchunkbychunkusffingHTTP
GETrequestts,anddynamfficaflflydettermffinesttheresofluttffionofftthe
nexttchunkbasedonnettworkcondffittffionandbuffersttattus.1

Whenbufferfleveflffisbeflowaflowtthreshofld,tthecflffienttrequestts
chunksasffasttastthenettworkcandeflffivertthemttoffincreasebuffer
flevefl.WecaflfltthffisporttffionoffABRoperattffiontthebufferffiflflffingsttage.
Intthffissttage,bufferfleveflcanffincreaseordecrease.Oncebufferflevefl
reachesahffightthreshofld,tthecflffienttaffimsttomaffinttaffinbufferfleveflffin
ttherangebettweentthetthreshofldandbuffercapacffitty.Oneexampfle
offacflffienttsttrattegyffisttorequesttchunksasffasttasttheyareconsumed
bytthepflaybackprocess,whffichffisffindfficattedbytthevffideopflayback
bffittratteffortthechunk[41]. Wecaflfltthffisporttffiontthestteadysttatte
sttage.Thepflaybacksttaflflswhentthebufferffisempttybefforettheend
offtthepflaybackffisreached.Afftteraflflchunkshavebeendownfloaded
ttotthecflffienttbuffer,tthereffisnoaddffittffionaflttrafficandtthebufferflevefl
decreases.Fromttheperspecttffiveoffbufferflevefl,anABRsessffioncan
experffienceffourexcflusffivevffideosttattes:bufferffincrease,bufferdecay,
stteadysttatte,andsttaflfl.
Ortthogonaflfly,ffromttheperspecttffiveoffYouTubevffideopflayback,

asessffioncanconttaffintthreeexcflusffiveregffions:bufferffing,pflayffing,and
paused.Bufferffingregffionffisdeffinedasttheperffiodwhentthecflffientt
ffisreceffivffingdattaffinffittsbuffer,buttvffideopflaybackhasnottsttartted
orffissttopped.Pflayffingregffionffisdeffinedasttheperffiodwhenvffideo
pflaybackffisadvancffingregardflessoffbuffersttattus.Pausedregffionffis
deffinedasttheperffiodwhenttheenduserffissuestthecommandtto

1TheffiefldoffABRcflffienttaflgorffitthmdesffignffisanacttffiveresearcharea[22,31].

pausevffideopflaybackbefforetthesessffionends.Inpflayffingregffion,
vffideosttattecanbeffineffittherbufferffincrease,decay,orstteadysttatte.
Fffig.3showstthebehavffioroffa10-mffinsessffionffromourdattasett

ffin§4ffineach100-mswffindowwffitth(a)ttheamounttoffdattareceffived
(MB),(b)downfloadtthroughputt(Mbps)ffortthepastt60sec,(c)buffer
flevefl(sec),(d)occurrenceofftthreepflaybackregffions,(e)occurrence
offffourvffideosttattes,and(ff)vffideoresofluttffion.Atttthesttarttofftthe
sessffionandaffttereachofftthetthreesttaflfleventts,nottfficetthattvffideo
resofluttffionsflowflyffincreasesbefforesettttflffingattamaxffimumflevefl.

2.3 QoEMettrfficsandPredfficttffionChaflflenges

ThffissubsecttffiondescrffibesttheQoEmettrfficstthattwerefferenceand
tthechaflflengesffinpredfficttffingtthesemettrffics.Weffocusonmettrfficstthatt
ttheoperattorcanusettoffinfferuserQoEffimpaffirmenttsffinreafl-ttffime.
Specffifficaflfly,weusetthreeQoEmettrffics:bufferwarnffing,vffideosttatte
andvffideoquaflffitty.Wedonottffocusonsttarttupdeflaypredfficttffion,as
ffitthasbeenexttensffiveflysttudffiedffin[24,28,32].
TheffirsttQoEmettrfficweaffimttopredfficttffistthecurrenttvffideosttatte.

Theffouropttffionsfforvffideosttatteare:bufferffincrease,bufferdecay,
sttaflfl,orstteadysttatte.Thffismettrfficaflflowsffordettermffinffingwhentthe
vffideofleveflffisffinttheffideaflsffittuattffionoffstteadysttatte.Ittaflsorecognffizes
whentthebufferffingffisdecreasffingorsttaflflffingandttheoperattorshoufld
aflflocattemoreresourcesttowardtthffisuser.
Thebufferwarnffingmettrfficffisabffinarycflassffiffierffordettermffinffing

ffifftthebufferfleveflffisbeflowacerttaffintthreshofldBuffffWarnffinдtthresh
(e.g.,under20sec).Thffisenabflesoperattorsttoprovffisffionresources
ffinreafl-ttffimettoavoffidpottenttffiaflsttaflfleventtsbefforettheyoccur.For
exampfle,attabasesttattffionor WffiFffiAP,ABRttrafficwffitthbuffer
warnffingcanbeprffiorffittffized.
Anotthermettrfficusedffistthecurrenttvffideoresofluttffion.Vffideoen-

codersconsffiderbotthresofluttffionandttargettvffideobffittratte.Thereffore,
ffittffispossffibflettoassocffiatteaflowerbffittrattewffitthahffigherresofluttffion.
Onecanarguebffittratteffisamoreaccuratteffindfficattoroffvffideoquaflffitty.
However,hffigherresofluttffionsfforagffivencflffipoffttenresuflttffinhffigher
bffittrattevaflues.YouTubecflffienttAPIreporttsffinreafl-ttffimeresofluttffion
ratthertthanpflaybackbffittratte.Thereffore,weuseresofluttffionasan
ffindfficattoroffvffideoquaflffitty.
ABRaflflowstthecflffienttttodynamfficaflflychangeresofluttffiondurffinga

sessffion.Frequenttchangesffinresofluttffiondurffingasessffionttendttodffis-
courageuserengagementt.Reafl-ttffimeresofluttffionpredfficttffionenabfles
dettecttffionoffresofluttffionchangesffinasessffion.However,tthffispredffic-
ttffionffischaflflengffingasdownfloadbffittrattettovffideoresofluttffiondoesnott
ffoflflowa1-tto-1mappffing.Inaddffittffion,avffideochunkreceffivedby
tthecflffienttcaneffittherrepflaceaprevffiouschunkorbepflayedattany
poffinttffinttheffutture.Underttheassumpttffiontthattpflaybackttypfficaflfly
begffinsshorttfly(ffinttheorderoffseconds)afftterttheuserrequesttsa
cflffip,onecanassocffiattettheaveragedownfloadbffittrattewffitthvffideo
quaflffitty,sffincehffigherquaflffittyrequffireshffigherbffittratteffortthesame
cflffip.However,tthffisffisnottttrueffinasmaflflttffimescaflenecessaryffor
reafl-ttffimepredfficttffion.Nettworkttrafficreveaflstthecombffinedeffecttoff
bufferttrend(ffincreaseordecay)andvffideopflaybackbffittrattewhffich
correflattesttoresofluttffion.Durffingstteadysttatte,vffideo’sdownfloadbffi-
ttratteffisconsffisttenttwffitthpflaybackbffittratte.However,whenacflffientt
ffisffinnon-stteadysttatte,onecannotteasffiflydffifferenttffiattebettweentthe
caseffinwhffichahffigherresofluttffionporttffionffisrettrffieveddurffingbuffer
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Fffigure 4: Deffinffittffion off chunk mettrffics (vffideo or audffio)

decay sttatte (Fffig. 1(a)), and tthe case ffin whffich a flower resofluttffion por-
ttffion ffis rettrffieved durffing buffer ffincrease sttatte (Fffig. 1(b)). Botth off tthese
exampfles exhffibffitt sffimffiflar ttraffic patttterns, however tthe behavffior off
QoE mettrffics ffis dramattfficaflfly dffifferentt.

3 CHUNK DETECTION

The ffundamenttafl deflffivery unffitt off ABR ffis a chunk [25]. Thereffore,
ffidenttffiffyffing chunks ffinsttead off reflyffing on ffindffivffiduafl packett datta can
captture ffimporttantt pflayer eventts. Specffifficaflfly, tthe occurrence off a
chunk ffindfficattes tthatt tthe cflffientt has receffived a compflette segmentt off
vffideo or audffio, resuflttffing ffin ffincreased buffer flevefl ffin pflayback ttffime.
An essenttffiafl componentt offRequettffin Fffig. 2 ffis ffitts ChunkDettecttffion
aflgorffitthm tto ffidenttffiffy chunks ffrom encryptted ttraffic ttraces. Feattures
are exttractted ffrom tthe chunks and used as tthe ffinputt tto tthe ML QoE
predfficttffion modefls. Exffisttffing work usffing chunks effitther flacks ffinsffightt
ffin chunk dettecttffion mechanffisms [15,26,38] or sttudffies per-sessffion
QoE [28] ffinsttead off predfficttffing QoE ffin reafl-ttffime.
In tthffis secttffion, we ffirstt descrffibe mettrffics captturffing chunk behav-

ffior. We tthen deveflop ChunkDettecttffion, a heurffisttffic aflgorffitthm usffing
chunk mettrffics tto ffidenttffiffy ffindffivffiduafl audffio and vffideo chunks ffrom
IP flevefl ttraces.Requettuses ChunkDettecttffion tto dettectt chunks ffrom
muflttffipfle servers sffimuflttaneousfly regardfless off tthe use off encryp-
ttffion or ttransportt prottocofl. Itt reflffies purefly on source/desttffinattffion IP
address, portt, prottocofl, and payfload sffize ffrom tthe IP header.

3.1 Chunk Mettrffics

We deffine tthe ffoflflowffing mettrffics ffor a chunk based on tthe ttffimesttamp
off eventts recorded on tthe end devffice (as shown ffin Fffig. 4).

•Sttartt_Tffime -The ttffimesttamp off sendffing tthe HTTP GET
requestt ffor tthe chunk.
•TTFB -Tffime To Fffirstt Bytte, deffined as tthe ttffime durattffion
bettween sendffing an HTTP GET requestt and tthe ffirstt packett
receffived afftter tthe requestt.
•Downfload_Tffime -The ttffime durattffion bettween tthe ffirstt re-
ceffived packett and tthe flastt receffived packett prffior tto tthe nextt
HTTP GET requestt.
•Sflack_Tffime -The ttffime durattffion bettween tthe flastt receffived
packett and tthe nextt HTTP GET requestt.
•Chunk_Durattffion -The ttffime durattffion bettween ttwo con-
secuttffive HTTP GET requestts. The end off tthe flastt chunk ffin a
flow ffis marked by tthe end off tthe flow. Notte tthatt a dffifferentt
conceptt caflfled “segmentt durattffion” ffis deffined ffin sttandards
as pflayback durattffion off tthe segmentt [6]. For a gffiven chunk,
Chunk_Durattffion equafls “segmentt durattffion” onfly durffing
stteady sttatte.
•Chunk_Sffize -The amountt off receffived datta (sum off IP
packett payfload sffize) durffing Downfload_Tffime ffrom tthe IP
address tthatt ffis tthe desttffinattffion off tthe HTTP GET requestt
markffing tthe sttartt off tthe chunk.

Aflgorffitthm 1Audffio Vffideo Chunk Dettecttffion Aflgorffitthm

1:procedureChunkDettecttffion

2: InffittffiaflffizeAud ffioandVffideoffor each IP flowI
3: fforeach upflffink packettpwffitth IP flowIdo
4: ffiffupflffink(p) and (packettflenдtth(p)>GETtthreshtthen)
5: c←[GettTffimesttamp,GettSffize,DownSttartt,
6: DownEnd,GettProttocofl,I]
7: AV ff fl aд←DettecttAV(c)
8: ffiffAV ff fl aд==0tthen

9: AppendcttoAud ffio
10: eflse ffiffAV ff fl aд==1tthen

11: AppendcttoVffideo
12: eflse
13: Dropc

14: GettTffimesttamp←ttffime(p)
15: GettSffize←packettflenдtth(p)
16: DownFflaд←0

17: ffiffdownflffink(p)and (packettflenдtth(p)> Downtthresh
tthen)

18: ffiffDownFflaд==0tthen
19: DownFflaд=1
20: DownSttartt←ttffime(p)

21: DownEnd←ttffime(p)
22: DownSffize+=packettflenдtth(p)

Tabfle 1: Chunk Nottattffion

Symbofl Semanttffics

GETtthresh pktt flengtth tthreshofld ffor requestt (300 B)

Downtthresh pktt flengtth tthreshofld ffor downflffink datta (300 B)

GettTffimesttamp ttffimesttamp off GET requestt

GettSffize pktt flengtth off GET requestt

DownSttartt ttffimesttamp off ffirstt downflffink packett off a chunk

DownEnd ttffimesttamp off flastt downflffink packett off a chunk

GettProttocofl IP header prottocofl ffiefld

DettecttAV sortts chunk ffintto audffio chunk, vffideo chunk or no
chunk based onGettSffize,DownSffize,GettProttocofl

Aud ffio audffio chunks ffor an IP flow

Vffideo vffideo chunks ffor an IP flow

Notte, ffor any chunk, tthe ffoflflowffing equattffion hoflds ttrue:
Chunk_Durattffion=sum(TTFB, Downfload_Tffime, Sflack_Tffime).

3.2 Chunk Dettecttffion Aflgorffitthm

We expflore charactterffisttffics off YouTube audffio and vffideo chunks.
Usffing tthe web debuggffing proxy Fffiddfler [3], we dffiscover tthatt audffio
and vffideo are ttransmffitttted ffin separatte chunks, and tthey do nott
overflap ffin ttffime ffor effitther HTTPS or QUIC. For botth prottocofls we
nottffice att mostt one vffideo or audffio chunk ffis beffing downfloaded att any
gffiven ttffime. Each HTTP GET requestt ffis carrffied ffin one IP packett wffitth
IP payfload sffize above 300 B. Smaflfler upflffink packetts are HTTP POST
requestts regardffing YouTube flog eventts, or TCP ACKs. Fffig. 5 and
Fffig. 6 pflott tthe HTTP GET requestt sffize and subsequentt audffio/vffideo
chunk sffize ffin a hffigh (1080p) and a flow (144p) resofluttffion sessffion,
respecttffivefly. Itt ffis evffidentt tthatt HTTP GET requestt sffize ffor audffio
chunks ffis sflffighttfly smaflfler tthan tthatt ffor vffideo chunks (Fffig. 5(b),
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Fffigure5:Indffivffiduaflvffideo/audffiochunksffina10-mffinsessffion
wffitthhffighesttresofluttffion(V:1080p,A:160kbps).(a)ChunkSffize,
(b)GettRequesttSffize.

Fffig.6(b)).Thffisdffifferenceffisduettottheaddffittffionaflffiefldsusedffin
HTTPGETrequesttsfforvffideoconttentttthattdonottexffisttfforaudffio
conttentt.Furtthermore,atthffigherresofluttffionflevefls,vffideochunksffize
ffisconsffisttenttflyflargertthanaudffiochunksffize(Fffig.5(a)).However,att
flowerresofluttffionflevefls,vffideochunksffizecanbesffimffiflarttooreven
smaflflertthanaudffiochunksffize(Fffig.6(a)).Wecanconservattffiveflysett
ttheflowtthreshofldfforchunksffizettobe80KBfforourdattasett.
Basedonttheaboveobservattffions,weproposeaheurffisttfficchunk

dettecttffionaflgorffitthmffinAflg.1usffingnottattffionsffinTabfle1.ChunkDe-
ttecttffionbegffinsbyffinffittffiaflffizffingeachIPflowwffitthempttyarraysffor
botthaudffioandvffideochunks.Thffisaflflowsffortthechunkdettecttffion
aflgorffitthmttocoflflecttchunksffrommoretthanoneserverattattffime.
ChunkDettecttffionffinffittffiaflflyrecognffizesanyupflffinkpackettwffitth

apayfloadsffizeabove300BasanHTTPGETrequestt(flffine4).
Thffistthreshofldmayvarydependffingonttheconttenttprovffider.For
YouTube,wenottetthattGETrequesttsoverTCPareroughfly1300
byttes,whffifleGETrequesttsoverUDPareroughfly700byttes.Foreach
newGETrequesttttheGettTffimesttamp,andGettSffize,arerecorded
(flffines14-16).AfftterdettecttffingaGETrequesttffinanIPflow,chunk
sffizeffiscaflcuflattedbysummffinguppayfloadsffizeoffaflfldownflffinkpack-
ettsffinttheflowunttffifltthenexttGETffisdettectted(flffines17-22).The
flasttdownflffinkpackettffintthegroupbettweenttwoconsecuttffiveGET
requesttsmarksttheendoffachunkdownfload.Thechunkdownfload
ttffimetthenbecomestthedffifferenceffinttffimesttampbettweenttheflastt
andffirsttdownflffinkpackettffintthegroup.2

OncetthenexttGETffisdettectted,ChunkDettecttffionrecords
GettTffimesttamp,GettSffize,downfloadsttarttttffimeDownSttartt,down-
floadendttffimeDownEnd,ttheprottocoflusedGettProttocoflandttheIP
flowIoffttheprevffiouschunk(flffine5).Thffisaflflowsffortthecaflcuflattffion
offchunkdurattffionandsflackttffimeusffingtthettffimesttampofftthenextt
GET.GETrequesttsffizeandchunksffizeareusedffinDettecttAV(flffine7)
ttoseparattedattachunksffinttoaudffiochunks,vffideochunks,orback-
groundttraffic(flffines8-11).DettecttAVusesttheheurffisttffictthattHTTP
GETrequesttsffizefforaudffiochunksffissflffighttflysmaflflertthanrequestt
sffizefforvffideochunksconsffisttenttfly.Furtthermore,ffiffdownfloadsffizeffis
ttoosmaflfl(<80KB),DettecttAvrecognffizestthatttthedattaffisneffitther
anaudffioorvffideochunk,andtthedattaffisdropped(flffines12-13).Thffis
aflflowsChunkDettecttffionttoffignorebackgroundYouTubettraffic.

2ChunkDettecttffiondoesnottflagTCPrettransmffissffionpacketts,ttherefforecanoveresttffimatte
chunksffizewhenrettransmffissffionhappens.ChunkDettecttffionaflsoassumeschunksdo
nottoverflapffinttffimeffinagffivenIPflow.Iffffitthappens,ttheffindffivffiduaflchunksffizecanbe
ffinaccuratte,buttttheaveragechunksffizeoverttheperffiodwffitthoverflappffingchunksffissttffiflfl
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Fffigure6:Indffivffiduaflvffideo/audffiochunksffina10-mffinsessffion
wffitthflowesttresofluttffion(V:144p,A:70kbps).(a)ChunkSffize,(b)
GettRequesttSffize.

4 DATAACQUISITION

Requett,shownffinFffig.2,ffisdesffignedttoprocessttrafficttracesand
QoEmettrfficsasgroundttrutthflabeflsffortthettraces.Dattaacquffisffittffion
provffidesdattafforttraffinffingandevafluattffionfforRequettQoEpredfficttffion
modefls.Thffisffincfludesttrafficttracecoflflecttffion,andderffivffingQoE
mettrfficsasgroundttrutthflabeflsassocffiattedwffitthttrafficttraces.

4.1 TraceCoflflecttffion

Wedesffignandffimpflementtattesttbed(shownffinFffig.7)ttocaptturea
dffiverserangeoffYouTubebehavffioroverWffiFffi.WewattchYouTube
vffideocflffipsusffingttheGoogfleChromebrowseronaMacbookAffir
flapttop.WeconnecttttheflapttopttottheIntternettvffiaanAccessPoffintt
(AP)usffingIEEE802.11n.AsheflflscrffipttsffimuflttaneousflyrunsWffire-
shark’sCommandLffineIntterfface,Tshark[1],andaJavascrffipttNode
serverhosttffingttheYouTubeAPI.
TheYouTubeIFrameAPIenvffironmenttcoflflecttsffinfformattffiondffis-

pflayedffintthe“SttattsfforNerds”wffindow.FromtthffisAPIwemonffittor:
vffideopflaybackregffion(‘Pflayffing’,‘Paused’,‘Bufferffing’),pflayback
ttffimesffincetthebegffinnffingofftthecflffip,amounttoffvffideotthattffisfloaded,
andcurrenttvffideoresofluttffion.Fromtthesevaflueswedettermffinetthe
ttffimedurattffionoffttheporttffionofftthevffideocflffipremaffinffingffintthe
buffer.Wecoflflecttffinfformattffiononceevery100msasweflflasdurffing
anychangeeventtffindfficattffingchangesffinvffideopflaybackregffionor
vffideoresofluttffion.Thffisaflflowsusttorecordanyeventtasffittoccurs
andttokeepdettaffifledffinfformattffionabouttpflaybackprogress.
Wehavettwoopttffionsttocoflflecttnettworkfleveflpackettttracesffin

oursettup,onttheenddevfficeoronttheWffiFffiAP.Coflflecttffingttraces
attttheAPwoufldflffimffitttthettesttenvffironmenttonflyttoaflabsettup.
Thereffore,weopttttocoflflecttttracesvffiaWffiresharkresffidffingonttheend
devffice.ThffisensurestthattttheYouTubecflffienttdattaffissynchronffized
wffitthWffiresharkttracesandtthedattacanbecoflflecttedonpubflfficand
prffivatteWffiFffinettworks.Ourttracesrecordpackettttffimesttamp,sffize,as
weflflastthe5-ttupflefforIP-header(sourceIP,desttffinattffionIP,source
portt,desttffinattffionportt,prottocofl).Ourdattasettconttaffinsdeflffiveryover
HTTPS(9%GETrequestts)andQUIC(91%GETrequestts).Wedo
nottuseanyttransporttfleveflffinfformattffion.Inaddffittffion,werecordaflfl
dattaassocffiattedwffitthaGoogfleIPaddress.TheIPheadercaptture
aflflowsusttocaflcuflattettottaflnumberoffpackettsandbyttessenttand
receffivedbytthecflffienttffineachIPflowdurffingagffiventtffimewffindow.
Togenerattettracesundervaryffingnettworkcondffittffions,werun

ttwocattegorffiesoffexperffimentts:sttattfficandmovementt.Forsttattfficcases,
wepflacettheenddevfficeffinaffixedflocattffionfforttheenttffiresessffion.
However,tthedffisttanceffromttheAPvarffiesuptto70ffeettormuflttffipfle
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Fffigure 7: Experffimenttafl settup ffor our ttrace coflflecttffion.

rooms away. For movementt cases, we waflk around tthe corrffidor (up
tto 100 ffeett) ffin our office buffifldffing wffitth tthe end devffice, whffifle ffitts onfly
nettwork connecttffion ffis tthrough tthe same AP.
We seflectt 60 YouTube cflffips representtffing a wffide varffietty off con-

ttentt ttypes and cflffip flengtths. Each cflffip ffis avaffiflabfle ffin aflfl 6 common
resofluttffions ffrom YouTube, namefly 144p, 240p, 360p, 480p, 720p and
1080p. We cattegorffize tthem ffintto ffour groups, where groupsAand
Bare medffium flengtth cflffips (8 tto 12 mffin),Care shortt cflffips (3 tto 5
mffin), andDare flong cflffips (25-120 mffin). Tabfle 2 flffistts tthe number off
unffique cflffips ffin tthe group, aflong wffitth tthe flengtth off each cflffip and
tthe sessffion flengtth, tthatt ffis, tthe durattffion ffor whffich we record tthe
cflffip ffrom ffitts sttartt.
For groupA, we coflflectt 425 sessffions ffin botth sttattffic (over 300)

and movementt cases (over 100) ffin a flab envffironmentt ffin our office
buffifldffing. Aflfl remaffinffing experffimentts are conductted ffin sttattffic cases.
For cflffips ffin groupB, we coflflectt ttraces ffin an aparttmentt settttffing ffin tthe
US (settB1wffitth 60 sessffions) and ffin Indffia (settB2wffitth 45 sessffions)
reflecttffing dffifferentt WffiFffi envffironmentts. We coflflectt ttraces ffin settC
andDffrom tthe flab envffironmentt, where each sett conttaffins more
tthan 25 sessffions. Overaflfl, tthere are over 10 sessffions ffor each cflffip ffin
groupAandBand 6 sessffions ffor each cflffip ffin groupCandD.
Cflffips ffin botth groupsAandBrange ffrom 8 tto 12 mffin ffin flengtth.

In each sessffion we pflay a cflffip and coflflectt a 10-mffin ttrace ffrom
tthe momentt tthe cflffientt sends tthe ffinffittffiafl requestt. We choose tthffis
range off flengtth ffin order ffor tthe cflffientt tto experffience buffer ffincrease,
decay and stteady sttatte. Shortter cflffips wffitth a flengtth cflose tto buffer
capacffitty (e.g., 2 mffin) can somettffimes never entter stteady sttatte, even
when gffiven abundantt nettwork bandwffidtth. In generafl, when tthere
ffis sufficffientt bandwffidtth tto supportt tthe cflffip’s requffirementt, a cflffip can
be deflffivered ffin ffitts enttffiretty beffore tthe end off tthe pflayback happens.
On tthe conttrary, when avaffiflabfle nettwork bandwffidtth ffis nott enough
tto supportt tthe cflffip’s requffirementt, a cflffip may experffience deflayed
sttarttup and even sttaflfl eventts.
We coflflectt ttraces over 6 montths ffrom Jan. tthrough June 2018, wffitth

vffideo resofluttffion seflecttffion sett tto“autto”. Thffis means tthe YouTube
cflffientt ffis auttomattfficaflfly seflecttffing vffideo resofluttffion based on changes
ffin nettwork condffittffion. For each sessffion, we sett an ffinffittffiafl resofluttffion
tto ensure tthatt aflfl resofluttffion flevefls have enough datta poffintts.
Each group ffincfludes a dffiverse sett off cflffips ffin tterms off acttffivffitty flevefl.

Itt ranges ffrom flow acttffivffitty ttypes such as flecttures tto hffigh acttffivffitty
ttypes such as acttffion sequences. Thffis ffactt can be seen ffin tthe wffide
range off vffideo bffittrattes ffor any gffiven resofluttffion. Fffig. 8 shows tthe
average pflayback bffittratte ffor each vffideo resofluttffion ffor each cflffip ffin
our dattasett. Aflfl cflffips are shown ffin scatttter pflotts, whffifle cflffips ffin group
Aare aflso shown wffitth box pflotts.3One can see tthatt tthe average
vffideo pflayback bffittratte spans overflappffing regffions. Thereffore, tthffis
cannott provffide a perffectt ffindfficattffion off tthe vffideo resofluttffion even ffiff
tthe enttffire sessffion ffis deflffivered wffitth a ffixed resofluttffion.

3For aflfl box pflotts ffin tthe paper, tthe mffiddfle flffine ffis tthe medffian vaflue. The bottttom and
ttop flffine off tthe box representts Q1 (25-percenttffifle) and Q3 (75-percenttffifle) off tthe dattasett
respecttffivefly. The flower exttended flffine representtsQ1−1.5IQR, where IQR ffis tthe ffinner
quarttffifle range (Q3-Q1). The hffigher exttended flffine representtsQ3+1.5IQR.

Tabfle 2: Cflffip dffisttrffibuttffion ffin our dattasett.

Group Cflffip Sessffion No. off Unffique

Lengtth Lengtth Cflffips

A 8−12 mffin 10 mffin 40

B 8−12 mffin 10 mffin 10

C 3−5 mffin 5 mffin 5

D 25−120 mffin 30 mffin 5

Fffigure 8: Average pflayback bffittratte vs. vffideo resofluttffion ffor
cflffips ffin our dattasett. Cflffips ffin aflfl ffour groups are shown ffin
scatttter pflotts, whffifle cflffips ffin groupAare aflso shown wffitth box
pflotts.

In our dattasett, we nottffice tthatt YouTube buffer capacffitty varffies
based on vffideo resofluttffion. For exampfle, ffitt ffis roughfly 60, and 120
sec ffor 1080p and 144p, respecttffivefly.
We coflflectt datta ffor each YouTube vffideo sessffion ffin tthe Chrome

browser as tthe sofle appflfficattffion on tthe end devffice. We record aflfl
packetts bettween tthe cflffientt and any Googfle servers. The cflffientt con-
ttactts roughfly 15 tto 25 dffifferentt Googfle servers per sessffion. We
examffine tthe downfload tthroughputt (see Fffig. 3(a) and 3(b) ffor exam-
pfle) ffurtther by flookffing att tthe mostt commonfly accessed server IP
addresses ffor each sessffion sortted by tthe ttottafl byttes receffived. Durffing
a sessffion a majorffitty off ttraffic voflume comes ffrom a sffingfle tto a ffew
servers.

4.2 Vffideo Sttatte Labeflffing

A goafl ffor predfficttffing vffideo QoE ffin reafl-ttffime ffinsffide tthe nettwork
ffis tto enabfle reafl-ttffime resource provffisffionffing tto preventt sttaflfls and
decreases ffin vffideo resofluttffion. To enabfle tthffis predfficttffion, accuratte
flabeflffing off vffideo sttatte ffis crffittfficafl. The ffour excflusffive vffideo sttattes
(buffer ffincrease, decay, sttaflfl and stteady sttatte) accurattefly captture
tthe varffiattffions ffin buffer flevefl. They can be used ffin combffinattffion wffitth
acttuafl buffer flevefl tto predffictt dangerous porttffions off ABR operattffion
tthatt may flead tto QoE degradattffion. For exampfle, when tthe buffer
flevefl ffis cflose tto 0, a sttaflfl eventt ffis flffikefly tto happen ffin tthe near ffutture.
Increasffing nettwork capacffitty ffor tthe sessffion may preventt a sttaflfl.
As shown ffin §2, pflayback regffions reportted by tthe cflffientt ffignore

buffer flevefl changes, and cannott be used tto generatte vffideo sttattes.
Prffior work uses manuafl examffinattffion whffich ffis ttffime consumffing and
can be ffinaccuratte [41]. We optt tto auttomatte tthe process by devefl-
opffing tthe deffinffittffion off vffideo sttattes based on buffer flevefl varffiattffion
over ttffime ffoflflowed by our vffideo sttatte flabeflffing aflgorffitthm. We deffine
tthe ffour vffideo sttattes as ffoflflows:

(1)Buffer Increase:Buffer flevefl ffis ffincreasffing. Itt has a sflope
greatter tthanϵper sec over ttffime wffindowTsflope.

(2)Stteady Sttatte:Buffer flevefl ffis reflattffivefly flatt. The sflope off
buffer flevefl ffis bettween−ϵand+ϵsecsecover ttffime wffindow
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Aflgorffitthm 2Vffideo Sttatte Labeflffing Aflgorffitthm

1:procedureVffideoSttatteLabeflffing
2: Inffittffiaflffizeδ,ϵ,Tsmootth,Tsflope
3: fforeveryttdo
4: CaflcuflatteB̂tt←medffian[Btt−Tsmootth,...,Btt+Tsmootth]

5: Caflcuflattemtt←
B̂tt+Tsflope−B̂tt−Tsflope

2Tsflope
6: ffiffBtt≤δtthen
7: Sttattett←Sttaflfl
8: eflse ffiff−ϵ≤mtt≤ϵandBtt>Bu ff ffSStthen
9: Sttattett=Stteady Sttatte
10: eflse ffiffmtt<0tthen
11: Sttattett←Buffer Decay
12: eflse
13: Sttattett←Buffer Increase

14: SmootthSttatte(Sttatte)

Tabfle 3: Nottattffion Summary

Symbofl Semanttffics Deffaufltts

δ Sttaflfl tthreshofld 0.08 sec

ϵ Buffer sflope boundary ffor 0.15secsec
Stteady Sttatte

Tsmootth Tffime wffindow ffor smootthffing buffer 15 sec

Tsflope Tffime wffindow tto dettermffine buffer 5 sec
sflope

Buff ffSS Mffinffimum buffer flevefl tto be 10 sec

ffin stteady sttatte

ThrSS Mffinffimum ttffime wffindow tto 15 sec

sttay ffin stteady sttatte

MffinT ffimeSS Tffime wffindow tto flook ffor quffick 10 sec
changes outt off stteady sttatte

MffinT ffimesttaflfl Tffime wffindow tto flook ffor quffick 10 sec

changes outt off sttaflfl sttatte

Tsflope. To be ffin stteady sttatte tthe sflope needs tto be ffin tthffis
range ffor greatter tthanThrSSsec.

(3)Buffer Decay:Buffer flevefl ffis decreasffing wffitth a sflope fless
tthan−ϵsecsecover ttffime wffindowTsflope.

(4)Sttaflfl:Buffer flevefl ffis fless tthan or equafl ttoδ.

We executte our vffideo sttatte flabeflffing aflgorffitthm ffin Aflg. 2 ffor each
ttffime ffinsttancettwhen buffer ffinfformattffion ffis recorded (every 100 ms)
tto dettermffine vffideo sttatte ffor a sessffion accordffing tto our deffinffittffion.
As a chunk arrffives att tthe cflffientt, buffer flevefl ffincreases by chunk

flengtth ffin sec. Durffing pflayback, buffer flevefl decreases by 1 sec ffor
every sec off pflayback. Lookffing att shortt wffindows or tthe wrong poffintt
off a wffindow woufld ffincorrecttfly dettermffine tthatt buffer ffis decreasffing.
We use a smootthffing ffuncttffion tto derffive a more accuratte buffer sflope.
Specffifficaflfly, we use a movffing medffian ffifltter over a wffindow around
ttdeffined by [tt−Tsmoootth,tt+Tsmootth]. We examffine tthe ratte off
change off tthe buffer sflope over a wffindow aroundttdeffined by
[tt−Tsflope,tt+Tsflope].
In order tto avoffid rapffid change off sttaflfl sttatte, we settδtto 0.08 sec.

Thffis vaflue ensures tthatt smaflfl varffiattffions ffin and outt off sttaflfl sttatte
are consffisttenttfly flabefled as beffing ffin sttaflfl sttatte. Iff tthe buffer flevefl ffis
aboveBu ff ffSSand has a sflope bettween−ϵandϵ

sec
sec, tthen we flabefl

ffitt as stteady sttatte. Iff tthese specffifficattffions are nott mett and tthe sflope

Tabfle 4: % off chunks ffin each sttatte (SettA).

Resofluttffion
Vffideo Sttatte

Sttaflfl Decay Stteady Increase

Audffio 1.2 2.8 40.9 55.1
Vffideo 3.7 5.9 47.6 42.8

ffis negattffive, we sett tthe sttatte tto buffer decay. Iff tthe sflope ffis posffittffive,
we sett tthe sttatte tto buffer ffincrease.
To ensure tthatt vffideo sttatte does nott change rapffidfly due tto

smaflfl flucttuattffions off buffer flevefl, we use an addffittffionafl heurffisttffic off
SmootthSttatte: stteady sttatte has tto flastt flonger tthanThrSS. Thffis aflflows
chunks wffitth pflayback ttffime flonger tthan tthffis vaflue tto arrffive att tthe
cflffientt. Iff tthere are changes outt off and tthen back ffintto sttaflfl sttatte tthatt
flastt fless tthanMffinTffimesttaflflwe consffider tthe enttffire perffiod as sttaflfl.
Sffimffiflarfly, ffiff tthere are changes outt off and tthen back ffintto stteady sttatte
tthatt flastt fless tthanMffinTffimesttaflflwe consffider tthe enttffire perffiod stteady
sttatte. For cflarffitty, we flffistt aflfl symbofls ffin Tabfle 3, as weflfl as tthe vaflues
tthatt we ffind tto work tthe bestt empffirfficaflfly ffor our dattasett.

5 REQUET ML FEATURE DESIGN

We deveflop tthe MLQoE predfficttffion modeflsfforRequettby usffing packett
ttraces and assocffiatted ground ttrutth flabefls (§4). As shown ffin Fffig. 2,
tthe ttraces are convertted ffintto chunks by usffing ChunkDettecttffion (§3),
and tthen tthe assocffiatted ffeattures are exttractted.
We deveflop ML modefls usffing Random Forestt (RF) tto predffictt user

QoE mettrffics[21]. We buffifld tthe RF cflassffiffier ffin Pytthon usffing tthe
skflearn package. We choose RF ffor a number off reasons. (ffi) ML
cflassffifficattffion aflgorffitthms based on decffisffion ttrees have shown betttter
resufltts ffin sffimffiflar probflems [15,32,34,41] wffitth RF showffing tthe bestt
perfformance among tthe cflass [41]. (ffiffi) On our dattasett, Feedfforward
Neurafl Nettwork and RF resufltt ffin roughfly equafl accuracy. (ffiffiffi) RF
can be ffimpflementted wffitth sffimpfle rufles ffor cflassffifficattffion ffin reafl-ttffime,
weflfl suffitted ffor reafl-ttffime resource provffisffionffing ffin mffiddfleboxes.
Each sessffion ffin our dattasett consffistts off (ffi) IP header ttrace and (ffiffi)

QoE mettrffic ground ttrutth flabefls generatted by our vffideo flabeflffing pro-
cess ffin datta aqcuffisffittffion (§4). ChunkDettecttffion (§3.2) offRequettttrans-
fforms tthe IP header ttrace ffintto a sequence off chunks aflong wffitth tthe
assocffiatted chunk mettrffics (§3.1). The goafl offRequettQoE modefls
ffis tto predffictt QoE mettrffics usffing chunk mettrffics. To ttraffin such ML
modefls, ffitt ffis crffittfficafl tto captture chunk behavffior assocffiatted wffitth QoE
mettrffics usffing chunk-based ffeattures. We anaflyze chunk behavffior ffin
our dattasett (§5.1), expflore how tto captture such behavffior ffin chunk-
based ffeattures (§5.2), and expflaffin how tto generatte baseflffine ffeattures
used ffin prffior work tthatt are obflffivffious tto chunk ffinfformattffion (§5.3).

5.1 Chunk Anaflysffis

We appfly tthe ChunkDettecttffion aflgorffitthm (Aflg. 1) offRequetttto aflfl
sessffions ffrom tthe 40 cflffips ffin settAffin our dattasett. We examffine
tthe correflattffion bettween varffious chunk mettrffics (audffio or vffideo,
chunk sffize, chunk durattffion,effecttffive rattewhffich we deffine as chunk
sffize over chunk durattffion, TTFB, downfload ttffime, and sflack ttffime)
tto QoE mettrffics (buffer flevefl, vffideo sttatte, and resofluttffion). In mostt
cases off our dattasett, ffor a gffiven sessffion, audffio and vffideo chunks
are ttransmffitttted ffrom one server. However, ffin some cases audffio
and vffideo ttraffic comes ffrom dffifferentt servers. In otther cases, tthe
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Fffigure9:ChunkmettrfficsfforaflflaudffiochunksffinsettA.(a)chunksffize,(b)chunkdurattffion,(c)downfloadttffime.

serverswffittchesdurffingasessffion.Theseffindffingsareconsffisttenttwffitth
exffisttffingYouTubettrafficsttudffies[33].
Weflffistttthedffisttrffibuttffionoffaudffioandvffideochunksaflongwffitth

vffideosttatteattttheendoffchunkdownfloadffinTabfle4.Mosttofftthe
chunksoccurdurffingstteadyorbufferffincreasesttattes.Anexttremefly
smaflflffracttffion(4%audffioand9%vffideo)areassocffiattedwffitthsttaflflor
bufferdecaysttattes.Theyrepresenttttwoscenarffios:(ffi)bandwffidtthffis
flffimffittedandttherearenottenoughchunksttoffincreasebufferflevefl
substtanttffiaflflyor(ffiffi)bufferffisabouttttottransffittffionffinttoffincreasesttatte.
Fffig.9and10showttheboxpflottsfforchunkdurattffion,sffize,and

downfloadttffimefforaudffioandvffideochunksrespecffittvefly.Eachpflus
sffignrepresenttsanouttflffier.TTFBreflecttsttheroundttrffipttffimeffrom
tthecflffienttttottheserver,andhasamedffianvaflueoff0.05sec.Thffis
accounttsfforattffinyporttffionoffchunkdurattffion(medffianvaflue≥5
sec).Wecansaffeflysffimpflffiffytthereflattffionshffipbettweenvarffiouschunk
mettrfficstto(sflackttffime=chunkdurattffion-downfloadttffime).Nottffice
tthattsflackttffimeandeffecttffiverattearederffivabfleffromchunkdurattffion,
sffize,anddownfloadttffime.Theflattttertthreearetthekeymettrfficsused
ffinourffeattureseflecttffionfforMLmodefls.
AudffioffisencodedwffitthCBR,howeverourexamffinattffionoffHTTP

requesttsusffingFffiddfler[3]reveafltthattffinttheffourvffideosttattes(stteady,
bufferffincrease,decayandsttaflfl),audffiochunksffizedecreasesffin
tthesameorder.Thffisffimpflffiestthattaudffiochunkpflaybackttffimeaflso
decreasesffintthesameorder.Thffisbehavffiorffisconsffisttenttacross
aflflresofluttffionflevefls(Fffig.9(a))andffindfficattestthattaudffiochunksffize
exhffibffittsasttrongcorreflattffionwffitthvffideosttatte.Acrossaflflresofluttffion
flevefls,Fffig.9(b)showsmedffianaudffiochunkdurattffionffinstteadyand
bufferffincreasesttatteffisroughfly30and10secrespecttffivefly,buttdoes
nottexhffibffittacflearpatttternffinsttaflflandbufferdecaysttattes.Fffig.9(c)
showsaudffiochunkdownfloadttffimeffinstteadyandbufferffincrease
sttattesaresffimffiflarffinvaflue,botthsmaflflertthantthattoffsttaflflsttatte,whffich
ffissmaflflertthantthattoffbufferdecaysttatte.Theflongerdownfloadttffime
ffisanffindfficattffiontthatttthenettworkbandwffidtthffisflffimffitted.Thffisffis
auseffuflffinsffightttthattcurrenttbandwffidtthaflonecannottreveafl.For
exampfle,aspecffiffictthroughputtcanbeassocffiattedttoaflowresofluttffion
wffitthtthebufferffincreasffingorahffigherresofluttffionwffitthtthebuffer
decreasffing.Aflfltthreeaudffiochunkmettrfficsarecflearflycorreflatted
wffitthvffideosttatte.
Fffig.10showsvffideochunksttattffisttffics.Thereffisaflargeoverflap

acrossdffifferenttresofluttffionsandvffideosttattesffinchunksffize(Fffig.10(a))
andchunkdurattffion(Fffig.10(b)).Ittreveaflstthattwffitthouttknowffing
vffideosttatte,ffittwoufldbedffifficuflttttodettermffinevffideoresofluttffion,
chunksffize,andchunkdurattffion.Forexampfle,tthesesttattffisttfficsare
verysffimffiflarffora240pchunkffinbufferffincreasesttatteanda720p
chunkffinbufferdecay.Usffingaudffiochunksttattffisttfficsttoffidenttffiffyvffideo
sttatteffiscrffittfficaflffinseparattffingtthesettwocases.

Forvffideochunks,ourexamffinattffionoffHTTPrequesttsusffing
Fffiddfleraflsoshowstthattfforacflffipwffitthagffivenresofluttffion,stteady
sttattechunksffizeffisflargertthantthattffinttheremaffinffingtthreesttattes.
Fffig.10(a)ffurtthershowstthattmedffianvffideochunksffizeffincreasesas
resofluttffionffincreasesffrom144ptto480pandsttaysroughflytthesame
around2MBffrom480ptto1080p.Fffig.10(b)showsmedffianchunk
durattffionffinstteadysttatteffissffimffiflarffor144p,240p,and360p,ffintthe
rangeoff35−45sec,anddecreasesffrom25secffor480ptto5secffor
1080p.Toobttaffinahffighereffecttffiverattefforhffigherresofluttffionstthe
chunksffizefleveflsoff,buttttocompensattechunkdurattffiondecreases.
Fffig.10(c)showsmedffianchunkdownfloadttffimeexhffibffittsmaflflervaflues
ffinsttaflflorbufferdecaysttatte,hffigherandsffimffiflarvafluesffinstteadyor
bufferffincreasesttatte.Thffisffisexpecttedaswffitthflffimffittedbandwffidtth,a
sessffionmaydepfletteffittsbufferorevensttaflfl.Durffingbufferffincrease,
rettrffievffingsmaflflerchunksffasttertthanstteadysttatteresuflttsffinsffimffiflar
downfloadttffimeasstteadysttatte.Durffingstteadyandbufferffincrease
sttatte,chunksffizeanddurattffioncombffinedprovffidesomeffindfficattffion
offresofluttffionflevefls.However,durffingsttaflflandbufferdecaysttatte,
noffindfficattffioncanbeeasffiflyseenffromtthetthreemettrffics.
Tosummarffize,ourkeyobservattffionsareasffoflflows:(ffi)Wffitthoutt

knowffingvffideosttatteffittwoufldbedffifficuflttttodffifferenttffiattebettween
tthettwocases:(a)Hffigherresofluttffioncflffipffinbufferdecayand(b)
Lowerresofluttffioncflffipffinbufferffincrease.(ffiffi)Audffiochunksttattffisttffics
exhffibffittsttrongassocffiattffionwffitthvffideosttatte.(ffiffiffi)Vffideochunksffize
ffincreasesandeventtuaflflyfleveflsoffasresofluttffionffincreases.Atttthe
samettffime,vffideochunkdurattffionffishffigherfforflowerresofluttffion
fleveflsanddecreasesasresofluttffionfleveflffincreases.

5.2 Chunk-basedFeatturesffinRequett

RequettffidenttffiffieschunksusffingAflg.1executtedoveraflflflowsdurffing
aYouTubesessffion.Foreachaudffioorvffideochunk,ffittrecordsttheffofl-
flowffingsevenchunkmettrffics:prottocoflusedttosendttheGETrequestt,
sttarttttffime,TTFB,downfloadttffime,sflackttffime,chunkdurattffion,and
chunksffize.Furtthermore,ffittdoesnottrecordttheserverIPaddress
ffromwhffichtthechunkffisdeflffiveredttottheenddevfficeasffitthasno
reflattffionshffipwffitthourQoEmettrffics.
Resuflttsffrom§5.1showtthatttthemosttffimporttanttmettrfficsffor

botthaudffioandvffideoarechunksffize,durattffion,anddownfloadttffime.
Chunkarrffivaflffisnottaunffifformprocessffinttffimeandtthereffore,tthe
numberoffchunksffinattffimewffindowvary.Thffiswoufldrequffirea
varffiabflenumberoffffeattures.Insttead,Requettusessttattffisttfficsoffchunk
mettrfficsffindffifferenttttffimewffindows.Specffifficaflfly,ffortthe20wffindows
representtffingttheffimmedffiattepastt10,20,...,200sec,ffittrecordsttottafl
numberoffchunks,averagechunksffizeanddownfloadttffimefforeach
ttffimewffindow,resuflttffingffin60ffeattureseachfforaudffioandvffideo,and
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Fffigure10:ChunkmettrfficsfforaflflvffideochunksffinsettA.(a)chunksffize,(b)chunkdurattffion,(c)downfloadttffime.

attottafloff120ffeattures.4Regardffingvffideoresofluttffion,Requettonfly
makespredfficttffionsuponreceffivffingavffideochunk.Thereffore,beyond
tthe120ffeattures,ffittffurttherffincfludestthesevenffeatturesassocffiatted
wffitthtthevffideochunk.ThesflffidffingwffindowbasedffeatturesffinRe-
quettmakeffittffideaflfformffiddfleboxeswffitthamemoryrequffirementtoff
1016byttesffortthe127ffeattures(assumffingeachffeatturerequffiresa
maxffimumoff8byttes).

5.3 BaseflffineFeattures

Fortthebaseflffinesysttem,weremoveRequett’sChunkDettecttffionafl-
gorffitthmffinFffig.2andttheassocffiattedffeatturesandffinstteaddesffign
baseflffineffeatturescommonflyusedffinprffiorwork[24,32,34,41].
Weseflecttffeatturestthattareusedffinmoretthanoneoffttheseprffior
works,andffeasffibflettouseffinnettworkmffiddfleboxeswheremem-
oryffisconsttraffined.WecoflflecttbasfficIPfleveflffeatturesffinttermsoff
flowdurattffion,dffirecttffion,voflume(ttottaflbyttes),bursttffiness,asweflflas
ttransporttprottocofl.Foreach100-mswffindow,wecaflcuflattetthettottafl
numberoffupflffinkanddownflffinkpackettsandbyttes,andffincfludea
one-hottvecttorrepresenttattffionofftthettransporttprottocoflsusedffor
eachIPaddress.5TheffiveffeatturesfforttransporttprottocoflareQUIC,
TCPwffitthTLS,TCPwffitthouttTLS,nopackettsffintthattffinttervafl,or
otther.Afftterexamffinffingtthettottafldownflffinkbyttesofftthettop20flows
ffinasessffionffinourdattasett,wedecffidettoffincfludettrafficffromtthettop
3serversffinourffeatturesett.Theremaffinffingflowshavesffignffifficanttfly
smaflflerttrafficvoflumeandttherefforerepresenttbackgroundttrafficffin
asessffionanddonottdeflffivervffideooraudffiottraffic.Bydoffingso,we
effecttffiveflyeflffimffinattetthettraffictthattffisunreflattedttoourQoEmettrffics.
Inaddffittffion,weffincfludetthettottaflnumberoffupflffink/downflffinkbyttes
andpackettsffromtthettop20serversffortthesessffion.
Wecaflcuflattettheaveragetthroughputtandtthettottaflnumberoff

packettsffinttheupflffinkanddownflffinkdffirecttffiondurffingasettoffttffime
ffinttervaflsttocaptturerecenttttrafficbehavffior.Specffifficaflfly,weusesffix
ffinttervaflsffimmedffiatteflyproceedffingtthecurrenttpredfficttffionwffindow,
andttheyareoffflengtth0.1,1,10,60,120,and200sec.
Furtthermore,durffingtthesesffixwffindows,werecordtthepercentt-

ageoff100-mssflottswffitthanyttrafficffinupflffinkanddownflffinksepa-
rattefly.Thesettwoffeatturesareaddedttodettermffinehowbursttytthe
ttrafficffisdurffingtthegffiventtffimewffindow.Inaddffittffionttottheffour
ffeatturesffortthettottaflnettworkttrafficfforaflflserversconttactteddurffing
tthesessffion,ttheffeatturesfforeachofftthettoptthreeserversare:

•ttottaflbyttesffinpastt100msffinupflffink/downflffink

4Weusetthepastt200sechffisttoryasYouTubebufferrareflyffincreasesbeyond3mffin.
5Innatturaflflanguageprocessffing,aone-hottvecttorffisa1xNmattrffix(vecttor)usedtto
dffisttffinguffisheachwordffinavocabuflaryffromeveryottherwordffintthevocabuflary.The
vecttorconsffisttsoff0sffinaflflceflflswffitthttheexcepttffionoffasffingfle1ffinaceflflusedunffiquefly
ttoffidenttffiffyttheword.Inourcase,eachIPaddressffisttreattedasaword.

•ttottaflnumberoffpackettsffinpastt100msffinupflffink/downflffink
•ttransporttprottocofl(5ffeattures)
•fforeachofftthewffindowsoffflengtth1,10,60,120,and200sec:
–averagetthroughputtffinupflffink/downflffink
–ttottaflnumberoffpackettsffinupflffink/downflffink
–%off100-mssflottswffitthouttanyttrafficffinupflffink/downflffink

Tosummarffize,fforeachttffimewffindow,tthereareuptto4+3×(4+
5+5×6)=121ffeatturesffortthebaseflffinesysttem.

6 EVALUATION

WeevafluattettheperfformanceoffRequettbycomparffingffittsaccuracy
fforeachQoEmettrfficversustthebaseflffinesysttem.Botthsysttemspre-
dffictttthecurrenttQoEmettrfficsevery5sec,excepttfforRequettwhffich
predfficttsresofluttffioneverychunk.Sffincettransporttpayfloadoffnett-
workttrafficwecoflflecttffisencryptted,weareunabflettoevafluatte
Requettagaffinsttprevffiousworkstthattusedeeppackettffinspecttffion.
Dattacoflflecttedasdescrffibedffin§4ffisusedfforttraffinffing,vaflffidattffion,
andttesttffing.Outtoffttheffoursettsoffttracesffinourdattasett(§4.1),we
usegroupA,ttheflargesttonettottraffinbotthsysttemsttopredffictteach
QoEmettrfficffinreafl-ttffime.WetthenttesttRequettonsmaflflergroups
B,C,andD.Subsequenttfly,ttodettermffinehowttraffinffingffinttheflab
envffironmenttworksoncflffipswffitthsffimffiflarflengtthbuttffindffifferentt
envffironmenttsweusegroupsB1andB2.WeaflsousegroupAastthe
ttraffinffingsettfforevafluattffingshorttercflffips(groupC)andflongercflffips
(groupD)ffintthesameflabenvffironmenttasgroupA.
ForgroupA,weconductt4-ffofldcrossvaflffidattffionontthe40cflffips.

Specffifficaflfly,wedffivffidetthe40cflffipsffinttoffourexcflusffivesettseachwffitth
ttenunffiquecflffips.Ineachffofld,weffirsttttraffinamodeflfforeachQoE
mettrfficusffingRFwffitthffeatturesffrom30cflffips(tthreeoffttheffoursetts).
Wetthenttestttthemodeflontthettencflffipsffromttheremaffinffingsett.We
reportteachmodefl’saverageperfformanceoverttheffourffoflds.
Thebufferwarnffingmodeflproducesttwopredfficttffionpossffibffiflffi-

ttffies.Ittffindfficatteswhetthertthebufferfleveflffisbeflowtthetthreshofld
BuffffWarnffinдtthreshornott.Thevffideosttattemodeflproducesffour
sttattesandttheresofluttffionmodeflproducessffixresofluttffionflevefls.
Wereporttaccuracyoffeachmodeflasttherattffioofftthenumberoff

correcttpredfficttffionsoverttottaflnumberoffpredfficttffions.Foreachflabefl
amodeflpredffictts,weffurttherreportt:(ffi)precffisffiondeffinedasttherattffio
offttrueposffittffivesttottottaflposffittffives,tthattffis,tthepercenttageoffcorrectt
predfficttffionsouttoffaflflposffittffivepredfficttffionsoffaflabefl,and(ffiffi)recaflfl
deffinedasttherattffiooffcorrecttpredfficttffionsttottottaflttrueoccurrences
offaflabefl,tthattffis,tthepercenttageoffaflabeflcorrecttflypredffictted.
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Tabfle5:BufferwarnffingperfformancewffitthdattaffingroupA.

Type
Baseflffine Requett

Precffisffion Recaflfl Precffisffion Recaflfl

BffW 51.0 11.1 79.0 68.7

NBffW 86.0 98.1 94.1 96.5

Accuracy 84.9 92.0

Tabfle6:VffideosttatteperfformancewffitthdattaffingroupA.

Type
Baseflffine Requett

Precffisffion Recaflfl Precffisffion Recaflfl

Sttaflfl 31.1 7.6 70.4 51.9
Buff.Decay 32.0 16.3 78.0 78.7

Buff.Increase 64.1 57.6 80.2 84.2

Stteady 57.6 80.2 90.7 92.2

Accuracy 55.4 84.2

6.1 BufferWarnffingPredfficttffion

Theffirsttmettrfficweexamffineffisbufferwarnffing.Wesetttthetthreshofld
fforbufferfleveflwarnffing,BuffffWarnffinдtthresh,ttobe20secs.Thffis
provffidesampflettffimettoprovffisffionenoughbandwffidtthbefforean
acttuaflsttaflfloccurs.
Fortthffismettrffic,eachttffimewffindowffinourdattasettffisflabefledwffitth

effitther“nobufferwarnffing”(NBffW)or“bufferwarnffing”(BffW).In
groupA,sffignffifficanttflymorechunksareflabefledwffitthNBffW(84%)
tthanBffW(16%).TheresuflttsffinTabfle5showtthattbotthbaseflffineand
Requettperfformweflflffortthffisttask,wffitthaccuracyreachffing85%and
92%,respecttffivefly.WeseetthattprecffisffionandrecaflflfforNBffWare
hffighertthantthosefforBffWffinbotthbaseflffineandRequett.Gffiventthe
currenttflabeflffisBffW,Requettprovffidessffignffifficanttflyhffigherprobabffifl-
ffittyoffpredfficttffingBffWcorrecttflywffitthrecaflfloff68%over11%ffortthe
baseflffine.ThffisffisbecauseRequettuseschunkffeatturesttodettectttthe
casewhennochunkshaverecenttflyarrffived.However,ffittffisdffifficufltt
ffortthebaseflffinesysttemttoffidenttffiffysuchcasesduettottheflackoff
chunkdettecttffion.Forexampfle,baseflffinecannottdffifferenttffiattepacketts
asbeffingparttoffachunkorbackgroundttraffic.

6.2 VffideoSttattePredfficttffion

TheresuflttsoffvffideosttattepredfficttffionareshownffinTabfle6.Re-
quettachffievesoveraflflaccuracyoff84%,comparedtto55%fforbaseflffine,
representtffinga53%ffimprovementt.Requettaflsoouttperfformsbaseflffine
ffinprecffisffionandrecaflflfforeachsttatte.
Sttaflfl,bufferdecay,bufferffincreaseandstteadysttatteappearffin3.7%,

5.9%,42.8%and47.6%offchunksffingroupArespecttffivefly(Tabfle4).
Theprecffisffionandrecaflflfforbotthsysttemsffincreaseffintthesameorder
offsttaflfl,bufferdecay,bufferffincreaseandstteady.
However,baseflffineachffievesbeflow40%ffinprecffisffionandrecaflfl

fforbotthtthesttaflflandbufferdecaysttattes.Thffisffimpflffiestthattdurffing
tthesettwosttattes,nettworkttrafficdoesnotthaveasffignffifficanttpattttern
fforbaseflffinettodffiscover.Furtthermore,durffingstteadysttattettherecan
begapsoff30secorflonger.Aflonggapaflsooccurswhenbufferffis
ffindecaysttatte.Baseflffineffeatturescannottseparattebufferdecayffrom
stteadysttatte.
ExamffinattffionoffttheRequettmodeflreveaflstthattaudffiochunkcountt

fforeach20secwffindowffisanffimporttanttffeatturettopredfficttvffideo

Tabfle7:VffideoresofluttffionperfformancewffitthdattaffingroupA.

Type
Baseflffine Requett

Precffisffion Recaflfl Precffisffion Recaflfl

144p 13.0 7.6 80.6 79.9

240p 14.6 10.1 68.7 64.3
360p 14.1 9.9 49.2 64.4

480p 24.7 33.3 64.9 63.8

720p 24.5 30.3 60.6 54.5
1080p 22.2 20.1 75.0 76.9

Accuracy 21.8 66.9

sttatte.Forexampfle,ffifftthereareaffewaudffiochunksffintthepastt20sec
ffittffisflffikeflytthattbufferffisffincreasffing,andffiffttherearenoaudffiochunks
ffintthepastt120secffittffisflffikeflyttobeffinsttaflflsttatte.Thffisexpflaffinstthe
reflattffiveflyhffighperfformanceoffRequett.

6.3 VffideoResofluttffionPredfficttffion

Ittffisexttremeflychaflflengffingfforbaseflffinettopredfficttvffideoresofluttffion
evenwffitthhffisttoryoffuptto200sec.Overaflflaccuracyffisonfly22%,
sflffighttflybettttertthanrandomflypffickffingoneouttoffsffixchoffices.
AsseenffinFffig.8,tthereffisaflargeoverflapoffaveragepflayback

bffittrattesoffvffideocflffipsoffdffifferenttresofluttffionsduettovaryffingacttffivffitty
fleveflsffintthevffideoconttentt. Wffitthouttanyknowfledgeaboutttthe
conttenttofftthevffideoortthevffideosttatte,ffittffisexttremeflydffifficuflttffiff
nottffimpossffibflettoassocffiatteachunkgffivenffittspflaybackbffittrattewffitth
ttheresofluttffionffittffisencodedwffitth.Furtthermore,wffitthouttknowffing
vffideosttattetthereffisaflargeoverflapffinvffideochunksffizeandchunk
durattffionacrossresofluttffionsasseenffinFffig.10.
Requettuttffiflffizeschunk-basedffeattures.Ittusesttheffrequencyoff

audffiochunksttoffindfficattetthevffideosttatte.Thesttatteffinfformattffion
aflflowsRequettttodettermffinettheresofluttffionofftthemosttrecenttvffideo
chunkwffitthgreatteraccuracy.Byusffingbotthaudffioandvffideochunks,
Requettachffievesa66%accuracyfforpredfficttffingresofluttffion(sffixflev-
efls).ThffisresuflttdemonsttrattestthattRequettffisabflettouseaudffio
chunkffeatturesttoenhancevffideoresofluttffionpredfficttffion.Bynar-
rowffingdownttheopttffionsffinresofluttffionttotthree:smaflfl(144p/240p),
medffium(360p/480p),andflarge(720p/1080p),Requettachffievesan
accuracyoff87%.Ifftthenumberoffopttffionsffisreducedttottwo:
smaflfl(144p/240p/360p)andflarge(480p/720p/1080p)ttheaccuracy
ffimprovestto91%.

6.4 ExttendedTestt

Upttotthffispoffinttwehavereporttedresuflttsffromoursysttemsttraffined
wffitthparttoffgroupAandttesttedondffifferenttcflffipsffingroupA.Nextt,
weusegroupAastthettraffinffingdattafforRequettandevafluattewffitth
groupsB1,B2,C,andD.WettesttRequetton10cflffipsffromgroupsB1
andB2fforresffidenttffiaflWffiFffisettttffingsffinUSandIndffiarespecttffivefly,
ttoseehowttheyperfformonunseencflffipsoffsffimffiflarflengtthand
unseenWffiFffienvffironmentts.Inaddffittffion,weusetthesameflabWffiFffi
envffironmenttffingroupA,ttottesttRequetton5cflffipsoffshortterflengtth
off5mffinffingroupCandflongerflengtthoff25mffinffingroupD.Fffig.11
reporttsttheaverageprecffisffionandrecaflfloffttheseffourttesttsaflong
wffitthtthe4-ffofldcrossvaflffidattffionresuflttsffromgroupA.
DependffingonttheenvffironmenttandQoEmettrffic,perfformance

offttheseexttendedsettsoffttesttseffittherffimprovesordetterffiorattescom-
paredwffitthresuflttsffromgroupAreporttedearflffierffintthffissecttffion.For
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Fffigure11:AccuracyoffRequettmodeflsttraffinedwffitthgroupA.(a)Precffisffionoffvffideosttatte,(b)Precffisffionoffvffideoresofluttffion,(c)
Precffisffionoffsttaflflwarnffing,(d)Recaflfloffvffideosttatte,(e)Recaflfloffvffideoresofluttffion,(ff)Recaflfloffsttaflflwarnffing.

exampfle,groupsB1,B2,andChaveffimprovedprecffisffionandrecaflfl
ffinpredfficttffingsttaflflandbufferdecaysttattes.GroupDshowsflower
precffisffionffinpredfficttffingbufferdecay,butthffigherrecaflflfforbotthsttaflfl
andbufferdecay.Improvedprecffisffionandrecaflflresuflttsappearffor
predfficttffingbuffertthreshofldwarnffing.
Accuracyfforvffideoresofluttffionvarffiesffromexperffimenttttoexper-

ffimentt.Surprffisffingfly,groupB2hastthehffighesttoveraflflaccuracyoff
70%whenttraffinffingwffitthgroupA.Thffisffisffinparttduettotthatttthere
werezero480peventtscoflflecttedffingroupB2.Thffisresofluttffionflevefl
hasflowerprecffisffiontthan144p,240p,and1080p(seeTabfle7),andffis
exttremeflydffifficuflttfforttheottherttesttsettsttopredfficttasweflfl.
Mosttprecffisffionandrecaflflresuflttsfforotthersettsarebettttertthan

groupAwffitthaffewexcepttffions.Thffiscoufldbeduettottheffactttthatt
groupAffincfludesmovementtexperffimentts,whffiflettheotthergroups
onflyconttaffinsttattfficones.Avffideosessffionnatturaflflyexhffibffittsdffifferentt
behavffiorffindffifferenttttypesoffenvffironmentts.Inaddffittffion,wepflan
ttoffimproveourpredfficttffionmodeflsbysttudyffinghowttheffimbaflance
ffindattasampflesffimpacttsttheprecffisffionandrecaflfloffeachmodefl.

7 RELATEDWORK

TradffittffionaflttrafficmonffittorffingsysttemsreflyonDPIttoundersttand
HTTPrequesttandrepflymessages.Thesysttemsusemetta-dattatto
understtandABRandffinffervffideoQoE.TheMIMICsysttemesttffimattes
averagebffittratte,re-bufferffingrattffioandbffittratteswffittchesfforasessffion
byexamffinffingHTTPflogs[29].Comparattffivefly,BUFFESTbuffifldsML
cflassffiffiersttoesttffimattebufferfleveflbasedeffittheronttheconttenttoff
HTTPrequesttsffintthecflearoronunencrypttedHTTPSrequestts
byattrusttedproxy[24].HffighSeeffidenttffiffiesHTTPGETrequestts
andbuffifldsaflffinearSupporttVecttorMachffine(SVM)[13]modefltto
ffidenttffiffyaudffio,vffideo,andconttroflchunksttoseparatteaudffio,vffideo
andconttroflflows[19].
Forencrypttedttraffic,proposaflsffaflflffinttwocattegorffies.Theffirstt

cattegorybuffifldssessffionmodeflsoflffinebydettecttffingHTTPrequestts
asffineMIMIC[28],whffifletthesecondcattegorybuffifldsMLmodeflstto
predfficttQoEeffittheroflffineoronflffine.
OffflffineModefls:Theoflffineapproachusesenttffirevffideosessffion

ttrafficttogeneratteffeatturesttocflassffiffytthesessffionffinttocflasses.YouQ
cflassffiffiesasessffionffinttottwottotthreeQoScflasses[34].Thesysttem
ffin[15]buffifldsmodeflsttoroughflyputtasessffionffinttotthreecattegorffies
ffinttermsoffsttaflfleventts(“non-sttaflfl”,“0-1sttaflfls”,or“2-or-moresttaflfls”),
ortthreecflassesbasedonaveragequaflffittyflevefl.Usffingsffimuflattffion,
[42]buffifldsMLmodeflsttopredfficttaveragebffittratte,quaflffittyvarffiattffion,

andtthreefleveflsoffsttaflflrattffio(no,mffid,severe)fforenttffiresessffions
usffingposttprocessffing.Comparattffivefly,[27]cflassffiffiesasessffionffin
ttwocattegorffies(wffitthorwffitthouttsttaflfleventts)basedonceflfl-reflatted
ffinfformattffioncoflflecttedatttthesttarttoffavffideosessffion.
OnflffineModefls:Theonflffineapproachusesttrafficffromtthepastt

ttffimewffindowffintthesessffionttogeneratteffeatturesttopredfficttQoE
mettrfficsspecffifficttotthattttffimewffindow.Thesysttemffin[32]deveflops
ffeatturesbasedonbotthnettworkandttransporttfleveflffinfformattffionffina
10secttffimewffindowttobuffifldseparattecflassffiffiersfforHTTPSandQUIC
ttrafficttoffinffersttarttupdeflay(befloworaboveagffiventthreshofld),
sttaflfleventtoccurrence,andvffideoquaflffittyflevefl(“flow”and“hffigh”).
Thffissysttemusesffeatturesffincfludffingpackettfleveflsttattffisttfficssuchas
sttandarddevffiattffion.Thffishasareflattffiveflyflargememoryrequffirementt
andmakesffittffinffeasffibfleffinmffiddfleboxes.
FflowIdenttffifficattffion:Identtffiffyffingvffideoflowsffromencryptted

ttrafficffisortthogonaflttottheQoEdettecttffionprobflemfforgffivenABR
flows.Ittffisanexampfleofftthebroadencrypttedttrafficcflassffifficattffion
probflem.TheSffiflhouettttesysttem[26]dettecttsvffideochunks(aflso
namedAppflfficattffionDattaUnffitts)ffromencrypttedttrafficffinreafl-ttffime
fforISPmffiddfleboxesusffingvffideochunksffize,payfloadflengtth,down-
floadrattetthreshofldvaflues.Thereafl-ttffimesysttemffin[37]ffidenttffiffies
NettflffixvffideosusffingTCP/IPheaderffinfformattffionffincfludffingTCPse-
quencenumbers.Thffisapproachreflffiesona“ffingerprffintt”dattabase
buffiflttffromaflargenumberoffvffideocflffipshosttedbyNettflffix.Theffin-
gerprffinttffisunffiquefforeachvffideottffittfle,ttherefforeffittffisffineffecttffiveffin
cflassffiffyffingnewvffideottffittflesnottprevffiousflyseen.Thesysttemffin[41]
cflassffiffiesanencrypttedYouttubeflowevery1secffinttervaflffinttoHTTP
AdapttffiveSttreamffing(HAS)ornon-HASflowsffinreafl-ttffime.Fora
HASflow,ffittffurttherffidenttffiffiestthebuffersttattesofftthevffideosessffion
ffinttoffiflflffing,stteady,depflettffinganduncflear.Thehffighaccuracytto
predfficttbuffersttatteffisparttflyduettottheffactttthattttheenttffiredattasett
conttaffinsonfly3cflffipswffitthmuflttffipflesessffionsfforeachcflffip.Thffissys-
ttemaflsousesaffeatturebasedontthesttandarddevffiattffionoffpackett
sffize,whffichffisnottffeasffibflefforffimpflementtattffionffinmffiddfleboxesdue
ttotthememoryrequffirementt.

8 CONCLUSIONANDFUTUREWORK

WepresenttRequett,asysttemfforREafl-ttffimeQUaflffittyoffexperffience
dettecttffionfforEncrypttedTraffic.WeffocusontthreeQoEmettrffics
(1)bufferwarnffing,(2)vffideosttatte,and(3)vffideoquaflffitty,astthey
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arecrucffiaflffinaflflowffingnettworkfleveflresourceprovffisffionffingffinreafl-
ttffime.Wedesffignavffideosttatteflabeflffingaflgorffitthmttoauttomattfficaflfly
generattegroundttrutthflabeflsfforABRttrafficdatta.
RequettconsffisttsoffttheChunkDettecttffionaflgorffitthm,chunkffea-

ttureexttracttffion,andMLQoEpredfficttffionmodefls.Ourevafluattffion
usffingYouTubettrafficcoflflecttedoverWffiFffinettworksdemonsttrattes
Requettusffingchunk-basedffeatturesexhffibffittsffignffifficanttflyffimproved
predfficttffionpowerovertthebaseflffinesysttemusffingIP-flayerffeattures.
WedemonsttrattetthattttheRequettQoEmodeflsttraffinedononesettoff

cflffipsexhffibffittsffimffiflarperfformanceffindffifferenttnettworkenvffironmentts
wffitthavarffiettyoffprevffiousflyunseencflffipswffitthvarffiousflengtths.
AcurrenttflffimffittattffionoffRequettffistthattffittffisbasedonYouTube.

Thereffore,onedffirecttffionoffourffuttureworkffincfludesbuffifldffinga
generfficmodeflfforawffiderangeoffnettworksandcflffienttaflgorffitthms
fforABR.Wepflanttoevafluattettrafficover3GandLTEceflfluflarnett-
works,andexpandffinttoaddffittffionaflservfficessuchasNettflffix.Anotther
dffirecttffionoffourffuttureworkffincfludesffinvesttffigattffingresourcesched-
uflffingffinreafl-ttffimettouttffiflffizettheQoEpredfficttffionsffromRequett.We
affimttosttudytthejoffintteffecttoffoperattoropttffimffizattffionandconttentt
provffidervffideoopttffimffizattffionmechanffisms.
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9 APPENDIX

Thffisappendffixprovffidesadescrffipttffionofftthedattasettacquffired
ffin§4,usedfforRequettchunkdettecttffionffin§3,andfforevaflua-
ttffionffin§6.ThedattasettcanbeffoundffinaGffitthubReposffittory
(httttps://gffitthub.com/Wffimnett/RequettDattaSett).Thedattasettffisdffivffided
ffintto5groupffofldersffordattaffromgroupsA,B1,B2,C,D,aflongwffitth
asummaryffiflenamed’ExperffimenttInffo.ttxtt’fforttheenttffiredattasett.
Eachflffineffinttheffifledescrffibesanexperffimenttusffingttheffoflflowffing
ffourattttrffibuttes:(a)experffimenttnumber,(b)vffideoID,(c)ffinffittffiaflvffideo
resofluttffion,and(d)flengtthoffexperffimenttffinseconds.
Agroupffoflderffisffurttherdffivffidedffinttottwosubffoflders,oneffor

PCAPffifles,andttheottherfforttxttffifles.Eachexperffimenttffisdescrffibed
byaPCAPffifleandattxttffifle.ThePCAPffiflewffitthnameffintthefformoff
(ffi)′baseflffine_{datte}_exp_{num}.pcap′ffisfforanexperffimenttwhere
ttheenddevfficeffissttattfficfforttheenttffiredurattffionwhereasaffiflewffitth
nameffintthefformoff(ffiffi)′movementt_{datte}_exp_{num}.pcap′ffisffor
anexperffimenttwherettheenddevfficemovementtoccursdurffingtthe
experffimentt.Thettxttffiflenamesendwffitth′merдed.ttxtt′.Thettxttffifle
conttaffinsdattacoflflettecttffromYouTubeAPIandsummaryoffPCAP
ttracefforttheexperffimentt.
Ineach′merдed.ttxtt′ffifle,dattaffisrecordedfforeach100msffinttervafl.

Eachffinttervaflffisrepresenttedas:[ReflattffiveTffime,#PackettsSentt,#
PackettsReceffived,#ByttesSentt,#ByttesReceffived,[NettworkInffo1],
[NettworkInffo2],[NettworkInffo3],[NettworkInffo4],[Nettwork
Inffo5],...,[NettworkInffo25],[PflaybackInffo]].
ReflattffiveTffimemarksttheendoffttheffinttervafl.ReflattffiveTffimeffis

deffinedastthettffimesffincettheJavascrffipttNodeserverhosttffingtthe

YouTubeAPIffissttartted.ReflattffiveTffimeffortthe0tthffinttervaflffisdeffined
as0sec.Ittffisupdattedffinffinttervaflsoff100ms.TSharkffiscaflfledprffior

ttottheJavascrffipttNodeserver.Thereffore,tthe0tthffinttervaflconttaffins
WffiresharkdattaupttotthesttarttoffttheJavascrffipttNodeserver.
NettworkInffoffiffisrepresenttedas:[IP_Src,IP_Dstt,Prottocofl,#

PackettsSentt,#PackettsReceffived,#ByttesSentt,#ByttesReceffived]
fforeachffinttervafl.IP_SrcffisttheIPaddressoffttheenddevffice.Thettop
25desttffinattffionIPaddressesffinttermsoffttottaflbyttessenttandreceffived
fforttheenttffiresessffionarerecorded.Foreachffiofftthettop25IP_Dstt
addresses,ttheProttocoflassocffiattedwffitthtthehffigherdattavoflume
fforttheffinttervafl(ffinttermsoffttottaflnumberoffpackettsexchanged)
ffisseflectted,anddattavoflumeffinttermsoffpackettsandbyttesffor
eachffinttervaflffisreporttedfforttheIP_Src,IP_Dstt,Prottocoflttupfleffin
[NettworkInffoffi].
PflaybackInffoffisrepresenttedas:[PflaybackEventt,EpochTffime,

SttarttTffime,PflaybackProgress,VffideoLengtth,PflaybackQuaflffitty,Buffer
Heafltth,BufferProgress,BufferVaflffid].Fromttheperspecttffiveoffvffideo
pflayback,aYouTubesessffioncanconttaffintthreeexcflusffiveregffions:
bufferffing,pflayffing,andpaused.YouTubeIFrameAPIconsffidersa
ttransffittffionffromonepflaybackregffionffinttoanottherasaneventt.Itt
aflsoconsffidersasaneventtanycaflflttottheAPIttocoflflecttdatta.The
APIenabflesttherecordffingoffaneventtandoffdettaffifledffinfformattffion
abouttpflaybackprogressatttthettffimettheeventtoccurs.EpochTffime
markstthettffimeofftthemosttrecenttcoflflecttffionoffYouTubeAPIdatta
ffintthattffinttervafl.PflaybackInfforecordseventtsoccurreddurffingtthe
100-msffinttervafl.
EachffiefldoffPflaybackInffoffisdeffinedasffoflflows:

•PflaybackEventt-Thffisffiefldffisabffinaryarraywffitthffourffin-
dexesfforttheffoflflowffingsttattes:‘bufferffing’,‘paused’,‘pflayffing’,

and‘coflflecttdatta’.The‘coflflecttdatta’eventtoccursevery100ms
oncetthevffideosttarttspflayffing.Forexampfle,anffinttervaflwffitth
aPflaybackEventt[1,0,0,1]ffindfficattestthattpflaybackregffionhas
ttransffittffionedffintto‘bufferffing’durffingtthe100msffinttervaflanda
‘coflflecttdatta’eventtoccurred.
•EpochTffime-ThffisffiefldffisttheUNIXepochttffimeffinmffiflflffisec-
ondsofftthemosttrecenttYouTubeAPIeventtffintthe100ms
ffinttervafl.
•SttarttTffime-ThffisffiefldffisttheUNIXepochttffimeffinmffiflflffisec-
ondsofftthebegffinnffingoffttheexperffimentt.
•PflaybackProgress-Thffisffiefldreporttstthenumberoffsec-
ondstthepflaybackffisattepochttffimeffromtthesttarttofftthevffideo
pflayback.
•VffideoLengtth-Thffisffiefldreporttsttheflengtthoffttheenttffire
vffideoassett(ffinseconds).
•PflaybackQuaflffitty-Thffisffiefldffisabffinaryarrayoffsffize9
wffitthffindfficesfforttheffoflflowffingsttattes:unflabeflfled,ttffiny(144p),
smaflfl(240p),medffium(360p),flarge(480p),hd720,hd1080,
hd1440,andhd2160.Theunflabefledsttatteoccurswhentthe
vffideoffissttarttffingup,bufferffing,orpaused.Forexampfle,a
PflaybackQuaflffitty[0,1,1,0,0,0,0,0,0]ffindfficattestthattdurffing
tthecurrenttffinttervafl,vffideopflaybackexperffiencedttwoquaflffitty
flevefls-ttffinyandsmaflfl.
•BufferHeafltth-Thffisffiefldffisdeffinedttheamounttoffbuffer
ffinsecondsaheadoffcurrenttvffideopflayback.Ittffiscaflcuflatted
as:

BufferHeafltth=BufferProgress×VffideoLengtth−

PflaybackProgress

•BufferProgress-Thffisffiefldreporttsttheffracttffionoffvffideo
assetttthatthasbeendownfloadedffinttotthebuffer.
•BufferVaflffid-Thffisffiefldhasttwopossffibflevaflues:Trueor
‘−1’.Truerepresenttswhendattaffisbeffingcoflflecttedffromtthe
YouTubeIFrameAPI.‘−1’ffindfficatteswhendattaffisnottbeffing
coflflecttedffromttheYouTubeIFrameAPIdurffingtthecurrentt
ffinttervafl.


