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    Abstract-Recent studies have shown that several government 
and business organizations experience huge data breaches. Data 
breaches increase in a daily basis. The main target for attackers is 
organization sensitive data which includes personal identifiable in-
formation (PII) such as social security number (SSN), date of birth 
(DOB) and credit card /debit card (CCDC). The other target is en-
cryption/decryption keys or passwords to get access to the sensitive 
data. The cloud computing is emerging as a solution to store, trans-
fer and process the data in a distributed location over the Internet. 
Big data and internet of things (IoT) increased the possibility of 
sensitive data exposure. Most methods used for the attack are 
hacking, unauthorized access, insider theft and false data injection 
on the move.  Most of the attacks happen during three different 
states of data life cycle such as data-at-rest, data-in-use, and data-
in-transit. Hence, protecting sensitive data at all states particularly 
when data is moving to cloud computing environment needs spe-
cial attention. The main purpose of this research is to analyze risks 
caused by data breaches, personal and organizational weaknesses 
to protect sensitive data and privacy. The paper discusses methods 
such as data classification and data encryption at different states 
to protect personal and organizational sensitive data. The paper 
also presents mathematical analysis by leveraging the concept of 
birthday paradox to demonstrate the encryption key attack. The 
analysis result shows that the use of same keys to encrypt sensitive 
data at different data states make the sensitive data less secure 
than using different keys. Our results show that to improve the se-
curity of sensitive data and to reduce the data breaches, different 
keys should be used in different states of the data life cycle. 

    Keywords- cloud computing, data breaches, sensitive data, data se-
curity, encryption, encryption key, data state, data classification 

I. INTRODUCTION:

    Today, more organizations are moving their Information 
system to the cloud computing environment to store, process, 
retrieve, and share data with more people in different locations. 
As defined by [1], cloud computing is a model for enabling 
ubiquitous, convenient, on-demand network access to a shared 
pool of configurable computing resources(e.g. networks, 
servers, storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort. The 
cloud model is composed of five essential characteristics, three 
service models, and four cloud deployment models. The amount 
of data producing is growing exponentially due to technological 
advances. For example, the increasing number of people, 
devices, and sensors that are now connected by digital networks 
is called Internet of Things (IoT) is the main reason for  the vast 
amount of data we generate every day [3, 4]. The large data is 
brought new term called big data. This brought more security 
challenges as most of organizations worries to store the large 

volumes of data including personal data and organizational 
strategic information in cloud, processes the stored sensitive data 
over the internet, and retrieves sensitive data from stored 
location (Cloud).  

Sensitive Data/ Personal Data 

    Sensitive data is a term that includes identifiable data, but also 
extends to information that may be considered private, or to have 
societal and economic impact on sequences if improperly 
disclosed [2, 3]. Sensitive data could include government 
assigned identification, financial data, medical data and history, 
employee records, organization business strategic information, 
military information etc. The misuse of personal identifiable 
information (PII) contributes to a range of losses that affect how 
an individual can participate or benefit from financial, 
employment, social, medical, and other activities. For example, 
stolen PII can be used for criminal activities and to misdirect law 
enforcement investigations to wrong person. 

Data Breaches Problem 

    Data breaches is an incident in which sensitive, protected or 
confidential information is released, viewed, stolen or used by 
an individual who is not authorized to do so. In recent years, both 
government and business organizations have experiencing large 
data breaches that have made the PII of millions of individuals 
available to those who would then use the information to commit 
identity fraud. As technology advance, data breaches increase. 
According to the 2017 data breach year-end review released by 
the Identity Theft Resource Center (ITRC) [5] and Identity force 
[6], data breaches are increasing from year to year. For example, 
the number of U.S data breach incidents hit a new record high of 
1,579 breaches, a drastic rise of 44.7 percent increase over the 
record for 2016. 

Industry Sectors Affected by Data Breaches 

     ITRC data breach report [5] also identified top five industry 
sectors that are highly affected by data breaches. These are 
business, medical/healthcare, banking/financial, education, and 
government /military. Among the five industry sectors, the 
business category takes the first rank in total number of breaches 
followed by medical /healthcare industry in the second place. 
The banking/credit/financial sector takes third place. The 
remaining two sectors, educational and government/military are 
in fourth and fifth places respectively. Fig.1 below shows the 
data breaches by industry sector for the year  2015-2017. 
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  Fig.1.Breaches by industry sectors for year-2015-2017 
 
Methods used for Data Breaches 
 
   Attacker use different methods to access sensitive data. 
According to the ITRC report [5], the seven major methods used 
for the attacks are hacking, unauthorized access, insider theft, 
data on the move, accidental exposure, employee error, and 
physical theft. The Fig.2 below summarizes the data breaches by 
type. 
 

 
 
Fig.2. Data breaches by type of attack.  
 
Sensitive Data Affected During Data Breaches 
 
 
 
   From the ITRC report ,we have identified the major  infor-
mation compromised during data breaches . According to the re-
port, the affected PII are social security number (SSN), 
credit/debit card number (CCDC), protected health information 
(PHI),driver’s license ,financial accounts, email/password/user 
name other/undefined type of records. Among the sensitive data 
exposed, SSN and CCDC are the two most exposed PII. 
 
Data State and Vulnerabilities 

    Sensitive data can be compromised at any state during data 
life cycle. [7, 13] classified the state of data in its process life 
cycle into three states. These are data-at-rest, data-in-transit, 
and data-in-use. These classifications reflect the states of data 
from the time it is created or stored, processed through compu-
tational resources, such as in CPU components and main 
memory, and transmitted over the internet to the cloud.  
 
     In recent years, data leakage attacks have been achieved on 
sensitive data at all these three data states: First, it is important 
to understand the three data states and security concerns. 

     
     Data-At-Rest-In this state, data is stored in storage devices. 
For example, the internal hard disk of a computer is permanent 
storage for data. It is a representation of data when it is stored 
in storage devices. In cloud computing, there is a concern about 
the location transparency of data due to the complexity of the 
cloud infrastructure. Because cloud consumers do not exactly 
know where their data is stored in cloud systems. This situation 
causes uncertainty among organizations considering the use of 
cloud systems, worrying about who deals with sensitive data. 
Moreover, customers are also worried about malicious insiders 
who co-locate on the same storage. Recent Studies show data 
attack when data is  at rest including in  the cloud storage. For 
instance, [8] identified a hard disk-based covert channel attack 
against arbitrary virtual machines (VMs) such as Amazon EC2.  
 
    Data-In-Transit-This state describes the transfer of data over 
networks, which is delivered from a source to a destination. 
Data will be at more risk in this media due to spying attack, 
which is able to inspect packets. [9] showed a possible leakage 
attack against network packets; mainly, when they are carrying 
credential information and moving through SSH. To tack data 
attack at this state, the authors developed a hidden markov 
model (HMM) and key sequence prediction algorithm to guess 
correct pressed keys, which forms the password by victim. 
 
    In cloud systems, software-as-a-service (SaaS) enables web 
technology to deliver applications as a service to end users. Data 
in use state also represents request/response between client and 
server while they communicate. The sensitive data needs to be 
protected by encryption from online spying attack. However, 
this does not stop attackers from malicious intentions. Attackers 
can still analyze pocket size and timing to leak sensitive infor-
mation. 
 
    Data-In-Use-In this state, data is loaded into computational 
resources (mainly in to the CPU components such as registers, 
caches and main memory). When data is loaded from storage 
devices to CPU registers, it must pass through different hierar-
chical buffers, including main memory and CPU caches prior 
to reaching the registers, where it is prepared for operations 
such as read and write. According to the applications, data 
might have different alignment and organizations while loading 
into main memory regarding the data types. These processes 
expose  sensitive data to the attacks. In a multitasking environ-
ment, physical resources are shared between processes indiffer-
ent layers, such as OS (page sharing) and application (shared 
libraries), the data frequently being used by those resources. 
Data security in cloud computing is using those resources in the 
case that a region of memory is shared between processes. Re-
cent work has shown vulnerabilities of data-in-use in multitask-
ing systems in both OS sharing [10], the achieved memory 
deduplication attack and application (shared library). Attacks 
on data at all three data states is also discussed briefly in [11]. 
 
        From the above data states review, we know that data 
breaches can happen during any states of data life cycle, Hence, 
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protecting sensitive data at all states (i.e. storage, transit and re-
trieval or use) is very important. The purpose of this research is 
to examine previous sensitive data protection approaches and 
propose a better approach that helps individuals, businesses and 
government organizations to protect their sensitive data. 

 
II. RELATED WORK 

 
    There are several related works in cloud computing that we 
have reviewed in support of this research. Among the related 
works [12] discusses issues related to data security and privacy 
aspects in cloud computing, such as data integrity, data intru-
sion, service availability. The authors proposed a multi-clouds 
database model (MCDB) which is based on multi-clouds ser-
vice providers instead of using single cloud service provider. In 
addition, the paper discusses the architecture of the proposed 
MCDB model and describe its components and layers. 
 
    Another paper [13] presents about the personal data usage in 
cloud and the several security concerns such as lack of user con-
trol, the non-compliance with the user’s preferences and regu-
lations, the difficulty of the data flow tracking, etc. In particular, 
the paper discusses the unsolved problem to ensure customers 
data usage policies regardless of who accesses the data, how 
data is processed, where the data is stored, transferred and du-
plicated. The paper calls for two requirements to be satisfied. 
First, data should be handled in accordance with both owners’ 
preferences and regulations policies whenever it exists in the 
cloud and throughout its lifetime. Second, a consistent data flow 
tracking should be maintained to follow up the data derivation. 
To address these issues, the researchers proposed a hybrid ap-
proach to protect private data in the cloud. The paper proposed 
the PriArmor data content for self-defending data when it data 
stored or transferred in the cloud .According to the paper , the 
PriArmor agent acts as an armor for privacy protection when 

private data is processed by the cloud-based services.  
    Another  related paper [14] discusses the lack of traditional 
security mechanisms such as firewalls, virtual private networks 
(VPNs), and intrusion detection systems/intrusion prevention 
systems (IDSs/IPSs) to prevent the leakage of sensitive data. 
The paper presents a model called data leakage prevention sys-
tems (DLPSs) to overcome the deficiency of traditional tools in 
protecting sensitive data. The researcher proposed hybrid sym-
metric-asymmetric encryption to prevent against data leakage. 
The proposed encryption method ensures that all confidential or 
sensitive documents of an organization should be encrypted so 
that only users with access to the decrypting keys can have ac-
cess. The researcher classified data  into confidential and non-
confidential using the method called Naïve Bayes Classifier  
 
    This research is an effort to improve previous works. partic-
ularly the work of [14] to secure sensitive data by preventing 
the leakage of the sensitive data. The solution we propose is a 
better approach to protect the disclosure of sensitive data prob-
lems at all data states, data-at-rest, data-in-transit, and  
data-in-use. This paper is also a continuation of authors’ previ-
ous work [15] to investigate how sensitive data can be protected 
in a distributed and hybrid cloud computing framework.  

III. SYSTEM MODEL  

    The secure model we propose is a better approach to control 
personal data and protect privacy. The model works in such a 
way that organizations data should be classified initially based 
on its context. Data that contain highly personal information or 
PII is classified as high sensitivity (HS), data that contain me-
dium sensitive information is classified as medium sensitivity 
(MS), and data that contain information for general public as low 
sensitivity (LS). Based on its sensitivity level, access to data 
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should also be determined. In other words, who should get ac-
cess or who should not get access. Normally, data that contain 
PII or considered as private should be encrypted at the begin-
ning stage when entered and stored in the local network stor-
ages. Unlike sensitive data, data for general public or the non-
sensitive may not require to be encrypted. During data deploy-
ment, the model algorithm (security Load balancer) determines 
the destination of the data in the cloud system. The security load 
balancer checks the sensitivity level provided to the source data 
during data classification and sends the data to either the private 
cloud or public (public, secure public) cloud models. The algo-
rithm of the system model is discussed under section E below. 
 
    To demonstrate how to protect sensitive data in business or 
government organizations, we represent typical business organ-
ization’s local network and cloud IT infrastructure. The organ-
ization has different departments, local networks, and employ-
ees working in different departments. Employees working in 
different departments process data of different sensitivity lev-
els. The organization has different networks (top secure, secure, 
and general). The organization also needs different user roles to 
assign them access privileges. The access privileges should be 
granted to system users based on their work responsibilities.  
 
    To better manage the big data and take advantage of the 
cloud, the organization needs to deploy its IT infrastructure to 
cloud services. The main requirement is to store sensitive data 
such as employees and customers SSN, DOB, salary infor-
mation and customer credit card information to store stored the 
sensitive data from top secure network in the private cloud, me-
dium secure data from the secure network in the secure public 
and data for the public from general network in the public 
cloud’s environment respectively. Data stored at these different 
locations can also be transferred from one node (location) to 
other nodes (locations) and retrieved for further processes and 
uses. 
 
    One of the current challenges of business  organization is how 
to keep sensitive data from unauthorized users or attackers 
while data is at all states (at rest, in transit, and in use) and how 
to prevent data breaches? The model we propose presents better 
solution. This paper discuss how data should be categorized at 
its original stage, how to encrypt, what  keys should be used to 
encrypt data at different states ,what data to be encrypted and 
which cloud model (private or secure public or public) should 
be used to store data base on  data sensitivity level and source  . 
 
A.Context-Aware Data Classification 
 

     Our main goal in this study when considering data classifi-
cation is to identify and specify the sensitivity of organization 
data. For example, is the data freely and publicly available, or 
for internal use only, or is it sensitive information that only 
certain personnel should be allowed to access the data. 
 
    Data classification is the first step in our data security 
approach. The classification is based on data sensitivity level, 
organization data retention policy and standards, and severity 
level. We determined to take the following three classifications 
approach discussed in [2] with basic class definitions: 
 
     High Sensitivity (HS)-Information that would cause major 
damage to the organization or subject if disclosed externally 
from the organization. The damage referenced in this descrip-
tion includes exposure to lawsuit, compromise to security of as-
sets, reputation of organization and its associates, elimination 
of competitive advantage, and violation of regulation, industry 
standard or corporate policy, sensitive or identifiable through 
regulation, industry standard or corporate policy. PII such as 
SSN, DOB, CCDC are under this data classification category. 
 
    Medium Sensitivity (MS)-Information that would cause mi-
nor damage to the organization or subject if disclosed exter-
nally from the organization. Data that is for internal use such 
as regulation, industry standard or corporate policy can be 
grouped under this category.  
 
    Low Sensitivity (LS)-Information that is publicly available 
through other civil sources, or that has been specifically desig-
nated as public information by internal regulation or corporate 
policy. for example, information on company’s website. 
 
B. Classifications of Networks  
 
    Depending on the context or sensitivity level of the data, or-
ganizations should also determine their  local network or server 
types, where data should be stored and processed. For example, 
data with high sensitivity level should be stored in top secure 
network, data with medium sensitivity in secure network, and 
data with low sensitivity level in general network. Therefore, 
we can classify local networks as top secure network (TN), se-
cure network (SN), and general network (GN). 
 
C. Selection of Cloud Models 
 
    We propose a hybrid cloud computing framework. Because 
the hybrid cloud  model comprises of private and public clouds 
so that we can store data that is highly sensitive in private cloud  
,data that is medium sensitive  in secure public cloud and data 
for general public in the secure public cloud respectively. The 
three  cloud models and purposes are discussed as follow: 
 
     Public Cloud-is used to store information that is publicly 
available for use by General public and from  the Local general 
network 
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Secure Public-is used to store medium sensitive information for 
internal use only and sensitive data from the secure network. 

    Private Cloud-is used to store  the highly sensitive data class 
which includes information that is designated explicitly as sen-
sitive or identifiable through regulation, industry standard 

D. Users Role and Permission

Before providing permission, users need to be assigned to
one or more roles designated by the organization.  The assign-
ment is based on users roles , responsibilities and data the users 
must access. In general terms, identify users’ roles and data 
each user or group could access with assigned  role or roles 
within the organization local network system. Then, elevate 
same permissions and roles when  the user get access to cloud . 

    Permissions are used to define who can access specific ob-
jects or data within the organization networks and in the cloud. 
Permissions can also define how a user interacts with the object 
or data. Access control and how to assign permission to differ-
ent roles is  briefly discussed in the author’s thesis work [16]. 

E. The Algorithm

The following short algorithm or steps demonstrates how our 
system model works 

1. START
2. Identify data sensitivity level, HS, MS or LS
3. Identify the source network, TN, SN, GN
4. If data is HS, Then, encrypt and store in TN
5. ELSE IF data is MS, then, encrypt and store in SN
6. ELSE store the data in GN
7. IF data is HS and source network type is TN, Then, encrypt

and send the data to Private cloud
8. ELSEIF data is MS AND source network is SN, Then,

encrypt and send the data to Secure public cloud
9. ELSE send the data to Public cloud
10. END IF

IV. SECURING SENSITIVE DATA IN HYBRID CLOUD COMPUTING

To prevent the attack of sensitive data in different data states,
we propose a model discussed under section III. In addition to 
the host-based firewall and host-based intrusion prevention/de-
fection systems at the end device, we propose data sensitive data 
encryption to defend any attacks of sensitive data at Local level. 
When the data is generated at the end device, it is labeled with 
sensitivity levels before encryption. The encryption key used to 
encrypt data between the local network and security load bal-
ancer is generated by using the Diffie-Hellman algorithm [15]. 

    Securing Data-At-Rest-Encrypting hard drives is also one of 

the best ways to ensure the security of data at rest. Other steps 
can also help is storing individual data elements in separate lo-
cations such as private cloud to decrease the likelihood of at-
tackers gaining enough information to commit fraud or other 
crimes. Creating strong password is the best practice to protect 
data from unauthorized access. We can also use different en-
cryption key to encrypt different data stored in different net-
works. 

    Securing Data-In-Transit-The data being transmitted be-
tween the end device and security load balancer is encrypted 
with Diffie-Hellman key which helps prevent the sensitive data 
attack while data is in motion. Similarly, data is encrypted be-
fore it leaves for private cloud or secure public cloud storages 
using another Diffie-Hellman key [17] or different key gener-
ated by other algorithm. This approach prevents sensitive data 
from another attack in the middle. The best way to ensure that 
sensitive data remain confidential is to transmit the data through 
an encryption platform that integrates with the existing systems 
and workflows. 

     Moreover, when the data is requested (query retrieval) from 
where it is stored in the cloud (secure, public or private), the 
query statement is converted into its encrypted version. The se-
curity load balancer converts the received query into its en-
crypted query statement and communicates to the cloud on be-
half of the end user. These steps also help to secure data in mo-
tion at different stages. Note , the paper discusses the impact of 
using  the different and same encryption keys and which one is 
better to secure sensitive data under the next section V. 

    Securing Data-In-Use-For the integrity of sensitive data in 
use, it must be accessible to those who need it. Of course, the 
more people and devices that have access to the data, the greater 
the risk that it will end up in the wrong hands at some point. 
Therefore, the better ways to securing data in use are to control 
access as tightly as possible and to incorporate some type of 
authentication to ensure that users aren’t hiding behind 
stolen identities. Organizations should also track and report rel-
evant information so that they can detect suspicious activity, di-
agnose potential threats, and proactively improve security. For 
example, disable accounts if the account failed after number of 
failed logins attempts or send a warning sign that a system is 
under attack to the system administration. 

V. MATHEMATICAL ANALYSIS

  We are going to figuring out the probability that the legiti-
mate user and the attacker have the same encryption key. To 
solve this problem, we used the birthday paradox scenario (18). 
For this analysis, we also apply rule of independent event prob-
ability [19].We use the following variables: N represents the 
number of generated unique keys, n represents the number of 
known encryption keys to the attackers, P(S) = probability that 
the key is known to the attacker, P(D) = probability that the key 
is not known to the attacker. The probability that n keys used 
are to be the same can be calculated as the permutation. 
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P (no n same keys) = ܲ(ܦ) = ܰ!/((ܰ − ݊) ∗ ܰ௡	)             (1)  

and the probability that n keys will be the same  is 

 P (n same keys) =ܲ(ܵ) = 1 − ܰ!/((ܰ − ݊) ∗ ܰ௡)              (2) 

 For instance, when a key is known to the attacker, then, n = 2. 

 P1 (key is known to attacker) =1 − ܰ!/((ܰ − 2) ∗ ܰଶ )       (3)

and the probability that n keys will be the same as P(S) 

P2(key is NOT known to attacker) =ܰ!/((ܰ − 2) ∗ ܰଶ )   (4)

  Using the above equations, we can calculate the probability 
that encryption key is known to the attacker and not known to 
the attacker at local network, private cloud ,and secure public 
cloud. For example, for a local data encryption, for a given 
number of keys Ni, the probability of a key used to encrypt data 
is known to the attacker can be calculated as follows 

   ܲ(ܵ݅) = 1 − ܰ݅!/((ܰ݅ − 2) ∗ ܰ݅ଶ) (5) 

and the probability of a key used to encrypt data at local net-
work is NOT known to the attacker is 

(݅ܦ)ܲ     = ܰ݅!/((ܰ݅ − 2) ∗ ܰ݅ଶ)                           (6)                             

Similarly, for private cloud communication encryption, for a 
given number of keys Npc, the probability of a key used to en-
crypt sensitive data in the  private cloud is known to attacker is  

(ܿ݌ܵ)ܲ   = 1 − ܿ݌ܰ))/!ܿ݌ܰ − 2) ∗                              ଶ)           (7)ܿ݌ܰ

and the probability of a key used to encrypt sensitive data in 
private cloud is NOT known to the attacker is 

(ܿ݌ܦ)ܲ   = ܿ݌ܰ))/!ܿ݌ܰ − 2) ∗       ଶ)           (8)ܿ݌ܰ

  Finally, for secure public cloud communication, the proba-
bility of a key used to encrypt data is known to attacker is ܲ(ܵܿݏ) = 1 − ܿݏܰ))/!ܿݏܰ − 2) ∗ (ଶܿݏܰ (9)    

where Nsc is the number of keys used in secure public cloud. 
The probability of a key used is NOT known to the attacker is 

(ܿݏܦ)ܲ     = ܿݏܰ))/!ܿݏܰ − 2) ∗ (ଶܿݏܰ (10)   

  For public cloud communication, we may not need to en-
crypt data because the data stored in public cloud should not 
contain sensitive data and is available for general public. 

 We can also calculate the probability that sensitive data being 
hacked or leaked when data is travelling from local network to 
the private. To get the result , we  multiply the probability of a 
key used to encrypt data is known to the attacker at local net-
work P(Si) and  the probability of a key used to encrypt is 

known to attacker during data is travelling to the private cloud 
P(Spc)  

(ܿ݌ܵ݅ܵ)ܲ       = ܲ(ܵ݅) ∗ (ܿ݌ܵ)ܲ (11)  

  Similarly, the probability that sensitive data being hacked, 
or the probability of informing being leaked when data is trav-
elling from local network to the secure public cloud is 

(ܿݏܵ݅ܵ)ܲ      = ܲ(ܵ݅) ∗    (12)         (ܿݏܵ)ܲ

VI. PERFORMANCE  EVALUATION AND RESULT

To evaluate the effectiveness of using the different and
same encryption keys to encrypt sensitive data at different data 
states, we performed mathematical analysis. For the analysis, 
we used a sample data of 1000 for Ni (total number of generated 
keys to encrypt data at local network) , Npc (total number of 
generated keys to encrypt data traveling to private cloud), and 
Nsc (total number of generated keys to encrypt data moving to 
secure public cloud). By substituting 1000 for Ni, Npc, and Nsc, 
we can calculate P(S) = P(encryption key is known to the at-
tacker)  and P(D) = P( encryption key is NOT known to the 
attacker). For example, when a key is known to the attacker, the 
number n=2 ,then when we substitute 1000 for Ni ,the  result is 
following ܲ(ܵ݅) = 1 − ܰ݅!/((ܰ݅ − 2) ∗ ܰ݅ଶ)      
  ܲ(ܵ݅) = 1 − 1000!/((1000 − 2) ∗ 1000ଶ) = 0.001     (13)      

and the probability that  key is not  known to the attacker 

(݅ܦ)ܲ  = ܰ݅!/((ܰ݅ − 2) ∗ ܰ݅ଶ) 
(݅ܦ)ܲ  = 1000!/((1000 − 2) ∗ 1000ଶ) = 0.999 (14)      

We prove that the sum of  two events ,the key is known to the 
attacker  P(Si) and key is not known to the attacker P(Di) =1 

  Fig.4. Probabilities of at least one attacker knowing the encryption key 
  of a legitimate users P(S) and not knowing the encryption keys P(D) 
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   Fig-5.Attack success rate using same encryption keys (SEK)vs different  
            encryption keys (DEK) 
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Encryption of sensitive data using same encryption key (SEK) 
for different parts (internal, private cloud, and secure 
public cloud) in data communication for our system model 
takes less time when we compare encryption using different 
encryption key (DEK). The sensitive data that is encrypted 
using SEK is less secure than using DEK. In other words, the 
probability of an attacker to break the encryption key is 
higher when SEK is used to encrypt and decrypt the sensitive 
data at different stages in our system model. The Fig. 5 
above  illustrates the attack success rate increases using SEK 
when compared to that of us-ing DEK.  

VII. CONCLUSION AND FUTURE WORKS

      The paper has discussed the growing concerns of data 
breaches in both business and government sectors and how 
to protect sensitive data or PII at the local network as well as 
in the cloud environment. Using our proposed model, we 
illus-trated how data classification, data encryption  helps to 
secure sensitive data when it is at rest, during  transferring 
data from local network to  cloud storage. The paper also 
presents how sensitive data should be secured through its life 
cycle from local network storage to its destination in the cloud 
(private or public) using same and different encryption key. 
Our study result shows that it is better use different keys to 
secure sensitive data at different states of its life cycle to 
reduce data breaches. 

  Our future work will focus on the implementation of the pro-
posed model.  
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