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Abstract—Smart packaging adds sensing abilities to traditional packages. This paper investigates the possibility of using RF signals to

test the internal status of packages and detect abnormal internal changes. Towards this goal, we design and implement a

nondestructive package testing and verification system using commodity passive RFID systems, called Echoscope. Echoscope

extracts unique features from the backscatter signals penetrating the internal space of a package and compares them with the

previously collected features during the check-in phase. The use of backscatter signals guarantees that there is no difference in RF

sources and the features reflecting the internal status will not be affected. Compared to other nondestructive testing methods such as

X-ray and ultrasound, Echoscope is much cheaper and provides ubiquitous usage. Our experiments in practical environments show

that Echoscope can achieve very high accuracy and is very sensitive to various types abnormal changes.

Index Terms—RFID, package identification
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1 INTRODUCTION

IDENTIFYINGand tracking items are crucial tasks for vari-ous automatic management systems with applications of
logistics, supply chain, and retailing. Towards this purpose,
Radio Frequency Identification (RFID) systems have been
developed and widely utilized. An RFID tag attached to the
surface of an item serves as the label to identify the item and
can be recognized by an RFID reader. RFID-based smart pack-
aging systems have been proposed. However, the essential
mechanism of RFID-based smart packaging is to identify the
tags rather than the items inside packages. Consider these
cases in an RFID-based logistic system. An intruder may steal
the items in a tagged package or replace the expensive items
by cheap ones. A terrorist may add bombs to an ordinary bag-
gage during transportation. RFID systems have no ability to
detect such malicious behaviors that change the internal sta-
tus of tagged packages.1Hence testing and verifying the inter-
nal status of packages is of importance for the authenticity,
integrity, and safety of automatic management systems. In
this paper, we target on the problem of verifying the internal
status of packages and detecting abnormal changes of the
internal items.

Obviously physical inspection that requires opening the
packages is slow and labor-intensive. Instead, nondestructive
testing that evaluates the packages without causing any phys-
ical changes to them is more preferred. However, prior solu-
tions for nondestructive testing is not suitable for testing the
internal status and changes of containers. Among them, x-ray
screening, ultrasonic testing, seal tag and weighting are four
typical non-destructive approaches for package identification.
However, these methods are all not suitable for package iden-
tification. Some of them are designed for different purposes
(X-raying and ultrasonic testing). Some of them need extra
expensive devices (X-raying and ultrasonic testing). And
some of them verify the package characteristics rather than
the inner objects (seal tag and weighting). We specify their
drawbacks in Section 6.1.
To our knowledge, no existing work has successfully used

RF signals for internal status checking and verification of a
package. In this work we investigate the possibility of RF-
based low-cost and nondestructive testing. The key idea of
RF-based nondestructive testing is to extract distinct features
from the signal penetrating the internal space of a package.
However, using RF signals to identify the internal structure
like X-rays is difficult. Different from X-rays, RF wavelengths
are too long to delicately depict the shapes of the items inside
the package, and the different absorption rates for different
materials using RF signals can hardly be recognized. RF-based
testing cannot produce images like those in X-ray screening.
In our application scenarios, an automatic management

system always has a check-in site where the identifier (such
as the barcode or the tag ID) and other features of a package
can be collected and stored in a database. Then at another
testing site, different from the check-in site, the testing sys-
tem should be able to verify whether the internal status
inside the package has been changed.We assume packages are
tightly filled and packed.Hence items can hardly be relocated
inside a package.

1.Hereafter we use “package” to refer to any types of containers.
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Since at a testing site we only require toverifywhether
the internal status of a package is changed, the testing sys-
tem does not need to identify the shapes and material of the
items in a package. It only needs to determine whether the
ID and signal features collected at a testing site match
the original record. However, directly using the power of
RF signals sent from a normal transmitter (such as WiFi) for
nondestructive testing is still impractical, because the differ-
ences among radio sources and environments at different
sites may cause different RF signal features and result in
false acceptance or false rejection in testing results.
To resolve these challenges, we propose to utilizeback-

scatter communicationof passive RFID systems as the RF
source for nondestructive testing. The proposed system
Echoscope is built using commodity off-the-shelf (COTS)
RFID readers and tags. The structure of Echoscope is shown
in Fig. 1. For each package, we pastea pair of tagsin parallel
at the center of its inner-bottom side. At the check-in and
testing sites, the package is placed on top of an RFID reader.
In addition we deploy a monitor with a Universal Software
Radio Peripheral (USRP) model N210 at the top of the pack-
age to collect the RF signals from the reader and tags. At the
check-in site, for each package Echoscope collects the RF
signals of backscatter communication between the tags and
reader and stores them in a database. At a different testing
site, Echoscope repeats the signal collection step and com-
pares the extracted features with the record in the database.
We have implemented prototype systems of Echoscope

and conducted extensive experiments. The evaluation results
in various environments show that Echoscope exhibits a high
accuracy in detecting abnormal changes for a large variety of
items. The false accept rate of Echoscope using three types of
RFID tags is as low as 4.76 percent in average.
The remaining paper is organized as follows. We present

the system model in Section 2 and the detailed design in
Section 3. In Section 4, we propose an advanced version of
Echoscope, i.e., MPT. In Section 5 we describe the implemen-
tation of Echoscope and show the experiment results. We
introduce the related work in Section 7. In the end we con-
clude this work in Section 8.

2 BASICIDEA ANDEXPERIMENTALVALIDATION

In this section, we present the basic idea of Echoscope to
extract features from backscatter signals.

2.1 Backscatter Communication

According to the EPC C1G2 protocol [1], an RFID reader iden-
tifies passive tags following the procedure outlined in Fig. 2.

We find that only when the reader acknowledges the tag with
an invalidACKthat contains the correctRN16, the tag will
backscatter its identifier code (ID) (including the Protocol-
ControlPC, Electronic Product CodeEPC, and Cyclic Redun-
dancy CheckCRC). Upon receiving theIDsuccessfully, the
reader sendsQueryRep/Query/QueryAdjustto start a new
time slot. In our system design, we only utilize theIDseg-
ments of tags as the feature sources, the details are specified
in Section 2.2.

2.2 Feature Source Selection

A sequence of radio signal received by the monitor of Echo-
scope includes three components: basic signal from the radio
source, noise caused by environmental factors, and signal
changes caused by the propagation medium in the packet
internal space. The essential goal of Echoscope is to extract the
feature of RF signals penetrating the internal space while
eliminating the environmental noise. We choose to extract fea-
tures from tag backscatter signals. This approach matches
well to the requirements of Echoscope due to the following
considerations. First, the tags attached to the package are con-
sistent signal sources at different sites. Hence signal changes
introduced by differences among devices are minimized in
the feature extraction process. We only need to eliminate envi-
ronmental noise. Second, tag will always respond the same
data (tag’s ID) when it is queried. This property ensures that
whenever and wherever we test the package, the tags can pro-
vide consistent signals from the sources. Although these sig-
nals may still be different due to the difference among the
packet internal space and the environment of the testing sites,
we may use advanced strategies to extract the features that
are caused by the packet internal status only. We will intro-
duce how we eliminate environmental noise in the next
subsection.

2.3 Reduction of Environmental Noise

When the signal sources are identical, the next step is to elimi-
nate or reduce the environmental noise. Our important design
choice is to useapairoftagsinstead of a single one to eliminate
the noise and extract the packet internal feature. In this sec-
tion, we first propose a theoretical model showing how we
use a pair of tags to reduce noise and then we demonstrate
our experimental results that validate the proposed model.
As shown in Fig. 1, the signal backscattered from a tag

mainly experiences three propagation effects, i:e:, reflec-
tion, diffraction, and refraction, before it reaches the moni-
tor antenna. We decompose a backscatter signal received by
the monitor into two categories, namely thecharacteristic
andnoisyparts. As shown in Fig. 1, the characteristic part,
marked in red color(lineB1 B2), convey the features of

Fig. 1. Overview of Echoscope.

Fig. 2. EPC C1G2 protocol.
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the internal status of the package. They mainly comprise
of the refracted and diffracted signal by the inside items
and package. The noisy part, marked in blue color(line
A1 A4), do not provide any feature information about the
package. They are mainly reflected by the environment.
Hence Echoscope needs to extract features from the charac-
teristic signal. However, it is challenging to eliminate noisy
signal by reading only a single tag.
We propose to solve this problem by placing two tags at

the inner-bottom side of each package. We useFandNento
represent the characteristic and noisy parts of the signal
respectively. Given two tags, tag 1 and tag 2, in a package,
the received signals at the monitor, denoted asS1andS2,
can be represented as follows.

S1¼ID1þT1þF1þNenþNeqþNw

S2¼ID2þT2þF2þN
0
enþN

0
eqþN

0
w:

(1)

HereID1andID2are the ID information of both tags, in the
sequenceðPCþEPCþCRCÞ.T1andT2are the signal part
caused by hardware characteristics of the two tags.Neqand
N0eqare the noise introduced by the monitor, andNwandN

0
w

are white Gaussian noise.
If we compute the difference betweenS1andS2,wehave:

S1 S2¼ðID1 ID2ÞþðT1 T2ÞþðF1 F2Þ

þðNen N0enÞþðNeq N0eqÞþðNw N0wÞ:
(2)

For a given pair of tags,ðID1 ID2ÞandðT1 T2Þare
always identical whenever the reader interrogates them.
Moreover, the noises introduced by the monitor, denoted as
NeqandN

0
eqfor tag 1 and 2, are also similar at a same time.

Then we may have:

S1 S2¼CþðF1 F2ÞþðNen N0enÞþðNw N0wÞ; (3)

whereC¼ðID1 ID2ÞþðT1 T2Þ. Note that two noise sig-

nal vectorsNwandN
0
ware independent to each other. Simi-

larly,F1andNware independent, andF2andN
0
ware also

independent. LetG¼Nw N0w.WehaveG Nð0;d2i0þd
2
j0
Þ.

If Echoscope collects sufficiently many signal samples from

both of the two tags, according to the law of large numbers

[2], the difference of the sum ofðNw N0wÞand the expecta-

tion of variableGis infinitely close to 0:

lim
n!1

X
ðNw N0wÞ=n EðGÞ : (4)

SinceE½G ¼0, we further have the following equation:

E½S1 S2¼CþE½ðF1 F2ÞþðNen N0enÞ: (5)

SinceNenandN
0
enare introduced by two tags at very close

positions, we conjecture thatNenis very similar toN
0
en.Itis

based on an intuition that the distance between the two tags is
much shorter than the distance from them to the objects in the
environment. In other words, tags at very close positions may
share very similar ambient noises and multipath effects. Prior
researches, such as [3] and [4], have demonstrated this fact.
In fact, if we can verify thatF1 F2 Nen N0en,wecan

assume that the feature differenceðF1 F2Þplays a dominant

role in the above equation. As a result,
P
ðS1 S2Þcan then

be considered as a valid feature source of the internal status of

the package. We propose the following conjecture.
Conjecture. Given a certain package tested by Echoscope in a ran-

dom environment and the two tags are close to each other within a
few centimeters. For feature signalsFandF0and environmental
noiseNenandN

0
en, we haveF1 F2 Nen N0en.

We use experiments in real environments to verify the
above conjecture. In addition, we also obtain this result
from detailed theoretical modeling and analysis. Due to the
page limit, we only present the experimental results.
We conduct two sets of experiments to estimateNen N0en

andF1 F2respectively. In the first set of experiments, we
intend to estimateNen N0enby eliminating the influence of
tag hardware differencesCas well as that of feature differ-
enceF1 F2. The idea of the experiments is to use a same tag
to makeC¼0and use a completely empty package to make
F1¼F2. As shown in Fig. 3a, we first attach the tag to
the inner-bottom side of the package with 2 cm distance to the
center and let the monitor collect 800 signal samples. Then
we rotate the package for 180 degrees and make the tag on the
other side, still with 2 cm distance to the center. The monitor
collects another 800 signal samples. The two sets of signal
samples can be used to simulate a pair of identical tags with
4 cm distance to each other. Since the package is completely
empty, we can assume that

P
ðF1 F2Þ¼0. AlsoC¼ðID1

ID2ÞþðT1 T2Þ¼0for a same tag. Therefore,

E½S1 S2¼E½Nen N0en: (6)

We show the two sets signal samples in the top figure of
Fig. 4a, as “case 1” and “case 2”. Their difference is shown
in the bottom one of Fig. 4a. We find that the average ampli-
tude ofS1 S2is in the order of10

4, much smaller com-
pared to the amplitude ofS1andS2in the order of 1.
To estimateðF1 F2Þ, we conduct another set of experi-

ments. As shown in Fig. 3b, we fill the package with some
objects and let the monitor collect 800 signal samples. Then
we relocate the objects in the package and make them as the
mirror images to the original locations. Then the monitor

Fig. 3. Two sets of experiments to validateF F0 Nen N0en.

WANG ET AL.: VERIFIABLE SMART PACKAGING WITH PASSIVE RFID 1219



collects another 800 signal samples. In the two experiments,
the environment is maintained to be identical. Since the tag
does not move in the two experiments, we may consider the
environmental noise is very close,i.e.,Nen N0en¼0. Also
C¼0. Hence,

E½S1 S2¼E½F1 F2: (7)

In Fig. 4a, the top figure shows the signal samples ofS1and
S2of the two sets of experiments. We can see that they differ
significantly. The bottom figure shows their difference,i.e.,

S1 S2.Theaveragedifference,E½S1 S2¼E½F1 F2,is

in the order of102.HenceE½F1 F2is larger thanE½Nen

N0enby about two orders of magnitude. We also try different
materials to fill the package, including alloy, water, wood,
clothes, and carton, and confirm that102is a normal value
forE½F1 F2.

Our experiments validate the conjecture thatF1 F2
Nen N0en, which means the dynamic component ofS1 S2
is dominated by the features of the package internal status,
including the structure, material, and positions of the objects
inside the package. In addition, we conduct similar experi-
ments to estimate that the value ofCis smaller than103.Due
to the space limit, we skip the details.
Conjecture. The equipment noiseNeqand environment noise

Nenin backscattered signals can be eliminated by the aforemen-
tioned subtraction method.
The backscattered signals in the RFID system are mostly

related to the hardware characteristics of both the reader and
tags. Therefore, we aim to discuss whether the equipment
noiseNeqcan be also eliminated by our subtraction. Echo-
scope leverages the subtraction between the signal segments
of two adjacentIDs from the two tags to remove the impact of
different readers and sites. Hence, the equipment noiseNeq
mainly derived from the reader and environment noisesNen
can be effectively eliminated. In addition, we conduct an
experiment to verify the feasibility and performance of this
subtraction. We use three types of readers, i.e., Impinj R220
(reader 1), Impinj R420(reader 2) and Alien ALR9680(reader
3), to interrogate an Impinj E41C tag in different sites, where
we collect the signals backscattered from the tag upon the
interrogation from these three readers, respectively.
We plot the results in Fig. 5. Fig. 5a presents the tag’s back-

scattering signal fragments corresponding to itsIDunder the
three readers’ interrogations. We find that for the interro-
gation from each individual reader, the signals backscattered
from the tag are not identical. Fortunately, the reader’s
impacts can be effectively eliminated by using the subtraction
solution in Echoscope. The consistency of backscattering sig-
nals can be proved by the results shown in the lower part of

Fig. 5b. In this subfigure, we show the differences between
two adjacent signal segments corresponding to the tags’IDs,
i.e.,S1 S2. Since the relative position of the tag and two
antennas are the same, so we can safely assume that
F1 F2¼0. And the characteristic of the tags’ signal are all
the same to the tag now, we can assume that C = 0. Therefore,

E½S1 S2¼E½ðNeq N0eqÞþðNen N0enÞ: (8)

From the result, we find that for the same reader and tag,
the difference of two adjacentIDsignal segments is
extremely lowerð104Þ, which means the equipment noise
Neqand environment noiseNencan be eliminated by per-
forming Echoscope. Although the backscattered signals
vary among different readers, our subtraction method can
effectively reduce or even eliminate the difference.

3 SYSTEMDESIGN

As shown in Fig. 6, Echoscope comprises four modules,
namelySignal Collection,Noise Elimination,Feature Extraction,
andFeature Matching. In the Signal Collection phase, Echo-
scope records the raw signals of the backscatter communica-
tion from the tags to the reader using the USRP monitor. In
the Noise Elimination phase, certain necessary processes are
conducted to remove the noise from the raw signals. The Fea-
ture Extraction phase extracts features from the backscatter
signals. The last module, Feature Matching, decides whether
the features from the collected signals match the ones stored
in the database.

3.1 Backscatter Signal Collection and
Segmentation

We use arecordto denote the raw signal data recorded by the
monitor within a time duration, including all signals sent

Fig. 4. Estimation ofNen N0enandF F0.
Fig. 5. Estimation ofNen N0enandNeq N0eq.

Fig. 6. System workflow.
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from the reader and backscattered from the tags. During this
time, the reader keeps querying the two tags and the monitor
records the communication signals. The default duration of
each record is 1 seconds. Hence a record includes multiple
rounds of backscatter communication. Let anobservationto
denote a part of backscatter signals in a record, i.e., the part
corresponding to the time duration between the end of an
ACKand the start of aQueryRep. An observation contains the
data of theID,i:e:,PC+EPC+CRC. Echoscope only uses back-
scatter signals for testing, thus it should filter other RF signal
parts.
To achieve this goal, Echoscope needs to identify the

observations of a record to obtain the backscatter parts con-
taining theIDs by performing accuratesegmentationon the
signal. It is difficult for current commodity readers to per-
form such operation because the API to analyze signals in
detail is not open to public. Instead we utilize USRP N210
as the monitor [5] to record the communication process
between the reader and tags. The monitor operates as a pas-
sive listener and records the electromagnetic signals.
If theIDfield of a tag can be directly decoded from the sig-

nal captured by the monitor, it would be very easy to segment
the signal to get an observation. However, when penetrating
the internal space of a package the signals backscattered from
tags are distorted and became very difficult to be decoded.
Thus, we cannot obtain desired observations directly by
decoding. Even if observations are successfully segmented,
without ID information Echoscope still cannot identify which
tag an observation belongs to. When each record is for 1s time
duration, there could be over 100 observations. Hence how to
quickly and accurately segment and identify that many obser-
vations are another challenge.
We thereby employ an indirect method for extracting

observations. This method leverages the reader’s signal, which
has much higher signal strength than that of a tag. According
to the EPC C1G2 specification, a tag replies itsIDafter it
receives anACKcommand from the reader. Then the reader
sends another commandQueryRep.ACKandQueryRephave
preambles of ‘01’ and ‘00’, respectively. By inspecting the sig-
nal amplitude from a record and recognizing the preambles of
above reader commands, we can find out the edges of desired
observations.
We utilize Backscatter link frequency (BLF), which is the

frequency of a tag-to-reader link [1], to identify tags based

on observations. Due to manufacturing imperfection, BLF
determines a tag’s responding data rate. It varies among dif-
ferent tags [6] and can be used as a “fingerprint”. To extract
BLFs from distorted signals, we perform Fast Fourier Trans-
form (FFT) on the observations. We calculate the variance
and mean values of the result after FFT, and map them to a
two-dimensional plane. Those values can be further clus-
tered in the plane by applying theK-means algorithm. In
Fig. 7, we show the results of mapping and clustering about
360 observations monitored from two tags in a package
filled with books. We use three types of tags, Alien 964X,
Impinj H47, and Impinj E41C. In Fig. 7a, 7b, and 7c, the
experiment uses two tags that are with similar EPCs. While
in Fig. 7d, 7e, and 7f, the experiment uses two tags with sig-
nificantly different EPCs. We find that no matter the EPCs
are close or not, Echoscope can always separate observa-
tions from two different tags. In order to avoid outliers and
select the most stable features for each tag, we only choose
the top-ncandidate observations nearest to each cluster cen-
ter in the two-dimensional space.

3.2 Environmental Distortions Reduction and
Signal Pairing

After the signal collection and segmentation, we can get
observations in two groups corresponding to the two tags
respectively. From Equation (5), we know that environmen-
tal distortions can be reduced by computing the differences
of pairs of values from these two groups. However, there
are two challenges that are needed to be resolved.
1) Paring temporally adjacent observations.Though we have

shown that the environmental noise will not contribute to a
dominant factor by performing subtraction on the signals of
two tags, we assumed that the pair of signals should be col-
lected at about a same time. Since passive RFID systems usu-
ally use random-access algorithms, e.g., the slotted ALOHA
protocol, for anti-collision, observations are collected in differ-
ent time slots. However, external environments may be
changed due to the movement of objects, such as a moving
person or cart. Selecting observations at very different time
slots may fail to eliminate the noise from the external environ-
ment. Fortunately, since each time slot is very short (in the
order of millisecond), we can expect that two backscattered
signals in two close time slots experience the same environ-
mental noise. Therefore, our first effort is to select two tempo-
rally adjacent observations for subtraction. Their time slots
should be as close to each other as possible. As aforemen-
tioned in Section 3.1, in order to avoid outliers and select the
most stable features, we only choose the top-ncandidate
observations for each tag. To pair these observations, we first
put them in the order of response time. Then among the2n
observations of the two tags, the system selectsm pairs,
m<n=2, each of which includes two observations in two
close-by slots.
2) Aligning the starting points of tag responsesAnother chal-

lenge to computeS1 S2for a pair of observations is to align
their starting points of IDs. It is necessary because the IDs in
different observations start at different time points.
We use the change-point detection (CPD) mechanism to

find the start point within each observation. Fig. 8a illus-
trates an example of locating the start point. The essential
idea of CPD is to detect a sharp change in a given curve. Let

Fig. 7. K-means clustering for observations of two tags after FFT:(a)(b)
(c) show the results of two tags with similar EPCs. (d)(e)(f) show those
of two tags with significantly different EPCs.

WANG ET AL.: VERIFIABLE SMART PACKAGING WITH PASSIVE RFID 1221



EPCðaÞbe thea-th sampling point of the EPC. An intuitive
way is to calculate forward differenceDe¼jEPCðaþ1Þ
EPCðaÞj, and then check ifDeis higher than a thresholdt,
which is pre-determined by analyzing existing results. In
Fig. 8b, we plot the results of all values ofDe, where the
black line is the value of thresholdt. The start point, marked
by the green square, is accurately located by checking
whetherDe>t.
We arrange all theðS1 S2Þresults of observation pairs to

anm kfeature matrixF.Herethemis the number of obser-
vation pairs andkis the amount of sample points of each EPC.

3.3 Feature Extraction and Matching

After signal pairing, we maintain a feature matrixF,where
each row is a vector representingðS1 S2Þ. To extract features
that characterize the package internal status, we perform the
discrete wavelet transform (DWT) on each row. A discrete sig-
nalScan be approximated by a combination of wavelet basis,
while the coefficients of this combination can reflect the sig-
nal’s characteristic. In our applications, the features of items
are implied by the tags’ responses. The output of DWT is two
vectors: the approximation coefficients vectorcaand the detail
coefficients vectorcd[7]. To choose an appropriate wavelet
basis to analyze the raw data, we conduct two experiments.
One is to compare the results of a same object at different loca-
tions, e.g., the check-in and test points. The other one is to
compare the results using different objects. A good wavelet
basis should increase the difference between different objects
while shrinking the gap between the same objects. Fig. 9
shows the wavelet basis results from the same objects (alloys)
at different locations. The raw data is divided into two vec-
tors, i.e., vectorcaandcd. The blue curves and points repre-
sent results at the check-in site and the orange curves and
points represent results at another testing site. db1, db7, db15,

and db30 stand for different Daubechies wavelets. By observ-
ing large amount of experimental result, we find that the vec-
torcaof db15 has the best performance than other wavelet
basis, because the results from different locations are very
close. The system does not need to determine the best wavelet
basis every time. Thecdvectors of all the wavelet basis have
no obvious similarity for different locations.
To investigate the performance of db15 in distinguishing

different objects, we depict thecavectors of db15 with dif-
ferent objects in the package. As shown in Fig. 10, the gap
between different materials are obvious and easy to distin-
guish. Hence, we employ db15 as the wavelet basis in the
DWT processing. For each row in the feature matrixF,we
use DWT to extract the approximate vectorca. After this dis-
pose, we have a new matrixDwith sizem k0, wheremis
the number of rows in the feature matrixFandk0is the
length after performing DWT. Each row ofDis a sequence
of coefficientca.
By observing the DWT results of different materials in

Fig. 10, every material shows very different results in the
vectorca. We tried extracting the coefficient matrixDfrom
the check-in and test results, use them as the train data and
testing data respectively, and construct a classifier. How-
ever, the classification results are poor (accuracy<50%).
The reason might be that the overall trend of thecachanges
plays a dominate role in classification. However, the details
of vectorcaare not reflected in the classifier. Under this con-
sideration, we try to separate the trendsVtand small details
Vdof coefficient matrixD. The method is shown as follows.

VtðiÞ¼

Pm
j¼1Dðj; iÞ

m
;0<i k0

Vdðj; iÞ¼Dðj; iÞ VtðiÞ;0<i k0;0<j m

(9)

Then we have a trend vectorVt1k0and a detail matrixVdmk0.
As aforementioned, each row in matrix D represents a
sequence of coefficientca, which extracts the characteristic
from the feature matrixF. The vectorVtreflects the mean
level at each corresponding point of rows in matrixD.And
matrixVdkeeps a record of the detailed variation at each point
of every row. In this way, we can decompose the coefficient
matrixDinto two parts and compare them respectively.
Identification Logic. We first calculating the cross-

correlation coefficientxof vectorVctandV
t
t, and comparex

with the correlation thresholdT. If not satisfied, we set the
judgment resultRas 0 and consider the package has been
attacked. Otherwise, we setR¼1and then utilizing a Naive
Bayesian classifier to identify whetherVtdis the same with

Fig. 8. Change point detection.

Fig. 9.caandcdfor different Daubechies wavelets.

Fig. 10. Vectorcafor different materials
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Vcd. If yes, we setR¼1. We consider the internal status of
the package has not been changed whenR¼1. On the con-
trary, ifR¼0, we consider there may be changes of the
internal status and further physical inspection will be con-
ducted. This method takes the two parts ofDinto account
and works very well in our experiments.

4 MULTI-PAIR OFTAGSCASE

As aforementioned, we have illustrated how to design Echo-
scope in a case of one Single-Pair of Tags (SPT). However, the
SPT design has some limitations. For example, limited by the
weak backscattered energy and finite transmission space of a
single pair of passive RFID tags, the internal space of a very
large package may not be covered by SPT. Hence we want to
explore the possibility of extending SPT to a Multi-Pair of
Tags (MPT) system. Compared to SPT, MPT utilizes multiple
pairs of tags to cover a larger space, and hence can be used for
arbitrary-sized packages. This characteristic can improve the
usability and user experience of Echoscope.
However, design MPT is also challenging. We should

solve two problems introduced by the usage of multiple
pairs of tags, which did not exist in the SPT system: 1) how
to place multiple pairs of tags in the package, and 2) how to
distinguish multiple pairs of tags from a mixture of signals.
We propose two corresponding methods, namely group-
based placement and length-based distinguishing.
For the first problem, we employ a group-based method

for tag placement. As shown in Fig. 11, we use three kinds of
placement of eight tags. Intuitively, the first two types, i.e.,
Fig. 11a and 11b, are not as practical as the third one. The third
placement, in which we pair every two close tags as a group,
can cover more package spaces with fewer tags. And each
group of tags can be considered as a mini SPT. So we adopt
the third placement as the default placement of MPT.
For the second problem, we introduce a length-based

extracting method. To eliminate the outside environment
noisesNen, we tend to subtract the signal of one tag from that

of another tag in a same group, i.e.,Sg1 Sg2,wheregis the

index of group. To achieve this goal, we should figure out
which two tags are in a group. Here we employ a length-
based method. For the tags in a group, we set their EPCs dif-
ferent to each other. For different groups, we use different
lengths of EPC, i.e., in different numbers of bits. Specifically,
the number of bits of EPCcgþ1of theðgþ1Þ-th group, is larger
(or smaller, we take the larger case as an example) than that of
theg-th one, i.e.,cg. In fact, if we setcgþ1 2cg, the EPC seg-

ment signal lengthLgþ1of theðgþ1Þ-th group is certainly

larger than that of theg-th one, i.e.,Lg. By utilizing this obser-
vation, we can ensure that the gaps between two groups are
certainly larger than that of the tags in a same group. We fur-
ther illustrate it as follows:

Illustration. Ifcgþ1 2cg, the EPC segment signal lengthLgþ1of
theðgþ1Þth group is certainly larger than that of theg-th, i.e.,Lg.
According to EPC C1G2 protocol [1], tags shall encode the

backscattered data via either FM0 based band or Miller modu-
lation. The signal length‘of data 0 and 1 are the same. How-
ever, due to the different hardware characteristics, the
backscatter link frequency varies among tags. In other words,
‘is different for different tags. We assume the varied range of
‘is½a; b. In general, the relationship betweenaandbcan be
safely assumed asa<b<2a. Considering other parame-
ters, such as the encoded mode parameterMeand modulation
mode parameterMm, the signal length ofgth andgþ1th
group can be expressed as follows:

Lg¼Mm Me ‘g cg
Lgþ1¼Mm Me ‘gþ1 cgþ1;

(10)

where‘gand‘gþ1represent the larger data length of two
tags in groupgandgþ1, respectively. Imaging a most spe-
cial case that‘g¼band‘gþ1¼a. Under this circumstance,
Lgreaches its maximum value whileLgþ1is minimum.
Equation (10) can be transformed to:

Lg¼Mm Me bcg
Lgþ1¼Mm Me acgþ1:

(11)

Becauseaandbhold a relationship ofa<b<2a, we can
draw a conclusion that if we setcgþ1 2cg, the relationship
betweenLgþ1andLgwill beLgþ1>Lg. In this way, we can
distinguish different groups apart by utilizing k-means
classification.
To confirm this, we conduct an experiment, in which the

monitor uses MPT to collect the EPC segments of 4 pairs of
tags and every pair of tags forms one group, i.e., tag 1 and 2,
tag 3 and 4, tag 5 and 6, tag 7 and 8. For the tags in a group,
we set their EPC codes different to each other. For different
groups, we use different length of EPC code, i.e., different
number of bits. Specifically, we define the relationship
betweencgþ1andcgas follows:

cgþ1¼acgþb: (12)

We alter the values of bothaandb. The k-means results are
shown in Fig. 12. As Fig. 12a shows, if the EPC bits are all
the same for different groups, we can separate each tag
apart clearly. However, it is hard to distinguish the groups
with each other. For the other three cases, we can easily
observe differences between different groups. And the
larger the difference between the values ofcgþ1andcg, the
larger the difference between their k-means results. We
employ the last one in MPT, i.e.,cgþ1¼2cg, which demon-
strates the best discrimination.
Interestingly, we find that each pair of tags in a single

group can be regarded as a SPT system. So we reuse the proc-
essing procedure mentioned in Section 3. After the feature
extraction, we have a series of trend vectorsGt¼fV

1
t;V

2
t;

V3t; :::V
g
t; :::V

G
tgand detail matrixGd¼fV

1
d;V

2
d;V

3
d;:::V

g
d;

:::VGdg,whereGis the total number of tag pairs. We record the
trend vector setGtand detail matrix setGdof both check-in
and testing cases, and make the final matching decision by
using the authentication logic described in last section. There-

fore, we get a set of values<¼fR11;R
2
1;R

3
1; :::R

g
1;:::R

G
1gof the

Fig. 11. The tags’ placement of MPT prototype.
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checking results. We will discuss the result set<by varying
the thresholdT<in Section. 5.6.

5 IMPLEMENTATION ANDEXPERIMENTAL
EVALUATION

We implement Echoscope using COTS devices and conduct
experiments in practical environments to evaluate its
performance.

5.1 Prototype System

An Echoscope prototype built with COTS devices is shown in
Fig. 13a. It consists of a commercial RFID reader model Impinj
R220, a generic USRP monitor, and many tags. We use a USRP
N210 plus an SBX daughterboard as the monitor. To show
that Echoscope is ubiquitously applicable, we use three main-
stream types of tags on the market, i.e., Impinj E41C, Impinj
H47 and Alien 964X. In the experiments, we attach two tags of
a same type onto the bottom of each package, with the distance
of 4 cm in-between. Antennas (Laird S9028PCL) used by both
the reader and monitor are circularly polarized with a gain of
8 dBi. We use eight kinds of material to fill the internal space
of the packages, including alloy, cloth, carton, glass, paper,
plastic, water, and wood. Some of them are shown in Fig. 13b.

5.2 Methodology

All experiments were conducted in the indoor environment
where extensive RF noise exists, including WiFi, AM/FM,
and Bluetooth signals. We usedifferent rooms in different

buildingsto simulate the check-in and testing sites. We use
three different sizes of cardboard packages as the containers.
The three sizes are 17 cm 19 cm 29 cm (denoted as
“Small”), 23 cm 24 cm 40 cm (“Medium”), and 29 cm 37
cm 52 cm (“Large”). Note that all packages arearbitrarily
selected and bought online. We did not determine their sizes
on purpose.
For each set of experiments, we fill each package with one

type of material and plastic foam for the remaining space.
Items inside the package are arranged orderly and closed to
each other without wrapped in other packing materials. In
order to simulate the practice, we fill the package until all the
items inside cannot move around more than3cm under vio-
lent shaking. Note that the packing way is also a kind of char-
acteristic of the package, which may be helpful to identify the
packages. The experiments are conducted in two phases,
check-in and testing. In the check-in phase, Echoscope collects
arecordand computes the reference features for each pack-
age. And in the testing phase, we repeat the above steps and
compare the features with that in check-in phase.
To evaluate our system, we utilize three suitable metrics,

i.e.accuracy,FARandFRR. In an experiment, if the objects in a
package have not been changed and Echoscope reports
acceptðR¼1Þ, or the objects are changed and Echoscope
reportsrejectðR¼0Þ, we consider this experiment is suc-
cessful. Theaccuracyof Echoscope is defined as the ratio of
successful ones among all experiments. Besides the accuracy,
we also evaluate the false accept rate (FAR) and false reject
rate (FRR) of Echoscope. TheFARis the ratio of unsuccessful
ones among all experiments that reportaccept.FRRis the
ratio of unsuccessful ones among all experiments that report
reject. Obviously, the administrator of logistics systems may
have more concerns on FAR than FRR, because false rejects
can be avoided using extra testing methods which could be
destructive. It is natural that if we suspect the items in a pack-
age are changed, we will eventually open the package to
check. Hence under the same accuracy, we prefer lower FAR.

5.3 Impact of Package Size, Tag Distance, and
Threshold

We discuss the influences of the package size and distance
between the two tags. We make use of 5 types of materials
(alloy, water, book, clothes, and plastic) and put them into the
three sizes of packages. We put the tag pair with a distance
from 1 cm to 6 cm and illustrate the accuracy in Fig. 14a and
Table 1. We find that the accuracy is always higher than
90 percent and FAR and FRR are mostly under 10 percent.
According to the experiment results, it is recommended
that for large packages the tag pair should have a distance of
5 6cm. And for the small packages, the distance should be

Fig. 12. K-means results of different bits ofcgþ1andcg.

Fig. 13. Experimental devices and filling materials.

Fig. 14. Impact of package size, tag distance, and threshold.
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2 4cm. In fact, for tags that with less separate distances will
inductive with each other, which may influence the perfor-
mance of Echoscope. In the next experiments, we utilize the
package of the medium size with tags separated by 4 cm.
By comparing the features, the thresholdTin identifi-

cation determines if Echoscope will accept or reject a
package. We show the FAR, FRR, and EER (Equal Error
Rate, happened when FAR equal to FRR) by varyingTin
Fig. 14b. Depending on different applications, Echoscope
may select a properT. For example, if we want to maxi-
mize the accuracy, we may choose T¼0:47at the point
of EER. If we want to have a smaller FRR,Tshould be
smaller than 0.4.

5.4 Impact of Environmental Changes and Moving
Objects

We conduct the experiments in both static and dynamic sce-
narios. In the static scenario we use a same Echoscope proto-
type (including the RFID reader and monitor) for both the
check-in and testing phases. In the dynamic scenario we use
different devices for check-in and testing. The static scenario
simulates the inventory application in warehouses, and the
dynamic scenario simulates the logistics applications across
different transit stations. Note that to simulate a real logistic
process, we always move the packages and shake them for
several seconds before testing. In addition, we also introduce
somehuman impact. We allow a volunteer walking around
during the dynamic experiments. The region of his movement
is from 20 cm to 4 m away from the package. The average
moving speed is about 1.5 m/s.
We show the accuracy of Echoscope in Fig. 16a and the

FAR and FRR in Fig. 16b for three tag models and three sce-
narios: static, dynamic, and human impact. We fix the
threshold for all experiments. We find that the accuracy is
always higher than 90 percent in all cases. The FARs are
smaller than 10 percent and FRRs are smaller than 5 percent
using a fixed threshold. Among the three models of tags, we
find that the Impinj H47 tags have the least FRRs (1.8 to
3.8 percent for three scenarios) and the FARs are as low as
those of Alien tags (4.8 to 7.1 percent). In other words, only
4.8 to 7.9 percent packages whose internal objects are
changed may not be detected by Echoscope. Echoscope is
very robust to dynamic environments and noise introduced
by surrounding moving objects.

5.5 Robust to Various Practical Factors

We also conduct experiments to investigate the potential
impacts of a number of practical factors.

5.5.1 Sensitivity to Displacement

Note that in this work Echoscope deals with tightly filled and
packed packages. Hence normal logistic operations (such as
shaking and vibration) will only yield a small displacement,
mostly less than 1 cm. On the other side, abnormal internal
changes can easily cause a relatively big displacement. Here
we evaluate the sensitivity of Echoscope to the displacement
of internal objects.
We use items with four types of material: paper, plastic,

bottled water, and glass. For each experiment, we use one of
five levels of displacement by changing the object positions
from 1 cm to 5 cm. We investigate the cross-correlation coeffi-
cients ofVtandVdrespectively between the features of the
check-in and testing phases, as the similarities. In this experi-
ments, we set the threshold asT¼0:47(the red lines). Here
we use the threshold that selected in Fig. 14b. Note that this
threshold is set with the presence of displacement. If one of
the similaritiesVtandVdis below the threshold, Echoscope
will reject this package. We show in Fig. 16a and 16b the
cross-correlation coefficients ofVtandVdfor all materials as
well as the threshold (in red lines). When the displacement is
within 1 cm, Echoscope will accept all packages. When the
displacement is larger than 3 cm, Echoscope will reject
all packages. According to life experience, a displacement
larger than 3 cm would be obvious in packages. Therefore in
practice normal logistic operations will not cause the package
to be rejected. In addition, large displacement will be
aware to Echoscope. Note that abnormal object changes will
not just cause displacement and we will show more results
of them.

TABLE 1
Tag Distance versus FAR and FRR

package results 1 cm 2cm 3 cm 4cm 5 cm 6cm

Small
FAR 5.55% 6.67% 9.22%
FRR 6.91% 6.70% 8.35%

Medium
FAR 6.11% 6.67% 10.00%
FRR 7.82% 7.06% 6.93%

Large
FAR 16.67% 8.22% 4.44%
FRR 8.07% 7.93% 7.00% Fig. 15. Impact of dynamic environments and moving objects.

Fig. 16. The average correlation coefficients after displacement or partial
removal.
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5.5.2 Sensitivity to Partial Removal or Substitution

Attackers may take a part of items in a package, instead of
taking all items away. We exam the ability of Echoscope to
detect such partial removal or substitution.
We fill a medium size package with one of the four kinds

of goods, i.e., flour, grain, millet, and rice. We record the fea-
tures in the check-in phase and then take away a part of
them before performing testing. The similarities (in cross-
correlation coefficients) of check-in and testing features are
shown in Fig. 16c and 16d. The results show that, even only
2.33 percent taking-off will be recognized by Echoscope and
the package will be rejected.
We observe similar results for partial substitution.

Thus, Echoscope is very sensitive to partial removal and
substitution.

5.5.3 Sensitivity to Different Items with Same Material

We now consider another status change of a package. An
attacker may substitute the original items with items made in
same material, for example, replacing the original wines by
much cheaper ones. We conduct our experiments using three
types of items (as shown in Fig. 13b), including smart phones,
wines, and cigarettes. For each type of items, we replace the
original items with another brand (not exactly in the same
weight and shape as the original one) and test whether Echo-
scope can correctly report these changes. The results are
shown in Table 2. The most important metric is the FAR that
quantifies the false-acceptances by Echoscope after substitu-
tion. For the wines and cigarettes, the FAR is very low (4.51
and 3.54 percent respectively). The FAR is higher for smart
phones, but Echoscope can still detect most package changes.
We conduct an experiment with three cellphones, i.e.,

iPhone 4, HTC S510e and HUAWEI G7, and a foam. The foam
and HTC have the same shape with iPhone 4. And the HUA-
WEI is the same weight with iPhone 4. We depict theCavec-
tor of these four items after performing DWT in Fig. 17. We
find that theCavectors are quite different among HUAWEI,

foam plastics and iPhone 4. However, it is a little difficult to
distinguish iPhone 4 and HTC. TheCavectors are similar for
these two items. Thus Echoscope can find out the things with
different shapes and materials easily. As a comparison, X-ray
cannot distinguish iPhone 4 from the foam, the weighting
method cannot tell the difference between HUAWEI and
iPhone, and the seal tag method cannot distinguish all of these
substitutes.

5.5.4 Sensitivity to Different Types of Liquid

We also conduct an experiment to detect the performance of
Echoscope on telling different types of liquid. As shown in
Fig. 19, we choose four types of drinks, namely Coca-Cola,
Dr. Pepper, beer, and orange juice. The first three drinks have
similar type of cans, while the last one is in a plastic bottle. We
first fill the package with one type of drink, and extract its fea-
tures. Then we fill the same package with another type of
drink that with the same placement. The features of these liq-
uid are shown as Fig. 18a. We find that Coca-Cola has
extremely similar features with those of Dr. Pepper. While
though the cans are the same, we can also distinguish pepper
and beer. The confusion matrix are shown in Fig. 18b. We find
that Echoscope can accurately tell beer, juice from Coca-Cola
and Dr. Pepper. However, Coca-Cola and Dr. Pepper are too
similar to distinguish.

5.6 Performances of MPT Prototype

We also build a prototype of MPT and conduct evaluation
for its performance. The MPT prototype composes of 4 pairs
of tags. Note that the number of tag pairs can be increased
or decreased on demand. In particular, we compare SPT
with MPT on the aspects of package size, to show the effec-
tiveness of MPT. In addition, we decide the appropriate
parameters by finding out the Equal Error Rate (EER) point.
We conducted a set of experiments over three different

sizes of packages, namely ‘Small’, ‘Medium’ and ‘Large’,
with the similar settings in Section 5.2. We still choose the
nine types of materials as the content in the package.

TABLE 2
The Experiment Result of Similar Objects

Material Accuracy FRR FAR

Phone 94.11% 2.87% 8.56%
Cigarette 98.76% 2.06% 3.54%
Wine 97.89% 1.77% 4.51%

Fig. 17. Featurecaof different types of items after DWT.

Fig. 18. Detect different liquids.

Fig. 19. Different types of drinks

Fig. 20. The performance of MPT prototype.
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The distance between two tags in a same group is 2 cm. The
results are shown in Fig. 20a. We find that MPT outperforms
SPT only in the large-package case, in which the multiple
pairs of tags are not influenced by each other. As a result,
we should choose the appropriate number of pairs for dif-
ferent sized packages in practice.
We determine the threshold T<by finding out the Equal

Error Rate point. We analyze the collected data of the 9 types
of materials in the ‘Large’ package at the check-in and testing
cases, respectively. For each pair of check-in and testing data,

we obtain a result set<m2m1,wherem1andm2represent the

labels of two compared material of check-in and testing cases.
Intuitively, ifm1is the same asm2, we can make a conclusion
that the package had not been replaced or substituted. Since
there areGpredict resultsRg(g¼1;2;::G)oftheGgroups of

tags (in our experiments,G¼4) in the result set<m2m1,we

define a thresholdT<(0 T< G). If more thanT<predict

resultsRgagree with a judgment that the package has not
been changed, Echoscope will consider the package as a non-
changed one. We alter the value of thresholdT<.TheFalse
Accept Rate (FAR) and False Reject Rate (FRR) are shown in
Fig. 20b. Theoretically, the interaction point of FAR and FRR
is the Equal Error Rate. In Fig. 20b, it is about 9 percent. Then
the thresholdT<is close to 3 (whenG¼4). SinceT<should
be an integer, we set 3 as its value in this deployment. In this
way, we can set different thresholdT<according to the cus-
tomer’s demands in practice.

6 DISCUSSION

6.1 Comparison to Other Approaches

X-ray Screening.X-ray screening is a widely used method to
graphically reveal the internal details of a package. It can
retrieve accurate graph of the inner objects and easy to verify.
However, the X-ray screening method has several drawbacks.
First, it needs extra expensive devices. An X-ray screening
machine is about $30K dollars, which is much costly than
RFID devices (about $2K dollars). Second, the X-ray screening
method may incur privacy concerns because the images will
reveal the explicit information of the internal items. Third,
attackers can cheat the screening-based method by simply
replacing with items with same shapes. Compared with RF-
based method, the image-based features of x-raying are very
easy to predict and simulate. In addition, a tiny displacement
of items may introduce huge changes on the x-ray scanning
figures. Hence although x-ray screening method is good at
detecting structure of inner items for security checks, it is not
suitable for package identification.
Ultrasonic testing.Ultrasonic is a non-destructive testing

technique based on the propagation of ultrasonic waves in the
object or material tested. It is always used in internal flaws
detection or material characterization. However, ultrasonic
testing is not a good choice in package verification. First, the
requirement on extra hardware (about$15K dollars) and
manual process limits the deployment in real practice. In
addition, it is too sensitive to tolerate the package changes
during the transportation. Some tiny displacement or defor-
mation may introduce large differences on ultrasonic testing.
So it is not suitable for package identification applications.
Seal tag.A simple solution is to put a seal tag onto the

package, which can not be opened without breaking the

seal tag. However, this approach still only verifies the seal
tag rather than the internal objects. In practice, it is possible
that an attacker uses physical approaches to cheat the test-
ing system. For example, an attacker may open the package
and use a forged seal tag with the same ID or bar-code to re-
pack the package.
Weighing.Another simple idea is to weigh the package at

all testing locations to find any difference in weight. Though
being cost-efficient, this method can be easily cheated by
replacing original items with cheap weighting material.
Radar.Radar is an object-detection system that uses radio

waves to determine the range, angle, or velocity of objects.
But it has many limitations when applying into package iden-
tification system. First, it can not reflect complex internal
structures of a package. In addition, radar-based approach is
also based on the item’s shape, which is very easy to simulate.
Echoscope.Echoscope is a non-destructive approach that

utilizing the penetration of RF signals. Compared with afore-
mentioned methods, it has several advantages. First, it verifies
the inner objects rather than the label on the package. In addi-
tion, RF-based features are relevant to multiple characteristics
of the inner items, including shape, material, placement, etc..
Since the permittivity of a package is determined by all these
aspects mentioned above, only simulating parts of these char-
acteristics would not work to pass the verification by Echo-
scope. Third, utilizing the deployed RFID systems as the
identification system is very economical and reasonable. In
fact, there is no ‘perfect’ solutions that can provide 100 percent
security guarantee. RF-based method proposed in Echoscope
considers more characteristics of a package. Compared to
aforementioned mechanisms, Echoscope makes an attacker
much harder to cheat the verification system.

6.2 Impact of Environmental Factors

Signal Penetrability.Echoscope can work in the presence of
signal blocking due to the material of internal items. Even if
the signal is blocked, it is still diffracted and refracted
around the internal items. Such diffraction and refraction
can also enable the feature extraction and matching to our
approach. For items with strong blocking effect on the RF
signal, we suggest to increase the transmission power or
employ the tags with better backscattering capacity, e.g.,
anti-metal tags. In addition Echoscope can employ multiple
pairs of tags that pasted on each side of the package. With
this deployment, we can always receive diffraction or even
refraction signals that penetrate the package.
Container Materials.We choose paper-based boxes in the

experiments because most containers in real-world logistic
and storage are made by paper. On the other hand, we did
evaluate the performance of Echoscope in detecting contents
with common materials, such as wood, glass, plastics, and
alloy. We found that the RF signals is able to penetrate these
materials and distinguish them. Since the container can be
considered as a part of the item, the results imply that the
material of containers has negligible influence to our system.
Significant Displacement. Echoscope will fail when the

items have significant displacement or deformation. Echo-
scope will be applied to tightly filled and packed packages
to verify their internal status. It is useful for applications
that use fully filled packages. If the package is not fully

WANG ET AL.: VERIFIABLE SMART PACKAGING WITH PASSIVE RFID 1227



filled, the users could be asked to pack their packages well
to guarantee a good identification performance.
The Motion Interference. Echoscope can cope with the

motion interference. Assume that a package is moving along
a conveyor. The monitor and reader are placed statically on
the conveyor. The motion of package will bring two changes,
namely the outside environment change and the penetration
signal change. The outside environment can be reduced with
our mechanism introduced in Section 3.2. In addition, the
penetration signal change is introduced by the difference of
the penetration paths through the package, which is not fre-
quent during movement over a conveyor. Assume all sites
use a same type of conveyors, we can record a series of fea-
tures when the package is moving. Then at the testing site, we
also collect the features when the package is moving with the
same speed. In this way, Echoscope can be applied in a mov-
ing case.

7 RELATEDWORK

A number of technologies have potentials to be the alterna-
tives of Echoscope, including radar, thermography and
WiFi. Over all, our approach is much cost-efficient than
those techniques. This is because our method reuses the
RFID infrastructure, which has been widely deployed in
transportation, warehouse, and other logistics-alike applica-
tions. From this perspective, implementing our approach
will not suffer from purchasing costly hardware, modifying
existing application structure, or raising rigid constraints to
the deployment. Specifically, Radar is an object-detection
system that uses radio waves to determine the range, angle,
or velocity of objects [8], [9], [10]. The basic idea behinds
radar is transmitting radio waves or microwaves that reflect
from any object in their path. However, it requires much
more complex and bulky devices and is subject to licensing
and regulations (due to larger frequency bandwidth). Ther-
mography uses infrared spectroscopy [11] to achieve high
resolution on the produced images. However it is also imag-
ery based. Besides the privacy concern, it has the limitations
in the high expense of the larger pixel array and low inter-
pretation accuracy upon erratic temperatures. WiFi based
object recognition is also a potential solution but not practi-
cal for the application of this work. It is because the diver-
sity of WiFi devices, such as APs and wireless NICs,
introduces significant errors to the features extracted from
the signals. Meanwhile, current WiFi systems employ a
competition based mechanism to allocate the channel
resource, inevitably incurring co-channel interferences. In
addition, multipath effect is also a challenging issue in
indoor environments. Hence, significant errors may be
introduced to the feature extraction and matching if using
WiFi signal to detect the internal state of objects.
Trustworthy and low-cost RFID have been studied for vari-

ous applications and platforms [12]. Among these works,
Danev et al., [13] focus on identifying HF tags using physical-
layer information. Methods proposed in [14], [15], [16] are
physical-layer identification for UHF tags. The authors in [15]
provide a Minimum Power Response feature extraction
method to distinguish different tags, which is the first work on
feature extraction of RFID UHF tags. GenePrint [17] presents a
physical layer identification method, which utilizes

transmitter-specific features introduced by hardware imper-
fections during manufacturing process of tags. These
approaches all focus on identifying tags, because it is generally
assumed that tracking tags is equal to tracking the objects they
attach to.
Recently, a growing number of studies start to investi-

gate the identification and tracking of real objects or
human beings, rather than their tags. In the areas of RF-
based sensing, a lot of research projects have been con-
ducted on detection of human motion or static metallic
objects, such as those in [18], [19], [20]. Specifically, [18],
[19] provide methods that utilize 500 MHz to 3 GHz
wideband transmissions to detect human motion and
image metallic objects. However, these works rely on
expensive and specialized devices, which may limit their
widespread uses. A number of systems are proposed to
leverage wireless signals to detect and sense human
actions such as running, moving and human gesture [21],
[22], [5] In particular, solutions for object localization
using RFID tags have been proposed [4], [3], [23], [24].
Yang et al. utilize COTS RFID devices to implement centi-
metre-level localization of passive tag [21]. OTrack is a
solution to track a series of tags [25]. The methods pro-
posedin[22]and[5]takeadvantageof Wi-Fisignalsin
common rooms to detect human motions and gestures. In
particular, Wi-Vi [5] achieves human tracking using sta-
tistical angle-of arrival techniques such as MUSIC. Differ
from Wi-Vi, Tadar [26] aims to exactly recover object’s
trajectory using COTS RFID devices. In addition, some
other works, such as [27], [28], [29], [30], utilized wireless
signals to track or sense the human motion and actions.
However, none of them is designed for nondestructive
testing.
Except for aforementioned works, a series of alterna-

tive technologies, e.g., radar, infrared radiation and WiFi,
seem to be suitable for detecting inner changes. Among
them, radar is an object-detection system that uses radio
waves to determine the range, angle, or velocity of objects
[8]. The basic idea behinds radar is transmitting radio
wavesormicrowavesthatreflectfromanyobjectintheir
path [9], [10]. However, it can only detect a surface char-
acteristic of the object, which is not suitable for detecting
inner changes. And infrared radiation is used in indus-
trial, scientific, and medical applications. Infrared spec-
troscopy examines absorption and transmission of
photons in the infrared energy range [11]. However,
infrared method is also based on image. In addition,
infrared method is too fine-grained to detect centimeter-
level changes in our applications. Finally, it is impractical
for WiFi to detect nondestructive testing. Because it is
hard to deal with the environment noises and hardware
characteristics, which may introduce errors in feature
extraction and comparison.

8 CONCLUSION

We design and implement the first nondestructive package
testing and verification system using COTS RFID devices,
called Echoscope. We successfully demonstrate that analysis
on backscatter signals may reveal internal status of packages,
by both theoretical modelling and experimental results. The
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evaluation results based on prototyping in practical environ-
ments show that Echoscope has very high accuracy to detect
abnormal intern changes and low false accept rate. Echoscope
works well for a large variety of materials, in both static and
dynamic environments with surrounding moving objects.

ACKNOWLEDGMENTS

This work was supported by National Basic Research Pro-
gram of China (973 Program) under Grant No 2015CB351705,
NSFC Grant No. 61572396, 61772413, 61672424, and National
Science and Technology Major Project of the Ministry of Sci-
ence and Technology of China JZ- 20150910. Chen Qian was
partially supported by National Science Foundation Grants
CNS-1717948 and CNS-1750704.

REFERENCES
[1] EPC Global, EPC radio-frequency identity protocols class-1 gener-

ation-2 UHF RFID protocol for communications at 860 MHz–960
MHz,”Version, vol. 1, p. 23, 2008.

[2] G. Grimmett and D. Stirzaker, Probability and Random Processes.
London,London, U.K.: Oxford Univ. Press, 1982.

[3] J. Wang and D. Katabi, “Dude, where’s my card?: RFID position-
ing that works with multipath and non-line of sight,” inProc.
ACM SIGCOMM, 2013, pp. 51–62.

[4] L. M. Ni, Y. Liu, Y. C. Lau, and A. P. Patil, “LANDMARC: indoor
location sensing using active RFID,”Wireless Netw., vol. 10, no. 6,
pp. 701–710, 2004.

[5] Y. Zheng and M. Li, “Open RFID lab,” 2013, [Online]. Available:
http://pdcc.ntu.edu.sg/wands/ORL

[6] J. Ou, M. Li, and Y. Zheng, “Come and be served: Parallel decod-
ing for COTS RFID tags,” inProc. Proc. 21st Annu. Int. Conf. Mobile
Comput. Netw., 2015, pp. 500–511.

[7] R. D. Wallen, “The illustrated wavelet transform handbook,”
Biomed. Instrum. & Tech.,vol.38,no.4,p.298,2004.

[8] M. I. Skolnik, “Introduction to radar,” inRadar Handbook, vol. 2,
1962.

[9] F. E. Nathanson, J. P. Reilly, and M. N. Cohen, “Radar design
principles-signal processing and the environment,”NASA STI/
Recon Technical Report A, vol. 91, 1991.

[10] P. Bahl and V. N. Padmanabhan, “RADAR: An in-building RF-
based user location and tracking system,” inProc. IEEE INFO-
COM, 2000, pp. 775–784.

[11] B. Stuart,Infrared Spectroscopy. Hoboken, NJ, USA: Wiley Online
Library, 2005.

[12] V. Brik, S. Banerjee, M. Gruteser, and S. Oh, “Wireless device
identification with radiometric signatures,” inProc. Proc 14th
ACM Int. Conf. Mobile Comput. Netw., 2008, pp. 116–127.

[13] B. Danev, S. Capkun, R. Jayaram Masti, and T. S. Benjamin,
“Towards practical identification of HF RFID devices,”ACM
Trans. Inf. Syst.Secur., vol. 15, no. 2, Jul. 2012, Art. on. 7.

[14] D. Zanetti, B. Danev, et al., “Physical-layer identification of UHF
RFID tags,” inProc. 16th Annu. Int. Conf. Mobile Comput. Netw.,
2010, pp. 353–364.

[15] S. C. G. Periaswamy, D. R. Thompson, and J. Di, “Fingerprinting
RFID tags,”IEEE Trans. Dependable Secure Comput., vol. 8, no. 6,
pp. 938–943, Nov.-Dec. 2011.

[16] Y. Zheng and M. Li, “P-mti: Physical-layer missing tag identifica-
tion via compressive sensing,” inProc. IEEE INFOCOM, 2013,
pp. 917–925.

[17] J. Han, C. Qian, P. Yang, D. Ma, Z. Jiang, W. Xi, and J. Zhao,
“GenePrint: Generic and accurate physical-layer identification for
UHF RFID tags,”IEEE Trans. Netw., vol. 24, no. 2, pp. 846–858,
2016.

[18] T. S. Ralston, G. L. Charvat, and J. E. Peabody, “Real-time
through-wall imaging using an ultrawideband Multiple-Input
Multiple-Output (MIMO) phased array radar system,” in Proc.
IEEE Int. Symp. Phased Array Syst. Technol., 2010, pp. 551–558.

[19] Y. Wang, M. J. Kuhn, and A. E. Fathy, “Advanced system
level simulation of UWB three-dimensional through-wall
imaging radar for performance limitation prediction,” inProc.
IEEE MTT-S Int. Microwave Symp., 2010, pp. 165–168.

[20] F. Zhu, S. Gao, A. T. S. Ho, T. W. Brown, J. Li, and J.-D. Xu,
“Low-profile directional ultra-wideband antenna for see-through-
wall imaging applications,”Progress Electromagnetics Res., vol. 121,
pp. 121–139, 2011.

[21] L. Yang, Y. Chen, X. Li, C. Xiao, M. Li, and Y. Liu, “Tagoram: Real-
time tracking of mobile RFID tags to high precision using COTS
devices,” inProc. Proc. 20th Annu. Int. Conf. Mobile Comput. Netw.,
2014, pp. 237–248.

[22] Q. Pu, S. Gupta, S. Gollakota, and S. Patel, “Whole-home gesture
recognition using wireless signals,” inProc. 19th Annu. Int. Conf.
Mobile Comput. Netw., 2013, pp. 27–39.

[23] J. Wang, D. Vasisht, and D. Katabi, “RF-IDraw: Virtual touch
screen in the air using RF signals,” inProc. ACM Workshop MOBI-
COM, 2014, pp. 235–246.

[24] T. Liu, L. Yang, Q. Lin, Y. Guo, and Y. Liu, “Anchor-free backscat-
ter positioning for RFID tags with high accuracy,” inProc. IEEE
Conf. Comput. Commun., 2014, pp. 379–887.

[25] L. Shangguan, Z. Yang, A. X. Liu, Z. Zhou, and Y. Liu, “Relative
localization of RFID tags using spatial-temporal phase profiling,”
inProc. 12th USENIX Conf. Netw. Syst. Des. Implementation, 2015,
pp. 251–263.

[26] L. Yang, Q. Lin, X. Li, T. Liu, and Y. Liu, “See through walls with
COTS RFID system!” inProc. 21st Annu. Int. Conf. Mobile Comput.
Netw., 2015, pp. 487–499.

[27] H. Ding, L. Shangguan, Z. Yang, J. Han, Z. Zhou, P. Yang, W. Xi,
and J. Zhao, “FEMO: A platform for free-weight exercise monitor-
ing with RFIDs,” inProc. ACM SenSys, 2015, pp. 141–154.

[28] H. Ding, J. Han, A. X. Liu, J. Zhao, P. Yang, W. Xi, and Z. Jiang,
“Human object estimation via backscattered radio frequency
signal,” inIEEE Conf. Comput. Commun. (INFOCOM), 2015,
pp. 1652–1660.

[29] J. Han, H. Ding, C. Qian, D. Ma, W. Xi, Z. Wang, Z. Jiang, and
L. Shangguan, “CBID: A customer behavior identification system
using passive tags,” inProc IEEE 22nd Int. Conf. Netw. Protocols,
2014, pp. 47–58.

[30] F. Adib, Z. Kabelac, and D. Katabi, “Multi-person motion tracking
via RF body reflections,” inProc. 12th USENIX Conf. Netw. Syst.
Des. Implementation, 2015, pp. 279–292.

Ge Wang received the BS degree from Xi’an
Technological University, in 2013. She is now
working toward the PhD degree at Xi’an Jiaotong
University. She is currently a visiting student with
the University of California, Santa Cruz. Her
research interests include wireless sensor net-
work, RFID, and mobile computing. She is a
member of the IEEE.

Jinsong Hanreceived the PhD degree in com-
puter science from Hong Kong University of Sci-
ence and Technology, in 2007. He is now a
professor with Zhejiang University. His research
interests include mobile computing, RFID, and
wireless network. He is a senior member of the
ACM and IEEE.

Chen Qianreceived the PhD degree from the
University of Texas at Austin, in 2013. He is now
an assistant professor with the Department of
Computer Engineering, University of California
Santa Cruz. His research interests include
computer networking, data-center networks,
software-defined networking, and mobile comput-
ing. He is a member of the IEEE and ACM.

WANG ET AL.: VERIFIABLE SMART PACKAGING WITH PASSIVE RFID 1229

http://pdcc.ntu.edu.sg/wands/ORL


Wei Xireceived the PhD degree in computer sci-
ence computer science and technology from
Xi’an Jiaotong University, in 2014. He is now an
associate professor with Xi’an Jiaotong Univer-
sity. His research interests include wireless net-
works, smart sensing, and mobile computing. He
is a member of the CCF, ACM, and IEEE.

Han Dingreceived the PhD degree in computer
science and technology from Xi’an Jiaotong Uni-
versity, in 2017. She is currently an assistant pro-
fessor with Xi’an Jiaotong University. Her research
interests include RFID system and smart sensing.
She is a member of the IEEE.

Zhiping Jiangis currently an assistant professor
with Xidian University. His research interests
include localization, smart sensing, wireless com-
munication, and image processing. He is a mem-
ber of the IEEE.

Jizhong Zhaoreceived the PhD degree in com-
puter science computer science and technology
from Xi’an Jiaotong University, in 2001. His
research interests include computer software,
pervasive computing, distributed systems, net-
work security. He is a member of the CCF, ACM,
and IEEE.

" For more information on this or any other computing topic,
please visit our Digital Library atwww.computer.org/publications/dlib.

1230 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 18, NO. 5, MAY 2019



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


