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ABSTRACT
Security-critical applications on integrated circuits (ICs) are
threatened by microprobing attacks that extract sensitive in-
formation through focused ion beam (FIB) based milling.
Existing countermeasures, such as active shield, analog shield
and t-private circuit, have proven to be inefficient and pro-
vide limited resistance. In this paper, we propose a FIB-
aware anti-probing physical design flow to reduce the vul-
nerability of security-critical nets in a design. Results show
that our proposed technique can reduce the vulnerable ex-
posed area on critical nets to probing attack by 90% in AES
and DES modules with only 5% area overhead.

1. INTRODUCTION
With the rapid development of integrated circuits (ICs)

and increasing reliance on electronic systems, the risk of
leaking security-critical information, such as keys, firmware,
device configuration and protected data, stored in ICs through
software and hardware based attacks is higher than ever be-
fore. Although countermeasures against software and non-
invasive hardware attacks, e.g., side channel and fault injec-
tion attack have been widely investigated, there is no effi-
cient protection method against physical probing attacks. In
a probing attack [2], the internal wires of security-critical
applications, such as smartcards, smartphones, military sys-
tems, and financial systems, are physically contacted to ex-
tract sensitive information, e.g. encryption keys or confiden-
tial data. With the help of focused ion beam (FIB) [1], a
powerful circuit editing tool that can mill and deposit mate-
rial with nanometer level precision, an attacker can bypass
protection mechanisms and reach wires carrying sensitive
information [3, 4]. Note that FIB’s resolution is keeping
pace with technology scaling and attacker does not need to
purchase a new one since rent it by time or buy a used one
is quite low cost. In the Internet-of-Things (IoT) era, the
threat from probing is aggravated since there will be a larger
volume of low-end devices which are physically accessible.

The main issues surrounding common countermeasures
against probing attacks are their prohibitive area, timing and
power overhead as well as their ad hoc nature [9]. Currently,
there is no holistic and efficient approach that can be eas-
ily incorporated into conventional application-specific inte-
grated circuit (ASIC) design flow to protect security-critical

∗This work was supported in part by Semiconductor Re-
search Corporation (SRC).

circuits and nets from FIB-based probing. In this paper, our
major contributions are summarized as follows:

• A physical design flow that is straightforward to incorpo-
rate into conventional ASIC design flow and mitigates the
threat of front-side probing attacks.

• An internal shielding mechanism that is implemented by
automatic place-and-route of existing electronic design au-
tomation (EDA) tools without inserting extra shielding and
pattern generator circuit, which avoids large area over-
head. The shield nets are selected from existing design
using a new metric.

• A metric is developed to identify security-critical nets which
are most likely to be targeted for probing attacks. Such
nets include those directly connected to the security asset
as well as nets in the asset’s fanout from which sensitive
information could be derived.

• A method is developed to choose the best shield layer
which can provide the optimal protection to target nets
based on the technology specifications.

• Our proposed approach is evaluated on AES and DES
modules. Results show that the area vulnerable to prob-
ing attacks decreases by 90% with only 5% area overhead
on AES/DES.

The rest of the paper is organized as follows. In Section 2,
we provide our threat model of probing attacks. In Section
3, we present our probing-aware design flow including tar-
get/shield identification, shield layer selection, constrained
layout, and exposed area calculation. The evaluation results
are provided in Section 4. Finally, we conclude in Section 5.

2. THREAT MODEL
In this paper, we restrict our focus on electrical probing

from the front-side. Back-side and optical probing will be
addressed in future work. The objective of the adversaries
is to extract assets stored in a device through probing attack.
We further assume a strong attacker that has full layout in-
formation of the design from either reverse engineering or
a rogue employee in the foundry. We presume the attack is
performed by milling a hole using FIB technology and prob-
ing at the sensitive net exposed by the milled hole. We also
assume that attack detection is conservative, i.e., requiring
a complete cut of shield wires, due to the unreliability of
detecting partial cuts.
3. ANTI-PROBING DESIGN FLOW
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Fig. 1: Overall FIB-aware anti-probing physical design flow.

Our objective is to develop a FIB-aware anti-probing phys-
ical design flow that incorporates automated security-aware
floor-planning, cell placement, and routing steps into the
conventional flow in order to protect the security-critical nets
against front-side probing attacks (note protection from back-
side is outside the scope of this paper). We shall accomplish
this by using a chip’s internal functional nets as shield nets
on upper layer to provide coverage for “target” nets on lower
layers (i.e., those carrying assets) in the design. Another
copy of shield nets will be routed in lower layer. Once one
of the shield nets on upper layer is cut off in an attack, a
comparator will detect the mismatch of the signal on upper
shield net and the one from lower copy. Then an alarm will
be triggered to the CPU or micro-controller to take the ap-
propriate actions (e.g., terminate the operation of the chip or
remove all asset information). The overall workflow of our
anti-probing physical design flow is shown in Fig. 1.

3.1 Target Net Identification
In this Section, we discuss how we identify the nets which

are most likely to be targeted for probing. Nets that are con-
nected to assets are the most likely to be targeted by an at-
tacker. In addition, an attacker can also target nets that are
not directly connected to an asset, but still contain informa-
tion from which the asset can be derived. Therefore, in ad-
dition to nets that are directly connected to asset nets, other
nets which can be exploited to extract the asset also need to
be protected against probing attack. Since it’s inefficient and
impossible to protect all nets in a SoC, we develop a prob-
ing target identification metric to rank the nets according to
their ability to leak asset information and therefore, the nets’
likelihood of being targeted for probing can be deduced.

Our anti-probing design flow first requires the designers to
input the name of nets/ports where the asset is located, e.g.,
the name of key nets. Then our flow performs the target net
identification technique to identify all nets which are likely
to be targeted for probing attack. This technique utilizes a
Target Score ( fTS(i)) metric to identify the target nets. For
each net i in the circuit:

Fig. 2: AND gate examples.

Table 1: Target score calculation for nets in Fig. 2.

Measures a0 a1 Z0 a2 n0 Z1 n1 n2 Z2
fIL(i) 1 1 1 1 0 1 0 0 0
fPD(i) 0 0 0 0 1 1 0 0 0
fTS(i) 1 1 1 1 0 1/2 0 0 0

fTS(i) =
fIL(i)

fPD(i)+1
(1)

where fIL(i) denotes information leakage and quantifies the
amount of asset information leaked by observing net i, and
fPD(i) indicates the difficulty in propagating an asset signal
to net i. A larger value of fIL(i) means more asset informa-
tion can be leaked at net i. On the other hand, a larger fPD(i)
value indicates that it is more difficulty in propagating an as-
set signal to net i. Hence, a higher fTS(i) represents a higher
likelihood of being targeted for probing.

Target Score Calculation: Table 1 shows the Target Score
calculation in Figs. 2(b)(c)(d), assuming n0, n1, n2 are non-
asset primary inputs. In Fig. 2(d), since both inputs are non-
asset nets without any information leakage, the Target Score
for Z2 is 0. Note that the asset should be identified by the
chip designer as a user input of our anti-probing design flow
as shown in Fig. 1. If one of the assets is not identified in
the user input, the target net identification would be unable
to recognize the nets that can leak sensitive information of
the unidentified asset. In addition, for those nets that might
be utilized to infer asset information through complicated
mathematical analysis, e.g. the intermediate nets of an en-
cryption/decryption process used in differential fault analy-
sis (DFA) technique, they are not covered by the target net
identification, so they should be declared in user input as a
special “asset” to be protected against probing attack.

3.2 Shield Net Identification
One unique feature that distinguishes our proposed anti-

probing physical design flow from previously proposed tech-
niques, is the adoption of internal functional nets of the de-
sign as shield to protect target nets against probing attack.
Existing active shield countermeasures are vulnerable to by-
pass attacks [11] and reroute attacks [12] because the shield
at the top-most layer is relatively easy to access and ma-
nipulate. In addition, more advanced active shields require
cryptographically secure pattern generators [5], which them-
selves are sources of vulnerability and additional overhead.
In contrast, utilizing internal functional nets provides the fol-
lowing major advantages. First, they will be routed within
internal layers of the chip and therefore far more difficult
to bypass and reroute. Second, the design itself will gener-
ate these signals alleviating the need for pattern generation,
which will save the major area overhead introduced by ac-
tive shield pattern generation. In this design, we develop a
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technique for identifying which internal nets can be utilized
as shielding nets (covering nets). We define the following
five requirements along with associated metrics as follows:
Target score; Toggle frequency; Switching probability; Con-
trollability; Delay slack.

For each of the aforementioned shield requirements, a thresh-
old value of corresponding metric should be determined to
maximize the coverage on target nets and minimize the vul-
nerabilities and impacts from shield nets. The final shield
candidate nets will be the intersection of the five net col-
lections which satisfy the threshold values for each shield
requirement.

3.3 Best Shield Layer
After appropriate shield nets are identified, the metal layer

in the chip layout to route these shielding nets needs to be
determined. In this paper, we consider a milling scenario us-
ing FIB technology as shown in Fig. 3, where colored bars
are used to represent metal wires on different routing lay-
ers. From a layout point of view, active shield designers are
interested in the scenario where the attacker would make a
mistake and completely cut off one metal wire at shield layer
(blue in Fig. 3).

We use shield security to represent the maximum FIB as-
pect ration that the shield can protect against. The higher of
shield security value, the better of the shield. The shield
security can vary depending on shield layer, target layer,
width of shield wire, thickness of shield wire and other lay-
out technology parameters. Therefore, different technology
library might derive different shield security and different
best shielding layer. Table 2 shows the shield security calcu-
lated from SAED32nm library. As we can see, when target
nets are on layer 1, 2, and 3, layer 6 is the best shield layer.
It is because for target nets on these layers, the shield secu-
rity value for shield layer 6 is always the largest among all
shield layers. Therefore, in our implementation, target nets
are routed under metal 4 and shield nets are routed on metal
6.

3.4 Floor-planning Constraints
In conventional design flows, CAD tools perform floor-

planning to optimize timing, power, and area. In an origi-
nal design as shown in Fig. 4(a), target nets and the blocks
containing them (red) are distributed randomly throughout
the design. It is neither easy nor efficient to protect them

Fig. 3: Geometric calculations for perpendicular milling sce-
nario.

Table 2: Shield Security in SAED32nm library.
Max RFIB Shield Layer

Target Layer 9 8 7 6 5 4 3 2
8 0.19 N/A
7 0.41 0.39 N/A
6 0.62 0.84 0.39 N/A
5 0.84 1.29 0.84 0.71 N/A
4 1.06 1.74 1.29 1.64 0.71 N/A
3 1.28 2.19 1.74 2.37 1.54 1.22 N/A
2 1.50 2.64 2.19 3.21 2.37 2.66 1.22 N/A
1 1.71 3.1 2.64 4.04 3.21 4.1 2.66 1.91

with such placement. It might also require more shield nets
than available. A more advantageous approach is to con-
strain them into a regularly shaped region, e.g., a rectangle,
as shown in Fig. 4(b). This can be implemented by enu-
merating all gates connected to target nets, and then creat-
ing a floorplan group to constrain their relative placements.
The location of this floorplan group is chosen to remain as
close to its original placement to reduce the impact on per-
formance. The optimal dimensions of this floorplan group
are found by extracting all gates and nets involved into a
sub-layout where only these gates and nets are placed and
routed.

The comparator is used to detect the attack by comparing
the shield signal from upper layer and another copy from
lower layer. So the comparator nets should also be protected
like target nets because if these nets are tampered to maintain
a static value the testability of the shield nets will be compro-
mised. Hence, the comparator gates (green) are constrained
in a floorplan group besides the target block as shown in
Fig. 4(d).

Unlike target nets, we divide the gates connected to shield
nets into two separate floorplan groups: shield nets driver
group and shield nets load group as shown in Fig. 4(c). Our
proposed shield net identification metric ensures that the per-
formance overhead due to our constrained floor-planning is
minimal. Both shield nets driver group and load group (blue)
are constrained at opposite ends of the expected shielding
area (target and comparator block) as shown in Fig. 4(d), so
that routing of shield nets crosses the target area and there-
fore provides vertical protection from milling/probing. The

Fig. 4: (a) Irregular blocks (red) of sensitive target nets.
(b) Reshape the sensitive target blocks to one regular rectan-
gle block (red), shield candidate block (blue), and comparator
block (green). (c) Shield gates (blue) are divided into shield nets
driver block and shield nets load block. (d) Shield gates are
placed surrounding the target and comparator blocks which
will be covered by shield nets.
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Fig. 5: Routing layer constraints for target and shield nets.
shield nets load group should be placed at the comparator’s
side. So that the received signals from shield nets could be
compared in the comparator.

3.5 Routing Constraints
In addition to creating floor-planning constraints, wire-

routing constraints are also very important to protect the de-
vice against probing attacks with large aspect ratio FIB. As-
pect ratio of FIB is defined as the ratio between depth D and
diameter d, as shown in Fig. 5, of a milled hole and is an
important measure of FIB performance [13]. A larger as-
pect ratio results in a milling hole of smaller diameter on the
top-most exposed layers, and therefore has less impact on
the protective circuitry. Section 3.3 has revealed that rout-
ing shield wires on metal 6 and target wires under metal 4
can maximize the protection of shield against probing attack
since it requires more advanced FIB with large aspect ratio
to implement the attack without cutting off any net. Fur-
ther, routing target nets in lower layer can also increase the
coverage from other non-shield internal function nets in the
design. In this paper, we route shield nets on M6 (M9 is the
top layer), target nets and comparator nets under M4 to get
an optimal protection as shown in Fig. 5. Further, another
copy of shield nets are also routed under M4 to be compared
with the genuine shield net from M6. To avoid design rule
violations, part of shield nets have to be routed under M6,
and part of target and comparator nets have to be routed on
M4.

3.6 Exposed Area (EA) Calculation
To assess the design’s vulnerability to probing attacks,

[13] proposed a metric by calculating the exposed area (EA)
of the design to probing attacks. The complementary part is
the milling exclusion area (MEA). Fig. 6 shows how the ex-
posed area (EA) can be found for any given target wire and
covering wires on higher layers which are capable of project-
ing the milling exclusion area. Assuming the white region is
the targeted wire at lower layer of a layout and the green and
purple regions are the covering wires at upper layers above
the targeted wire, the shaded region is the milling exclusion
area (MEA), which indicates that if the milling center falls
in this area then one of the covering wire (purple or green)
will be completely cut off by the cone shape milling hole.
Hence, the complement area of MEA is the desired exposed
area that will not cause any cut-off of covering wires. The
exposed area can vary according to the different aspect ratio
of FIB, since the diameter of the holes milled by FIB with
different aspect ratio is different. Larger exposed area in the

Fig. 6: Top-down view of a layout.

design represents more vulnerable to probing attacks.
4. EVALUATION

In this section, the proposed FIB-aware anti-probing phys-
ical design flow is evaluated to find out how efficient the de-
sign flow can be and how much area in the design is vulnera-
ble to probing attacks. For this purpose, layout of Advanced
Encryption Standard (AES) and Data Encryption Standard
(DES) encryption modules are chosen for the evaluation of
the proposed design flow.

4.1 Implementation of Proposed Design Flow
The DES and AES modules used are from OpenCores

[14]. They are described in register-transfer level (RTL)
code and synthesized to gate-level netlists using Synopsys
Design Compiler with Synopsys SAED 32nm technology li-
brary. The layout of AES and DES modules are generated
and constrained using Synopsys IC Compiler. The only as-
set in the AES and DES modules is the encryption key (128
bits for AES and 56 bits for DES) which is hardcoded in the
design.

Gates connected to target nets and key memory cells are
grouped and reshaped into a rectangular target block as shown
in Fig. 7 (red). In addition, a 64-bit comparator is inserted in
the AES design and a 32-bit comparator is inserted in the
DES design. Comparator gates are also grouped and re-
shaped into a rectangular block besides target gates block
as shown in Fig. 7 (green). 64 nets in AES module and 30
nets in DES module, which meet all requirements of shield
metrics, are identified as shield nets for both designs. There-
fore, in AES module, 64 driver gates and 64 load gates con-
nected to the shield nets are reshaped into two groups respec-
tively and placed at the opposite ends of target and compara-
tor block as shown in Fig. 7 (blue). Target nets, comparator
nets, and shield nets copy are constrained in the reshaped tar-
get and comparator block and routed under M4 as discussed
in Section 3.5. Most shield nets are routed on M6 to provide

Fig. 7: Grouped and reshaped target gates, comparator gates,
and shield gates in AES.
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Table 3: Overhead of shielded design in AES and DES.
Timing Power Area Routing

AES 5.95% 5.92% 2.29% 16.89%
DES 0.00% 15.20% 4.66% 39.55%

coverage. Table 3 shows the timing, power, area and routing
overhead of the shielded design compared to original design
without any constraints. The area overhead is only 5% for
both AES and DES designs since all shield nets are already
contained in the design and the main area overhead is from
the inserted comparator.

4.2 Exposed Area (EA)
To compare the shielding performance of our proposed

internal shield approach and conventional active shield ap-
proach, an imaginary active shield is placed on the top-most
layer (M9) of both original AES and DES designs for ex-
posed area evaluation as illustrated in Section 3.6. Origi-
nal nets on the top-most layer are removed. The space be-
tween active shield wires is the stipulated M9 pitch size in
the SAED32nm technology library. Fig. 8(a)(c) show the
percentage of reduced exposed area for active shied designs
and internal shield designs compared to original designs in
AES (Fig. 8(a)) and DES (Fig. 8(c)). The reduced exposed
area is calculated as the exposed area difference between the
new design and the original design over the exposed area of
original design. As the FIB aspect ratio increases, the ex-
posed area for all designs also increases since the milling
exclusion area will decrease as dfaredge decreases with more
advanced FIB. By using our proposed anti-probing design
flow, the exposed area can be reduced by 90% when FIB
aspect ratio is 1. Even with the most advanced FIB, the ex-
posed area is still reduced by 78% for AES and 55% for
DES. However, for the conventional active shield designs,
the exposed area for both AES and DES are reduced by less
than 18%, which is very ineffective. Fig. 8(b)(d) shows the
percentage of exposed target wires, which is defined as target
wires that have non-zero exposed area. Some wires can be
fully protected, i.e. they don’t have any exposed area. From
Fig. 8(b)(d), with the most advanced FIB, 80% of wires from
internal shield AES design and 70% of wires from internal
shield DES design are fully protected (i.e., no exposed area).
By contrast, the original design and active shield design has
less than 40% and 50% of wires being fully protected re-
spectively.

5. CONCLUSION
In this paper, we propose the FIB-aware anti-probing phys-

ical design flow, which incorporates two security critical steps
in the conventional physical design flow. The floor-planning
and routing of the design are constrained to provide cover-
age on asset nets. Evaluations on AES and DES modules
show that the total vulnerable exposed area to probing at-
tack of the anti-probing design decreases by 90% compared
to original design. In addition, the area overhead is less than
5% for both designs, which can be totally ignored in an SoC.
In future work, we will apply our anti-probing design flow
to SoCs which contain more types of asset needing to be
protected against probing attacks.
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