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Abstract — As it becomes commonplace to use mobile devices
to store personal and sensitive data, mobile user authentication
(MUA) methods have witnessed significant advancement to
improve data and device security. On the other hand, traditional
MUA methods such as password (or passcode) are still being
widely deployed. Despite the growing body of knowledge on
technical strengths and security vulnerabilities of various MUA
methods, the perception of mobile users may be different, which
can play a decisive role in MUA adoption. Additionally, user
preferences for MUA methods may be subject to the influence
of their demographic factors and device types. Furthermore, the
pervasive use of mobile devices has generated many situations
that create new usability and security needs of MUA methods
such as support of one-handed and/or sight-free interaction.
This study investigates user perception and situational needs of
MUA methods using a survey questionnaire. The research
findings can guide the design and selection of MUA methods.
Keywords — Mobile user authentication; security; user
perception; situational needs; one-handed authentication; sightfree authentication

I. INTRODUCTION
Mobile handheld devices such as smartphones and tablets
are increasingly used to support personal tasks such as
communication, online banking, shopping, stock trading, and
bill payment as well as work-related activities. As a result,
personally identifiable, sensitive, and even classified data are
stored on those devices. The nature of such stored data and
mobility of the devices make unauthorized access or even
loss of the devices particularly concerning. This pressing
security concern has motivated efforts in developing new and
enhancing existing MUA methods.
MUA refers to the verification of a user’s identity in
accessing a mobile device to prevent and minimize attacks
and unauthorized access. A variety of MUA methods have
been proposed to date, such as passwords and biometrics [1].
Regardless of their strengths and security vulnerabilities,
MUA methods are generally subject to security-usability
trade-offs. For example, a more complex password will be
more secure, but more difficult to remember and enter on a
mobile device (i.e., low usability), or vice versa. After longtime deployment in commercial and law enforcement
domains [2], facial recognition has received rapid adoption in
MUA in recent years due to its potential usability and security
benefits. However, the realization of those benefits in a
mobile device setting still faces significant usability and
security challenges such as lighting variability, facial
disguises [3]. General mobile users may not be aware of the
trade-offs or security vulnerabilities of specific MUA
techniques. As a result, users may not choose the techniques
that best fit their needs.
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In addition to the general security and usability features of
MUA methods, their adoption may also be dependent on
mobile users’ individual characteristics and usage context.
Individual characteristics include demographic information,
mobile experience, and interaction style. For instance, a few
studies reported that approximately half of users would prefer
to interact with their mobile devices using one hand [4, 5].
Users also likely to perform MUA or accessing the device in
a variety of situations, such as sitting next to a family
member, a co-worker, or a stranger in a crowded public
space, or entering confidential information without looking at
the device, namely sight-free authentication [6, 7]. Current
design of MUA methods is mainly focused on normal usage
condition while giving little attention to situational
impairments, which refers to users’ temporary difficulty in
accessing mobile devices due to specific context or situations
that they are in (e.g., holding a cup of coffee in one hand and
watching incoming traffic [1]). Hence, it is of critical needs
to understand how MUA methods are being used in different
situations.
To address the above knowledge gap, this study aims to
answer the following research questions: 1) How do mobile
users perceive MUA methods with respect to their security
and usability? and 2) How do user perceptions vary with their
individual characteristics and usage contexts, particularly
under sight-free and one-handed situations?
This research aims to answer the above questions using a
survey questionnaire. Its primary contributions are two folds.
First, it is the first research study that incorporates a variety
of influential factors to prob the needs of sight-free and onehanded MUA. Second, the findings of this research provide
new research and practical insights and guidance for
designing more secure, effective, usable, and accessible
MUA methods.
II. RELATED WORK
This section reviews different types of MUA methods and
studies on one-handed and sight-free situations.
A. Mobile User Authentication Methods
According to [1], existing MUA methods can be
classified into three major categories: knowledge-based,
object- or token-based, and biometrics-based. Each type of
methods has its strengths and weaknesses with regard to
security and usability [8]. Knowledge-based methods are
classic MUA methods that require a user to portray his/her
credential as secret knowledge. They include, but not limited
to, textual or graphical passwords and PIN. The traditional
security-usability tradeoff lies in that a more complex or
longer password is more secure and less vulnerable to

malicious or unauthorized access, but would also be more
difficult to remember and use on a mobile device [9], making
users tend to select passwords that are dictionary trackable or
easy to enter (e.g., shorter textual passwords) [10]. The lower
usability of more secure MUA methods may make some
users hesitated to adopt MUA, while MUA methods with
high usability but low security will not achieve the
fundamental goal of MUA [11].
Token-based MUA methods usually require a physical
object (e.g., smart cards, QR codes) to authenticate a user,
which is relatively more secure than knowledge-based MUA
methods. However, users must keep the object with them or
place it at a safe location [12], which might introduce
additional security risks if users share the token with someone
else or get the token lost or stolen.
A biometrics method is based on the assumption that
physiological or behavioral characteristics used as biometric
measures should possess universality, distinctiveness,
permanence, ease in collectability, and robustness, and thus
should be immune to spoofing [13]. Biometrics can be further
divided into physiological and behavioral biometrics.
Physiological attributes refer to physical and intrinsic
parameters of a specific part of an individual [14], such as
fingerprint, face , iris, retinal, palm and vein, hand geometry,
ear shape, lip-print, dental radiograph, tongue print , ECG,
auditory biometrics [15, 16], and facial thermogram. On the
other hand, behavioral biometrics adopts identity-invariant
features of human behavior to authenticate users [17-20],
which includes, but is not limited to, typing, keystroke
progression, gait patterns, body movement, and finger
touches when interacting with a touch-screen smartphone.
However, many biometric schemes raise cost, acceptability,
and privacy concerns [12]. They are also vulnerable to direct
attacks by the use of synthetic biometric samples (e.g.,
fingerprints or face images) [13].
B. Supportive of One-Handed and Sight-Free Interactions
According to the search results from ACM and IEEE
digital libraries, Google Scholar, and Research Gate, the prior
work related to one-handed and sight-free interactions are
very limited.
The study of one-handed interaction can be dated back to
1960s [21]. Recent studies have focused on designing tools
or techniques to support or improve one-handed interaction,
such as developing one-handed zooming techniques [22],
creating a very small touch device to enable back-of-device
interaction [23], capturing sequentially coordinated input
[24], and leveraging behavioral dynamics of thumb
interaction with the touch-screen of a smartphone [1]. Some
recent research has tried to combine touch input and screen
reader [25], as well as using finger-drawn PIN or thumb-tofingers touch interfaces [26, 27] to support sight-free
interaction.
Based on the systematic review of literature on MUA
methods, there seems a lack of studies on MUA that enables
user authentication during users’ one-handed and sight-free
interactions with mobile devices. Given the findings of
previous research that has demonstrated the needs of onehanded and sight-free interactions with mobile devices [1, 21,
22, 23, 24, 25, 26, 27], it is necessary and beneficial to
understand how users perceive with MUA methods that
support one-handed and sight-free use.

III. METHOD
To answer the research questions, we adopted the survey
method, which is the best approach to obtain personal beliefs,
perceptions, and attitudes, while enhancing the universality of
research findings [28]. The study was approved by the
Institutional Review Board of the authors’ home university.
A. Questionnaire Design
The survey consisted of two parts. The first part covered
participants’ demographic information, preferences for hand
posture, and mobile use experience. The second part of the
survey asked about participants’ preferences and perception of
MUA methods under different device and usage contexts such
as one-handed and sight-free authentication.
It was very difficult, if not entirely impossible, to identify
an existing MUA method that offers high levels of security,
usability, and privacy protection simultaneously. In order to
gain an initial understanding of user preferences, we asked the
participants to rank a list of existing MUA methods (see next
section) with respect to their security and usability. In
addition, we asked participants to choose their most preferred
MUA methods in general.
Most of the survey questions were measured on a 7-point
Likert scale. The rankings of MUA methods in terms of
security and usability were generated based on the average of
individual participants’ rankings. To address the potential bias
that may be introduced by the listed ranking of MUA methods,
we also measured the change in rank order in relation to the
initial listing. Moreover, the device context was measured by
mobile operating systems, which were categorized into three
categories: IOS, Android, and mixed (using different
operating systems in parallel). The entire survey took about 25
minutes on average to complete.
B. A List of MUA Methods
Based on a systematic literature review (see Section II),
we created the list of MUA methods, including passcode
(e.g., PIN), text password (e.g., using characters to form a
password), graphical password (e.g., draw-a-secret), drawing
a pattern (connecting dots to complete a pattern), facial
recognition, fingerprint recognition (e.g., Touch ID), iris
scan, other physiological biometrics (e.g., based on palm, ear,
voice), system encrypted authentication (e.g., one-time
passcode, duo authentication such as sending one-time
passcodes via email), keystroke dynamics (based on the
manner and rhythm of typing characters using a keyboard or
keypad), touch dynamics (based on the manner and the
rhythm of fingers touching on a touchscreen), other
behavioral biometrics (e.g., haptic, gait, handwriting), tokenbased authentication (e.g., smart card, USB dongle), and
visual or tactile challenges (e.g., answering several
challenges). The survey also offers “Other” as a catch-all
option for MUA methods.
C. Participants
We recruited participants mainly from the university
mailing lists and relevant online communities. A total of 249
participants responded to the survey, and 232 completed all
the questions with valid responses. Among them, 63.8% were
female, 34.5% were male, and 1.7% were other (e.g., nonbinary); 57.3% were between 18 to 24 years old, 33.2%
between 25 to 39 years old, and the rest between 40 to 65 years

old. Student and employed participants were divided roughly
equally. All of the qualified participants owned at least one
smartphone and had experience with a touch-screen mobile
device.
IV. RESULTS AND DISCUSSION
A. Security Perception
A radar figure (Fig. 1) is used to present the average of
individual participants’ rankings, the centroid shows the
highest perceived ranking, and the boundary shows the
lowest.
Fingerprint authentication was ranked as the most secure
method, followed by iris scan and facial recognition. All of
the three top-ranked MUA methods belong to biometrics,
indicating the participants’ strong belief in biometrics to
secure their mobile devices. The next set of MUA methods in
the rank are dominated by knowledge-based methods such as
text password, passcode, and graphical passwords. The
results suggest that those methods remain as secure
alternatives for MUA by the participants. On the other hand,
other behavioral biometrics, token-based methods, and visual
or tactile challenges raise high-security concerns. For
instance, a user might lose a token-based object, causing
authentication failure and potential attacks using the stolen
token.
The results of the change in the ranking are reported in
Fig. 2, where the corresponding initial rankings are labelled
from 1 to 15. Based on the results, traditional authentication
methods, including passcode, text password, graphical
password, and pattern drawing, seem to have a major concern
with respect to security, as the order of those MUA methods
was ranked greater than their initial order. In contrast, most
of the biometrics-based MUA methods were ranked higher,
especially fingerprint authentication and iris scan, showing a
strong perception and preference. In reality, as two emerging
methods, both fingerprint and iris scan based MUA methods
have caught a lot of attention.
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B. Usability Perception
Like the security ranking, fingerprint and facial
recognition were ranked as the top two in terms of usability
of MUA. The results confirm user preference of biometrics
over traditional authentication methods such as draw-a-secret
and text passwords [29]. Unlike the security ranking,
however, passcode was ranked among the knowledge-based
MUA methods with the highest usability. Other knowledgebased methods received a moderate ranking, which
confirmed the findings from one of the prior studies [11]. In
addition, the participants did perceive other behavioral
biometrics, token-based methods, and visual or tactile
challenges as poor in terms of usability. For instance,
biometric gait authentication requires special sensor(s)
attached to the body to operate. It may not be convenient for
a user to carry a physical token such as a smart card or key
with him/her.
Contrary to our prediction, some knowledge-based and
object- or token- based MUA methods, such as touch
dynamics and visual or tactile challenges, were ranked
relatively lower than the initial order. For instance, system
encrypted authentication was considered weak in terms of
usability. One of the explanations from the participants was
that system encrypted authentication might take relatively a
long time to authenticate a user.
Surprisingly, most of the MUA methods received
consistent rankings between security and usability except
pattern drawing. In other words, the participants’ responses
did not reflect the security-usability tradeoffs that are widely
recognized in the authentication literature. There are two
alternative explanations for the results. One is that MUA
techniques have been advancing in such a way that both
security and usability are improved simultaneously. The
other is that user perceptions of MUA methods are limited by
their own experience, who may not have the full knowledge
of the advantages and vulnerabilities of individual methods.
The results show that the participants did not feel that pattern
drawing was secure despite its average usability. The finding
may be attributed to the low familiarity of users with the
method.
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Fig. 1. Rankings of MUA Methods in Security and Usability

Fig. 2. Variances of MUA Methods in Security and Usability

Among the list of MUA methods, 9 were chosen as the
most preferred methods by at least one participant (see Fig.
3). The top-3 methods in descending order of its frequency of
participant selection are fingerprint recognition, passcode,
and facial recognition. It is worth noting that the selected is a
mixture of both traditional and recent MUA methods.
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Fig. 3. Frequencies of the Most Preferred MUA Methods

C. Effects of Demographic Factors
For participants in the age range of 39 years old and below,
fingerprint biometrics was the most preferred method,
followed by passcode and facial recognition, which was
aligned with the main trend [20]. For participants in the next
age group (40~65 years old), text password was among the
most preferred second only to fingerprint biometrics. Thus,
the results show that age influences the selection of MUA
methods. The younger users seemed more inclined toward
adopting emerging MUA methods.
The data shows little gender difference in their preferred
methods for MUA except that females seemed to be slightly
in more favor of fingerprint biometrics than males. Similarly,
the distribution of preferred MUA methods did not seem to
vary with education except for those who obtained Ph.D. or
other terminal degrees. The latter preferred fingerprint and
facial recognition biometrics most and equally, followed by

Age

Gender
Education

Occupation
Hand posture
Device
type

Demographic
Factors
18-24 Years Old
25-39 Years Old
40-65 Years Old
Male
Female
High school degree or
lower
Associate degree
Bachelor's Degree
Master's Degree
Completed Ph.D. or
other terminal
degrees
Employed
Student
One Hand

text password and pattern drawing. Other users showed a
strong preference for fingerprint biometrics and little interest
in text password and pattern drawing.
D. Device Context
It is shown from TABLE I that user preferences of MUA
methods are similar regardless of the type of mobile operating
system, despite that their preferences of fingerprint and facial
biometrics are relatively stronger for the IOS device and their
preferences for passcode are relatively stronger for the
Android device. The findings can be explained with the
default MUA methods that mobile devices are equipped with.
For instance, Apple devices have a facial recognition system
embedded in their advanced devices, which is not so widely
used as in Android systems. Interestingly, drawing a pattern
is the second favorite of participants who used a mixture of
two types of mobile operating systems. The findings added a
great addition to the prior work that was investigating the
willingness of adopting MUA methods with higher error rate
[30].
E. Sight-free Situation
To gain insights into sight-free MUA and to identify future
research opportunities, we asked the participants about the
frequency and difficulty in performing MUA sight-free (i.e.,
without looking at the device screen). The results reveal that
the majority (73%) of the participants have engaged in sightfree interactions with mobile devices occasionally or more
often. In addition, most participants rated sight-free MUA as
neutral or slightly leaning toward ease of use, which was
contradictory to the findings of a prior study with PIN and
pattern lock [6].
We analyzed the effects of user demographics on their
actual use and perceived difficulty of sight-free MUA using
correlation analyses. The results are reported in Table II.
They show that education has a negative effect on both use
and ease of use of sight-free MUA (p<0.05). Nevertheless,
online experience did not yield any significant effect (p=n.s.).
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TABLE I. Cross-tabulation of Demographic Factors with MUA Methods
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TABLE II. Effects for Sight-free MUA
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