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A Scheme for Trustworthy Friendly Jammer
Selection in Cooperative Cognitive Radio Networks

Yingkun Wen ', Yan Huo

Abstract—In this paper, we consider a centralized cooperative
cognitive radio network (CCRN), where a primary base station
sends a message to a primary user. Meanwhile, a secondary user
transmitter (SU-Tx) acts as a friendly jammer that sends jamming
signals (artificial noise) to protect the transmitted message from a
potential eavesdropper (Eve). However, the SU-Tx may not be com-
pletely honest in sending jamming signals for selfish reasons, i.e.,
it may be untrusted. To select a trustworthy SU-Tx as a friendly
jammer, we adopt the concept of frust degree as a selection cri-
terion. We investigate the trust degree’s influence on the secrecy
performance of a CCRN in cases of perfect channel state informa-
tion (CSI) and statistical CSI, respectively. In the case of perfect
CSI, the accurate expected secrecy rate is derived to evaluate the
secrecy performance. In the case of statistical CSI, we calculate
the probabilities of the transmission and secrecy outage events,
and the secrecy performance is evaluated in terms of effective se-
crecy throughput. In both cases, we obtain the target trust degree
thresholds based on the target secrecy performance thresholds, re-
spectively. Next, we investigate how to calculate the trust degree of
each SU-Tx and establish a trust degree list of all SU-Txs. Finally,
according to the trust degree list and the target trust degree thresh-
olds, we can select a trustworthy SU-Tx as a friendly jammer in
both two cases. A comprehensive simulation study is carried out
to validate our secrecy performance analyses and the trust degree
management.

Index Terms—Cooperative cognitive radio network, physical
layer security, cooperative jamming, trust degree, hypothesis
testing.

I. INTRODUCTION

OOPERATIVE cognitive radio networks (CCRNSs)

are emerging as a new paradigm to improve spectral
efficiency [1], [2]. Due to the broadcast nature of the wireless
medium, a transmitted message by a primary base station (PBS)
may be intercepted and decoded by an eavesdropper (Eve)
[3]. To counter eavesdropping, a cognitive base station (CBS)
selects a secondary user transmitter (SU-Tx) as a friendly

Manuscript received July 10, 2018; revised November 28, 2018 and January
6, 2019; accepted January 20, 2019. Date of publication January 28, 2019; date
of current version April 16, 2019. This work was supported by the National
Natural Science Foundation of China under Grants 61871023 and 61572070, in
part by the Fundamental Research Funds for the Central Universities under Grant
2017YJS035, and in part by the NSF of the US under Grant OAC-1829553. The
review of this paper was coordinated by Dr. Y. Ma. (Corresponding author:
Yingkun Wen.)

Y. Wen, Y. Huo, T. Jing, and Q. Gao are with the School of Electronics
and Information Engineering, Beijing Jiaotong University, Beijing 100044,
China (e-mail: 16111024@bjtu.edu.cn; yhuo @bjtu.edu.cn; tjing@bjtu.edu.cn;
14111028 @bjtu.edu.cn).

L. Ma is with the Department of Computer Science, Texas Christian Univer-
sity, Fort Worth, TX 76129 USA (e-mail: 1. ma@tcu.edu).

Digital Object Identifier 10.1109/TVT.2019.2895639

, Liran Ma

, Tao Jing, and Qinghe Gao

jammer. The jammer sends out jamming signals (i.e., artificial
noise) to specifically interfere with Eve’s reception so that the
transmitted message cannot be decoded. In return, the selected
SU-Tx is allowed to access the licensed spectrum [4], [5].

However, a selected SU-Tx may not be completely honest
in helping the PBS for selfish reasons such as energy conser-
vation [6]. Specifically, the SU-Tx just sends partial (or even
none) jamming signals to gain undeserved spectral resources.
In this paper, this kind of SU-Tx is defined as an untrusted
friendly jammer. In the case that the jammer is untrusted, the
message transmitted by the PBS could not be protected from
being eavesdropped, while the SU-Tx would access undeserved
spectral resources. To avoid this case to occur, it is necessary
to select a trustworthy SU-Tx as a jammer. To the best of our
knowledge, such a selection scheme does not exist in the current
literature, which motivates our study in this paper.

In this paper, we design a scheme to select a trustworthy SU-
Tx as a friendly jammer. In the scheme, the concept of frust
degreeis adopted as a selection criterion. The trust degree is
defined as a belief level that the PBS can put an SU-Tx for a
specific action (sending jamming signals). The trust degree is
quantified based on historical observations on positive or neg-
ative behavior of the SU-Tx (whether sending jamming signals
or not) [7]. In the CCRN, if a selected SU-TX’s trust degree
could guarantee that the secrecy performance reaches the target
secrecy performance threshold, then the SU-Tx is considered
as a trustworthy jammer. Therefore, we need to analyze the
trust degree’s influence on the secrecy performance and calcu-
late a target trust degree threshold. Specifically, a fundamental
measure for secrecy performance is secrecy rate [8]. Thus we
investigate the trust degree’s influence on the secrecy rate of the
PBS in the cases of perfect channel state information (CSI) and
statistical CSI, respectively.

In the case of perfect CSI, we can calculate accurate secrecy
rates of the PBS under trusted and untrusted jammer scenar-
ios. Then we adopt the concept of the expected secrecy rate to
evaluate the secrecy performance of the CCRN. The expected
secrecy rate is calculated by combining the secrecy rates of two
scenarios with different weight factors, i.e., the trust degree and
the complement of the trust degree, respectively. Then for a
given target expected secrecy rate, we can calculate the target
trust degree threshold of SU-Txs for the perfect CSI case.

In some cases, we may only be able to acquire statistical
CSI due to channel estimation and quantization errors. As a
result, the accurate secrecy rate cannot be calculated. Instead,
we calculate the effective secrecy throughput to evaluate the

0018-9545 © 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.


https://orcid.org/0000-0001-5115-7102
https://orcid.org/0000-0003-0647-1009
https://orcid.org/0000-0002-1003-1770
mailto:16111024@bjtu.edu.cn
mailto:yhuo@bjtu.edu.cn
mailto:tjing@bjtu.edu.cn
mailto:14111028@bjtu.edu.cn
mailto:l.ma@tcu.edu

WEN et al.: SCHEME FOR TRUSTWORTHY FRIENDLY JAMMER SELECTION

secrecy performance of the CCRN. To be specific, we first derive
the probabilities of transmission and secrecy outage events for
both trusted and untrusted jammer scenarios. According to these
probabilities, we derive the expression of the effective secrecy
throughput. Then for a given target effective secrecy throughput
threshold, we could calculate the target trust degree threshold
for the statistical CSI case.

After we obtain the target trust degree thresholds, it is nec-
essary to investigate how to calculate the trust degree of each
SU-Tx. In this paper, the trust degree of an SU-Tx is calculated
by averaging its reputation, where the reputation is updated
according to the positive or negative behavior of the SU-Tx
(whether the SU-Tx sends jamming signals or not). Therefore,
the CBS is in charge of detecting whether the SU-Tx sends jam-
ming signals or not. An energy detection method is used in the
perfect CSI case, while a composite hypothesis testing method
is used in the statistical CSI case. According to the positive or
negative detection results of an SU-Tx, we take an incentive
mechanism to update its reputation. Finally, we can establish a
trust degree list of all SU-Txs. If there is not any SU-Tx that
could reach the target trust degree threshold, no SU-Tx would
be selected. Otherwise, we would select the SU-Tx with the
upmost trust degree as a trustworthy friendly jammer.

The rest of the paper is organized as follows. In Section II, the
related work is reviewed. We describe the network model and
assumptions in Section III. In Section IV, the expected secrecy
rate is formulated in the case of perfect CSI. In Section V, the
effective secrecy throughput is calculated in the case of statis-
tical CSL In Section VI, the scheme for trustworthy friendly
jammer selection is presented. Numerical results are given in
Section VII, and conclusions are drawn in Section VIII.

Notations: (-)¥ and | - | denote the Hermitian transpose and
the absolute value, respectively. Tr(-) denotes the trace operator.
Oy » v represents the N x N matrix of all zeros. I isthe N x 1
vector of all ones. The distribution of a circularly symmetric
complex Gaussian (CSCG) random variable with zero mean
and variance o2 is denoted as CN(0,02). (A, B) = Tr(A®B)
and [z]" = max{z,0}.

II. RELATED WORK

In recent years, communication security has been at the
forefront of cognitive radio networks (CRNs) [9]-[12]. Tra-
ditional encryption methods at upper layers have expensive
operations and are of high complexity for CRNs without in-
frastructures[13]. As a complement to the encryption methods,
physical layer security has drawn much attention owing to the
advantages of lower complexity and resource saving [14]-[16].
In [15], a tutorial is presented on several relevant methods to
enhance security at the physical layer. Specifically, the cooper-
ative jamming methods is one popular physical layer security
solution for CRNs [17], [18].

By using the cooperative jamming method, CCRNSs were con-
sidered as a new paradigm to improve security[19]-[21]. In [19],
the authors investigated the secure communication issue for a
CCRN. The authors of [20] investigated the problem of jammer
selection for enhancing the secrecy goodput for a multi-input
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multi-output (MIMO) CCRN. In [21], Li et al. proposed a jam-
ming scheme for a CCRN, where secondary users (SUs) were
employed as helpers to send jamming signals. An effective coop-
eration strategy of helpers was also designed by using a coalition
formation game.

In addition to the relationship between users in the physical
layer, cooperative networks also rely on the relationship between
users in the social layer. The social relationship between users
has been exploited for the design of efficient cooperation strate-
gies [22]. Trust degree was used as a key parameter to quantify
the social relationship between users for cooperative networks
[23], [24]. In [22], it was shown that the expected secrecy rate
can be improved by exploiting the trust degree of untrustworthy
users, such as untrusted relays and untrusted jammers.

Untrusted relays have been widely investigated in coopera-
tive networks for physical layer security [25]-[27]. In [25], the
authors jointly optimized the source and untrusted relay beam-
forming vectors for maximizing the secrecy sum rate of the
two-way relay communications. In [26], physical layer security
issues were investigated in the two-way untrusted relay network
with the help of friendly jammers. The authors of [27] inves-
tigated the problem of physical layer security for a wireless
cooperative network with multiple untrusted relays.

Untrusted jammers in cooperative networks for physical layer
security were investigated in [28]-[30]. In [28], the authors in-
vestigated a untrusted jammer selection policy by jointly consid-
ering the physical channel and the relationship between users.
The authors of [29] investigated how to select untrusted jammers
for device-to-device (D2D) users to maximize the worst-case
eavesdropping. In these studies, the social trust of a friendly
jammer was just considered as a simulation parameter to ana-
lyze the secrecy performance of a network. However, to the best
of our knowledge, how to quantify and evaluate the trustwor-
thiness of a friendly jammer has never been investigated, which
motivates the study of this paper.

IMI. SYSTEM MODEL AND ASSUMPTIONS

In this paper, we consider a centralized CCRN consisting
of a primary network and a cognitive network as depicted in
Fig. 1. In the primary network, there is a PBS that is associated
with m PUs. The PBS is equipped with IV, antennas, PUs are
equipped with single antenna. In the cognitive network, there
exists a CBS with n pairs of SU-Txs and SU-Rxs, where SU-
Rxs are not illustrated (the reason is explained below). The CBS
is equipped with single antenna, SU-Txs are all equipped with
N; antennas.

In the primary network, the PBS wants to send a message to a
PU (e.g., PU; ).' Meanwhile, there is an Eve that wants to inter-
cept and decode the message. To protect the transmitted message
from being eavesdropped, the PBS asks the CBS to select an
SU-Tx (e.g., SU-Tx;) as a friendly jammer to interfere with
Eve. After jamming, when the primary channel is idle, SU-Tx,

'In this paper, it is assumed that spectrums for multiple PUs are orthogonal
with each other. Thus the PBS can provide service to multiple PUs and there is
no interference between PUs. Based on this assumption, we consider a single
PU (PUy) as an example and analyze the secrecy rate for PU;.
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Fig. 1. Network Model for a centralized CCRN.

is allowed to access the primary channel to transmit its message.
Therefore, from SU-Tx;’s perspective, its transmission process
consists of the following two alternating phases:
® Jamming Phase: When the PBS sends messages to PUj,
SU-Tx, transmits jamming signals to interfere with Eve.

® Accessing Phase: When the PBS does not send messages,
SU-Tx; accesses the idle primary channel to transmit its
message to SU-Rx;.

In this paper, we just consider the jamming phase, while the
accessing phase would be discussed in the later work (this is the
reason why SU-Rxs are not illustrated in Fig. 1).

Traditionally, such a CCRN is only considered in the physical
layer with a basic assumption: there is an SU-Tx that always
sends jamming signals. However, when the social layer is taken
into consideration, SU-Tx; may be selfish and only send partial
(or even none) jamming signals to Eve. This kind of SU-Tx is
termed as an untrusted jammer. In this paper, it is assumed that
SU-Tx; just has two behaviors: trusted (send jamming signals)
or untrusted (does not send jamming signals). We adopt the
concept of the trust degree to quantify the trustworthiness of SU-
Txy, which is referred as &, 0 < a < 1. When a = 1, it means
that SU-Tx; is trusted. While o = 0, SU-TX; is untrusted. When
1 > a > 0, SU-Tx; is partially trusted. The details about how
«a is initialized and updated are shown in Section VI.

If SU-Tx; is trusted, it would do its best to send jamming
signals, the received signals at PU,, the CBS, and Eve can be
expressed as follows

yp () = by ()W () (8) +h]T, ()W (8) 2 (1) + mp(2), (1)
ve (t) = by ()W (8) 25 (8) + i () W; (£) 25 (8) + me(2), (2)
ve (t) = by (8) W (£) 2 (8) + i () W; (£)z; () + me(8), (3)

respectively, where h, ,, a € {p, j}, b € {p, c, e} are the chan-
nel responses from the transmitters (the PBS, SU-Tx;) to
the receivers (PU;, the CBS and Eve). And h,y = hapy/0ap

with flab and 6, denoting the N, x 1 complex channel vec-
tors and the corresponding path loss of the a — b channel,
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respectively. The path loss can be expressed as 10log, (0, 5) =
—34.5 — 20log,4(da »[m]), where d, ; is the distances between
transmitters and receivers. w, € C»*! and w; € CVi*! are
beamforming vectors of the PBS and SU-Tx,, respectively. x,
is the signals transmitted from the PBS. z; is the jamming sig-
nals transmitted from SU-Tx,;, where z; ~ N (0,1). n; is the
additive white Gaussian noise (AWGN) with two-sided power
spectral density Npp. It is assumed that n; ~ A(0, §7), where
6§ = 2Ny B, and B is the channel bandwidth. All the channels
are assumed to be subject to independent Rayleigh fading.

Otherwise, if SU-Tx, is untrusted, it dose not send jamming
signals, then the received signals at PU;, the CBS, and Eve are
computed as

Yp (t) = g, ()W (£)p (2) + 1 (8), “
ve (t) = by, ()Wp (£)zp (t) + e (8), &)
Ye (t) = byl (O)Wp ()zp () + me (2). (6)

The channel responses are closely related to CSI, where the
availability of CSI varies in different cases. In certain cases, we
assume that the perfect CSI is available. This is due to that the
PBS is able to acquire the CSI of the primary channel through
pilot sequences [31]. And one of PUs is treated as a potential Eve
[32]. In other words, Eve is also a legitimate user of the network
whereas its service differs from that of the destination. Since
it is legitimate, we can obtain the CSI of Eve. In most cases,
however, due to the channel estimation and quantization errors,
the CSI may not be obtained perfectly. Specifically, accurate
channel information for passive Eve cannot be acquired. Note
that the statistical CSI for various channels can be obtained by
a number of measurement methods. As a result, we assume
that the statistical CSI is available for most cases. The channel
vectors of perfect CSI case and statistical case are summarized
as follows:
e Perfect CSI case: The instantaneous CSI of h,; are known,
a< {p:j}? b € {p: C,ﬂ}.

e Statistical CSI case: The covariance matrices of
h,;, are known, ie., hy; ~CN(0,0; sen,), hjp ~
CN(0, z:rjz-,be;\rji ).

In the CCRN, the PBS and the CBS collects the CSI of PUs
and the CSI of SUs, respectively. The CBS would share the CSI
of SUs with the PBS via a secure channel, such as a common
control channel [33]. Then the CSI of PUs and SUs are available
at the PBS, so that the transmit beamforming vectors for the PBS
(wp) and the CBS (w) are all designed at the PBS. Next, the
PBS delivers the related beamforming vector (w;) to the CBS.

IV. SECRECY PERFORMANCE ANALYSIS IN THE CASE OF
PERFECT CSI

In this section, we analyze the trust degree’s influence on
secrecy performance in the case of perfect CSI. We formulate a
secrecy rate maximization problem and provide an approximate
solution for a trusted jammer. Based on the solution, we obtain
the approximate optimized beamforming vectors of the PBS and
the jammer.
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A. Trusted Jammer

If the jammer is trusted, from (1)-(2), the instantaneous out-
put signal-to-interference-plus-noise ratios (SINRs) at PU; and
Eve are expressed as follows

b w,wl'h, , __Tx(W,Hy ) @
b wiwi'h;,+6;  Tr(W;H;p)+6}

C;E (WTH WJ') =

hy o wpwy'hy e  Tr(W,Hy,)
h“;{cijf hj,c +5§' T&‘(WJHJ‘E)‘F&E ’

¢ (Wp, W)= ®
where w, is the beamforming vectors of the PBS and the
jammer. W, =w,wl, H, , =h,, hi  H,,=h, hf
a € {p, 7}. According to [34], the achievable instantaneous se-
crecy rate is the difference between the instantaneous rate of the
primary and the eavesdropping channel. Thus, when the jammer
is trusted, we can calculate the instantaneous secrecy rate of the

primary channel as follows
Rgcc (Wpa W.‘r‘)
= [logy (1 + &' (Wp, W;)) — logy (1 + (I (W, W) . (9)

Subsequently, the secrecy rate maximization problem can be
mathematically characterized as

P1: “J(nawx R;.. (10a)
542 > (i, (10b)
Tr(W;) < P2, (10c)
Tr(W,) < P2, (10d)
rank(W,) = 1, (10e)
ra:nk(Wj) =1, (10f)

where C;,'"‘ is the minimal acceptable SINR of PU;. P;"** and
Pj"** are the transmit power limits of the PBS and the jammer,
respectively. (10e) and (10f) are the rank-one constraints of W,
and W ;.

As there are fractional forms and logarithmic forms in the
objective function of P1, it is a non-convex problem. Such a
problem is difficult to solve, therefore, we apply the difference of
two-convex functions (D.C.) approximation programming [35],
and the objective function in P1 can be rewritten as

{fI(WP:WJ') - fE(Wpiwj)}:

max
Wp,Wj

(11)
where
FiW,, W;) =logy(Tr(W,H, ;) + Te(W;H; ) +67)
+ logy(Tr(W; Hj o) + 67), (12)
F2(Wp, W;) = logy(Tr(W,H, ) + Tr(W,H; ) + ;)
+logy(Tr(W,H; ) +6). (13)

Function f,(W,, W) is not sensitive to changes in the vari-
ables (W,, W), so fo,(W,, W;) is well approximated by
its first order approximation. Consequently, we approximate
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f2(W,, W) by its first-order Taylor series expansion at a fea-
sible solution (W, W) of (11). Then the objective function
(11) can be rewritten as

e {H(W,, W)) — o(W,, W)

— (VH(W,, W;), (W, W;) — (Wpswj))} , (14)

where v f,(W,, W;) is the gradient of f,(W,, W;) at
(W, W;), which is given by
ue 1"
+ Jsp] , (15)

vfg(Wp,Wj):E xo '~ Xo ©o

_ 1 lH;{ . HE
X0 = Tr(WpHp‘e) + Tr(WJ' Hj,c) + 5\3: (16)
o = Te(W;H;,p) + 6.

By substituting (14) and (16) into the objective function of
P1 and dropping the rank-one constraints on W, and W, we
can obtain a convex optimization problem P2 shown below,

(17

P2:

max
Wp ,Wj

{fl(wpiwj) - fﬁ(wpiwj)

_ Tr [ng (WP - WP)] +er (WJ _Wj)
n2[Te(W, H,) + Tr(W, H,,) + 02]

HY (W, - W,
T 2[1?:)((\7\93Hj,p ) -Jr)ag] } (182)
st G =G (18b)
Te(W,) < PRax, (18c)
Tr(Wp) < B™. (18d)

To solve P2, we propose a DC programming algorithm, as
summarized in Algorithm 1. P2 can be efficiently handled by
available convex software, such as CVX [37]. Thus we can
obtain the approximate optimal beamforming vectors w,, and
w; of the PBS and the jammer, respectively. When the jammer
is trusted, w7 is the approximate beamforming vector that the
jammer should use when sending jamming signals to Eve.

Theorem 1: The DC programming algorithm generates a
non-decreasing sequence (W%, 'W¥) of improved feasible
solutions. Initialized from a feasible solution (W), WY),
(W; , W;-‘) at the k-th iteration is generated as the approximate
optimal solution of P2.

Proof 1: See Appendix A.

B. Untrusted Jammer

If the jammer is untrusted, from (3)-(4), the instantaneous
output SINRs at PU; and Eve are expressed as follows

hy, W Wiy, Tr(W,H, )

l—ax

(wp) = , (19
P T %
1 () = hyowywyihye | Tr(WyHpe) o

52 82

e
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Algorithm 1: DC Programming Algorithm.
Input: (W? W?);
Output: ( *)'
1: In1t1allze (W Wg.') = (O, x, , On;, xn, ), the
convergence threshold o>0,and f°=0
2: Setk=0;

3: repeat

4: Find the optimal solution (W, W;) of P2 with
given WF and W'

5: Setk=k+1;

6:  Compute (Wk W¥) = (W, W;);

7: Update f* = f;(WE, W) — f,(Wh WH);

8: wntil |f* — f*-1| < o

9: If (Wj, W¥) are rank-one, then the principal

components (w3, W) of (Wj, W) would be the
approximate optimal solution. Otherwise, we would
use the randomization method to generate rank-one
approximate solutions (W}, w}) from (W}, W¥)
[361];

10:  Return (wp, w}).

In this paper, it is assumed that the PBS is not aware of SU-
Tx;’s behavior. In other word, the PBS does not know whether
SU-Tx; sends jamming signals or not. As a result, the PBS
still applies the beamforming vector w obtained from P1 to
transmit messages even when the jammer is untrusted. Then the
secrecy rate of the primary channel can be expressed as

Reo (wy)

= [logy (14 ¢, % (wy)) —logy(1+ ¢ “(Wp))I". 2D

C. Secrecy Performance

In the case of perfect CSI, we evaluate secrecy performance
in terms of the expected secrecy rate. Considering the scenarios
where the jammer is trusted and untrusted, the expected secrecy
rate can be expressed as

1—
see (Wp);

(22)

Rggc(a,W;,W;) =a sec(wpaw )+(1 Q)R

1>a=>0,

where w7 and w7 are the approximate optimal beamforming
vectors of the PBS and the jammer, respectively. For a given tar-
get expected secrecy rate Ri’;c, the secrecy performance should
satisfy that

R-‘?Ei‘(avw W ) > Rsec: (23)
then we can calculate a target trust degree threshold a;"" for the
perfect CSI case. Therefore, in the case of perfect CSI, we need
to select an SU-Tx that satisfies @ > af", and such an SU-Tx

p 2
would be considered as a trustworthy jammer.
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V. SECRECY PERFORMANCE ANALYSIS IN THE CASE OF
STATISTICAL CSI

In this section, we focus on the secrecy performance analysis
in the case of statistical CSI. As we only know statistical CSI,
the beamforming vectors of the PBS and the jammer would
be both designed as homogeneous isotropic. In this case, the
accurate secrecy rate cannot be calculated. Instead, we calculate
the probabilities of the transmission and secrecy outage events
for both scenarios: the jammer is trusted and untrusted. On the
basis of the probabilities, the secrecy performance is analyzed
in terms of effective secrecy throughput.

A. Trusted Jammer

When the jammer is trusted, the received signals at PU; and
Eve are expressed as (1)-(2). Thus the instantaneous output
SINRs at PU; and Eve are calculated as follows

o_ _ Blhysl> s
Tff}p - _P h 2 52 - ] (24)
ilhpll*+65 A5, +1
PB,||h,.|? o
T!'[J? — P” ,28” — aprc , (25)
Pi|lhye|*+62 e +1
where
o Bl o _ Pl
' 52 b 82

P, = wf w, are the transmit powers of the PBS and the
jammer. 7', represents the instantaneous signal to noise ratios
(SNRs) from node a to node b, fora € {p,j} and b € {p, c,e}.
Yap represents the average SNRs from node a to node b. It
is assumed that h,; have the covariance matrices 5§‘bINP,
ie., hy ~CN(0, prN ). h; have the covariance matri-
ces 5’2 IN ie, hj, ~ CN (0,42 H bIN,-)- Then we can obtain
Lemma 1 and Lemma 2 as follows.

Lemma I: Since hy,;, ~ CN (0,4} Iy, ), it could be derived
that 7“ » is chi-square distributed variables with the mean 7, =

+ and 2N, degrees of freedom. Hence, we can compute the
probablllty density function of v, as

L'y
. "
uNp —]e Tp.b

N ’
73,5 "(Np — 1)

frz, (u) = u>0. @7)

Proof 2: See Appendix B.

Lemma 2: Similarly, h; , ~ CN(0,67,Ly, ). It could be de-
rived that 73 p 18 chi- square distributed variables with the mean
‘P} _1 b

Vip = and 2N; degrees of freedom. Then the probability

density functlon of 73.‘ , + 1 can be computed as

vy—1
ORI D W L
a +1\V1) = - , U1 = L
et o (Nj = 1)!

Proof 3: See Appendix C.

(28)
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On the basis of Lemma 1 and Lemma 2, the probability den-
sity function of 4/} can be computed as

+oo
for )= [ nlfg, o0y, ), 29)

which could be expressed as (30) shown at the bottom of the
32 ; 62

page, where 3, = —&-—P";z b 5y = —J—P’§2 2. In (30), 1 Fi(a; b; c) is
’ b ! b

confluent hypergeometric function, which can be given by

+ 00 (a)(“)z“

1F1(¢1;5;C):ZW, (3D
n=0
where (a)(™) is the rising factorial, defined as
n—1
@™ =[Je+k. (32)

k=0

To guarantee secrecy performance, we adopt Wyner’s encod-
ing scheme with the transmission rate R, and the secrecy rate
R, [8]. The difference between R, and R, is used as a redun-
dancy rate against eavesdropping. Therefore, a PU can decode
the received signal with arbitrarily low error rate only if the
instantaneous capacity of the PU is larger than the transmis-
sion rate, i.e., log;(1+v5) > R,; Otherwise, a transmission
outage event occurs. Besides, secrecy outage may occur when
the instantaneous capacity of Eve is larger than the redundance
rate, i.e., R, = log,(1 4+ 4¢) > R, — R,. When the jammer is
trusted, the probabilities of the transmission and secrecy outage
events are denoted as P and P, ,, respectively. The probabil-
ities can be derived as

+ oo
Pg =Pr(yy > &)= /g fyz (w)dw, (33)

v

+o00
P2, = Pr(4¢ > &) = /f for(W)dw,  (34)

3

where &, =2f» — 1, ¢ =28 "R 1

As the probability density function of 7} is too complex,
we cannot provide the close-form expression of the cumulative
distribution function of v;'. But when we know N, and N;,
we can calculate the probabilities of the transmission (P5) and
secrecy outage (P2, ) events, respectively.

Thus, when the jammer is trusted, the effective secrecy
throughput (EST) can be expressed as

T = RS-P;.t(l - Pc‘alut-)'
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B. Untrusted Jammer

When the jammer is untrusted, the received signals at PU;
and Eve are expressed as (3)-(4). Then we can obtain the instan-
taneous output SINRs at PU; and Eve as follows

P,|h, |
gy =, = 2l (36)
p
P, cl?
Yot =Y = —””?2* L (37)

e

According to Lemma 1, d);_“ is chi-square distributed vari-
ables with the mean 77, = i;s;&’ and 2N, degrees of freedom.
Thus we can calculate the probability density function of d);_“
as
Ny—1 e—,?—g—

u p.b
1;':5““ (U’) = f'T;,b (’U.) = _a N,

Fop? (N, — 1)V

u = 0.

(38)

According to (38), we can calculate the cumulative distribu-
tion function of ¢} * as

Fyra(u)=PU < u)= /0 Fyr-a(u)

I'(N,) - T (Np, ﬁ)
- (N, —1)!

(39

Similarly, when the jammer is untrusted, the probabilities of
the transmission and secrecy outage events are denoted as P,
and P!, respectively. The probabilities can be derived as

P;:_a — Pr(ql{;;—ﬂ > &) :l f%-a (w)dw

r

=1-Fya (&), (40)
+o00
Pout® = Pr(" > &) = fyre (w)dw
=1-Fya (&), 1)

where §, = 2f» —1,¢£, = 2%» %+ — 1. Thus, when the jammer
is untrusted, the EST can be expressed as

T"* =R, Py *(1- P)7). (42)

C. Secrecy Performance

In the case of statistical CSI, considering both scenarios where

Fog (w) whe leT 1 |
Y \W)= - —+—
' 5o i3 N (N-DUN;-1)! [\ 755 oo

+

w[(=1)% esc(Nym) — ese(Np + N)mIT(N;)1Fr (14 Npj 1+ Nj + Ny ~ 20"

(33 the jammer is trusted and untrusted, we can derive the expected
—N;j =Ny — —
Yo T VipW
) I'(Ny+N; 1 Fi (I—NJ—; l—Nj—Np;—%
T Tpb

A A
Ti.b b

I'(—=Np)I'(1 + N, + N;)

)],w>0 (30)
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Fig. 2.

A trustworthy friendly jammer selection scheme.

EST as

T =aT®+ (1 —a)T'"?, 1>a>0. (43)

For a given target effective secrecy throughput 7", the se-
crecy performance should satisfy that

T>T1", (44)
thus we can calculate a target trust threshold " for statlstlcal
CSI case. Then we need to select an SU-Tx thatsatlsﬁes a>ath

in the case of statistical CSI, and such an SU-Tx would be

considered as a trustworthy jammer.

VI. THE SCHEME TO SELECT A TRUSTWORTHY
FRIENDLY JAMMER

According to the secrecy performance analyses, we obtain the
target trust degree thresholds a;"‘ and o for SU-Txs in cases
of perfect CSI and statistical CSI, respectively. In this section,
as illustrated in Fig. 2, we design a scheme to select an SU-Tx
that satisfies o > o} (o) as a trustworthy jammer.

In the scheme, the trust degree list of SU-Txs is defined as
a;,1 = 1,2,3...n. Here o; is updated by averaging an SU-TX;’s
reputation ;1,1 = 1,2, 3... R, where R is the total jamming de-
tection rounds. In each round, the CBS is in charge of detecting
whether the SU-Tx; sends jamming signals or not. According
to positive or negative detection results,! we take an incentive
mechanism (reward and penalty) to update the reputation 7 ;.
Then on the basis of r; ;, we can calculate the trust degree o; and
select a trustworthy SU-Tx. Such a selection scheme consists
of three procedures: Inifialization, Jamming Detection, Trust
Degree Management and Jammer Selection.

A. Initialization

At the beginning, the CBS randomly selects an SU-Tx
as a jammer and establishes an initial reputation list 7,7 =
1,2,...,n,1; € [0, 1] of all SU-Txs. The initial value of the rep-
utation is usually half less than 1. In this paper, it is assumed
that: 0.3 < r; < 0.5. This is because a high value may bring
malicious behavior, while a low value may lead to unfairness of
a newly joined SU-Tx.

B. Jamming Detection

In the jamming phase, the CBS is in charge of detecting
whether the selected SU-Tx sends jamming signals or not. In

THere, positive or negative results mean that the SU-Tx sends or does not
send jamming signals.
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the case of perfect CSI, an energy detection method is employed
to detect jamming signals, while in the case of statistical CSI,
we use a composite hypothesis testing method.

For both cases, the problem of jamming signals detection can
be formulated as a binary hypothesis testing problem with the
following hypothesises:

‘Ho :y,,(t) =

‘H, :y,,(t) =

hi (t)wy (£)zp (t) + ne(t), 45)
hi (t)wy ()2, (t) + B, (t)w; ()5 () + e (t),
(46)

where hypothesis H; indicates that jamming signals are absent,
and hypothesis H; indicates that jamming signals are present.
1) Perfect CSI Case: For the perfect CSI case, we use an
energy detection method. Let T be a continuous value denoting
the detecting duration, the test statistic using energy detection

is given by
1 T H
:N—/ |y ()]> dt 2 e,
02 Jo Ho

where Y is the decision variable, and ¢ is the decision thresh-
old [38]. We assume that the received power of the PBS and
the jammer are fixed at If’p and }5} Therefore, the received en-
ergy of primary signals and jamming signals are ﬁpr and ﬁ}-’r,
respectively.

According to [38], for the hypothesis Hp, ¥ has the non-
central chi-square distribution with 27 B degrees of freedom and

(47)

non-centrality parameter 1—’% Similarly, for the hypothesis H,,
Y has the non-central chi-square distribution with 27 B degrees

of freedom and non-centrality parameter 6 = J—J%Hji When
27 B is large enough, based on the central limit theorem (CLT),
Y under two hypothesises can be considered as the following
approximations:

4P, T

Y| Ho ~ (2TB + 4B + —L)

Y[Hy ~ N (2rB+ B2 4rp + LD
(48)

where \ (1, 62) represents the normal distribution with the mean
p and the variance §2.

The performance of the detection method can be measured
with two probabilities: probability of detection Pp and proba-
bility of false alarm Pr. Pp, is the probability of detecting jam-
ming signals when they are truly present. P is the probability
of detecting signals when they actually are absent. According to
approximations (48), we can derive expressions of Pp and Pp
as follows [39]

(Pp+Po)r

Pp =prob(Y > €/H,) = Q(‘/ZB;{&_}), (49)

Pp+Pj)r

+

(50)

e—(2 T+1‘fi
Pr = prob(Y > €|Hp) = Q(m‘;—)
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where Q)(-) is the standard Gaussian complementary cumulative
distribution function which is shown as

(t)—\/_/ exp( 2)d:.c

To obtain the detection threshold, we formulate an optimiza-
tion problem to maximize the detection probability Pp sub-
ject to the target false alarm probability PL". According to the
Neyman-Pearson criterion, such a problem can be expressed as

(G1)

P3:max Pp (52a)
€

st. Pp <P (52b)

According to [40], we can solve P3 when a target false alarm
probability P is given. Let Pr = P, then the detection
threshold can be obtained from (50) as

» »

4P, T P.r
€ =4/4Br + =—2-Q ! (P") + 2B+ + =£-. 53

Nm Q ( F ) N{n ( )
Based on the detection threshold e*

detection as

, the CBS can do jamming

Hi
Y 2. (54)

Ha
2) Statistical CSI Case: For the statistical CSI case, we use
a composite hypothesis testing method to detect whether there
are jamming signals or not. It is assumed that y. = v.(%;),j =
1,2,...N is the sampling vector of the received signals at
lhe CBS. In the hypothesis Ho, v.(t;) ~ CN(0,C), where
= P,02, + 6;. While under the hypothesis M, . (t;) ~
CN (0,C + D), where D = PJSJZC Therefore, the joint proba-
bility density function under two hypothesises can be formulated

as

N 2
1 \Y -z
e | Ho) = i=1 , 55
N N 42009
1 - X weoy
c | Hi) = | —m—= i=1 , 56
f(ye | Hi) ( ZW(O—I—D)) e (56)
then we can obtain the likelihood test ratio as follows
y _g: Dyz{cia 3
z(yc)zf(y°|H')=( < ) e FTTT 2o, 57)
f(ye|Ho) \C+D Ho

where [ is the testing threshold. Moving to the log domain, we
obtain

c D

N
hlye)=7hezTp- 2(C+D) 4

Z Ye (t.'.?) Hﬂ ]_El 101 (58)

which can be expressed as

Zye(tj)%N(C—i—D)] C_ 2(C+D)lni
c ?ﬁ D C+D D '

(9
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N
We define that Z —‘—-?— , then we can obtain that

Mo N(C+ D) c 2(C+D)lnly

VST D ™oiD D =h. 60

Then the probability density function of ¥ under hypothesis
‘Hp and 'H; can be expressed as

_ DT xa 2
f(y | Ho) = yzer,

(61)
(%)

N_2

=z ot
) e TCHDT

(62)

C%

R _ C?
F@H) = (C+D)IT(X) (2(O+D)

Therefore, the probability of false alarm Pr and the proba-
bility of detection Pp can be calculated as

Py = prob(§ < 8 | Ho) (63)
1 (N B

/ 01 Mo = ( ) .64

Pp = prob(5 < | H1) = / f@ | H)dg. (65

Based on Neyman-Pearson criterion, a target false alarm prob-
ability P" is given. Let Pp = P!, we can obtain the testing
threshold ly. According to Iy, the CBS could detect whether
there are jamming signals as

I(ve) 2 o (66)
Ho

C. Trust Degree Management and Jammer Selection

In this section, we detail the trust degree management and
the jammer selection scheme as illustrated in the dotted box
of Fig. 2. According to (54) and (66), we can detect whether
there are jamming signals or not (H; or Hy) in perfect CSI
and statistical CSI case, respectively. Based on the detection
results, the CBS takes an incentive mechanism to SU-TX,. The
incentive mechanism consists of reward and penalty, then SU-
Tx;’s reputation can be updated as

= [plr(past) +}02(_p)e] i 1 0< T(updated) <1 ’ (67)

where 7(ypdateq) 18 the updated reputation of SU-TX;. 7(past)
is the historical reputation of SU-Tx;. e € {0, 1} is the current
reputation evidence of SU-Tx; which can determine whether
the incentive mechanism is reward or penalty.
* Reward: When the detection result shows that there are
jamming signals (H;): e = 0, then the value of the reputa-
tion is increased by ps = 1;
® Penalty: When the detection result shows there is no jam-
ming signals (Hp): e = 1, then the value of the reputation
is decreased by p; * p.
The value of p is the degree of penalty and it is related to the
damage level caused by selfish behavior of a jammer. The basic
setting principle of the incentive mechanism is to slow down the

T(updated)
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increasing rate and speed up the decreasing rate of the value of
reputation.

p1 and p, are weight factors that satisfy p; 4+ po = 1. They
can be changed based on the requirement of the CCRN. When
the long term of the reputation plays a more important role, we
increase p;. Then an SU-TX needs to maintain good behavior
for a longer time to get a higher reputation. Otherwise, when
the demand for the sensitivity of reputation collection is higher,
we increase p;. Then an SU-TX’s current jamming behavior has
a greater influence on the reputation.

At the initial stage of the selection scheme, each SU-Tx has a
chance to be selected as a jammer. In a transmission of the PBS,
the CBS would do R rounds jamming detection for each SU-Tx.
The detection duration of each round is 7. Thus, the reputation
evidences are e;;, and the reputations are r;;,l = 1,2, ..., R.
By averaging the reputation r;; of an SU-TX, its trust degree
can be calculated as

R
1
=5 ;az, (68)

then we can obtain the trust degree list o,z = 1,2, ...n. After
the trust degree list is updated, we consider a trustworthy jammer
selection scheme expressed as follows:

Step 1: Based on the trust degree list «y;, if all trust degrees
satisfy that o; < off*(a}"), then there is no SU-Tx
that is trustworthy enough to be selected as a jammer.
Otherwise, the CBS selects the SU-Tx with the up-
permost trust degree as the jammer to protect the next
transmission of the PBS. If there are multiple SU-Txs
with uppermost trust degree, the CBS would randomly
selects one. Then the SU-Tx could be considered as
the trustworthy jammer.

After the SU-Tx is selected as the jammer, the CBS
would keep on updating its reputation and return to
Step 1.

By using such a scheme, we could select a trustworthy SU-Tx
as a friendly jammer.

Step 2:

VII. NUMERICAL RESULTS

In this section, numerical results are presented to evaluate the
secrecy performance of a CCRN for the cases of perfect and sta-
tistical CSI. In addition, we present numerical results of different
kinds of incentive mechanisms. The simulation parameters are
shown in Table L.

A. Perfect CSI Case

In this subsection, the expected secrecy rate for perfect CSI
case is illustrated. All channels are assumed to be independent
Rayleigh fading, and the channel vectors are generated by inde-
pendent CSCG random variables distributed as CA/(0, 1). The
simulation results are obtained by Monte Carlo simulations with
1000 random channel vectors.

Fig. 3 shows the performance comparisons of different dis-
tances between the jammer and Eve. Obviously, we can get
better secrecy performance when the jammer is closer to Eve,
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TABLE 1
SIMULATION PARAMETERS

Simulation parameter value
The maximum power of the PBS FPy"**(dBm) 30
The maximum power of the jammer P!™%*(dBm) 30
The number of antennas of the PBS 4
The number of antennas of the jammer 4
The minimal acceptable SINR of PU; C}‘," (dB) 8
The distances between the PBS to PU; and Eve dp p(dpc) (m) 200
The distance between the jammer to PU; d; , (m) 200
The distance between the jammer to Eve dj-,,_. (m) 100
The tolerance error for Algorithm 1 § 0.001
Noise power spectral density Ngz (dBm/Hz) -127
Transmission bandwidth B (MHz) 10

L 1 L
S —T00m| |
951 | e-dp=120m| |~
l
I
L
]
1

85} |—-d;e=140 m
75pr T
65H--——+-——t---F---F---% -
55—~
45r
35r
251

Ry (bits/s/Hz)

-3

T -

Ry (bits/s/Hz)

Fig. 4. Rsec Vs P;,““.

and the trust degree can hardly influence the secrecy perfor-
mance when the jammer is far away from Eve. The reason is
that the jammer has a stronger interference onto Eve when they
are closer. When the jammer is far away, it cannot send enough
jamming signals to Eve. More interestingly, it is shown that a
closer untrusted jammer has a better jamming effect (a higher
secrecy rate) than a farther trusted jammer.

In Fig. 4, for the given trust degrees: = 0.2, &« = 0.5, o =
0.8, the expected secrecy rate is plotted regarding to the transmit
power of the PBS. We observe that the expected secrecy rate
increases with a higher transmit power. This can be explained
that the PBS could allocate more power to transmit messages,
thus the primary channel rate would be improved. In addition,
we can see that as the trust degree increases, higher expected
secrecy rates are obtained. While the jammer has a lower level
of trust degree, the expected secrecy rate stays the same. This
means that the jammer can hardly protect the PBS’s transmission
with a low trust level.
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B. Statistical CSI Case

In this subsection, we illustrate the secrecy performance
for different trust degrees in the case of statistical CSI. In
Fig. 5, the expected secrecy outage probability for three dif-
ferent trust degrees is plotted as a function of &.. In Fig. 5,
P,: =aP%, + (1 —a)P! ", where P!,/ ~ 1. Obviously,
the expected secrecy outage probability declines as the trust
degree increases. Fig. 5 also illustrates that as £ increases,
the secrecy outage probability converges to a fixed state. This
can be explained that all 1 converges to 0 when &, is large
enough.

Fig. 6 depicts the effective secrecy throughput with respect to
R, for different trust degrees, and one can obtain the following
observations. Firstly, we can see that for a given trust degree,
the effective secrecy throughput goes up and then descends later
with regard to R,. This result shows that there exists a maximum
value for each effective secrecy throughput, which means that
we can find an optimal R, to achieve the maximum effective
secrecy throughput. Secondly, a higher trust degree improves
the effective secrecy throughput. From the second observation,
it is shown that a higher trust degree leads to a better secrecy
performance. This phenomenon can be explained that the higher
the trust degree is, the higher probability the jammer would send
jamming signals to Eve.

InFig. 7 and Fig. 8, we illustrate the reputation update process
with different kinds of incentive mechanisms. p; and p> are
weight factors that satisfy p; + p» = 1. As shown in (67), p; is
the weight factor of historical behavior of the jammer, and p; is
the weight factor of current jamming behavior of the jammer.
As illustrated in Fig. 7, when p; goes up and p; goes down,
both the rates of increasing and decreasing slow down. In such
a situation, the historical reputation plays a more important role
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while the trust management model is not sensitive to the current
behavior of the jammer.

In Fig. 8, it is observed that when p decreases, the rate of
increasing stays the same while the rate of decreasing slows
down. As the value of p is the degree of penalty and it is related
to the damage level caused by selfish behavior of a jammer.
When the detection result shows that there are jamming signals:
e = 0, then the value of the reputation is increased by p; * 1;
When the detection result shows there is no jamming signals,
e = 1, then the value of the reputation is decreased by p; * p.
Therefore, a lower value of p means a lower penalty while the
reward stays the same.

VIII. CONCLUSION

In this paper, we design a scheme for trustworthy friendly
jammer selection. In this scheme, trust degree is considered as
a selection criterion. Firstly, we investigate the trust degree’s
influence on the secrecy performance in the cases of perfect and
statistical CSI, respectively. For both cases, we obtain the target
trust degree thresholds based on the target secrecy performance
thresholds, respectively. Secondly, we investigate how to calcu-
late the trust degree of each SU-Tx and calculate a trust degree
list of SU-Txs. Finally, based on the trust degree list and target
trust degree thresholds, we could select a trustworthy SU-Tx as a
friendly jammer in the CCRN. Numerical results are presented
to validate our secrecy performance analysis and trust degree
management. In the future, we are going to investigate how to
design a scheme for trustworthy friendly jammer selection in a
distributed CCRN.

APPENDIX A
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PROOF OF THEOREM 1

Assuming that (W}, W) and (Wjt!, WiF ') are approxi-
mate optimal solutions in P2 atiteration z and 7 + 1, respectively.
We obtain (W5, W) via P2, and it is the approximate op-
timal solution of (11) at iteration 7 + 1, whereas (W},, W) is
a feasible solution of (11) at iteration ¢ 4+ 1. Therefore, we can
get inequations as follows

fi (W;H,W;H) —f (W;H,W;H)

P oy HE (W W)
—~ i+1 i1y _ i iy _ _Jp J
~h (WP ’WJ ) fg(Wp,WJ) npo(W;)].nZ
_ Tr[Hp (W, - W) + Hi (W — W)
XO(W;,WE)IDZ
Zfl (W;)':W;) _f2 (W;):W;)': (69)

which yields that the Algorithm 1 produces a non-
decreasing sequence with the solution being updated. In
other words, (W;, W;) converges to the approximate optimal
solution.

APPENDIX B
PROOF OF LEMMA 1

It is assumed that h, , = (hp 1, by b2, ---hppn, ), for be
{p, ¢, e}, where by p; ~ CN(0,6; ,),i = 1,2,...N,, and we can
obtain that

by ]2 (70)

Ny
= Z |h’ ,b‘i|21
i=1

where |y pi[* ~ exp( ) Thus, the probability density func-

tion of ||hy 5|2 is

GNp -1 _‘5_29_
() = ————¢€ "rr, H>0. 71
Fimy 512 (0) = N, 70

For statement (71), we use mathematical inductions to prove
it.

Basis: Show that the statement holds for N, = 1;

hyp = (hp,1), ||Bp,p| 1> = |hp,en > ~ exp(ggﬁ), then

fimy 0 2(0) = (72)

1
—e J
%!b
The two sides are equal, so the statement holds for N, = 1.
Inductive step: Show that if the statement holds for N, = k,

then it also holds for N, = k + 1.

k

by sllz = ) Ihpuil®, (73)
i=1
k

by sl =D lhpsil* + Iy ks (74)
i=1

= |Ihysllz + |hpseesn) > (75)
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Based on the fact that

o1 -
f”"v'*”i(g‘):5§f°b(k_1)!e wh, 6120 (76)
1 7
Finy pasn P (62) = 7° i, 6,20, an

we could obtain

¢
Simpeiz,,(0) = A Fimp 12 01 Fin, 41 2 (6 — O2)d0)

] k-1 — N
= / %9]—6 sP:ﬁ ZLB sp‘b del
0 §p,b(k— ! 6p‘b
- Bk—ldg
2{k+1 (k— l)!/O 1 !
__8
e 6121,5 gk 8
———————————————————— X —
2{k+1 (k—1)! k|,
__8
pllk+1)—1]g 54
8 =0, (78)

2{k+1 ((k—i— 1) - l)'

thereby showing that Ner = k + 1 indeeds holds.

Since both the basis and the inductive step have been proved
by mathematical inductions, the statement (71) holds for all
natural numbers N,.

Then we can calculate the cumulative distribution function of
|[hy, |[* as follows

— [
BN” 1 —

a8
Fnhp,bnz(ﬂ):/ m > do
]-—‘( p:?g‘_b)
U "

where I'(v, z) is incomplete gamma function which could be
expressed as

[(v,z) = / u’ e "du, (|z| < oo,Re(v)>0). (80)
0
_ Blhy P

Tp.b a7
a
Vp.p 1S expressed as

, then the cumulative distribution function of

Fye,(u)=P(U <u)=P

(81)

- (9<U’_6§): _F(Np"?;%)_

=5, (N, — 1)1

Thus, we can obtain the probability density function of ~y
as

N, -1 ?:;
Frz () = Fye ' (w) _:N’(N—I)T u>0. (82)
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APPENDIX C
PROOF OF LEMMA 2

According to Lemma 1, we derive that the probability density
function of +;,, can be computed as

_ kel
UNJ'_le ?J?‘:
f')r;‘,p (U) = _aN;

370 (N; — 1!

v>0. (83)

Obviously, based on (81), the cumulative distribution function
of 7;', can be expressed as

r(vs)

Fig, () = 1= ——5; (84)
Itisassumed that Vy =V +1 =17, + L.
Fia (o)) =PVi <o) =P(V+1<u)
=PV <y —-1)= T—i)' (85)
And thus the probability density function of 77", + 1 is
, _ Nj—1e_%'f
frzp+1(v1) = F"r;-’:e.+1(’”1) = (vj_}(g;‘v:)(Nj —1)! )
vy > 1. (86)
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