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Abstract. Non-malleable codes, introduced as a relaxation of error-correcting codes
by Dziembowski, Pietrzak, and Wichs (ICS ’10), provide the security guarantee that the
message contained in a tampered codeword is either the same as the original message
or is set to an unrelated value. Various applications of non-malleable codes have been
discovered, and one of the most significant applications among these is the connection
with tamper-resilient cryptography. There is a large body of work considering security
against various classes of tampering functions, as well as non-malleable codes with
enhanced features such as leakage resilience. In this work, we propose combining the
concepts of non-malleability, leakage resilience, and locality in a coding scheme. The
contribution of this work is threefold:
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1. As a conceptual contribution, we define a new notion of locally decodable and updatable
non-malleable code that combines the above properties.

2. We present two simple and efficient constructions achieving our new notion with different
levels of security.

3. We present an important application of our new tool—securing RAM computation against
memory tampering and leakage attacks. This is analogous to the usage of traditional non-
malleable codes to secure implementations in the circuit model against memory tampering
and leakage attacks.
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1. Introduction

The notion of non-malleable codes was defined by Dziembowski et al. [29] as a relax-
ation of error-correcting codes. Informally, a coding scheme is non-malleable against
a tampering function if by tampering with the codeword, the function can either keep
the underlying message unchanged or change it to an unrelated message. Designing
non-malleable codes is not only an interesting mathematical task, but also has impor-
tant implications in cryptography; for example, Coretti et al. [19] showed an efficient
construction of a multi-bit CCA secure encryption scheme from a single-bit one via
non-malleable codes. Agrawal et al. [7] showed how to use non-malleable codes to
build non-malleable commitments. Most notably, the notion has a deep connection with
security against so-called physical attacks; indeed, using non-malleable codes to achieve
security against physical attacks was the original motivation of the work [29]. Due to
this important application, research on non-malleable codes has become an important
agenda and drawn much attention in both coding theory and cryptography.

Briefly speaking, physical attacks target implementations of cryptographic algorithms
beyond their input/output behavior. For example, researchers have demonstrated that
leaking/tampering with sensitive secrets such as cryptographic keys, through timing
channel, differential power analysis, and various other attacks, can be devastating [6,11,
12,39,47,48,53], and therefore the community has focused on developing new mech-
anisms to defend against such strong adversaries [20-26,28,33-35,37,38,41-43,46,
51,52,54]. Dziembowski et al. [29] showed a simple and elegant mechanism to secure
implementations against memory tampering attacks by using non-malleable codes—
instead of storing the secret (in the clear) on a device, one instead stores an encoding of
the secret. The security of the non-malleable code guarantees that the adversary cannot
learn more than what can be learnt via black box access to the device, even though the
adversary may tamper with memory.

In a subsequent work, Liu and Lysyanskaya [50] extended the notion to capture leak-
age resilience as well—in addition to non-malleability, the adversary cannot learn any-
thing about the underlying message even while obtaining partial leakage of the codeword.
By using the approach outlined above, one can achieve security guarantees against both
tampering and leakage attacks. In recent years, researchers have been studying various
flavors of non-malleable codes; for example some work has focused on constructions
against different classes of tampering functions, some has focused on different addi-
tional features (e.g., continual attacks, rates of the scheme), and some focused on other
applications [3,7,15-17,27,30,32].
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In this paper, we focus on another important feature inspired from the field of coding
theory—Ilocality. More concretely, we consider a coding scheme that is locally decodable
and updatable. As introduced by Katz and Trevisan [44], local decodability means that
in order to retrieve a portion of the underlying message, one does not need to read
through the whole codeword. Instead, one can just read a few locations at the codeword.
Similarly, local updatability means that in order to update some part of the underlying
messages, one only needs to update some parts of the codeword. Locally decodable
codes have many important applications in private information retrieval [18] and secure
multi-party computation [40], and have deep connections with complexity theory; see
[57]. Achieving local decodability and updatability simultaneously makes the task more
challenging. Recently, Chandran et al. [13] constructed a locally decodable and updatable
code in the setting of error-correcting codes. They also show an application to dynamic
proofs of retrievability. Motivated by the above results, we further ask the following
intriguing question:

Canwe build a coding scheme enjoying all three properties, i.e., non-malleability,
leakage resilience, and locality? If so, what are its implications in cryptog-
raphy?

Our Results In light of the above questions, our contribution is threefold:

— (Notions) We propose new notions that combine the concepts of non-malleability,
leakage resilience, and locality in codes. First, we formalize a new notion of locally
decodable and updatable non-malleable codes (against one-time attacks). Then,
we extend this new notion to capture leakage resilience under continual attacks.

— (Constructions) We present two simple constructions achieving our new notions.
The first construction is highly efficient—in order to decode (update) one block of
the encoded messages, only two blocks of the codeword must be read (written)—
but is only secure against one-time attacks. The second construction achieves se-
curity against continual attacks, while requiring log(n) number of reads (writes)
to perform one decode (update) operation, where n is the number of blocks of the
underlying message.

— (Application) We present an important application of our new notion—achieving
tamper and leakage resilience in the random access machine (RAM) model. We first
define a new model that captures tampering and leakage attacks in the RAM model,
and then give a generic compiler that uses our new notion as a main ingredient.
The compiled machine will be resilient to leakage and tampering on the random
access memory. This is analogous to the usage of traditional non-malleable codes
to secure implementations in the circuit model.

1.1. Techniques

In this section, we present a technical overview of our results.

Locally Decodable Non-malleable Codes Our first goal is to consider a combination
of concepts of non-malleability and local decodability. Recall that a coding scheme is
non-malleable with respect to a tampering function f if the decoding of the tampered
codeword remains the same or becomes some unrelated message. To capture this idea,
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the definition in the work [29] requires that there exists a simulator (with respect to such
f) who outputs same* if the decoding of the tampered codeword remains the same as
the original one, or he outputs a decoded message, which is unrelated to the original
one. In the setting of local decodability, we consider encodings of blocks of messages
M = (my,ma, ..., my,), and we are able to retrieve m; by running DPECTNCM) (7 where
the decoding algorithm gets oracle access to the codeword.

The combination faces a subtlety that we cannot directly use the previous definition:
suppose a tampering function f only modifies one block of the codeword, then it is likely
that DEC remains unchanged for most places. (Recall a DEC will only read a few blocks of
the codeword, so it may not detect the modification.) In this case, the (overall) decoding of
() (ie., DEC (1), ..., DEC/(©) (1)) can be highly related to the original message,
which intuitively means it is highly malleable.

To handle this issue, we consider a more fine-grained experiment. Informally, we
require that for any tampering function f (within some class), there exists a simulator
that computes a vector of decoded messages m*, a set of indices Z C [n]. Here Z denotes
the coordinates of the underlying messages that have been tampered with. If Z = [n],
then the simulator thinks that the decoded messages are m*, which should be unrelated
to the original messages. On the other hand, if Z C [n], the simulator thinks that all
the messages not in Z remain unchanged, while those in Z become _L. This intuitively
means the tampering function can do only one of the following cases:

1. It destroys a block (or blocks) of the underlying messages while keeping the other
blocks unchanged, or

2. If it modifies a block of the underlying messages to some unrelated string, then it
must have modified all blocks of the underlying messages to encodings of unrelated
messages.

Our construction of locally decodable non-malleable code is simple—we use the idea
similar to the key encapsulation mechanism/data encapsulation mechanism (KEM/DEM)
framework. Let NMC be a regular non-malleable code, and £ be a secure (symmetric key)
authenticated encryption. Then to encode blocks of messages M = (my, ..., m,), we
first sample a secret key sk of £, and output (NMC.enc(sk), £.Encryptg, (my, 1), ...,
&.Encryptgy (m,, n)). The intuition is clear: if the tampering function does not change
the first block, then by security of the authenticated encryption, any modification of the
rest will become L. (Note that here we include a tag of positions to prevent permutation
attacks.) On the other hand, if the tampering function modified the first block, it must
be decoded to an unrelated secret key sk’. Then by semantic security of the encryption
scheme, the decoded values of the rest must be unrelated. The code can be updated
locally: in order to update m; to some m;, one just need to retrieve the 1%t and (i + D%
blocks. Then he just computes a fresh encoding of NMC.ENc(sk) and the ciphertext
£.Encryptg (m?), and writes back to the same positions.

Extensions to Leakage Resilience against Continual Attacks We further consider
a notion that captures leakage attacks in the continual model. First we observe that
suppose the underlying non-malleable code is also leakage resilient [50], the above
construction also achieves one-time leakage resilience. Using the same argument of Liu
and Lysyanskaya [50], if we can refresh the whole encoding, we can show that the



Locally Decodable and Updatable Non-malleable Codes

construction is secure against continual attacks. However, in our setting, refreshing the
whole codeword is not counted as a solution since this is in the opposite of the spirit of
our main theme—/ocality. The main challenge is how to refresh (update) the codeword
locally while maintaining tamper and leakage resilience.

To capture the local refreshing and continual attacks, we consider a new model where
there is an updater I/ who reads the whole underlying messages and decides how to
update the codeword (using the local update algorithm). The updater is going to interact
with the codeword in a continual manner, while the adversary can launch tampering and
leakage attacks between two updates. To define security we require that the adversary
cannot learn anything of the underlying messages via tampering and leakage attacks
from the interaction.

We note that if there is no update procedure at all, then no coding scheme can be
secure against continual leakage attacks if the adversary can learn the whole codeword
bit by bit. In our model, the updater and the adversary take turns interacting with the
codeword—the adversary tampers with and/or gets leakage of the codeword, and then
the updater locally updates the codeword, and the process repeats. See Sect. 2 for the
formal model.

Then we consider how to achieve this notion. First we observe that the construction
above is not secure under continual attacks: suppose by leakage the adversary can get a
full ciphertext £.Encryptgy (m;, i) at some point, and then the updater updates the under-
lying message to m. In the next round, the adversary can apply a rewind attack that mod-
ifies the codeword back with the old ciphertext. Under such attack, the underlying mes-
sages have been modified to some related messages. Thus the construction is not secure.

One way to handle this type of rewind attacks is to tie all the blocks of ciphertexts
together with a “time stamp” that prevents the adversary from replacing the codeword
with old ciphertexts obtained from leakage. A straightforward way is to hash all the
blocks of encryptions using a collision-resistant hash function and also encode this
value into the non-malleable code, i.e., C = (NMC.Enc(sk, v), £.Encrypt(l, my),
..., E.Encrypt(n, m,)), where v = h(€.Encrypt(1, my), ..., £.Encrypt(n, m,)). In-
tuitively, suppose the adversary replaces a block £.Encrypt(i, m;) by some old cipher-
texts, then it would be caught by the hash value v unless he tampered with the non-
malleable code as well. But if he tampers with the non-malleable code, the decoding
will be unrelated to sk, and thus the rest of ciphertexts become “un-decryptable.” This
approach prevents the rewind attacks, yet it does not preserve the local properties, i.e., to
decode a block, one needs to check the consistency of the hash value v, which needs to
read all the blocks of encryptions. To prevent the rewind attacks while maintaining local
decodability/updatability, we use the Merkle tree technique, which allows local checks
of consistency.

The final encoding outputs (NMC.ENnc(sk, v), £.Encrypt(1,my), ..., E.Encrypt
(n,my), T), where T is the Merkle tree of (£.Encrypt(1,my),...,E.Encrypt
(n, my)), and v is its root. (It can also be viewed as a hash value.) To decode a po-
sition 7, the algorithm reads the 1%, and the (i + 1) blocks together with a path in the
tree. If the path is inconsistent with the root, then output L. To update, one only needs to
re-encode the first block with a new root, and update the (i + 1)% block and the tree. We
note that Merkle tree allows local updates: if there is only one single change at a leaf,
then one can compute the new root given only a path passing through the leaf and the
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root. So the update of the codeword can be done locally by reading the 1%, the (i + 1)
blocks and the path. We provide a detailed description and analysis in Sect. 3.3.

Concrete Instantiations In our construction above, we rely on an underlying non-
malleable code NMC against some class of tampering functions F and leakage resilient
against some class of leakage functions G. The resulting encoding scheme is a locally
decodable and updatable coding scheme which is continual non-malleable against some
class F of tampering functions and leakage resilient against some class G of leakage
functions, where the class F is determined by 7 and the class G is determined by G.
In order to understand the relationship between these classes, it is helpful to recall the
structure of the output of the final encoding scheme. The final encoding scheme will

output 2n + 1 blocks xi, ..., x2,4+1 such that the first block x; is enc%led using the
underlying non-malleable code NMC. As a first attempt, we can define F to consist of
tampering functions f(xq, ..., x,+1) = (fi(x1), fa(x2, ..., x2n+1)), where f| € F

and f> is any polynomial-sized circuit. However, it turns out that we are resilient against
an even larger class of tampering functions! This is because the tampering function fi
can actually depend on all the values x3, ..., x2,4+1 of blocks 2, ..., (2n+1). Similarly,
for the class of leakage functions, as a first attempt, we can define G to consist of
leakage functions g(x1, ..., x2,41) = (g1(x1), g2(x2, ..., xX2,+1)), Where g; € G and
g> is any polynomial-sized circuit. However, again we can achieve even more because
the tampering function g; can actually depend on all the values x3, ..., x,4+1. For a
formal definition of the classes of tampering and leakage functions that we handle, see
Theorem 3.10.

Finally, we give a concrete example of what the resulting classes look like using the
NMC construction of Liu and Lysyanskaya [50] as the building block. Recall that their
construction achieves both tamper and leakage resilience for split-state functions. Thus,
the overall tampering function f restricted in the first block (i.e., fi) can be any (poly-
sized) split-state function. On the other hand f restricted in the rest (i.e., f>) can be any
poly-sized function. The overall leakage function g restricted in the first block (i.e., g1)
can be a (poly-sized) length-bounded split-state function; g, on the other hand, can leak
all the other parts. See Sect. 3.4 for more details.

Application to Tamper and Leakage-Resilient RAM Model of Computation Whereas
regular non-malleable codes yield secure implementations against memory tampering in
the circuit model, our new tool yields secure implementations against memory tampering
(and leakage) in the RAM model.

In our RAM model, the data and program to be executed are stored in the random
access memory. Through a CPU with a small number of (non-persistent) registers,’
execution proceeds in clock cycles: in each clock-cycle memory addresses are read
and stored in registers, a computation is performed, and the contents of the registers are
written back to memory. In our attack model, we assume that the CPU circuitry (including
the non-persistent registers) is secure—the computation itself is not subject to physical

I These non-persistent registers are viewed as part of the circuitry that stores some transient states, while
the CPU is computing at each cycle. The number of these registers is small, and the CPU needs to erase the
data in order to reuse them, so they cannot be used to store a secret key that is needed for a long term of
computation.
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attacks. On the other hand, the random access memory and the memory addresses are
prone to leakage and tampering attacks. We remark that if the CPU has secure persistent
registers that store a secret key, then the problem becomes straightforward: security can
be achieved using encryption and authentication together with oblivious RAM [36]. We
emphasize that in our model, persistent states of the CPU are stored in the memory,
which are prone to leakage and tampering attacks. As our model allows the adversary
to learn the access patterns the CPU made to the memory, together with the leakage
and tampering power on the memory, the adversary can somewhat learn the messages
transmitted over the bus or tamper with them (depending on the attack classes allowed
on the memory). For simplicity of presentation, we do not define attacks on the bus, but
just remark that these attacks can be implicitly captured by learning the access patterns
and attacking the memory.?

In our formal modeling, we consider a next instruction function I1, a database D
(stored in the random access memory), and an internal state (using the non-persistent
registers). The CPU will interact (i.e., read/write) with the memory based on IT, while
the adversary can launch tamper and leakage attacks during the interaction.

Our compiler is very simple, given the ORAM technique and our new codes as building
blocks. Informally speaking, given any next instruction function IT and database D, we
first use ORAM technique to transform them into a next instruction function I and a
database D. Next, we use our local non- malleable code (ENC, DEC, UPDATE) to encode D
into D; the compiled next instruction function I does the following: run I to compute
the next “virtual” read/write instruction, and then run the local decoding or update
algorithms to perform the physical memory access.

Intuitively, the inner ORAM protects leakage of the address patterns, and the outer
local non-malleable codes prevent an attacker from modifying the contents of memory to
some different but related value. Since at each cycle the CPU can only read and write at
a small number of locations of the memory, using regular non-malleable codes does not
work. Our new notion of locally decodable and updatable non-malleable codes exactly
solves these issues!

1.2. Related Work

Different flavors of non-malleable codes were studied [2,3,7,8,15-17,27,29,30,32,50].
We can use these constructions to secure implementations against memory attacks in
the circuit model and also as our building block for the locally decodable/updatable
non-malleable codes. See also Sect. 3.4 for further exposition.

Securing circuits or CPUs against physical attacks is an important task, but out of
the scope of this paper. Some partial results can be found in previous work [20,21,23—
26,28,33,34,37,38,41-43,46,49,51,52,54-56].

In an independent and concurrent work, Faust et al. [31] also considered securing RAM
computation against tampering and leakage attacks. We note that both their model and
techniques differ considerably from ours. In the following, we highlight some of these
differences. The main focus of [31] is constructing RAM compilers for keyed functions,

2There are some technical subtleties to simulate all leakage/tampering attacks on the values passing the
bus using memory attacks (and addresses). We defer the rigorous treatment to future work.
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denoted Gk, to allow secure RAM emulation of these functions in the presence of leakage
and tampering. In contrast, our work focuses on constructing compilers that transform
any dynamic RAM machine into a RAM machine secure against leakage and tampering.
Due to this different perspective, our compiler explicitly utilizes an underlying ORAM
compiler, while they assume that the memory access pattern of input function G is
independent of the secret state K (e.g., think of G as the circuit representation of the
function). In addition to the split-state tampering and leakage attacks considered by both
papers, [31] do not assume that memory can be overwritten or erased, but require the
storage of a tamper-proof program counter. With regard to techniques, they use a stronger
version of non-malleable codes in the split-state setting (called continual non-malleable
codes [30]) for their construction. Finally, in their construction, each memory location is
encoded using an expensive non-malleable encoding scheme, while in our construction,
non-malleable codes are used only for a small portion of the memory, while highly
efficient symmetric key authenticated encryption is used for the remainder.

1.3. Subsequent Work

Subsequent to the publication of our work, a significant progress has been made on con-
structions of improved (split-state) non-malleable codes (cf. [1,4,5]) and these construc-
tions can then be plugged into our construction which generically constructs locally de-
codable and updatable non-malleable codes from an underlying (regular) non-malleable
codes.

Finally, Chandran et al. [14] presented constructions of information-theoretic locally
decodable and updatable non-malleable codes, which do not require computational as-
sumptions. Their constructions, however, do not extend to the continual leakage setting
and so should be compared with our one-time construction (see Sect. 3.2). In this set-
ting, their constructions require non-constant locality, whereas our constructions achieve
constant locality.

2. Locally Decodable and Updatable Non-malleable Codes

In this section, we first review the concepts of non-malleable (leakage resilient) codes.
Then we present our new notion that combines non-malleability, leakage resilience, and
locality.

2.1. Preliminary

Definition 2.1. (Coding Scheme) Let X, 3 be sets of strings, and «, £ € N be some
parameters. A coding scheme consists of two algorithms (ENC, DEC) with the following
syntax:

— The encoding algorithm (perhaps randomized) takes input a block of message in
% and outputs a codeword in X. .

— The decoding algorithm takes input a codeword in X and outputs a block of message
in X.
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We require that for any message m € X, Pr[DEC(ENc(m)) = m] = 1, where the
probability is taken over the choice of the encoding algorithm. In binary settings, we
often set ¥ = {0, 1}* and ¥ = {0, 1}~.

Definition 2.2. (Non-malleability [29]) Let k be the security parameter, and F be
some family of functions. For each function f € F, and m € X, define the tampering
experiment:

Tam erf def | ¢ <= ENC(m), ¢ := f(c), m := DEC(C).
P - Output : m. ’

where the randomness of the experiment comes from the encoding algorithm. We say a
coding scheme (ENC, DEC) is non-malleable with respect to F if for each f € F, there
exists a PPT simulator S such that for any message m € X, we have

Tamper,’;1 ~ Ideals ,,

def m U {same*} <« S/,
" | Output : m if that is same*; otherwise 7.

Here the indistinguishability can be either computational or statistical.

We can extend the notion of non-malleability to leakage resilience (simultaneously)
as the work of Liu and Lysyanskaya [50].

Definition 2.3. (Non-malleability and Leakage Resilience [50]) Let k be the security
parameter, F, G be some families of functions. For each function f € F, g € G, and
m € ¥, define the tamper-leak experiment:

TamperLeak,® def {c < ENc(m), ¢ := f(c), M := DEC(F). }

Output : (m, g(c)).

where the randomness of the experiment comes from the encoding algorithm. We say
a coding scheme (ENC, DEC) is non-malleable and leakage resilience with respect to F
and G if for any f € F, g € G, there exists a PPT simulator S such that for any message
m € X, we have

TamperLeakf &~ Ideals ,,

def (m U {same*}, £) < S/ 0-80),
“ | Output : (m, £) if that is same*; otherwise (111, £).

Here the indistinguishability can be either computational or statistical.

2.2. New Definitions: Codes with Local Properties

In this section, we consider coding schemes with extra local properties—decodability
and updatability. Intuitively, this gives a way to encode blocks of messages, such that
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in order to decode (retrieve) a single block of the messages, one only needs to read a
small number of blocks of the codeword; similarly, in order to update a single block of
the messages, one only needs to update a few blocks of the codeword.

Definition 2.4. (Locally Decodable and Updatable Code) Let X, 3. be sets of strings,
and n, 11, p, ¢ be some parameters. An (n, i1, p, q) locally decodable and updatable cod-
ing scheme consists of three algorithms (ENC, DEC, UPDATE) with the following syntax:

— The encoding algorithm ENC (perhaps randomized) takes input an n-block (in X)
message and outputs an n-block (in ) codeword.

— The (local) decoding algorithm DEC takes input an index in [n], reads at most p
blocks of the codeword, and outputs a block of message in X. The overall decoding
algorithm simply outputs (DEC(1), DEC(2), ..., DEC(n)).

— The (local) updating algorithm UPDATE (perhaps randomized) takes inputs an index
in [n] and a string in ¥ U {€} and reads/writes at most g blocks of the codeword.
Here the string € denotes the procedure of refreshing without changing anything.

Let C € X" be a codeword. For convenience, we denote DECC, UPDATEC as the

processes of reading/writing individual block of the codeword, i.e., the codeword oracle
returns or modifies individual block upon a query. Here we view C as a random access
memory where the algorithms can read/write to the memory C at individual different
locations.

Remark 2.5. Throughout this paper, we only consider non-adaptive decoding and up-
dating, which means the algorithms DEC and UPDATE compute all their queries at the
same time before seeing the answers, and the computation only depends on the input
i (the location). In contrast, an adaptive algorithm can compute a query based on the
answer from previous queries. After learning the answer to such query, then it can make
another query. We leave it as an interesting open question to construct more efficient
schemes using adaptive queries.

Then we define the requirements of the coding scheme.

Definition 2.6. (Correctness) An (n, i, p, q) locally decodable and updatable coding
scheme (with respect to X, %) satisfies the following properties. For any message M =
(my,my,...,my) € X" 1letC = (c1,c2,...,c;) < ENC(M) be a codeword output by
the encoding algorithm. Then we have:

— for any index i € [n], Pr[pECC (1) = m;] = 1, where the probability is over the
randomness of the encoding algorithm.

— for any update procedure with input (j, m’) € [n] x X U {e}, let C’ be the resulting
codeword by running UPDATEC (j, m’). Then we have Pr[pECC ( J) =m] =1,
where the probability is over the encoding and update procedures. Moreover, the
decodings of the other positions remain unchanged.

Remark 2.7. The correctness definition can be directly extended to handle any sequence
of updates.



Locally Decodable and Updatable Non-malleable Codes

Next, we define several flavors of security about non-malleability and leakage re-
silience.
One-time Non-malleability First we consider one-time non-malleability of locally de-
codable codes, i.e., the adversary only tampers with the codeword once. This extends
the idea of the non-malleable codes (as in Definition 2.2). As discussed in introduction,
we present the following definition to capture the idea that the tampering function can
only do either of the following cases:

— It destroys a block (or blocks) of the underlying messages while keeping the other
blocks unchanged, or

— If it modifies a block of the underlying messages to some unrelated string, then it
must have modified all blocks of the underlying messages to encodings of unrelated
messages.

Definition 2.8. (Non-malleability of Locally Decodable Codes) An (n, 1, p, q)-locally
decodable coding scheme with respect to X, 3 is non-malleable against the tampering
function class F if for all f € F, there exists some simulator S such that for any M =
(my,...,my,) € ", the experiment Tamper{,, is (computationally) indistinguishable

to the following ideal experiment Ideals ,;:

— (Z,m*) < S(1%), where Z C [n], m’ € =". (Intuitively Z means the coordinates
of the underlying message that have been tampered with.)

— If T = [n], define m = m™; otherwise set m|z = L,m|; = M|z, where X|1
denotes the coordinates X[v] where v € Z, and the bar denotes the complement of
a set.

— The experiment outputs 7.

Remark 2.9. Here we make two remarks about the definition:

1. In the one-time security definition, we do not consider the update procedure. In
the next paragraph when we define continual attacks, we will handle the update
procedure explicitly.

2. One-time leakage resilience of locally decodable codes can be defined in the same
way as Definition 2.3.

Security Against Continual Attacks In the following, we extend the security to handle
continual attacks. Here we consider a third party called updater, who can read the
underlying messages and decide how to update the codeword. Our model allows the
adversary to learn the location that the updater updated the messages, so we also allow
the simulator to learn this information. This is without loss of generality if the leakage
class G allows it, i.e., the adversary can query some g € G to figure out what location
was modified. On the other hand, the updater does not tell the adversary what content
was encoded of the updated messages, so the simulator needs to simulate the view
without such information. We can think of the updater as an honest user interacting with
the codeword (read/write). The security intuitively means that even if the adversary can
launch tampering and leakage attacks when the updater is interacting with the codeword,
the adversary cannot learn anything about the underlying encoded messages (or the
updated messages during the interaction).
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Our continual experiment consists of rounds: in each round the adversary can tamper
with the codeword and get partial information. At the end of each round, the updater
will run UPDATE, and the codeword will be somewhat updated and refreshed. We note
that if there is no refreshing procedure, then no coding scheme can be secure against
continual leakage attack even for one-bit leakage at a time,> so this property is necessary.
Our concept of “continuity” is different from that of Faust et al. [30], who considered
continual attacks on the same original codeword. (The tampering functions can be chosen
adaptively.) Our model does not allow this type of “resetting attacks.” Once a codeword
has been modified to f(C), the next tampering function will be applied on f(C).

We remark that the one-time security can be easily extended to the continual case
(using a standard hybrid argument) if the update procedure re-encodes the whole un-
derlying messages (c.f. see the results in the work [50]). However, in the setting above,
we emphasize on the local property, so this approach does not work. How to do a lo-
cal update while maintaining tamper and leakage resilience makes the continual case
challenging!

Definition 2.10. (Continual Tampering and Leakage Experiment) Let k be the se-
curity parameter, 7, G be some families of functions. Let (ENC, DEC, UPDATE) be an
(n, n, p, q)-locally decodable and updatable coding scheme with respect to X, . Let
U be an updater that takes input a message M € X" and outputs an index i € [n]
and m € X. Then for any blocks of messages M = (my, m>, ..., m,) € £", and any
(non-uniform) adversary A, any updater U/, define the following continual experiment
CTamperLeak 4 ;4 y:

— The challenger first computes an initial encoding ") « ENC(M).
— Then the following procedure repeats, at each round j, let CY) be the current
codeword and M) be the underlying message:

e A sends either a tampering function f € F and/or a leakage function g € G to
the challenger. '

e The challenger replaces the codeword with f(C) or sends back a leakage
) = g(C(j)).

o We define i) & (Dch(C(j))(l), . Dch(C(j))(n)>.

Then the updater computes (i D, m) « U(mD) for the challenger.
Then the challenger runs uppaTES (€7) (i, m) and sends the index i /) to A.
A may terminate the procedure at any point.

— Let 7 be the total number of rounds above. At the end, the experiment outputs
(Z(l), @O m W a® W i(’)) .

Definition 2.11. (Non-malleability and Leakage Resilience against Continual Attacks)
An (n, n, p, g)-locally decodable and updatable coding scheme with respect to ¥, ¥ is
continual non-malleable against F and leakage resilient against G if for all PPT (non-

31f there is no refreshing procedure, then the adversary can eventually learn the whole codeword bit by bit
by leakage. Thus he can learn the underlying message.
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uniform) adversaries .4, and PPT updaters I/, there exists some PPT (non-uniform) sim-
ulator § such that for any M = (my, ..., my) € X", CTamperLeak 4 ;, ), is (compu-
tationally) indistinguishable to the following ideal experiment Ideals ;4 j/:

— The experiment proceeds in rounds. Let M) = M be the initial message.
— Ateach round j, the experiment runs the following procedure:

e At the beginning of each round, S outputs (E(j), W, J)(j)), where Z) C [n].
e Define

0 W if 7U) = [n]
T Pz = LomWP |z = MY |5, otherwise,

where X|7 denotes the coordinates X[v] where v € Z, and the bar denotes the
complement of a set.

e The updater runs (i ), m) < Um) and sends the index i ) to the simulator.
Then the experiment updates MU*D as follows: set MU+D := M) for all
coordinates except i /), and set MUV (D] .= m.

— Let ¢ be the total number of rounds above. At the end, the experiment outputs

(e<‘>, €@, 0 RD RO W i<’>) :

2.3. Strong Non-malleability

Here we first recall the strong non-malleability notion originally defined by Dziembowski
et al. [29]. Then we define strong non-malleability against one-time and continual at-
tacks, respectively. We remark that our constructions in Sect. 3 can achieve the stronger
notion of non-malleability if the underlying non-malleable code is the stronger one (see
Remark 3.15).

Definition 2.12. (Strong Non-malleability [29]) Let k be the security parameter, F be
some family of functions. For each function f € F, and m € X, define the tampering
experiment

[ def ¢ < ENC(m), ¢ := f(c), m := DEC(C)
StrongNM;, = { Output : same* if ¢ = ¢, and m otherwise.

The randomness of this experiment comes from the randomness of the encoding
algorithm. We say that a coding scheme (ENC, DEC) is strong non-malleable with respect
to the function family F if for any m, m’ € ¥ and for each f € F, we have:

{StrongNM‘,f,}keN R {StrongNM;Z,}keN
where & can refer to statistical or computational indistinguishability.

One-time security Strong Non-malleability against one-time physical attacks is defined
as follows.
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Definition 2.13. (Strong Non-malleability of Locally Decodable Codes) Let k be the
security parameter, F be some family of functions. For each function f € F, and
M = (my,my,...,m,) € £", define the tampering experiment

StrongNMj:I

C < ENc(M), € = £(C), ; = pEcC (i) for i € [n].
If 37 such that m; # L & C and C are not identical for all queries by DEC(i),

def - - ~
= then output: (my, ma, ..., my).
Else, set m: = same™ if C and C are identical for all queries of DEC(i);
otherwise m; = L. Then output: (m}, m}, ..., m).

The randomness of this experiment comes from the randomness of the encoding and
decoding algorithms.

We say that a locally decodable coding scheme (ENC, DEC, UPDATE) is strong non-
malleable against the function class F if for any M, M’ € " and for any f € F, we
have:

{StrongNMI{,I}keN ~ {StrongNM{l,}kEN
where & can refer to statistical or computational indistinguishability.

Continual security Strong Non-malleability against continual physical attacks is defined
as follows.

Definition 2.14. (Strong Continual Tampering and Leakage Experiment) Let k be the
security parameter, F, G be some families of functions. Let (ENC, DEC, UPDATE) be an
(n, n, p, q)-locally decodable and updatable coding scheme with respect to X, . Let
U be an updater that takes input a message M and outputs an index i € [n] and m € X.
Then for any blocks of messages M = (m1, ma, ..., m,) € X", and any (non-uniform)
adversary A, any updater U, define the following experiment StrongTL 4 ;4 5

e The challenger first computes an initial encoding C(1) « ENC(M).
e Then the following procedure repeats, at each round j, let C () be the current
codeword and M) be the underlying message:

— A sends either a tampering function f € F and/or a leakage function g € G
to the challenger. .
— The challenger replaces the codeword with f(C/)) or sends back a leakage
) = g(C(j)).
— Then we define m/) for the following two conditions:
o If there exists i such that pEc/ € (i) £ L and CV) and f(CY) are
not identical for all queries from DEC(i), then set m) = (pEc/ (€) (1),
f(c(j))
...,DEC (n)). ' '
e Else, fori € [n], letm| = same* if f(C”) and C) are identical for all
queries of DEC(i), otherwise m| = L. Then setm') = (m), m), ..., m)).
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— Then the updater sends (i), m) <= U(MP) to the challenger, and the chal-
lenger runs UPDATE/ €D, m) and sends the index i V) to A.
— A may terminate the procedure at any point.

e Let ¢ be the total number of rounds above. At the end, the experiment outputs
(Z(l), @O a O a® W i(’)) .

Definition 2.15. (Strong Non-malleability and Leakage Resilience against Continual
Attacks) An (n, n, p, q)-locally decodable and updatable coding scheme with respect to
T, s strong continual non-malleable against F and leakage resilient against G if for
all pPT (non-uniform) adversaries A, any PPT updater I/, any messages M, M’ € X",
the experiments StrongTL 4 ;, ), and StrongTL 4 7, ,» are (computationally) indistin-
guishable. '

3. Our Constructions

In this section, we present two constructions. As a warm-up, we first present a construc-
tion that is one-time secure to demonstrate the idea of achieving non-malleability, local
decodability, and updatability simultaneously. Then in the next section, we show how
to make the construction secure against continual attacks.

3.1. Preliminary: Symmetric Encryption

A symmetric encryption scheme consists of three PpT algorithms (Gen, Encrypt, Decrypt)
such that:

— The key generation algorithm Gen takes as input a security parameter 1* returns a
key sk.

— The encryption algorithm Encrypt takes as input a key sk, and a message m. It
returns a ciphertext ¢ <— Encryptg, (m).

— The decryption algorithm Decrypt takes as input a secret key Sk, and a ciphertext
c. It returns a message m or a distinguished symbol L. We write this as m =
Decryptgy (c)

We require that for any m in the message space, it should hold that
Pr(sk < Gen(1¥); Decryptg (Encrypty(m)) = m] = 1.
We next define semantical security and then the authenticity. In the following, we
define a left-or-right encryption oracle LRg 5 (-, -) with b € {0, 1} and |mq| = |m] as

follows:

LRgk 5 (mo, m1) o Encryptgy (mp).
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Definition 3.1. (Semantical Security) A symmetric encryption scheme £ = (Gen,
Encrypt, Decrypt) is semantically secure if for any non-uniform ppT adversary A, it

holds that |2 - AdvE™ (A) — 1] = negl(k) where
Adv2™ (A) = Pr [sk « Gen(1%); b « {0, 1} : AXRskb G (15 = b].

Definition 3.2. (Authenticity [9,10,45]) A symmetric encryption scheme
& = (Gen, Encrypt, Decrypt) has the property of authenticity if for any non-uniform
PPT adversary .4, it holds that Advfgthh (A) = negl(k) where

AdvE™(A) = Pr[sk < Gen(1¥), ¢* « AEMCYPIO) : ¥ ¢ Q A Decryptg(c*) ¢.L]

where Q is the query history .4 made to the encryption oracle.

3.2. A First Attempt: One-Time Security

Construction Let £ = (Gen, Encrypt, Decrypt) be a symmetric encryption scheme,
NMC = (ENc, DEC) be a coding scheme. Then we consider the following coding scheme:

— ENC(M): on input M = (m1, ma, ..., my), the algorithm first generates the en-
cryption key sk < £.Gen(1%). Then it computes ¢ < NMC.ENnc(sK), e; <
E.Encryptg(m;, i) for i € [n]. The algorithm finally outputs a codeword C =
(c,er1,ea,...,en).

— pECC (i): on input i € [n], the algorithm reads the first block and the (i + 1)-st
block of the codeword to retrieve (c, ;). Then it runs sk := NMC.pEc(c). If the
decoding algorithm outputs L, then it outputs L and terminates. Else, it computes
(m;,i*) = E.Decrypty (e;).Ifi* # i, or the decryption fails, the algorithm outputs
L. If all the above verifications pass, the algorithm outputs m; .

— UPDATE(Z, m): oninputs anindex i € [n],ablock of messagem’ € X, the algorithm
runs DECC (i) to retrieve (c, ¢;) and (sk, m;, i). If the decoding algorithm returns
L, the algorithm writes L to the first block and the (i 4+ 1)-st block. Otherwise,
it computes a fresh encoding ¢’ < NMC.ENc(sK), and a fresh ciphertext ¢ <«
E.Encryptg (m’, i). Then it writes back the first block and the (i 4 1)-st block with
(c, e).

To analyze the coding scheme, we make the following assumptions of the parameters in
the underlying scheme for convenience:

1. The size of the encryption key is k (security parameter), i.e., |Sk| = k.

2. Let X be a set, and the encryption scheme supports messages of length | X | +logn.
The ciphertexts are in the space o}

3. The length of INMC.ENc(sk)| is less than | S|

Then clearly, the above coding scheme is an (n, n + 1, 2, 2)-locally updatable and
decodable code with respect to X, 3. The correctness of the scheme is obvious by
inspection. The rate (ratio of the length of messages to that of codewords) of the coding
scheme is 1 — o(1).
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Theorem 3.3. Assume £ is a symmetric authenticated encryption scheme, and NMC is
a non-malleable code against the tampering function class F. Then the coding scheme
presented above is one-time non-malleable against the tampering class

£t 5 St gnd | f] < poly(k), such that :
wf | f=Cfi,f), i: 2" =5, - 5,
Y(x2, ..., xp41) € X", f1(,x2, ..., Xnt1) € F
fOr,x2, 00 ) = (i, x2, o0 X)), 202, -0, Xpg1)

7

We have presented the intuition in introduction. Before giving the detailed proof, we
make the following remark.

Remark 3.4. The function class F may look complex, yet the intuition is simple. The
tampering function restricted in the first block (the underlying non-malleable code) falls
into the class F—this is captured by f; € F; on the other hand, we just require the
function restricted in the rest of the blocks to be polynomial-sized—this is captured by
| 2| < 1f] < poly(k).

For our construction, it is inherent that the function f; cannot depend on x arbitrarily.
Suppose this is not the case, then f> can first decode the non-malleable code, encrypt the
decoded value, and write the ciphertext into x», which breaks non-malleability. However,
if the underlying coding scheme is non-malleable and also leakage resilient to G, then
we can allow f> to get additional information g(x;) for any g € G. Moreover, the above
construction is one-time leakage resilient.

We present the above simpler version for clarity of exposition and give this remark that
our construction actually achieves security against a broader class of tampering attacks.

Proof of Theorem 3.3.  To show the theorem, for any function f € F, we need to
construct a PPT simulator S such that for any message blocks M = (my, ..., m,), we

have Tamper{,l ~ Ideals j; as Definition 2.8. We describe the simulator as follows;
here the PPT simulator S has oracle access to f = (fi, f2) € F.

— 87O first runs sk < £.Gen(1%) and computes n encryptions of 0, i.e., ¢; <«
E.Encryptg (0) fori € [n].

- Let f{() def fi(,e1, e, ..., ey), and let S’ be the underlying simulator of the
non-malleable code NMC with respect to the tampering function f|. Then S/

simulates S'/1¢) internally; here S uses the external oracle access to f to compute
the responses for the queries made by S’. At some point, S’ returns an output
m' € ¥ U {same*}.

— If m" = same™ U {sk}, then S computes (¢}, €5, ..., ¢e,) < faler, ez, ..., ep).
Let 7 be set of the indices where ¢’ is not equal to e, i.e., Z = {i : ¢, # e;}. Then
S outputs (Z, €), where € denotes the empty vector.

— Else (i.e., m' # same* Nm’ # sk ), S sets sk’ := m’, and computes
(€. e, ....ep) <« faler,er, ... e, andﬁsets m* = (£.Decryptge(e)),
..., E.Decryptg(e),)). Then S outputs ([n], m*).

To show Tamper{,l ~ Ideals )/, we consider the following hybrids.
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Hybrid Hy: This is exactly the experiment Ideals ;.

Hybrid H;: In this hybrid, we use a modified simulator, who is basically the same as
S, except in the first place the modified simulator generates ¢; < £.Encryptg (m;, i)
fori € [n].

Hybrid H;: In this hybrid, we use another modified simulator, who is basically the
same as the previous simulator, except this modified simulator obtains m’ by running
the real tampering experiment f; (NMC.Enc(sK), e1, e2, ..., ;) and outputs same* if
the outcome is the original sk.

In the following claims, we are going to show that Ideals ,y = Hy ~ H| ~ H, ~

Tamper{,,. Then the theorem follows directly from these claims.

Claim 3.5. Suppose the encryption scheme & is semantically secure, then Hy ~ H;.

Proof.  Suppose an adversary can distinguish Hy from Hj, then we can build a reduction
to break semantic security of the encryption scheme as follows: the reduction gets input
ciphertexts ey, ..., e, thatare either from £.Encryptgy (m;, i) or £.Encryptg (0) fori €
[n]. Then the reduction simulates the rest of the experiments. (Note S and $* are identical
expect for the ciphertexts.) Clearly, if the input ciphertexts come from £.Encryptg (0),
then the reduction identically simulates the experiment Hp, and otherwise H;. Thus, if
the adversary can distinguish the two experiments, then the reduction can break semantic
security of the encryption. (]

Claim 3.6. Suppose NMC is a non-malleable code against F, then H| ~ H.
Proof. Since f{ € F, by the non-malleability of NMC, we have NMC.TamperQ( R
NMC .Ideals sx. We note that the experiments H, and Hj can be easily derived from

NMC.TamperQ( and NMC Ideals g, respectively, by setting m’ as the output of either
of the experiments (i.e., set m’ = NMC.Tampergf( or m" = NMC.Ideals ¢). By the

security of the coding scheme NMC, we know that N MC.Tamper;‘( and NMC .Ideal s g
are indistinguishable. Therefore, H; and H, are indistinguishable as well. O

Claim 3.7.  Suppose the encryption scheme & has the property of authenticity, then
Hy ~ Tamper){l.

Proof. We first notice that suppose f modifies Sk, then the two experiments execute
identically. The only way that they differ is when sk remains unmodified, but there f>
produces some “valid” e; which is not equal ¢;. In this case H> would produce L, but

Tamper{,l will produce a meaningful message for that slot. We denote this as the event
E. From the argument, we know that the statistical difference of the two experiments is
bounded by Pr[E] as conditioned on —F, and these two experiments are identical.
Next we show that Pr[E] = negl(k): suppose not, then we are going to build a re-
duction that breaks the authenticity property of the encryption scheme. The reduction
queries the encryption oracle to obtain ciphertexts ey, ..., e, and runs (e’l, s €)) <
fa(e1, ..., ey). Then it randomly outputs an element in the set {e} : e/j # ej}. The
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reduction succeeds as long as the event E happens, and it guesses a right modified ci-
phertext. This is with probability at least Pr[ E]/n, which is non-negligible. This reaches
a contradiction.

Thus, we conclude that these two experiments are indistinguishable assuming the
authenticity property of the encryption scheme. (]

The proof of the theorem follows directly from these claims. (]

3.3. Achieving Security Against Continual Attacks

As discussed in introduction, the above construction is not secure if continual tampering
and leakage is allowed—the adversary can use a rewind attack to modify the underlying
message to some old/related messages. We handle this challenge using a technique
of Merkle tree, which preserves local properties of the above scheme. We present the
construction in the following:

Definition 3.8. (Merkle tree) Let h : X x X — & be a hash function that maps
two blocks of messages to one.* A Merkle tree Treey, (M) takes input a message M =
(my, my, ..., my) € X" Then it applies the hash on each pair (my; 1, my;), and result-
ing in n/2 blocks. Then again, it partitions the blocks into pairs and applies the hash on
the pairs, which results in n/4 blocks. This is repeated logn times, resulting a binary
tree with hash values, until one block remains. We call this value the root of Merkle tree
denoted Root, (M), and the internal nodes (including the root) as Tree, (M). Here M
can be viewed as leaves.

Theorem 3.9. Assuming h is a collision-resistant hash function. Then for any message

M = (my,my,...,m,) € X", any polynomial time adversary A, Pr [(m;, pi) <~

A(M, h) : m}; # m;, p; is a consistent path with Rooty, (M)] < negl(k).

Moreover, given a path p; passing the leaf m;, and a new value m’, there is an algo-
rithm that computes Root;, (M) in time poly(log n, k), where M" = (my, ..., m;_1, m},
Mifl, ..., My).

Construction Let £ = (Gen, Encrypt, Decrypt) be a symmetric encryption scheme,
NMC = (ENc, DEC) be a non-malleable code, H is a family of collision resistance hash
functions. Then we consider the following coding scheme:

— ENC(M): on input M = (my, ma, ..., my,), the algorithm first generates encryp-
tion key sk < £.Gen(1¥) and h < H. Then it computes ¢; < E.Encryptgy (m;)
fori € [n], and T = Treey(e;,...,e,), R = Rootj(ey, ..., e,). Then it com-
putes ¢ < NMC.eEnc(sk, R, h). The algorithm finally outputs a codeword C =
(c,er,en,...,e,,T).

— pec®(i): oninput i € [n], the algorithm reads the first block, the (i + 1)-st block,
and a path p in the tree (from the root to the leaf i), and it retrieves (c, ¢;, p).
Then it runs (sk, R, #) = NMC.pec(c). If the decoding algorithm outputs L, or

4Here we assume |X| is greater than the security parameter.
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the path is not consistent with the root R, then it outputs L and terminates. Else, it
computes m; = £.Decryptgy (e;). If the decryption fails, output L. If all the above
verifications pass, the algorithm outputs m;.

— UPDATE(i, m’): on inputs an index i € [n], a block of message m’ € X, the algo-
rithm runs DECC (i) to retrieve (c, e;, p). Then the algorithm can derive (sk, R, h) =
NMC.pEc(c). If the decoding algorithm returns L, the update writes L to the
first block, which denotes failure. Otherwise, it computes a fresh ciphertext €] <«
E.Encryptg (m’), a new path p’ (that replaces e; by ¢;) and a new root R’, which
is consistent with the new leaf value ¢;. (Note that this can be done given only
the old path p as Theorem 3.9.) Finally, it computes a fresh encoding ¢’ <«
NMC.enc(sk, R, h). Then it writes back the first block, the (i + 1)-st block, and
the new path blocks with (¢/, e, p").

To analyze the coding scheme, we make the following assumptions of the parameters in
the underlying scheme for convenience:

1. The size of the encryption key is k (security parameter), i.e., |SK| = k, and the
length of the output of the hash function is k.

2. Let X be a set, and the encryption scheme supports messages of length |X|. The
ciphertexts are in the space ol

3. The length of INMC.ENC(sK, v)] is less than | 2|, where |v]| = k.

Clearly, the above coding scheme is an (n, 2n+1, O (logn), O (log n))-locally updat-
able and decodable code with respect to X, 3. The correctness of the scheme is obvious
by inspection. The rate (ratio of the length of messages to that of codewords) of the
coding scheme is 1/2 — o(1).

Theorem 3.10. Assume £ is a semantically secure symmetric encryption scheme, and
NMC is a non-malleable code against the tampering function class F, and leakage
resilient against the function class G. Then the coding scheme presented above is non-
malleable against continual attacks of the tampering class

£l 520+l gnd | | < poly(k), such that :
 def f=U1 1), fi: ff”“ =%, fr: 27 - B
V(x2, ..., x2041) € X", f1(-,x2,..., X2041) € F,
fler,x2, o0 xo01) = (fi(xr, X2, .o Xo041), f2(x2, .00, X2n41))

and is leakage resilient against the class

wer g: S+ Y and |g| < poly(k), such that :
G=1g=(g1.2) g1 : 37T 5V, g: 57 - 22,
Vo (x2, .., Xont1) € 2, 810, X2, ..., Xop41) € G

The intuition of this construction can be found in introduction. Before giving the
detailed proof, we make a remark.

Remark 3.11.  Actually our construction is secure against a broader class of tampering
functions. The f> part can depend on g’(x]) as long as the function g’(-) together with
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the leakage function g (-, x2, ..., x2,41) belongs to G. That is, the tampering function
f = (f1, f2, g") and the leakage function g = (g, g2) satisfy the constraint g’(-) o
g1(-,x2, ..., x0n4+1) € G. (Here we use o to denote concatenation.) For presentation
clarity, we choose to describe the simpler but slightly smaller class of functions.

Proof of Theorem 3.10. To prove the theorem, for any adversary A, we need to con-
struct a simulator S, such that for initial message M € £", any updater I, the experiment
of continual attacks TamperLeak 4 ;; 5, is indistinguishable from the ideal experiment
Ideals 7/ ps.

The simulator S first samples random coins for the updater 4, so its output just depends
on its input given the random coins. Then S works as follows:

— Initially S samples sk «<— £.Gen(1%), h < H, and then generates n encryptions
of 0,i.e.,eV) := (e, e, ..., e,) where e; < E.Encryptg (0) fori € [n]. Then S
computes TW .= Tree, (e1,...,e,). Here let R be the root of the tree. S keeps
global variables: sk, #, a flag flag = 0, and a string C = € (empty string).

— Ateachround j,let g € G, £ = (£, fz(] )) € F be some leakage/tampering
functions specified by the adversary. If the flag is 0, i.e., flag = 0, then S does the
following:

o First, Ssets (e1, €2, ..., ep) := e, T := T and R := RY). Then S defines
FOE P e en .. enT),andg'() E gW( er,en,... e, T). Let
S’ be the simulator of the underlying leakage-resilient non-malleable code NMC
with respect to the tampering and leakage functions f{(-) and g'(-).

e Then S computes (m',¢) <« STOEO  and sets £ = ¢,
and (¢}, €5, ...,¢,, T") = fz(J)(el, er,....,en, T).

o If m' = same*, S sets ) = {u : e, # ey}, i.e., the indices where ¢’ is not
equal to e, and set W) =€, the empty vector. S outputs {é(j), W, @(j)} for
this round.

Then upon receiving anindex i /) e [n] from the updater, then S checks whether
the path passing the leaf el’.( j, in the Merkle tree 7" is consistent with the root
R, and does the following:

— If the check fails, he sets flag := 1, C := (L,e],...,e,, T), and then
exits the loop of this round.

— Otherwise, he sets e+ .= (¢}, €, ..., ey,) forallindices except i) He
creates a fresh ciphertext e <— £.Encryptg, (0) and sets U] = ¢
(simulating the update). He updates the path passing through the i /)-th
leaf in 7’ and the root R, and set TU+D := 7/, RU+D := R (the updated
ones).

e Else if m’ # same*, then S sets U = [7], and sets the flag to be 1, i.e.,
flag := 1. He parses m’ = (sk’, #’, R’), and uses the key sk’ to compute /) =
(£.Decryptge (€)), . .., E.Decryptge (e})). Then he outputs {¢), T(U) ()}
for this round.

Then S computes (i‘),m) <« UwY) on his own. Let C’
= (NMC.enc(sk', ', R'), ¢}, ..., €}, T) be acodeword, and S runs UPDATEC
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(i/), m). Let C* be the resulting codeword, and S updates the global variable
C:=C*
— Else if flag = 1, S simulates the real experiment faithfully:

e Soutputs () = g()(C), and computes C' = £ (C).

e Set W [v] := pEC) (), ie., running the real decoding algorithm. Then &
outputs {K(j), 7 = [n], ﬂ)'(j)} for this round.

e Then S computes (i ), m) < U(@Y) on his own and runs upDATEC (i), m).
Let C* be the resulting codeword after the update, and S updates the variable
C:=C*

To show CTamperLeak 4 ;4 ,, ~ Ideals i/ y/, we consider several intermediate hy-
brids.

Hybrid Hy: This is exactly the experiment Ideals 7/ .
Hybrid H;: This experiment is the same as Hy except the simulator does not generate
sk of the encryption scheme. Whenever he needs to produce a ciphertext (only in the
case when flag = 0), the hybrid provides oracle access to the encryption algorithm
&.Encryptgy (-), where the experiment samples sk privately.

It is not hard to see that the experiment Hy is identical to Hj. Then we define another
hybrid:
Hybrid H,: This experiment is the same as H; except; the encryption oracle does not
give £.Encryptg, (0) to the simulator; instead, it gives encryptions of the real messages
(in the first place, and in the update when flag = 0), as in the real experiment.

Then we can establish the following claim.

Claim 3.12. Suppose the encryption scheme is semantically secure, then Hy is com-
putationally indistinguishable from H,.

Proof.  The proof is basically identical to the proof of Claim 3.5. Since the only differ-
ence between Hj and H; is the encryption oracle’s outputs (either £.Encryptg (0) or
E.Encryptgy (m) upon an input query m), if there is an adversary who can distinguish
the two hybrids, then we can build a simple reduction that breaks the encryption scheme
by a standard security proof argument. (|

Next we consider the following hybrid.

Hybrid Hj: This experiment is the same as Hj except, the simulator does not use the
underlying &’ of the non-malleable code to produce (m’, £') (in the case when flag = 0).
Let R be the current root of the Merkle tree, & be the hash function, Sk be the secret
key of the encryption oracle. In this experiment, the simulator generates an encoding of
NMC.enc(sk, &, R) and then applies the tampering and leakage function faithfully as the
real experiment TamperLeakf’g . If the outcome is still (sk, i, R), then the simulator
treats this as same*. Otherwise, it uses the decoded value to proceed. Then the rest
follows exactly as H.
Then we can establish the following claim:
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Claim 3.13. Suppose the underlying coding scheme NMC is non-malleable and leak-
age resilience against F and G, then Hj is computationally indistinguishable from Hs.

Proof. 'We can show this by considering the following sub-hybrids: H ;: in the first
Jj rounds, the simulator generates (m’, £’) according to the experiment TamperLeak
and in the rest S’. By the property of the coding scheme, we can show each adjacent
sub-hybrid is computationally indistinguishable. Note that the simulator refreshes the
encoding of (sk, &, R) at each round, so we can apply the hybrid argument. From the
description, we have Hy = Hj o and H, ; = H3, where ¢ is the total number of rounds.

More formally, suppose H> ; and H> ;1 are distinguishable for some j € [t — 1],

then we construct a reduction that distinguishes the experiment TamperLeak,{; ¢ from
Ideals ,, for some functions f € F, g € G and some message m. This is a contradiction
to the security property of the underlying coding scheme. The message m can be set
to (sk, i, R), and f, g be the functions in the j-th round output by the adversary. The
reduction first simulates the experiment up to the j-th round. At this moment, H, ; and
H» j41 are identical. Then the reduction receives an input (m’, £') from either of the
two experiments. The reduction uses these values for the round j 4+ 1. Note that it is
sufficient for the reduction to finish the round j + 1 by knowing (m’, ¢). Finally the
reduction continues simulating the rest of the experiment. It is clear that if (m’, £") is from
TamperLeak,{{g , then the reduction simulates H> ;1, yet otherwise Ha ;. Thus, if the
two adjacent hybrids are distinguishable, the reduction can break the leakage-resilient
non-malleable code of the underlying scheme. The completes the proof of the claim. [J

Finally we want to show the following claim:

Claim 3.14. Suppose the hash function comes from a collision-resilient hash family,
then Hj is computationally indistinguishable from CTamperLeak 4 14 1.

Proof. We observe that the only difference between H3 and CTamperLeak 4 ;
is the generation of m/) ~at each round (when the flag is 0). In the experiment
CTamperLeak 4/ m) is generated by honestly decoding the codeword at each

position, i.e., (DECf(C(j))(l), el DECf(C(j))(n)). In H3, m") is generated by first com-
puting (m’, e}, ...,e,, T") = £(CY)). In the case where m’ # samg*, the two
experiments are identical. In the case where m’ = same*, Hj sets mWDw] = L

if ¢/ # e,. The only situation that these two hybrids deviate is when e, # e,, but
there is another consistent path in 77 with the root R. For this situation, DEC(v) # L
in CTamperLeak, but H; will set m[v] := L. However, we claim this event can
happen with a negligible probability, or otherwise we can break the security of the
Merkle tree (Theorem 3.9) by simulating the hybrid H3. This completes the proof of the
claim. (]

Putting everything together, we show that CTamperLeak 4 ;, ), ~ Ideals ;7 . U

Remark 3.15. Our one-time and continual constructions in Sects. 3.2 and 3.3, respec-
tively, achieve the notion of strong non-malleability if the underlying non-malleable
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code is itself a strong non-malleable code. In the continual construction (see Sect. 3.3),
in order to prove strong non-malleability we must show that the adversary’s view is indis-

tinguishable when it receives codeword C = (c, eq, €2, ..., e,, T),whereey, ..., e, are
encryptions of my, ..., m, and when it receives codeword C" = (c, ¢}, €}, ..., ¢e,,T),
where e}, ..., e, are encryptions of m/, ..., m,. This can be shown using a sequence

of hybrids, similar to the one used in Sect. 3.3. The main difference is that in the first
hybrid, we explicitly set ¢ <~ NMC.Enc(0, 0, 0) (i.e., generate a non-malleable code-
word encoding message (0, 0, 0) as opposed to (SK, R, &) in the real construction) and
use strong non-malleability of the underlying code to argue indistinguishability. The
remaining hybrids follow similarly to those of Sect. 3.3.

3.4. Instantiations

In this section, we describe several constructions of non-malleable codes against differ-
ent classes of tampering/leakage functions. To our knowledge, we can use the explicit
constructions (of the non-malleable codes) in the works [1,3-5,7,17,29,30,32,50].

First we overview different classes of tampering/leakage function allowed for these
results: the constructions of Dziembowski et al. [29] work for bit-wise tampering func-
tions and split-state functions in the random oracle model. The construction of Choi
et al. [17] works for small block tampering functions. The construction of Liu and
Lysyanskaya [50] achieves both tamper and leakage resilience against split-state func-
tions in the common reference string (CRS) model. The construction of Dziembowski et
al. [27] achieves information-theoretic security against split-state tampering functions,
but their scheme can only support encoding for bits, so it cannot be used in our construc-
tion. The subsequent construction by Aggarwal et al. [3] achieves information-theoretic
security against split-state tampering without CRS. Recently, Aggarwal et al. [4] pre-
sented information-theoretic non-malleable codes that achieve both tamper and leakage
resilience against split-state functions and do not require a common reference string.
Subsequently, Aggarwal et al. [1] achieved optimal leakage rate, but only in the compu-
tational setting, and Aggarwal et al. [5] further strengthened these results by extending
to the continual setting. The construction by Faust et al. [32] is non-malleable against
small-sized tampering functions. Another construction by Faust et al. [30] achieves both
tamper and leakage resilience in the split-state model with CRS. The construction of
Aggarwal et al. [7] is non-malleable against permutation functions.

We also remark that there are other non-explicit constructions: Cheraghchi and Gu-
ruswami [16] showed the relation non-malleable codes and non-malleable two-source
extractors (but constructing a non-malleable two-source extractor is still open), and
in another work Cheraghchi and Guruswami [15] showed the existence of high rate
non-malleable codes in the split-state model but did not give an explicit (efficient) con-
struction.

Finally, we give a concrete example of what the resulting class looks like using the con-
struction of Liu and Lysyanskaya [50] as the building block—recall that their construc-
tion achieves both tamper and leakage resilience for split-state functions (essentially the
same class of leakage/tampering would be achieved by plugging in any of the split-state
constructions). Our construction has the form (NMC.Enc(sk, &, T), Encrypt(m,), ...,
Encrypt(m,,), T). So the overall leakage function g restricted in the first block (i.e., g1)
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can be a (poly-sized) length-bounded split-state function; g, on the other hand, can leak
all the other parts. For the tampering, the overall tampering function f restricted in the
first block (i.e., f1) can be any (poly-sized) split-state function. On the other hand f
restricted in the rest (i.e., f2) can be just any poly-sized function. We also remark that
f> can depend on a split-state leakage on the first part, say g1, as we discussed in the
previous remark above.

4. Tamper and Leakage-Resilient RAM

In this section, we first introduce the notations of the random access machine (RAM)
model of computation in the presence of tampering and leakage attacks in Sect. 4.1.
Then we define the security of tamper and leakage-resilient RAM model of computation
in Sect. 4.2, recall the building block oblivious RAM (ORAM) in Sect. 4.3, and then
give a construction in Sect. 4.4 and the security analysis in Sect. 4.5.

4.1. Random Access Machines

We consider RAM programs to be interactive stateful systems (I1, state, D), where I1
denotes a next instruction function, state the current state stored in registers, and D
the content of memory. Upon state and an input value d, the next instruction function
outputs the next instruction / and an updated state state’. The initial state of the RAM
machine, state, is set to (start, x). For simplicity we often denote RAM program as
(IT, D). We consider four ways of interacting with the system:

— Execute(x): A user can provide the system with Execute(x) queries, for x €
{0, 1}*, where u is the input length. Upon receiving such query, the system computes
(v, t, D") < (I1, D)(x), updates the state of the system to D := D’ and outputs
(y, 1), where y denotes the output of the computation and ¢ denotes the time (or
number of executed instructions). By Execute;(x) we denote the first coordinate
of the output of Execute(x).

— doNext(x): A user can provide the system with doNext(x) queries, for x € {0, 1}*.
Upon receiving such query, if state = (start, x), set state := (start, x), and
d = 0"; here p = |state| and r = |d|. The system does the following until
termination:

1. Compute (I, state’) = I(state, d). Set state := state’.

2. If I = (wait), then set state := 0°, d := 0" and terminate.

3. If I = (stop, z), then set state := (start, %), d := 0" and terminate with
output z.

4. If I = (write, v, d"), then set D[v] :=d’.

5. If I = (read, v, 1), then set d := DJ[v].

Let I, ..., I; be the instructions executed by doNext(x). All memory ad-
dresses of executed instructions are returned to the user. Specifically, for in-
structions /; of the form (read, v, L) or (write, v, d’), v is returned.
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— Tamper(f): We also consider tampering attacks against the system, modeled by
Tamper( f) commands, for functions f. Upon receiving such command, the system
sets D := f(D).

— Leak(g): We finally consider leakage attacks against the system, modeled by
Leak(g) commands, for functions g. Upon receiving such command, the value
of g(D) is returned to the user.

Remark 4.1. A doNext(x) instruction groups together instructions performed by the
CPU in a single clock cycle. Intuitively, a (wait) instruction indicates that a clock cycle
has ended and the CPU waits for the adversary to increment the clock. In contrast, a
(stop, z) instruction indicates that the entire execution has concluded with output z. In
this case, the internal state is set back to the start state.

We require that each doNext(x) operation performs exactly £ = £(k) = poly(k)
instructions 11, ..., I, where the final instruction is of the form I, = (stop, -) or I, =
(wait). For fixed £1 = £1(k), £» = £>(k) such that £ + £, = ¢ — 1, we have that the
first £1 instructions are of the form I, = (read, -, L) and the next £, instructions are of
the form I, = (write, v, d"). We assume that ¢, £1, £, are implementation-specific and
public. The limitations on space are meant to model the fact that the CPU has a limited
number of registers and that no persistent state is kept by the CPU between clock cycles.

Remark 4.2.  'We note that Execute(x) instructions are used by the ideal world
adversary—who learns only the input-output behavior of the RAM machine and the run
time—as well as by the real-world adversary. The real-world adversary may also use the
more fine-grained doNext(x) instruction. We note that given access to the doNext(x)
instruction, the behavior of the Execute(x) instruction may be simulated.

4.1.1. Dealing with Leakage and Tampering on Instructions 1

We note that our model does not explicitly allow for leakage and tampering on instruc-
tions /. E.g., when an instruction I = (write, v, d) is executed, we do not directly allow
tampering with the values v, d’ or leakage on d’. (Note that v is entirely leaked to the
adversary.) Nevertheless, as discussed in introduction, since we allow full leakage on the
addresses, the adversary can in some instances use the tampering and leakage attacks
on the memory to simulate attacks on the instructions. We elaborate in the following:

Leakage on an instruction / Since (write, v) or (read, v) is entirely leaked to the
adversary, we need only deal with leakage on d’. In this case, an adversary leaking
on d’ can be simulated in our model by an adversary who leaks the contents of
memory location v in the following round.

Tampering with 4’ in an instruction / of the form / = (read, v, d’) In this case,
adversarial tampering will have no effect.

Tampering with ¢’ in an instruction / of the form / = (write, v, d’) In this case,
adversarial tampering with d’ can be simulated in our model by an adversary who
tampers with the contents of memory location v in the following round.

Tampering with v in an instruction / of the form / = (read, v, d’) Such tampering
is not straightforwardly captured by our model. We can change our model so that
each round has two stages: in the first stage, the adversary is given all instructions
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Iy, ..., I; and then the adversary may pre-emptively leak and tamper before the
instructions are completed. Security of our construction still holds in this slightly
modified setting. To simulate tampering on v, an adversary can now leak the
contents of memory location v, apply a tampering function which will copy the
contents of the tampered location ¥ to location v, allow the system to read the
memory location, and then write back the old contents of memory to v in the next
round.

Tampering with d’ in an instruction 7 of the form 7 = (write, v, d’) Such tampering
is not straightforwardly captured by our model. We can change our model so that
each round has two stages: in the first stage, the adversary is given all instructions
Iy, ..., I; and then the adversary may pre-emptively leak and tamper before the
instructions are completed. Security of our construction still holds in this slightly
modified setting. To simulate tampering on v, an adversary can now leak the
contents of memory location v, apply a tampering function which will place d’
in the tampered location v, allow the system to write to memory location v, and
then write back the old contents of memory to v in the next round.

Tampering with read or write in an instruction / Our model does not handle this type
of tampering.

4.2. Tamper and Leakage-Resilient (TLR) RAM

A tamper and leakage-resilient (TLR) RAM compiler consists of two algorithms
(CompMem CompNext), which transform a RAM program (IT, D) into another pro-
gram (l'[ D) as follows: on input database D, CompMem initializes the memory and
internal state of the compiled machine and generates the transformed database D; on
input next instruction function I, CompNext generates the next instruction function of
the compiled machine.

Definition 4.3. A TLR compiler (CompMem, CompNext) is tamper and leakage
simulatable w.r.t. function families F, G, if for every RAM next instruction function IT,
and for any PPT (non-uniform) adversary A there exists a PPT (non-uniform) simulator
S such that for any initial database D € {0, 1}P°V®) we have

TamperExec(A, F, G, (CompNext(IT), CompMem(D))) ~ IdealExec(S, (I, D))

where TamperExec and IdealExec are defined as follows:

— TamperExec(A, F, G, (CompNext(IT), CompMem(D))): The adversary A in-
teracts with the system (CompNext(IT), CompMem(D)) for arbitrarily many
rounds of interactions where in each round:

1. The adversary can “tamper” by executing a Tamper(f) command against the
system, for some f € F.

2. The adversary can “leak” by executing a Leak (g) command against the system,
and receiving g(D) in return.

3. The adversary requests a doNext(x) command to be executed by the system.
Let Iy, ..., I; be the instructions executed by doNext(x). If I, is of the form



D. Dachman-Soled et al.

(stop, z), then output z is returned to the adversary. Moreover, all memory ad-
dresses corresponding to instructions /1, . . ., Iy arereturned to the adversary.

The output of the game consists of the output of the adversary .4 at the end of the
interaction, along with (1) all input—output pairs (x1, y1), (x2, y2), ..., (2) all re-
sponses to leakage queries £1, 7, . . ., (3) all outputs of doNext(x;), doNext(x;), . . ..

— IdealExec(S, (I1, D)): The simulator interacts with the system (I1, D) for arbitrar-
ily many rounds of interaction where, in each round, it runs an Execute(x) query
for some x € {0, 1}* and receives output (y, ¢). The output of the game consists
of the output of the simulator S at the end of the interaction, along with all of the
execute-query inputs and outputs.

For simplicity of exposition, we assume henceforth that the next instruction function
IT to be compiled is the universal RAM next instruction function. In other words, we
assume that the program to be executed is stored in the initial database D.

4.3. Preliminary: Oblivious RAM (ORAM)

An ORAM compiler ORAM consists of two algorithms (0CompMem, oCompNext),
which transform a RAM program (I1, D) into another program (T1, D) as follows: on
input database D, CompMem initializes the memory and internal state of the compiled
machine and generates the transformed database D; on input next instruction function
I1, CompNext generates the next instruction function of the compiled machine, .
Correctness We require the following correctness property: for every choice of security
parameter k, every initial database D, and every sequence of inputs x1, ..., x,, where
p = p(k) is polynomial in k, we have that with probability 1 — negl(k) over the coins
of oCompMem,

(Execute; (x), ..., Execute; (x))) = (E;é\c_u/te](x]), e E;;cﬁel(xp)> ,

where Execute;(x) denotes the first coordinate of the output of Execute(x) w.r.t.

(IT, D) and Execute| (x) denotes the first coordinate of the output of Execute(x) w.r.t.
(oCompNext(IT), ocCompMem(D)).

Security Let ORAM = (0CompMem, oCompNext) be an ORAM complier and con-
sider the following experiment:
Experiment Expt%*™" (k, b):

1. The adversary A selects two initial databases Dy, D.

2. Set initial contents of memory of the RAM machine to D= oCompMem(Dy).
Set the initial state of the RAM machine to state := (start, x).

3. The adversary A and the challenger participate in the following procedure for an
arbitrary number of rounds:

e Forx € {0, 1}*, A submits a doNext(x) query. ~
o Execute the doNext(x) query w.r.t. (0CompNext(IT), D) and update the state
of the system. Let I, . . ., I, be the instructions executed by the RAM machine.
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For each j e [£], if I; is of the form (-, v}, -), for some v}, output v; to A.
Otherwise, output v; = L. Letv = vy, ..., vy be the output obtained by Ain
the current round.

4. Finally, the adversary outputs a guess b’ € {0, 1}. The experiment evaluates to 1
iff b’ = b.

Definition 4.4. An ORAM construction ORAM = (oCompMem, oCompNext) is
access-pattern hiding if for every PpT adversary A, the following probability, taken over
the randomness of the experiment and b € {0, 1}, is negligible:

. 1
Pr[Expt®"" (k,b) = 1] — ik

4.4. TLR-RAM Construction

Here we first give a high-level description of our construction. More detailed construction
and a theorem statement follow. The security proof will be given in the next section.

High-level Description of Construction Let D be the initial database, and let ORAM =
(oCompMem, oCompNext) be an ORAM compiler. Let NMCode = (ENC, DEC,
UPDATE) be a locally decodable and updatable code. We present the following con-
struction TLR-RAM = (CompMem, CompNext) of a tamper and leakage-resilient
RAM compiler. In order to make our presentation more intuitive, instead of specifying
the next message function CompNext(I1), we specify the pseudocode for the doNext(x)
instruction of the compiled machine. We note that CompNext(IT) is implicitly defined
by this description.

TLR-RAM takes as input an initial database D and a next instruction function I'T and
does the following:

— CompMem: On input security parameter k and initial database D, CompMem
does:

e Compute D « oCompMem(D), and output D < enc(D).
o Initialize the ORAM state statepram := (start, x) and doram := 0", where
r = |dorawml-
— doNext(x): On input x, do the following until termination:

1. If doram = L then abort.

2. Compute (1, statebRAM) <« oCompNext(IT)(statepram, doram). Set
stateopram = state/ORAM.

3. If I = (wait) then set stategram := 0” and doram := 0" and terminate. Here
p = |stateoram| and r = |doram|-

4. If I = (stop, z) then set statepram := (start, %), d := 0" and terminate with

output z. R
. If I = (write, v, d’) then run uPDATE? (v, d').
6. If I = (read, v, L) then set doram := DEC? (v).

91
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Detailed Description of Construction Let ORAM = (0CompMem, oCompNext) be
an ORAM compiler and let NMCode = (ENC, DEC, UPDATE) be a locally decodable
and updatable code. We view DEC and UPDATE as RAM machines and denote by [T,
IMyppare the corresponding next message functions. We present the following tamper
and leakage-resilient RAM compiler TLR-RAM = (CompMem, CompNext). Here,
the parameters r = r(k), u = u(k), p = p(k) are polynomials in the security parameter
k that are implementation-dependent. The complier TLR-RAM takes as input an initial
database D and a next instruction function IT and does the following:

CompMem: On input security parameter k& and initial database D, CompMem
does the following:

e Run oCompMem to compute D < oCompMem(D),
and to iI}i\tialize stateopam := (start, x), and dopam :=0".
e Output D <— ENC(D).

o Initialize state def statepgram||statecoge||mode = (start, )||(start, x)|| L
def
and d = dode||ldoram := 070"

CompNext: On input next instruction function IT, let T = oCompNext(IT) be
the next instruction function of the ORAM compiled machine. CompNext(IT)
is the next instruction function of the TLR-RAM compiled machine. It takes as
input (state, d) and does the following:

e Parse state = statepram||statecoge||mode. Here mode € {Up, DEC, L}

e If doram = L then abort. _

o If statecoge = (start, x): Compute (Ioram. Stateggay) := I(stateoram,
doram)-

1. If Iorawm is of the form Ioram = (wait) then set 7 := (wait).
Set state := stategg | IStatecode ||mode.
Output (1, state).
2. If Iorawm is of the form (stop, z) then set I := (stop, z).
Set state := stateqgay|IStatecode|[mode.
Output (7, state).

3. If Iorawm is of the form (write, v, d’) then set stateqqqe := (start, v, d’).
Set I := (read, 0, 1) where (read, 0, L) denotes a dummy read.
Set state := stateopam||state] | |UP.

Output (7, state).

4. If Iorawm is of the form (read, v, L) then set statecqqe := (start, v).
Set I := (read, 0, 1) where (read, 0, L) denotes a dummy read.
Set state := stateprawm||state; 4, [|DEC.

Output (7, state).

o Otherwise if statecoge # (Start, x):
If mode = UP, compute (Icode, Statel o) := Muppare (Statecode. deode)-
If mode == DEC, COmpute (Icode, Stateéode) = HDEC (Statecode, dcode).

1. If Iooge is of the form (stop, z) then set I := (read, 0, L), where (read,
0, L) denotes a dummy read.
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Set doram := z, set state’
statecode| | L.
Output (7, state).

2. If Igoge is of the form (read, v, L), set I := Icoge.
Set state := stateqgay|IState g |[DEC.
Output (/, state).

3. If Ioge is of the form (write, 0 ,d), set I := = Icode-
Set state := statey,|IState |UP.
Output (7, state).
Upon execution of I, deoge Will be set to D[#].

Cy— R /
code ‘= (Start, x), set state := stateqgayl|

code
code|

We are now ready to present the main theorem of this section:

Theorem 4.5. Assume ORAM = (0CompMem, oCompNext) is an ORAM compiler
which is access-pattern hiding and assume NMCode = (ENC, DEC, UPDATE) is a locally
decodable and updatable code which is continual non-malleable against F and leakage
resilient against G. Then TLR-RAM = (CompMem, CompNext) presented above is
tamper and leakage simulatable w.r.t. function families F, G.

4.5. Security Analysis

In this section we prove Theorem 4.5. We begin by defining the simulator S. Let S¢oge
be the simulator guaranteed by the security of NMCode = (ENC, DEC, UPDATE).

For simplicity of exposition, we assume that for every x, given the runtime ¢ of
Execute(x) with respect to (IT, D), the runtime of Execute(x) with respect to
(oCompNext(IT), oCompMem(D)) is equal to p(t), p(-) is a fixed polynomial known
to the simulator. This is indeed the case for the instantiation of our compiler with known
underlying building blocks.

Simulator S

Setup: On input security parameter k, S does the following:

e Choose a dummy database Dy, compute D « oCompMem(Dy). Initialize
stateporam = (start, ), doram = 0.

o Instantiate the adversary A and the NMCode simulator S¢ode-

e Initialize output variable out = _L and counter ¢ = 0.

Adversarial query (g, f, doNext(x)): If stateoram = (start, %), set statepram
= (start, x), submit query Execute(x) to oracle, and receive (z, t). Set out = z
and c = 1.

Forward (g, f) to Sgode. Upon receiving Seoge’s output, (£, Z, w), forward £ to A.

Case: 7 # [n]. Execute a doNext(x) instruction w.r.t. (0CompNext(IT), 5)
Let Iy, . . . Iybe the sequence of instructions executed by doNext(x). Recall that
the first £, 1nstruct10ns are reads, the next 62 instructions are writes, 7, 1 +E2+1 =
¢ and that Z Zl 62 are public.

Letv = vy, ..., vy, be the vector of read/write locations corresponding to
I,... I -

For 1 <i < ¢4, do the following:
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e If doram = L then abort.
e Output S to A, where S, be the ordered set of memory access
locations correspondlng to DEC(vl) Ifv; € Z, setdogam = L.

For 61 +1<i< 61 + 62, S does the following:

o If doram = L then abort.

e Output S;""*™* to A, where S,"*'* be the ordered set of memory ac-
cess locations corresponding to UPDATE(v,) Play the part of the updater
interacting with Sgoge and submit index v to Sgode-

Setc :=c—1—0- (Zl + Zz), where o is the number of instructions in a
DEC, UPDATE. If ¢ = 0, output out to A and set statepgam = (start, ).
Case: Z = [n]. Do the following until termination:

1. If doram = L then abort.
2. Compute (7, statebRAM) <« oCompNext(IT) (stateoram, doram)- Set
stateoram := stateggay-

. If I = (wait) then set statepram := 07, doram := 0" and terminate.

4. If I = (stop, z) then set statepram = (start, *), d := 0", output z to A
and terminate.

5. If I = (read, v, L) then set dogam = Wy Output SPEC to A.

6. If I = (write, v, d’) then do the following: output S;**™ to A. Play the
part of the updater interacting with Sgoge and submit index v to Sgode-

[O8]

Lemma 4.6. Assume ORAM = (oCompMem, oCompNext) and NMCode =
(ENC, DEC, UPDATE) are as in Theorem 4.5. Let T1 be the universal RAM next instruction
function. For any PPT adversary A, and any initial database D € {0, 1}P°Y®) ype have

TamperExec(A, F, G, (CompNext(IT), CompMem(D))) ~ IdealExec(S, (I, D))

To prove Lemma 4.6 we consider the sequence of hybrids Hy, Hy, H; 5, H», defined
below. We denote by out]j4 Hy the output distribution of the adversary .A on input security
parameter k in Hybrid H;, fori € {0, 1, 1.5, 2}.

Hybrid Hy: This is the simulated experiment IdealExec(S, (IT, D)).

Hybrid H;: This hybrid is the same as Hybrid Hy except for the following change is
made to the simulator’s algorithm: in the setup stage, the real database D is used to
compute D < oCompMem(D) (instead of D « oCompMem(Dy)).

Claim 4.7.

C
fouty . Jeen ~ fout’y , Jren.

This follows from the security of the ORAM scheme ORAM = (oCompMem,
oCompNext). Details follow.

Proof. The only difference between the two Hybrids is that in Hybrid Hy when doNext(x)
is executed, the vector v = vy, ..., vy_; is computed using the result of a doNext(x)
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instruction w.r.t. (0CompNext(IT), 5), where D <« oCompMem(Dy) (and Dy is the
dummy database). On the other hand, in Hybrid Hy, the vector v = vy, .. ., vy, is com-
puted using the result of a doNext(x) instruction w.r.t. (0CompNext(IT), l~)), where
D < oCompMem(D) (and D is the real initial database). Thus, a distinguisher for Hy-
brids Hp and H; immediately yields a distinguisher breaking the access-pattern hiding
property of ORAM = (oCompMem, oCompNext). O

Hybrid H; 5: We consider the following modification of the Hybrid H; experiment:
Upon a doNext(x) query submitted by the adversary A. If Z # [n], execute the

following code: (otherwise, the experiment remains unchanged):

Do the following until termination:

1. If doram = L then abort.

2. Compute (I, stateggpy) < oCompNext(IT)(stateoram. doram). Set
stateoram := stateggam-

. If I = (wait) then set statepram := 07, doram := 0" and terminate.

4. If I = (stop, z) then set statepram := (start, %), d := 0" and terminate with
output z. N

5. If I = (read, v, 1) thenif v ¢ Z, setdoram = D[v]. Otherwise, set doram = L.
Let SP*C be the ordered set of memory access locations corresponding to DEC(v).
Output SP5¢ to A.

6. If I = (write, v, d") then do the following: S plays the part of the updater inter-
acting with Sgoge and submits index v to Sgoge- Let SJTPA™ be the ordered set of
memory access locations corresponding to UPDATE(v). Output S"P*™F to A.

Claim 4.8.

(O8]

foutly y, Jken = fouty ,; hren.

Proof. Intuitively, the difference between Hybrid H; and Hj s is that in H; in each
doNext query, the memory locations ¥ = vy, ..., vy_, are pre-computed, whereas in
H\ 5, the memory locations vy, ..., vy_; are computed on the fly. In particular, in Hj,
the addresses v are computed assuming that Sach instruction of the form (read, v;, 1)
sets doram to the correct value doram = D[v;]. On the other hand, in H; 5, doram
may not be set to 5[vi]. However, since we are in the case where Z # [n], the only way
this can happen is if v; € Z, in which case dogawm is set to L. But now, if v; € Z, then
doram is setto L in both Hy and H 5 when the corresponding instruction (read, v;, 1)
is simulated. Moreover, once dorawm is set to L then the execution immediately aborts
in both H; and H| 5. Thus, the view of the adversary is identical in H; and H 5. U

Hybrid H, : This is the real experiment TamperExec(A, F, G, (CompNext(IT),
CompMem(D))).
Claim 4.9.

c
fouty ; Jeen & {out’y , Jren.

This follows from the security of the locally decodable and updatable code NMCode =
(ENC, DEC, UPDATE). Details follow.
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Proof. We claim that Hybrid H; 5 can be perfectly simulated given the output of
Ideals 7/ 5y, while Hybrid H, can be perfectly simulated given the output of
TamperLeak 4 ;, ),, where A" = A and S = S and U is the following updater:

The Updater /:
e U keeps persistent state statepram which is initialized to (start, x) and doram

which is initialized to 0".

e On input D, U does the following:
e If dogpam = L, then U aborts.
e Otherwise, U computes (7, statebRAM) := 0oCompNext(IT) (statepram, doram)

and sets stateopam := stateggay-

e If I is of the form (read, v, L), then U/ sets dopam = D[v] and outputs L.
e If 7 is of the form (write, v, d), then U outputs (v, d).
e Otherwise, U outputs L.

Thus, indistinguishability of hybrids Hj s and H» reduces to indistinguishability of
Ideals ;4 » and TamperLeak 4 ;4 »,. This concludes the proof of Claim 4.9. U
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Abstract. The literature on leakage-resilient cryptography contains various leakage
models that provide different levels of security. In the bounded leakage model (Akavia et
al.—TCC2009), itis assumed that there is a fixed upper bound L on the number of bits the
attacker may leak on the secret key in the entire lifetime of the scheme. Alternatively,
in the continual leakage model (Brakerski et al.—FOCS 2010, Dodis et al.—FOCS
2010), the lifetime of a cryptographic scheme is divided into “time periods” between
which the scheme’s secret key is updated. Furthermore, in its attack the adversary is
allowed to obtain some bounded amount of leakage on the current secret key during each
time period. In the continual leakage model, a challenging problem has been to provide
security against leakage on key updates, that is, leakage that is a function of not only
the current secret key but also the randomness used to update it. We propose a modular
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approach to overcome this problem based on program obfuscation. Namely, we present
a compiler that transforms any public key encryption or signature scheme that achieves a
slight strengthening of continual leakage resilience, which we call consecutive continual
leakage resilience, to one that is continual leakage resilient with leakage on key updates,
assuming indistinguishability obfuscation (Barak et al—CRYPTO 2001, Garg et al.—
FOCS 2013). Under stronger forms of obfuscation, the leakage rate tolerated by our
compiled scheme is essentially as good as that of the starting scheme. Our compiler
is derived by making a connection between the problems of leakage on key updates
and so-called sender-deniable encryption (Canetti et al—CRYPTO 1997), which was
recently constructed based on indistinguishability obfuscation by Sahai and Waters
(STOC 2014). In the bounded leakage model, we give an approach to constructing
leakage-resilient public key encryption from program obfuscation based on the public
key encryption scheme of Sahai and Waters (STOC 2014). In particular, we achieve
leakage-resilient public key encryption tolerating L bits of leakage for any L from
iO and one-way functions. We build on this to achieve leakage-resilient public key
encryption with optimal leakage rate of 1 — o(1) based on stronger forms of obfuscation
and collision-resistant hash functions. Such a leakage rate is not known to be achievable
in a generic way based on public key encryption alone. We then develop additional
techniques to construct public key encryption that is (consecutive) continual leakage
resilient under appropriate assumptions, which we believe is of independent interest.

Keywords. Indistinguishability obfuscation, Leakage resilience, Public key encryp-
tion, Digital signatures.

1. Introduction

1.1. Background and Motivation

In recent years, researchers have uncovered a variety of ways to capture crypto-
graphic keys through side-channel attacks: physical measurements, such as execution
time, power consumption, and even sound waves generated by the processor. This has
prompted cryptographers to build models for these attacks and to construct leakage-
resilient schemes that remain secure in the face of such attacks. Of course, if the adver-
sary can leak the entire secret key, security becomes impossible, and so the “bounded”
leakage model was introduced (cf. [2,11,39,46]). Here, it is assumed that there is a fixed
upper bound, L on the number of bits the attacker may leak, regardless of the param-
eters of the scheme, or, alternatively, it is assumed that the attacker is allowed to leak
L = ) - |sk] total number of bits, where the amount of leakage increases as the size of
the secret key increases. Various works constructed public key encryption and signature
schemes with optimal leakage rate of A = 1 — o(1), from specific assumptions (cf.
[11,46]). Hazay et al. [35] even constructed a leakage-resilient public key encryption
scheme in this model assuming only the existence of standard public key encryption,
although the leakage rate achieved by their scheme was not optimal.!

!n the construction of Hazay et al. [35], the secret key of the constructed scheme consists of n secret keys
of the underlying public key encryption scheme, where each underlying secret key is randomly selected from
a set of size m and m is polynomial in security parameter. The total amount of leakage that can be tolerated
is approximately n log(m) bits. Thus, the leakage rate is nloglm) o @(@), where s denotes the length of

n-s
the secret key of the underlying scheme.
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Surprisingly, it is possible to do better; a strengthening of the model—the “continual”
leakage model>—allows the adversary to request unbounded leakage. This model was
introduced by Brakerski et al. [12]—who constructed continual leakage-resilient (CLR)
public key encryption and signature schemes—and Dodis et al. [21]—who constructed
CLR signature schemes. Intuitively, the CLR model divides the lifetime of the attack,
which may be unbounded, into time periods and: (1) allows the adversary to obtain the
output of a “bounded” leakage function in each time period and (2) allows the secret key
(but not the public key!) to be updated between time periods. So, while the adversary’s
leakage in each round is bounded, the total leakage is unbounded.

Note that the algorithm used by any CLR scheme to update the current secret key to
the next one must be randomized, since otherwise the adversary can obtain some future
secret key, bit by bit, via its leakage in each time period. While the CLR schemes of
[12,21] were able to tolerate a 1 — o(1) leakage rate, handling leakage during the update
procedure itself —that is, produced as a function of the randomness used by the update
algorithm as well as the current secret key—proved to be much more challenging. The
first substantial progress on this problem of “leakage on key updates” was made by
Lewko et al. [43], with their techniques being considerably refined and generalized by
Dodis et al. [24]. In particular, they give encryption and signature schemes that are CLR
with leakage on key updates tolerating a constant leakage rate, using “dual-system”
techniques (cf. [48]) in bilinear groups.

1.2. Overview of Our Results

Our first main contribution is to show how to compile any public key encryption or sig-
nature scheme that satisfies a slight strengthening of CLR (which we call “consecutive”
CLR or 2CLR) without leakage on key updates to one that is CLR with leakage on key
updates. Our compiler is based on a new connection we make between the problems
of leakage on key updates and “sender deniability” [13] for encryption schemes. In
particular, our compiler uses program obfuscation—either indistinguishability obfusca-
tion (i0) [5,29] or the public-coin differing-inputs obfuscation (diO) [37]’>—and adapts
and extends techniques recently developed by Sahai and Waters [47] to achieve sender-
deniable encryption. This demonstrates the applicability of the techniques of [47] to
other seemingly unrelated contexts.* We then show that the existing CLR encryption
scheme of Brakerski et al. [12] can be extended to meet the stronger notion of 2CLR
that we require for our compiler. Additionally, we show all our results carry over to
signatures as well. In particular, we show that 2CLR PKE implies 2CLR signatures (via

2Here “continual” refers to the fact that the total amount of leakage obtained by the adversary is unbounded.
Additionally, the model is more accurately called the continual memory leakage model to contrast with schemes
constructed under an assumption that “only computation leaks” [45].

3To the best of our knowledge, no impossibility results are known for public-coin differing-inputs obfus-
cation. Indeed, the impossibility results of Garg et al. [30] do not apply to this setting. In either case, current
constructions rely on multilinear maps, whose first candidate construction was given by [28].

4We note that the techniques of [47] have been shown useful in adaptively secure two-party and multiparty
computation [14,18,31] and “only computation leaks” (OCL) circuits without trusted hardware [19]. We note
that this work precedes the work of [18].
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the intermediate notion of CLR “one-way relations” of Dodis et al. [21]), and observe
that our compiler also upgrades 2CLR signatures to ones that are CLR with leakage on
updates.

Our second main contribution concerns constructions of leakage-resilient public key
encryption directly from obfuscation. In particular, we show that the approach of Sahai
and Waters to achieve public key encryption from iO and punctured pseudorandom
functions [47] can be extended to achieve leakage resilience in the bounded leakage
model. Specifically, we achieve (1) leakage-resilient public key encryption tolerating L
bits of leakage for any L from iO and one-way functions, (2) leakage-resilient public
key encryption with optimal leakage rate of 1 — o(1) based on public-coin differing-
inputs obfuscation and collision-resistant hash functions, and (3) (consecutive) CLR
public key encryption with constant (although not optimal, on the order of one over
several hundred) leakage rate from differing-inputs obfuscation (not public coin) and
standard assumptions. Extending the construction from (2) to achieve continual leakage
resilience, without these additional assumptions, is an interesting open problem.

1.3. Summary and Perspective

In summary, we provide a thorough study of the connection between program obfus-
cation and leakage resilience. We define a new notion of leakage resilience (2CLR)
and demonstrate new constructions of 2CLR-secure encryption and signature schemes
from program obfuscation. Also using program obfuscation, we construct a compiler
that lifts 2CLR-secure schemes to CLR with leakage on key updates; together with our
new constructions, this provides a unified and modular method for constructing CLR
with leakage on key updates. Under appropriate assumptions (namely the ones used by
Brakerski et al. [12] in their construction), this approach allows us to achieve a leakage
rate of 1/4 — o(1) with leakage on key updates, a large improvement over prior work,
where the best leakage rate was 1/258 — o(1) [43]. Our result nearly matches the trivial
upper bound of 1/2 — o(1).> In the bounded leakage model, we show that it is possible
to achieve optimal-rate leakage-resilient public key encryption from obfuscation and
generic assumptions.

Comparing our results in the bounded leakage model with the work of Hazay et al.
[35], we have (1) leakage-resilient public key encryption tolerating L bits of leakage
from iO and one-way functions and (2) leakage-resilient public key encryption with
optimal leakage rate based on public-coin differing-inputs obfuscation and collision-
resistant hash functions. As we mentioned above, Hazay et al. [35] constructed bounded
leakage-resilient public key encryption in the bounded leakage model from a far weaker
generic assumption (they require only standard public key encryption). Moreover, the
leakage rate of Hazay et al. [35] is far better than the leakage rate we achieve in (1), since
in our iO-based construction, the secret key consists of an entire obfuscated program,

5Unlike the case of CLR without leakage on key updates, observe that any scheme that is CLR with leakage
on key updates can leak at most 1/2 - |sk|-bits per time period, since otherwise the adversary can recover
an entire secret key. As a consequence, the optimal leakage rate for a scheme that is CLR with leakage on

1/2-|sk| . .
TSI Irp] < 1/2, where [sK]| is the secret key length and |ry| is the length of the

randomness needed by the update algorithm.

key updates is at most
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which will be extremely large. Thus, the work of Hazay et al. [35] completely subsumes
(1). On the other hand, the leakage rate we achieve in (2) is optimal and so in this case,
our leakage rate improves upon the rate of Hazay et al. [35], though we require the far
stronger assumption of public-coin differing-inputs obfuscation for our result.

Finally, we discuss our result in the continuous leakage model on (3) (consecutive)
CLR public key encryption with constant leakage rate from differing-inputs obfuscation
and standard assumptions. When instantiating our construction in (3), the assumptions
and parameters achieved are inferior to those of the Brakerski et al. [12] scheme (which
we adapt to our setting). Our intention in (3) is therefore to explore what can be done from
generic assumptions, ideally showing that (consecutive) CLR public key encryption can
be constructed from any PKE scheme and diO. Unfortunately, we fall somewhat short,
requiring that the underlying encryption scheme posses various additional properties.

Given the above discussion, we feel that the main value of our results in the bounded
leakage model is that they provide direct insight into the connection between obfuscation
and leakage resilience. We are also hopeful that our techniques in the continual model
might lead to future improvements in rate as well as a better understanding of the
relationship between obfuscation and continual leakage resilience.

1.4. Details and Techniques

Part I: The Leak-on-Update Compiler. As described above, in the model of continual
leakage resilience (CLR) [12,21] for public key encryption or signature schemes, the
secret key can be updated periodically (according to some algorithm Update) and the
adversary can obtain bounded leakage between any two updates. Our compiler applies
to schemes that satisfy a slight strengthening of CLR we call consecutive CLR, where
the adversary can obtain bounded leakage as a joint function of any two consecutive

keys. More formally, let Sko, sky, ska, ..., sk;, ... be the secret keys at each time
period, where sk; = Update(sk;_1, r;), and each r; denotes fresh random coins used
at that round. For leakage functions fi, ..., f;, . .. (chosen adaptively by the adversary),

consider the following two leakage models:

(1) For consecutive CLR (2CLR), the adversary obtains leakage
fi1(sko, sky), fa(ski, ska), ..., fr(ski—1, 8K;), ... .

(2) For CLR with leakage on key updates, the adversary obtains leakage
.f] (Sko’ r1)7f2(8k15 r2)7 L aﬁ(Skl—la r[)a s .

Our compiler from 2CLR to CLR with leakage on key updates produces a slightly
different Update algorithm for the compiled scheme depending on whether we assume
indistinguishability obfuscation (10 ) [5,29] or public-coin differing-inputs obfuscation
[37]. In both cases, if we start with an underlying scheme that is consecutive two-key
CLR while allowing p-bits of leakage, then our compiled scheme is CLR with leakage
on key updates with leakage rate

Y
ISK| + [rup|
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where |r,,| is the length of the randomness required by Update. When using iO, we
obtain |r,,| = 5|sk]|, where |SK] is the secret key length for the underlying 2CLR scheme,
whereas using public-coin differing-inputs obfuscation we obtain |r,,| = |sK|. Thus:

— Assuming i0, the compiled scheme is CLR with leakage on key updates with
leakage rate ﬁ.

— Assuming public-coin differing-inputs obfuscation, the compiled scheme is CLR
with leakage on key updates with leakage rate ﬁ

Thus, if the underlying 2CLR scheme tolerates the optimal number of bits of leakage
(~ 1/2 - |sk]), then our resulting public-coin differing-inputs-based scheme achieves
leakage rate 1/4 — o(1).

Our compiler is obtained by adapting and extending the techniques developed by
[47] to achieve sender-deniable PKE from any PKE scheme. In sender-deniable PKE,
a sender, given a ciphertext and any message, is able to produce coins that make it
appear that the ciphertext is an encryption of that message. Intuitively, the connection
we make to leakage on key updates is that the simulator in the security proof faces a
similar predicament to the coerced sender in the case of deniable encryption; it needs
to come up with some randomness that “explains” a current secret key as the update of
an old one. Our compiler makes any two such keys explainable in a way that is similar
to how Sahai and Waters make any ciphertext and message explainable. Intuitively, this
is done by “encoding” a secret key in the explained randomness in a special way that
can be detected only by the (obfuscated) Update algorithm. Once detected, the Update
algorithm outputs the encoded secret key, instead of running the normal procedure.

However, in our context, naively applying their techniques would result in the ran-
domness required by our Update algorithm being very long, which, as described above,
affects the leakage rate of our resulting CLR scheme with leakage on key updates in a
crucial way (we would not even be able to get a constant leakage rate). We decrease the
length of this randomness in two steps. First, we note that the sender-deniable encryption
scheme of Sahai and Waters encrypts a message bit by bit and “explains” each message
bit individually. This appears to be necessary in their context in order to allow the adver-
sary to choose its challenge messages adaptively depending on the public key. For our
setting, this is not the case, since the secret key is chosen honestly (not by the adver-
sary), so “non-adaptive” security is in fact sufficient in our context and we can “explain”
a secret key all at once. This gets us to |r,,| = 5 - [sk| and thus 1/12 — o(1) leakage
rate assuming the underlying 2CLR scheme can tolerate the optimal leakage. Second,
we observe that by switching assumptions from iO to the public-coin differing-inputs
obfuscation we can replace some instances of sk in the explained randomness with its
value under a collision-resistant hash, which gets us to |r,,| = sk and thus 1/4 — o(1)
leakage rate in this case.

A natural question is whether the upper bound of 1/2 — o(1) leakage rate for CLR
with leakage on key updates, can be attained via our techniques (if at all). We leave this
as an intriguing open question, but note that the only way to do so would be to further
decrease |ryp| so that |r,,| < [SK].

Part II: Constructions against Two-key Consecutive Continual Leakage. We revisit
the existing CLR public key encryption scheme of [12] and show that a suitable mod-
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ification of it achieves 2CLR® with optimal 1/4 — o(1) leakage rate,” under the same
assumption used by [12] to achieve optimal leakage rate in the basic CLR setting (namely
the symmetric external Diffie-Hellman (SXDH) assumption in bilinear groups; smaller
leakage rates can be obtained under weaker assumptions). Our main technical tool here
is a new generalization of the Crooked Leftover Hash Lemma [6,26] that generalizes the
result of [12], which shows that “random subspaces are leakage resilient,” showing that
random subspaces are in fact resilient to “consecutive leakage.” Our claim also leads to
a simpler analysis of the scheme than appears in [12].

Finally, we also show (via techniques from learning theory) that 2CLR public key
encryption generically implies 2CLR one-way relations. Via a transformation of Dodis
et al. [21], this then yields 2CLR signatures with the same leakage rate as the starting
encryption scheme. Therefore, all the above results translate to the signature setting as
well. We also show a direct approach to constructing 2CLR one-way relations following
[21] based on the SXDH assumption in bilinear groups, although we are not able to
achieve as good of a leakage rate this way (only 1/8 — o(1)).

Part IlIl: Exploring the relationship between (bounded and continual) leakage
resilience and obfuscation. Note that, interestingly, even the strong notion of virtual
black-box (VBB) obfuscation does not immediately lead to constructions of leakage-
resilient public key encryption. In particular, if we replace the secret key of a public key
encryption scheme with a VBB obfuscation of the decryption algorithm, it is not clear
that we gain anything: For example, the VBB obfuscation may output a circuit of size
|C|, where only 4/[C| number of the gates are “meaningful” and the remaining gates are
simply “dummy” gates, in which case we cannot hope to get a leakage bound better than
L = \/|C], and a leakage rate of 1/./[C]. Nevertheless, we are able to show that the PKE
scheme of Sahai and Waters (SW) [47], which is built from iO and “punctured pseudo-
random functions (PRFs),” can naturally be made leakage resilient. To give some brief
intuition, a ciphertext in our construction is of the form (r, w, Ext(PRF(k; r), w) ® m),
where Ext is a strong extractor, r and w are random values,® and the PRF key & is
embedded in obfuscated programs that are used in both encryption and decryption. In
the security proof, we “puncture” the key k at the challenge point, r*, and hardcode the
mapping t* — y, where y = PRF(k; t*), in order to preserve the input/output behav-
ior. As in SW, we switch the mapping to t* — y* for a random y™* via security of the
puncturable PRF. But now observe we have that the min-entropy of y* is high even after
leakage, so the output of the extractor is close to uniform. To achieve optimal leakage
rate, we further modify the scheme to separate t* — y* from the obfuscated program
and store only an encryption of t* — y* in the secret key.

Note that the last change lends itself to achieving (consecutive) CLR, since the secret
key can be refreshed by re-randomizing the encryption. However, the information theo-

ONote that [12] also constructs such a signature scheme, but, as discussed below, such a signature scheme
can in fact be generically obtained, and therefore, for simplicity we do not consider their direct construction
here.

In the 2CLR model, the maximum amount of leakage is roughly 1/2 - |sk|, so the optimal rate is roughly

1/2-|sk|
fki+isk] = 1/4

8Te(:hnically, we actually use pseudorandom value r, just as SW do. We omit this here to make the
explanation a little more clear.
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retic argument above about the entropy remaining in y* no longer holds, since additional
entropy is lost in every round, and, eventually, y* might be recovered in full. To address
this issue, we must prevent the attacker from directly leaking on y* in each round. Instead
of embedding an encryption of t* — y* in the secret key, we embed an encryption of
a tuple (s;, o;, H(t*)) — y* using a fresh s; in each round i, subject to the constraint
that &; = (s, ™). In order to determine whether to output y* on some input #, our
obfuscated circuit decrypts and checks whether H(t*) = H(t) A (s;,t) = «;, where
H is a collision-resistant hash function. We rely on the following facts to ensure that
y* remains indistinguishable from random given the adversary’s view: a) the adversary
must form his leakage queries before learning ¢*, b) very little information about ¢* is
contained in the secret key, and c) due to the previous facts, and since the inner product
is a good two-source extractor, (s;, t*) remains very close to uniform, even under the
leakage. It follows that we can switch, even under leakage, to a random «*, uncorrelated
with s;, #*. Since it is now hard to find inputs satisfying H (t*) = H(t) A (s;, 1) = a*,
we can, using security of the diO, ignore this conditional statement and replace y*, with
a 0 string in the secret key, while still using y* in the challenge ciphertext.

In the above discussion, we omitted some additional technical challenges due to lack
of space. Most notably, we also require that the encryption scheme used for encrypt-
ing the tuple in the secret key satisfies a notion of “diO-compatible RCCA-secure re-
randomizability,” which we introduce (see Sect. A.2), and show that the “controlled-
malleable” RCCA-secure PKE due to Chase et al. [17] based on the Decision-Linear
assumption in bilinear groups schemes satisfies it, giving us a constant leakage rate for
our (2)CLR scheme. For an in-depth technical overview and complete proof, see Sect. A.

1.5. Related Work

Leakage-Resilient Cryptography. We discuss various types of memory leakage attacks
that have been studied in the literature. Memory attacks are a strong type of attack,
where all secrets in memory are subject to leakage, whether or not they are actively
being computed on. Memory leakage attacks are motivated by the cold-boot attack of
Halderman et al. [34], who showed that for some time after power is shut down, partial
data can be recovered from random access memory (DRAM and SRAM). Akaviaetal. [2]
introduced the model of bounded memory attacks, where arbitrary leakage on memory is
allowed, as long as the output size of the leakage function is bounded. Additional models
introduced by [16,27] and [23] allow unbounded-length noisy leakage, unbounded-
length leakage under restricted leakage functions, or unbounded-length hard-to-invert
leakage, respectively. The works of [12] and [21] introduced the notion of “continual
memory leakage” for public key primitives where the secret key is updated while the
public key remains the same. This model allows bounded memory leakage between key
refreshes. Finally, [12,21,24,43] considered the model of continual memory leakage
with leak on update, where leakage can occur while the secret key is being updated.
In this work, we consider bounded memory attacks, continual memory leakage and
continual memory leakage with leak on update.
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There is a long line of constructions of leakage-resilient cryptographic primitives,
including public key encryption that are leakage resilient (LR) against bounded memory
attacks [2,46]; public key encryption that is continual leakage resilient (CLR) without
leak on update [12]; public key encryption that is CLR with leak on update [43]; digital
signature schemes that are leakage resilient (LR) against bounded memory attacks [39];
digital signature schemes that are LR against bounded memory attacks on both secret
key and random coins for signing [11,39,44]; digital signature schemes that are CLR
without leak on update [21]; digital signature schemes that are CLR with leak on update
[43].

Obfuscation and Its Applications. Since the breakthrough result of Garg et al. [29],
demonstrating the first candidate of indistinguishability obfuscation (iO) for all circuits,
a myriad of uses for iO in cryptography have been found. Among these results, the
puncturing methodology by Sahai and Waters [47] has been found very useful. Related
notions such as differing-inputs obfuscation (diO) [4] have been studied [3,9,37]. Please
refer to [49,50] for new constructions, applications, and limitations of obfuscation.

1.6. Organization

We present definitions and preliminaries in Sect. 2. In Sect. 3, we present our compiler
from 2CLR public key encryption/signatures to CLR public key encryption/signatures
with leakage on key update. In Sect. 4, we prove that the public key encryption scheme
of Brakerski et al. [12] achieves 2CLR. In Sect. 5, we present constructions of leakage-
resilient public key encryption (in the non-continual setting) from obfuscation and
generic assumptions. In Sect. 6, we define 2CLR security for one-way relations and
prove that the construction of Dodis et al. [21] achieves the 2CLR notion. In Sect. 7,
we present a construction of 2CLR signatures from 2CLR one-way relations. Finally, in
Appendix A, we address the question of constructing 2CLR public key encryption from
obfuscation and generic assumptions.

2. Definitions and Preliminaries
Statistical Indistinguishability. The statistical distance between two random variables
X, Y is defined by
A(X,Y) 1ZlP [X = x]—Pr[Y = x]|
YY) == r[X =x]—Pr[Y =x
2 X

S
We write X = Y to denote that the statistical distance is negligible in the security
parameter, and we say that X, Y are statistically indistinguishable.

2.1. Security Definitions for Leakage-Resilient Public Key Encryption

In this subsection, we present the definitions of various leakage-resilient public key
encryption schemes. These definitions are from the literature. In Subsect. 2.2, we present
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the definitions for leakage-resilient signature schemes. Jumping ahead, in Subsect. 3.1,
we start to present our new definition for consecutive continual leakage resilience
(2CLR).

We present definitions for obfuscation and puncturable PRFs in Subsects. 2.3 and 2.4.

2.1.1. One-Time Leakage Model

A public key encryption scheme PKE consists of three algorithms: PKE.Gen, PKE.Enc,
and PKE.Dec.

- PKE.Gen(1¥) — (pk, sk). The key generation algorithm takes in the security
parameter « and outputs a public key pk and a secret key sk.

— PKE.Enc(pk, m) — c¢. The encryption algorithm takes in a public key pk and a
message m. It outputs a ciphertext c.

— PKE.Dec(sk, ¢) — m. The decryption algorithm takes in a ciphertext ¢ and a
secret key sk. It outputs a message m.

Correctness. The PKE scheme satisfies correctness if PKE.Dec(sk, ¢) = m with all
but negligible probability whenever (pk, sk) is produced by PKE.Gen and ¢ is produced
by PKE.Enc(pk, m).

Security. We define one-time leakage-resilient security for PKE schemes in terms of
the following game between a challenger and an attacker. (This extends the usual notion
of semantic security to our leakage setting.) We let x denote the security parameter, and
the parameter wu controls the amount of leakage allowed.

Setup Phase. The game begins with a setup phase. The challenger calls
PKE.Gen(1) to create the initial secret key sk and public key
pk. It gives pK to the attacker. No leakage is allowed in this phase.

Query Phase. The attacker specifies an efficiently computable leakage function
f» whose output is at most p bits. The challenger returns f(sk) to
the attacker. We sometimes refer to the challenger as a stateful,
“leakage oracle,” denoted O, during the query phase of the security
experiment.

Challenge Phase. The attacker chooses two messages mg, m; which it gives to
the challenger. The challenger chooses a random bit b € {0, 1},
encrypts mp, and gives the resulting ciphertext to the attacker. The
attacker then outputs a guess b’ for b. The attacker wins the game
if b = b’. We define the advantage of the attacker in this game as
|5 — Pr[d’ = b]].

Definition 1. (One-time Leakage Resilience) We say a public key encryption scheme
is u-leakage resilient against one-time key leakage if any probabilistic polynomial-time
attacker only has a negligible advantage (negligible in k) in the above game.

2.1.2. Continual Leakage Model

In the continual leakage setting, we require an additional algorithm PKE.Update which
updates the secret key. Specifically, the update algorithm takes in a secret key sk;_|
and some randomness r;, and produces a new secret key sk; for the same public key.



Leakage Resilience from Program Obfuscation

Thus, scheme PKE consists of four algorithms: PKE.Gen, PKE.Enc, PKE.Dec, and
PKE.Update.

- PKE.Gen(1¥) — (pk, skop). The key generation algorithm takes in the security
parameter and outputs a public key pk and a secret key sK.

— PKE.Enc(pk, m) — c. The encryption algorithm takes in a public key pk and a
message m. It outputs a ciphertext c.

— PKE.Dec(sk;, ¢) — m. The decryption algorithm takes in a ciphertext ¢ and a
secret key sk;. It outputs a message m.

— PKE.Update(sk;_1) — sk;. The update algorithm takes in a secret key sk; _; and
produces a new secret key sk; for the same public key. Here some randomness r;
is used in the update algorithm.

Correctness. The PKE scheme satisfies correctness if PKE.Dec(sk;, ¢) = m with
all but negligible probability whenever pk and sk are produced by PKE.Gen, sk; is
obtained by calls to PKE.Update on previously obtained secret keys (starting with
sko), and c¢ is produced by PKE.Enc(pk, m).

Security. We define continual leakage-resilient security for PKE schemes in terms of
the following game between a challenger and an attacker. (This extends the usual notion
of semantic security to our leakage setting.) We let x denote the security parameter, and
the parameter u controls the amount of leakage allowed.

Setup Phase. The game begins with a setup phase. The challenger calls
PKE.Gen(1%) to create the initial secret key Sko and public key
pk. It gives pk to the attacker. No leakage is allowed in this phase.

Query Phase. In this phase, the attacker launches a polynomial number of leak-
age queries. Each time, say in the ith query, the attacker provides
an efficiently computable leakage function f; whose output is at
most u bits, and the challenger chooses randomness r;, updates
the secret key from sk; _; to sk;, and gives the attacker the leakage
response ;. In the regular continual leakage model, the leakage
attack is applied on a single secret key, and the leakage response
¢; = fi(sk;_1). In the continual leak-on-update model, the leak-
age attack is applied on the current secret key and the randomness
used for updating the secret key, i.e., £; = f; (Sk;_1, ;). We some-
times refer to the challenger as a stateful, “leakage oracle,” denoted
O, during the query phase of the security experiment.

Challenge Phase. The attacker chooses two messages m( and m| which it gives to
the challenger. The challenger chooses a random bit b € {0, 1},
encrypts mp, and gives the resulting ciphertext to the attacker. The
attacker then outputs a guess b’ for b. The attacker wins the game
if b = b’. We define the advantage of the attacker in this game as
|3 — Pr[b’ = b]|.

Definition 2. (Continual Leakage Resilience) We say a public key encryption scheme
is u-CLR secure (respectively, 1-CLR secure with leakage on key updates) if any ppT
attacker only has a negligible advantage (negligible in «) in the above game.
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2.2. Leakage-Resilient Signatures

A digital signature scheme SIG consists of three algorithms: SIG.Gen, SIG.Sign,
and SIG.Verify. In the continual leakage setting, we require an additional algorithm
SIG.Update which updates the secret keys. Note that the verification key remains
unchanged.

— SIG.Gen(1¥) — (vk, skq). The key generation algorithm takes in the security
parameter k, and outputs a secret key sko and a public verification key VK.

— SIG.Sign(m, sk;) — o. The signing algorithm takes in a message m and a secret
key sk;, and outputs a signature o.

— SIG.Verify(vk, o, m) — {0, 1}. The verification algorithm takes in the verification
key VK, a signature o, and a message m. It outputs either O or 1.

- SIG.Update(sk;_1) — sk;. The update algorithm takes in a secret key sk;_; and
produces a new secret key sk; for the same verification key.

Correctness. The signature scheme satisfies correctness if SIG.Verify(vk, o, m)
outputs 1 whenever vk, skog is produced by SIG.Gen, and o is produced by
SIG.Sign(m, sk;) for some sk; obtained by calls to SIG.Update, starting with sko.
(If the verification algorithm is randomized, we may relax this requirement to hold with
all but negligible probability.)

Security. We define continual leakage security for signatures in terms of the following
game between a challenger and an attacker. (This extends the usual notion of existential
unforgeability to our leakage setting.) The game is parameterized by two values: the
security parameter «, and the parameter © which controls the amount of leakage allowed.
For the sake of simplicity, we assume that the signing algorithm calls the update algorithm
on each invocation. Since updates in our scheme do occur with each signature, we find
it more convenient to work with the simplified definition given below.

Setup Phase The game begins with a setup phase. The challenger calls Gen(1%)
to create the signing key, sko, and the verification key, vk. It gives
VK to the attacker. No leakage is allowed in this phase.

Query Phase. In this phase, the attacker launches a polynomial number of sign-
ing queries and leakage queries. Each time, say in the ith query,
the attacker specifies a message m; and provides an efficiently
computable leakage function f; whose output is at most u bits,
and the challenger chooses randomness r;, updates the secret key
from sk;_; to sk;, and gives the attacker the corresponding sig-
nature for message m; as well as the leakage response ¢;. In the
CLR model, the leakage attack is applied on a single secret key,
and the leakage response ¢; = f;(SK;—1). In the CLR with leak-
age on key updates, the leakage attack is applied on the current
secret key and the randomness used for updating the secret key,
ie., {; Zﬁ(Ski_l JTi).

Forgery Phase The attacker gives the challenger a message, m*, and a signature
o™ such that m™ has not been previously queried. The attacker
wins the game if (m™*, o*) passes the verification algorithm using
vK.
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Definition 3. (Continual Leakage Resilience) We say a Digital Signature scheme is
n-CLR secure (respectively, u-CLR secure with leakage on key updates) if any ppT
attacker only has a negligible advantage (negligible in «) in the above game.

2.3. Obfuscation

Indistinguishability Obfuscation. A uniform PPT machine iO is called an indistinguish-
able obfucastor [4,5,29,33], for a circuit family {C, }, if the following conditions hold:

— (Correctness) For all x € N, for all C € Cy, for all inputs x, we have
Pr[C'(x)=C(x) : ' «iOk,C)]=1

— For any uniform or non-uniform ppt distinguisher D, for all security parameter
k € N, for all pairs of circuits Co, C; € C; such that Co(x) = Cy(x) for all inputs
x, then

|Pr[D(iO(k, Cp)) = 1] — Pr[D(iO(x, C1)) = 1]| < negl(x)

For simplicity, when the security parameter « is clear, we write iO(C) in short.

Public-Coin Differing-inputs Obfuscation for Circuits. Barak et al. [4,5] defined the
notion of differing-inputs obfuscation, which was later re-formulated in the works of
Ananth et al. and Boyle et. al [3,9]. In our work, we use a weaker notion known as public-
coin differing-inputs obfuscation, due to Ishai et al. [37]. To the best of our knowledge,
unlike the case of differing-inputs obfuscation, there are no impossibility results for
public-coin differing-inputs obfuscation. Below, we closely follow the definitions pre-
sented in [37].

Definition 4. (Public-Coin Differing-Inputs Sampler for Circuits) An efficient non-
uniform sampling algorithm Samp = {Samp, } is called a public-coin differing-inputs
sampler for the parameterized collection of circuits C = {C,} if the output of Samp, is
distributed over C; x C, and for every efficient non-uniform algorithm A = {A,} there
exists negligible function negl such that for all k € N:

I;r[Co(x) # C1(x) : (Cp, C1) < Samp, (r), x < A, (r)] < negl(x).

Note that in the above definition the sampler and attacker circuits both receive the
same random coins as input.

Definition 5. (Public-Coin Differing-inputs Obfuscator for Circuits) A uniform PPT
machine diO is called a public-coin differing-inputs obfuscator for the parameterized
collection of circuits C = {C,} if the following conditions are satisfied:

— (Correctness): For all security parameter «, all C € Cy, all inputs x, we have

Pr[C'(x) = C(x) : C' < diO(k, C)] = 1.
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— (Differing-inputs): For every public-coin differing-inputs samplers Samp =
{Samp, } for the collection C, for every (not necessarily uniform) ppT distinguisher
D, there exists a negligible function negl such that for all security parameters «:

Pr[D.(r,C") =1:(Cp, Cq) <« Samp, . (r), C' < diO(k, Co)]—
Pr[D,(r,C") = 1: (Co, C1) < Samp,(r), C' < diO(k, C})]
< negl(x),

where the probability is taken over » and the coins of diO.

2.4. Puncturable Pseudorandom Functions

Puncturable family of PRFs are a special case of constrained PRFs [8,10,41], where the
PRF is defined on all input strings except for a set of size polynomial in the security
parameter. Below we recall their definition, as given by [47].

A puncturable family of PRFs PRF is defined by a tuple of efficient algorithms
(Gen, Eval, Punct) and a pair of polynomials n() and m():

— Key Generation Gen(1%) is a ppT algorithm that takes as input the security param-
eter k and outputs a PRF key K.

— Punctured Key Generation Punct(K, S) is a ppT algorithm that takes as input a
PRF key K, aset S C {0, 1}"®) and outputs a punctured key K.

— Evaluation Eval(K, x) is a deterministic algorithm that takes as input a key K
(punctured key or PRF key), a string x € {0, 1}"*) and outputs y € {0, 1}

Definition 6. A family of PRFs (Gen, Eval, Punct) is puncturable if it satisfies the
following properties

— Functionality preserved under puncturing. Let K <« Gen(1¥) and Ky <«
Punct(K, S). Then for all x ¢ S, Eval(K, x) = Eval(Kyg, x).

— Pseudorandom at (non-adaptively) punctured points. For every PpT adversary
(A1, Ay) such that A;() outputs a set S C {0, 1)"%) and x € S, consider an
experiment K < Gen(1¥) and Ks < Punct(K, S). Then

|Pr[A2(Ks. x, Eval(K, x)) = 1] — Pr[A> (K5, x, Un)) = 11| < negl(x)

where Uy, () denotes the uniform distribution over m(«) bits. Note that the set S is
chosen non-adaptively, before the key K is generated.

Theorem 1. [8,10,32,41] If one-way functions exist, then for all polynomial n() and
m(), there exists a puncturable PRF family that maps n() bits to m() bits.

Next we consider families of PRFs that are with high probability injective:

Definition 7. A statistically injective (puncturable) PRF family with failure probability
€() is a family of (puncturable) PRFs such that with probability 1 —e (k) over the random
choice of key K < Gen(1¥), we have that Eval(K, -) is injective.
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If the failure probability function €() is not specified, then € () is a negligible function.

Theorem 2. [47] If one-way functions exist, then for all efficiently computable func-
tions n(k), m(k), and e(x) such that m(k) > 2n(x) + e(x) here exists a puncturable
statistically injective PRF family with failure probability 2=¢®) that maps n(«) bits to
m (k) bits.

Finally, we consider PRFs that are also (strong) extractors over their inputs:

Definition 8. An extracting (puncturable) PRF family with error €() for min-entropy
k(x) is a family of (puncturable) PRFs mapping 7 (k) bits to m (k) bits such that for all
Kk, if X is any distribution over n(x) bits with min-entropy greater than k(«x) then the
statistical distance between (K < Gen(1¥), Eval(K, X)) and (K <« Gen(1¥), Uy, («))
is at most € (x), where U, denotes the uniform distribution over £ bit strings.

Theorem 3. [47] If one-way functions exist, then for all efficiently computable func-
tions n(k), m(k), k(k) and e(x) such that n(k) > k(k) > m(x) +2e(k) + 2 there exists
an extracting puncturable PRF family that maps n(x) bits to m (k) bits with error 27
for min-entropy k(r)

For ease of presentation, for a puncturable family of PRFs PRF, we often write
PRF(K, x) to represent PRF.Eval(K, x).

3. Compiler from 2CLR to Leakage on Key Updates

In this section, we present a compiler that upgrades any scheme for public key encryption
(PKE) or digital signature (SIG), that is, consecutive two-key leakage resilient, into one
that is secure against leakage on update. We first introduce a notion of explainable update
transformation, which is a generalization of the idea of universal deniable encryption by
Sahai and Waters [47]. We show how to use such a transformation to upgrade a scheme
(PKE or SIG) that is secure in the consecutive two-key leakage model to one that is
secure in the leak-on-update model (Sect. 3.2). Finally, we show two instantiations of
the explainable update transformation: one based on indistinguishability obfuscation
and the other on differing-inputs obfuscation (Sect. 3.3). For clarity of exposition, the
following sections will focus on constructions of PKE. In Sect. 3.4, we show that the
result can be translated to SIG.

3.1. Consecutive Continual Leakage Resilience (2CLR)

In this subsection, we present a new notion of consecutive continual leakage resilience
for public key encryption (PKE). We remark that this notion can be easily extended
to different cases, such as signatures or leakage-resilient one-way relations [21]. For
simplicity and concreteness, we only present the PKE version. Let « denote the
security parameter and u be the leakage bound between two updates. Let PKE =
{Gen, Enc, Dec, Update} be an encryption scheme with update.
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Setup Phase. The game begins with a setup phase. The challenger calls
PKE.Gen(1%) to create the initial secret key sk and public key
pk. It gives pk to the attacker. No leakage is allowed in this phase.

Query Phase. The attacker specifies an efficiently computable leakage func-
tion f1, whose output is at most u bits. The challenger updates
the secret key (changing it from sk to ski), and then gives the
attacker f7 (Sko, SK1). The attacker then repeats this a polynomial
number of times, each time supplying an efficiently computable
leakage function f; whose output is at most u bits. Each time, the
challenger updates the secret key from sk;_; to sk; according to
Update(-) and gives the attacker f; (Sk;_1, SK;).

Challenge Phase. The attacker chooses two messages mg, m| which it gives to
the challenger. The challenger chooses a random bit b € {0, 1},
encrypts myp, and gives the resulting ciphertext to the attacker.
The attacker then outputs a guess b’ for b. The attacker wins the
game if b = b’. We define the advantage of the attacker in this
game as |% — Pr[b’ = b]|.

Definition 9. (Continual Consecutive Leakage Resilience) We say a public key encryp-
tion scheme is p-leakage resilient against consecutive continual leakage (or u-2CLR) if
any probabilistic polynomial-time attacker only has a negligible advantage (negligible
in k) in the above game.

3.2. Explainable Key Update Transformation

Now we introduce a notion of explainable key update transformation and show how it
can be used to upgrade security of a PKE scheme from 2CLR to CLR with leakage on
key updates. Informally, an encryption scheme has an “explainable” update procedure
if given both sk;_; and sk; = Update(sk;_1, r;), there is an efficient way to come up
with some explained random coins 7; such that no adversary can distinguish the real
coins r; from the explained coins 7;. Intuitively, this gives a way to handle leakage on
random coins given just leakage on two consecutive keys.

We start with any encryption scheme PKE that has some key update procedure, and
we introduce a transformation that produces a scheme PKE’ with an explainable key
update procedure.

Definition 10. (Explainable Key Update Transformation) Let PKE = PKE.{Gen,
Enc, Dec, Update} be an encryption scheme with key update. An explainable key
update transformation for PKE is a ppT algorithm TransformGen that takes input secu-
rity parameter 1¢, an update circuit Cypgate (that implements the key update algo-
rithm PKE.Update(1%, -; -)), a public key pk of PKE, and outputs two programs
Pupdate Pexplain With the following syntax:

Let (pk, sk) be a pair of public and secret keys of the encryption scheme

— Pupdate takes inputs sk, random coins r, and Pypdate (SK; 7) outputs an updated
secret key sk’;
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— Pexplain takes inputs (sk, sk’), random coins ¥, and Pexpiain(sk, sk’; ) outputs a
string r.

Given a polynomial p(-) and a public key pk, we define My = U’;gg I1;, where
ITy = {sk : (pk, sk) € PKE.Gen}, IT; = {sk : 3sk’ e IT;_, sk € Update(sk’)} for
i=1,2,..., p(k).In words, ITp is the set of all secret keys sk such that either (pk, sk)
is in the support of PKE.Gen or sk can be obtained by the update procedure Update
(up to polynomially many times) with an initial (pk, sk’) € PKE.Gen.

We say the transformation is secure if:

(a) For any polynomial p(-), any pk, all sk € Iy, any Pypdate € TransformGen(1*,
PKE.Update, pk), the following two distributions are statistically close: {Pypdate
(sk)} ~ {PKE.Update(sk)}. Note that the circuit Pypdate and the update algo-
rithm PKE.Update might have different spaces for random coins, but the distri-
butions can still be statistically close.

(b) For any public key pk and secret key sk € Iy, the following two distributions
are computationally indistinguishable:

{(Pupdates Pexplain: PK, SK, u)} ~ {(Pupdate, Pexplain PK, Sk, €)},

where (Pypdate: Pexplain) < TransformGen(1“, PKE.Update, pk), u <«
Upoly(x)» sk’ = Pupdate (SK; u),

e < Pexplain(sK, sk’), and Upoly(x) denotes the uniform distribution over a poly-
nomial number of bits.

Let PKE = PKE.{Gen, Enc, Dec, Update} be a public key encryption scheme and
TransformGen be an explainable key update transformation for PKE as above. We
define the following transformed scheme PKE' = PKE'.{Gen, Enc, Dec, Update} as
follows:

— PKE'.Gen(1%): compute (pk, sk) < PKE.Gen(1%).
Then compute (Pypdate, Pexplain) <— TransformGen(1¢, PKE.Update, pk).
Finally, output pk” = (pk, Pypdate: Pexplain) and sk’ = sk.

— PKE".Enc(pk’, m): parse pk" = (pk, Pypdate, Pexplain). Then output ¢ <«
PKE.Enc(pk, m).

— PKE'.Dec(sk’, ¢): output m = PKE.Dec(sk’, ¢).

— PKE'.Update(sk’): output sk” <« Pypdate (SK').

Then we are able to show the following theorem for the upgraded scheme PKE'.

Theorem 4. Let PKE = PKE.{Gen, Enc, Dec, Update} be a public key encryp-
tion scheme that is w-2CLR (without leakage on update), and TransformGen a
secure explainable key update transformation for PKE. Then the transformed scheme
PKE' = PKE'.{Gen, Enc, Dec, Update} described above is j1-CLR with leakage on
key updates.

Proof.  Assume toward contradiction that there is a PpT adversary A and a non-
negligible €(-) such that for infinitely many values of «, Adv APKE = € () in the leak-
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on-update model. Then we show that there exists BB that breaks the security of the under-
lying PKE (in the consecutive two-key leakage model) with probability € (k) — negl(x).
This is a contradiction.

For notional simplicity, we will use AdV 4 pkg’ to denote the advantage of the adver-
sary A attacking the scheme PKE' (according to leak-on-update attacks), and Adv pxe
to denote the advantage of the adversary B attacking the scheme PKE (according to con-
secutive two-key leakage attacks).

We define B in the following way: B internally instantiates .A and participates exter-
nally in a continual consecutive two-key leakage experiment on public key encryption
scheme PKE'. Specifically, B does the following:

— Upon receiving pk* externally, B runs (Pypdate, Pexplain) < TransformGen(1*,
PKE.Update, pk*). Note that by the properties of the transformation, this can be
done given only pk*. B sets pk’ = (pk*, Pypdate. Pexplain) to be the public key for
the PKE' scheme and forwards pk’ to A.

— When A asks for a leakage query f(sk;_;,r;), B asks for the following leakage
query on (sk;_1, sK;): f'(ski_1,8K;) = f(sKi_1, Pexplain(SKi—1. Sk;)) and for-
wards the response to A. Note that the output lengths of f and f’ are the same.

— At some point, A submits mg, m; and 3 forwards them to its external experiment.

— Upon receiving the challenge ciphertext ¢*, 5 forwards it to .A and outputs whatever
A outputs.

Now we would like to analyze the advantage of B. It is easy to see that B has the
same advantage as A; however, there is a subtlety such that .4 does not necessarily have
advantage € («): The simulation of leakage queries provided by B is not identical to the
distribution in the real game that A would expect. Recall that in the security experiment
of the scheme PKE/, the secret keys are updated according to Pupdate- In the above
experiment (where I3 set up), the secret keys were updated using the Update externally,
and the random coins were simulated by the Pexplain algorithm.

Our goal is to show that actually A has essentially the same advantage in this modified
experiment as in the original experiment. We show this by the following lemma:

Lemma 1. For any polynomial n, the following two distributions are computationally
indistinguishable.

Dy = (Pupdate: Pexplain- PK, 8Ko, 71, 8K, ..., SKy—1, 7, 8Ky) &~
Dy = (Pupdates Pexplain: PK, sko, 71, SK1, ..., SKy—1, 75, SKp),

where the initial pk, skg and TransformGen(1%, pk) are sampled identically in both
experiment; in D1, SKiy1 = Pupdate(SKi: ri+1), and riy1’s are uniformly random; in
D», sk; 11 < Update(sk;), 7j 11 < Pexplain(SKi, SKi+1). (Note sko = sko.)

Proof.  To show the lemma, we consider the following hybrids: for i € [n] define
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HO = (Pupdate> Pexplain: PK, 8Ko, 71, 8K1, ..., ki1,
ri,SKi, riv1, SKit1, riga, ..., SKy),

where the experiment is identical to D for up to sk;_;. Then it samples a uniformly
random r;, sets sk; = Pupdate (sk;_1; r;i), and proceeds as Dj.

i 5 o~
H(l ) = (Pupdate’ ’Pexplain» pk7 SkOv r1, Skh R
SKiflv?\i’ Ski? Tit1, Ski+17 Fig2, ovvy SK}’Z)v

where the experiment is identical to H @ for up to éT(i_l, and then, it samples sk; <«
Pupdate (SKi—1), and 7; <= Pexplain(SK;_1, SK;). The experiment is identical to D for
the rest.

Then we establish the following lemmas, and the lemma follows directly.

Lemma2. Forie[n—1], H& is statistically close to H+D,
Lemma 3. Fori € [n], H® is computationally indistinguishable from H .

This first lemma follows directly from the property (a) of Definition 10. We now prove
Lemma 3.

Proof.  Suppose there exists a (poly-sized) distinguisher D that distinguishes H® from
H @ with non-negligible probability, then there exist pk*, sk*, and another D’ that can
break the property (b).

From the definition of the experiments, we know that Pypdate, Pexplain are independent
of the public key and the first i secret keys, i.e., p = (pk, sko, éT(l, e, éT(,-_l). By an
average argument, there exists a fixed

p* = (pK*, sk, sT<T e sAkf,l)

such that D can distinguish H @ from H > conditioned on p* with non-negligible prob-
ability. (The probability is over the randomness of the rest experiment.) Then we are going
to argue that there exist a poly-sized distinguisher D’, a key pair pk’, sk’ such that D’ can
distinguish (Pypdate Pexplain. pk’, sk’, u) from (Pupdates Pexplain- pk’, sk’, e) where u
is from the uniform distribution, sk” = Pypdate(SK'; 1), and e <— Pexplain(sk’, sk”).

Let pk’ = pk*, sk’ = S:I\(j_l, and we define D’ (with the prefix p* hardwired) who
on the challenge input (Pypdate, Pexplain: PK', sk’, z) does the following:

— For j € [i — 1], D’ samples 7 = Pexplain(SKj_1, k7).

— Setsk;,_1 = sk’ and ri = z,8K; = Pupdate(Ski—lv 7).

—For j > i + 1,D samples rj from the uniform distribution and sets sk; =
Pupdate (SKj—1; 7).

— Finally, D’ outputs D(Pypdate, Pexplain: PK', 8§, 71, ki, . .., ski—1, i, ski, riy1,
..., SKy).
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Clearly, if the challenge z was sampled according to uniformly random (as u), then
D’ will output according to D(H @ p+). On the other hand, suppose it was sampled
according to Pexplain (as e), then D’ will output according to D(H i3 | p*). This completes
the proof of the lemma. O

Remark 1. The non-uniform argument above is not necessary. We present in this way
for simplicity. The uniform reduction can be obtained using a standard Markov type
argument, which we omit here.

Now, we are ready to analyze the advantage of B (and A). Denote AdV 4 pgg'.p as
the advantage of A in the experiment where the leakage queries are answered according
to the distribution D. By assumption, we know that AdV 4 pkg'.p, = €(k), and by
definition the leakage queries are answered according to Dj. By the above lemma,
we know that |AQV 4 pke.p, — AdV 4 pke’. p,| < NEGI(k); otherwise, Dy and D, are
distinguishable. Thus, we know AdV 4 pkg'.p, > € (k) —negl(x). Itis not hard to see that
Adv pke = AdV 4 pke'. p,» Since B answers A’s the leakage queries exactly according
the distribution D;. Thus, Advg pkg > €(x) — negl(x), which is a contradiction. This
completes the proof of the theorem. (|

3.3. Instantiations via Obfuscation

In this section, we show how to build an explainable key update transformation from
program obfuscation. There are two variants of our construction: one from the weaker
notion of indistinguishability obfuscation (iO) [5,29] and one from the stronger notion
of public-coin differing-inputs obfuscation (public-coin diO) [37]. Since our best param-
eters are achieved using public-coin diO, we present the public-coin diO variant of our
construction/proof and indicate the points in the construction/proof where the iO variant
differs.

Let PKE = (Gen, Enc, Dec, Update) be a public key encryption scheme (or a
signature scheme with algorithms Verify, Sign) with key update, and diO(resp. iO) be a
public-coin differing-inputs obfuscator (resp. indistinguishability obfuscator) for some
class defined later. Let « be a security parameter. Let Lgk be the length of secret keys
in PKE and L, be the length of randomness used by Update. For ease of notation,
we suppress the dependence of these lengths on x. We note that in the 2CLR case,
it is without loss of generality to assume L, << Lgk, because we can always use
pseudorandom coins (e.g., the output of a PRG) to do the update. Since only the two
consecutive keys are leaked (not the randomness, e.g., the seed to the PRG), the update
with the pseudorandom coins remains secure, assuming the PRG is secure.

Let H be a family of public-coin collision-resistant hash functions, as well as a family
of (2k, €)-good extractor,” mapping 2Lgx + 2k bits to « bits. Let F; and F> be families
of puncturable pseudorandom functions, where F7 has input length 2Lgx + 3« bits and

9The description of the hash function is the seed. On input seed and source, the extractor outputs a
distribution that is € close to the uniform distribution if the source has min-entropy 2«. Here we set € to be
some negligible. The hash function is chosen from a family of functions, and once chosen, it is a deterministic
function.
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Internal (hardcoded) state: Public key pk, keys K1, K2, and h.

On input secret key skq; randomness u = (u1, uz).

— If Fo(K2,u1) ® uz = (sko,7’) for (proper length) strings sko,7’ and w; =
h(ski,skz,7"), then output ska.
— Else let x = F1 (K1, (ski,u)). Output ske = PKE.Update(pk, ski; ).

Fig. 1. Program update.

Internal (hardcoded) state: key K.

On input secret keys sk, sko; randomness r € {0,1}"
— Set u1 = h(ski, sk, 7). Set ug = Fa(Ka,u1) ® (sko, 7). Output e = (u1,u2).

Fig. 2. Program explain.

output length L, bits, and it is as well an (L, + «, €)-good unseeded extractor; F> has
input length x and output length Lgk +2k. Here |u1| = k and |up| = Lek+2k, |r'| = 2k.

Define the algorithm TransformGen(1*, pk) that on input the security parameter, a
public key pk and a circuit that implements PKE.Update(-) as follows:

— TransformGen samples K, K, as keys for the puncturable PRF as above, and
h < 'H. Let P; be the program as Fig. 1, and P as Fig. 2.
— Then it samples Pypdate < diO(P1), and Pexplain < diO(P2). It outputs
(Pupdate, 7)explain)-
The iO variant. Essentially, the difference between the construction based on iO versus
public-coin diO is that the hash function H is replaced with an injective, puncturable
PRF, F3 : {0, 1}¥ x {0, 1}2Lsct% — {0, 1}*£sk T3¢ which can be constructed from OWF
(see [47]). The iO-based construction is a simplified version of the deniable encryption
of the work [47], where our construction does not use a PRG in the Explain program. The
security proof relies directly on the puncturing technique on the key K3 with a condition
check. We elaborate on the details below.

— Instead of sampling a hash function # < H, TransformGen samples an additional
PRF key K3 < F.Gen(1¥).

— We modify program Pj in Fig. 1 by embedding an additional key, K3, and checking
whether u; = F3(K3, sky, ska, 7).

— We modify program P» in Fig. 2, by embedding an additional key, K3, and setting
u1 = F3(K3, sky, sko, r).

— All input/output lengths of the programs and pseudorandom functions are adjusted
to be consistent with the fact that | now has length 4 Lgi + 3« (whereas previously
it had length «).

We now establish the following theorem.

Theorem 5. Let PKE be any public key encryption scheme with key update. Assume
diO (resp. iO) is a secure public-coin differing-inputs indistinguishable obfuscator
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(resp. indistinguishable obfuscator) for the circuits required by the construction, Fy, F>
are puncturable pseudorandom functions as above, and H is a family of public-coin
collision-resistant hash functions as above. Then the transformation TransformGen
(resp. TransformGen') defined above is a secure explainable update transformation
for PKE as defined in Definition 10, which takes randomness u = (uy, uz) of length
L1+ Lo, where Ly := k, Ly := Lgx + 2k (resp. L1 := 4Lgx + 3k, Ly := Lgk + 2k).

Looking at the big picture, recall that the entire secret state required for continually

updating the secret key consists of the current secret state, Sk, and randomness, u =
(u1, us), which together have total length Lgx + L1 + L;. Thus, when plugging in our
public-coin diO-based construction, we ultimately achieve leakage rate of m =
2[‘: — o(1), where u is the leakage rate of the underlying 2CLR public key encryption
scheme. On the other hand, when plugging in our iO-based construction, we achieve
leakage rate of m = ﬁ —o(1).
Proof.  Recall that to show that TransformGen satisfies property (a) of Definition 10,
we need to demonstrate that for any polynomial p(-), any pK, all sk € ITp, any Pypdate €
TransformGen(1¢, PKE.Update, pk), the following two distributions are statistically
close: {Pypdate (SK)} ~ {PKE.Update(sk)}. Inspecting program Pypgate (SK), the above
follows in a straightforward manner from the following: (1) When u is chosen uniformly
at random, the probability that F> (K2, u1) ® up = (sky, r’) and u; = h(sky, ska, ')
is negligible and (2) when u is chosen uniformly at random, then x = F; (K1, (sky, u))
is statistically close to uniform. For the analysis showing that (1) holds, see the analysis
of Hybrid 1. (2) holds since Fj is an (L, + «, €)-good unseeded extractor.

Recall that to show that TransformGen satisfies property (b) of Definition 10, we
need to demonstrate that for any public key pk™ and secret key Sk™ € Ty, the following
two distributions are computationally indistinguishable:

{(Pupdate- Pexplain. PK*, 8K*, ™)} & {(Pupdate- Pexplain- PK*, k™, €*)},
where these values are generated by

1. (Pupdate: Pexplain) < TransformGen(1*, PKE.Update, pk™),
2. u* = (ul, u}) < {0, 1}Esk+3¢ (in the iO variant, u* = (u¥, u}) < {0, 1}Lsctac),
3. Set x* = Fi(K1,sk*|[u*), sk’ = Pypgate(Sk™; u*). Then choose uniformly
random r* of length «, and set ef = h(sk*, sk’, r*) (in the iO variant, el =
F3(K3,sk*, sk', r*)) and €5 = F2(K», e}) & (sk’, r*).
We prove this through the following sequence of hybrid steps.

Hybrid 1: In this hybrid step, we change Step 3 of the above challenge. Instead of
computing Sk’ = Pypgate (SK™; u*), we compute sk = PKE.Update(pk*, sk*; x*):
L. (Pupdate: Pexplain) < TransformGen(1*, PKE.Update, pk™),
2. u* = (u}, u}) < {0, 1}EskT3¢ (in the iO variant, u* = (u¥, u}) < {0, 1} Lsct4c),
3. Set x* = Fi(K1, sk*||u*), sk’ = PKE.Update(pk*, sk*; x*), and choose uni-
formly random r* of length «. Then, ef = h(sk™, sk, r*) (in the iO variant,
eT = F3(K3, sk*, sk/, r*)) and €>2k = (K>, eT) @ (sk’, r*).
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Note that the only time in which this changes the experiment is when the values
(i, u3) < {0, 1}Lsk 3¢ happen to satisfy F»(K», uy) @ uy = (sk’, ") such that
uf = h(sk* sk’,r’). For any fixed u}, sk*, sk’, and a random u»+, we know the
marginal probability of r’ is still uniform given uf, sk*, sk’. Therefore, we have
Pry,«[h(sk*, sk, r') = u}] = Prp[h(sk™, sk’,r’) = uf] < 27¥ + €. This is because
h is a (2k, €)-extractor, so the output of /4 is e-close to uniform over {0, 1}, and a uni-
form distribution hits a particular string with probability 27%. Since we set € to be some
negligible, the two distributions are only different with the negligible quantity.

The iO variant. We make the same modification as in the public-coin diO case and set

sk’ = PKE.Update(pk*, sk*; x*). However, the analysis of the hybrid changes, as we
now describe: In the iO setting, the only time in which the above modification changes
the output of the experiment is when the values (u}, u3) < {0, 1}*£s™¥ happen to
satisfy Fo(Ko, u}) @ u’ = (sk’, r’) such that uf = F3(K3, sk*, sk’, r’). The only way
the above can be satisfied is if u] is in the range of F3(K3, -). Note that the range of
F3(K3, -) has size 24Lsk 3% while u7 is chosen independently and uniformly at random
from a domain of size 2 Lgi + 2«. This means that the probability that u7 is in the range
of F3(K3, ) is at most 22425:% = 27 2Lsk=2¢ which is negligible.

Hybrid 2: In this hybrid step, we modify the program in Fig. 1, puncturing key
K atpoints {sk*||u*} and {sk*||e*}, and adding a line of code at the beginning of the
program to ensure that the PRF is never evaluated at these two points. See Fig. 3. We
claim that with overwhelming probability over the choice of u*, this modified pro-
gram has identical input/output as the program that was used in Hybrid 1 (Fig. 1). Note
that on input (sk*, e*) the output of the original program was already sk’ as defined
in Hybrid 1, so the outputs of the two programs are identical on this input. (This fol-
lows because e* anyway encodes sk’, so when the “If”-statement is triggered in the
program of Fig. 1, the output is sk’.) As long as u} and u} do not have the property
that F>(Ko, u}) @ u3 = (sk’,r’) such that u} = h(sk*, sk’,r’), then the programs
have identical output on input (sk*, u*) as well. (This follows because sk’ is defined as
sk’ = Pypdate(sk™; Fi (K1, sk*||u*)) in the challenge game, which is also the output
of the program in Fig. 1 when u7 and u3 fail this condition.) As we argued in Hybrid
1, with very high probability, u* does not have this property. (We stress that u* is fixed
before we construct the obfuscated program described in Fig. 3, so with overwhelming
probability over the choice of u*, the two programs have identical input output behav-
ior.) Indistinguishability of Hybrids 1 and 2 follows from the security of the obfuscation.
Note that this hybrid requires only the weaker notion of indistinguishability obfuscation.
The iO variant. The modification and security argument are identical, with the exception
that we require that ] and u3 do not have the property that (K>, u}) @ u3 = (sk’, ")
such that u} = F3(K3, sk™, sk’, ). We invoke the argument from the previous hybrid
to show that this is true with overwhelming probability over choice of u*.

Hybrid 3: In this hybrid, we change the challenge game to use truly random x*
when computing sk’ = PKE.Update(pk*, sk*; x*) (instead of x* = F;(K; SK™[|u*)).
Security holds by a reduction to the pseudorandomness of F; at the punctured point
(sk*, u*). More specifically, given an adversary A that distinguishes Hybrid 2 from
Hybrid 3 on values pk*, sk*, we describe an reduction 13 that attacks the security of the
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Internal (hardcoded) state: Public key pk*, keys
K1 = PRF.Punct(K1, {sk*[|u*}, {sk*|le*}), K2, sk’ (as defined in Hybrid 1)
and h.

On input secret key ski; randomness u = (u1,uz).
— If (ski,u) = (sk™,u") or (ski,u) = (sk*,e*) output the value sk’.
— Else If F5(K2;u1) @uz = (ske, ") such that u; = h(ski, ske, "), then output sks.
— Else let z = F1 (K1, ski||u). Output sko = PKE.Update(pk™, skq; z).

Fig. 3. Program update, as used in Hybrid 2.

Internal (hardcoded) state: Public  key  pk~, keys K =
PRF.Punct(K7y, {sk*||u"}, {sk*|le*}), K> = PRF.Punct(K>», {ui}, {ei}), sk’ (as
defined in Hybrid 3) and h.

On input secret key ski; randomness u = (u1, u2).
— If (ski,u) = (sk*,u*) or (ski,u) = (sk*,e*) output value sk’.
— Else If  w = or u; = ej, let x = F1(K1,ski||u). Output
sko = PKE.Update(pk™, ski; ).
— Else
— If Fo(Ka2;u1) ® ug = (ska,r’) such that u; = h(ski,ske,r’), then output ska.
— Else let = F1 (K1, ski||u). Output sko = PKE.Update(pk™, ski; ).

Fig. 4. Program update, as used in Hybrid 4.

puncturable PRE, F. B generates u* at random and submits (Sk*, u*) to his challenger.
He receives K; = PRF.Punct(Ky, {sk*||u*}), and a value x* as a challenge. B com-
putes sk’ = PKE.Update(pk*, sk*; x*), chooses r* at random, and computes e* as in
the original challenge game. He creates Pypdate using K and sampling K> honestly.
The same K3 is used for creating Pexplain. B obfuscates both circuits, which completes
the simulation of A’s view.

The iO variant. The modification and security argument are identical for the iO setting.

Hybrid 4: In this hybrid, we puncture K at both u} and e}, and modify the Update
program to output appropriate hardcoded values on these inputs. (See Fig. 4.) To prove
that Hybrids 3 and 4 are indistinguishable, we rely on security of public-coin differing-
inputs obfuscation and public-coin collision-resistant hash function. In particular, we
will show that suppose the hybrids are distinguishable, then we can break the security
of the collision-resistant hash function.

Consider the following sampler Samp(1%) : outputs Cy, C; as the two update pro-
grams as in Hybrids 3 and 4, respectively, and it outputs an auxiliary input aux =
(pk*, sk*, sk’, u*, e*, K,, h, r*) sampled as in the both hybrids. Note that aux includes
all the random coins of the sampler. Suppose there exists a distinguisher D for the two
hybrids, then there exists a distinguished D’ that distinguishes (diO(Cp), aux) from
(diO(C1), aux). This is because given the challenge input, D’ can complete the rest of
the experiment either according to Hybrid 3 or Hybrid 4. Then by security of the diO,
we know there exists an adversary (extractor) 3 that given (Cyp, Cy, aux) finds an input
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such that Cy and C evaluate differently. However, this contradicts the security of the
public-coin collision-resistant hash function. We establish this by the following lemma.

Lemma 4. Assume h is sampled from a family of public-coin collision-resistant hash
function, (and (2k, €)-extracting) as above. Then for any PPT adversary, the probability
is negligible to find a differing-inputs given (Cq, C1, aux) as above.

Proof. By examining the two circuits, we observe that the differing-inputs have the
following two forms: (sk, u%, it2) such that u* = h(sk, F»(K2; u®) @ it2), (sk, it2) #
(sk*, u%); or (sk, e¥, &) such that e¥ = h(sk, Fa(Ka; e) @ &2), (sk, &) # (sk*, e3).
This is because they will run enter the first Else IF in Hybrid 3 (Fig. 3), but enter the
modified line (the first Else IF) in Hybrid 4 (Fig. 4). We argue that both cases happen
with negligible probability; otherwise, security of the hash function can be broken.

For the first case, we observe that the collision resistance and (2k, €) extracting guar-
antee that the probability of finding an pre-image of a random value ] is small, even
given aux; otherwise, there is an adversary who can break collision resistance. For
the second case, we know that e} = h(sk™, sk, r*) = h(sk, F»(K»; ef) ®ey) =
h(sk, e3 ® (sk, r*) @ &,). Since we know that (sk, &) # (sk*, e3), we find a collision,
which again remains hard even given aux.

Thus, suppose there exists a differing-inputs finder .4, we can define an adversary
B to break the collision-resistant hash function: On input %, 3 simulates the sampler
Samp with the A. Then it runs A to find a differing-inputs. Then according to the above
argument, either of the two cases will lead to finding a collision. [

The iO variant. The hybrid proceeds identically to the diO variant. To prove that Hybrids
3 and 4 are indistinguishable, we rely on the security of the indistinguishability obfus-
cator. In particular, we will show that the functionality of program update is identical
in the two hybrids. By examining the two circuits, we must show that if the event
(u; = uTVul = eT)/\Fz(kz; up) ®uy; = (sky, r/) such that u; = E3(K3, sk, ska, r/)
occurs then sko = PKE.Update(pk™*, ski; x), where x = Fj(K, skq||u). Indeed,
this is the only case where we enter the first Else IF in Hybrid 3 (Fig. 3), but enter
the modified line (the first Else IF) in Hybrid 4 (Fig. 4). To see that the above holds,
we consider two cases: u; = u} and u; = ef. First, if u; = u] then, as argued
above, u; is not in the range of F3(K3,-) (with overwhelming probability over the
choice of u’f) and so the event cannot occur. Second, note that if u; = e’f then
uy = F3(Ks,sk*, sk’, r*). Since F3(K3, ) is injective, if the above event occurs,
it means that sk; = sk* and uy = (sk’,r*) @& Fa(kp;u1) = 4. This in turn
means that x = F| (K1, sk*||e*) = x*. Therefore, by definition of sk’, we have that
sk, = sk’ = PKE.Update(pk*, sk*; x*) = PKE.Update(pk*, sky; x), as desired.

Hybrid 5: In this hybrid, we puncture K> at both u} and e}, and modify the Explain
program to output appropriate hardcoded values on these inputs. (See Fig. 5.) Similar to
the argument for the previous hybrids, we argue that Hybrids 4 and 5 are indistinguishable
by security of the public-coin differing-inputs obfuscation and public-coin collision-
resistant hash function. Consider a sampler Samp(1¢): outputs Cy, C1 as the two explain
programs as in Hybrids 4 and 5, respectively, and it outputs an auxiliary input aux =
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Internal (hardcoded) state: key Ko = PRF.Punct(Ks, {ui}, {ef}), u*, e*.

On input secret keys sk, sko; randomness r € {0,1}"

— If u] = h(skq,ske, ), output u*. Else If e = h(skq,ske, ), output e”.
— Else, set u1 = h(sky,skz, 7). Set uz = F2(K2,u1) @ (skz, ). Output e = (u1,u2).

Fig. 5. Program explain, as used in Hybrid 5.

(pk™*, sk*, sk’, u*, e*, Ko, h, r*) sampled as in the both hybrids (note that aux includes
all the random coins of the sampler). Similar to the above argument, suppose there exists a
distinguisher D that distinguishes Hybrids 4 and 5, then we can construct a distinguisher
D’ that distinguishes (diO(Cp), aux) from (diO(C1), aux). This is because given the
challenging input, D’ can simulate the hybrids. Then by security of the diO, there exists
an adversary (extractor) B that can find differing-inputs. Now we want to argue that
suppose the i comes from a public-coin collision-resistant hash family, then no ppT
adversary can find differing-inputs. This leads to a contradiction.

Lemma 5. Assume h is sampled from a family of public-coin collision-resistant hash
function, (and 2k, €)-extracting) as above. Then for any PPT adversary, the probability
is negligible to find a differing-inputs given (Cq, C1, aux) as above.

Proof.  The proof is almost identical to that of Lemma 4. We omit the details. (]

The iO variant. Program explain is modified with the following line: If
uy = F3(K3, sky, ska, r), output u*. Else If e] = F3(K3, sKi, ska, r), output e*. The
proof is almost identical to that of the previous hybrid.

Hybrid 6: In this hybrid, we change both e} and e3 to uniformly random. Hybrids
5 and 6 are indistinguishable by the security of the puncturable PRF F>, and by
the fact that /& is (2«, €)-extracting. Clearly in this hybrid, the distributions of
{(Pupdate Pexplain. PK*, sk*, u*)} and {(Pypdate- Pexplain» PK*, 8k™, e*)} are identical.
From the indistinguishable arguments that the original game and Hybrid 6 are indistin-
guishable, we can argue that the distributions in the original game are indistinguishable.
This concludes the proof.

The iO variant. We must first puncture K3 at (sk*, sk’, 7*). and modify both Update
and Explain so that whenever we check whether u; = F3(K3, sk, sk’, r*), we instead
check whether u; = e]. Once we have done this, we can now proceed as in the dio
variant and switch both e} and e3 to uniformly random. |

3.4. Extension to Digital Signatures

We have already demonstrated a compiler that upgrades any 2CLR public key encryption
scheme into one that is secure against leakage on update. The same results can be
translated to digital signature scheme.
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Continual Consecutive Leakage Resilience for Digital Signature. Following the pre-
sentation in Subsect. 3.1, we can modify the security game and define continual consec-
utive leakage resilience for digital signature schemes. We say a digital signature scheme
is p-leakage resilient against consecutive continual leakage (or ©-2CLR) if any proba-
bilistic polynomial-time attacker only has a negligible advantage (negligible in «) in the
modified game.

Explainable Key-Update Transformation for Digital Signature Scheme. Follow-
ing the presentation in Subsect. 3.2, we can define explainable key update trans-
formation for digital signature scheme. We start with any digital signature scheme
SIG = SIG.{Gen, Sign, Verify, Update} that has some key update procedure. Then
we can follow Definition 10, and introduce a transformation (Pypdate, Pexplain) <
TransformGen(1%, SIG.Update, pk). This transformation will help us define a scheme
SIG’ = SIG'.{Gen, Sign, Verify, Update} with an explainable key update procedure.

— SIG".Gen(1%): compute (pk, sk) < SIG.Gen(1¥).
Then compute (Pypdate: Pexplain) <— TransformGen(1%, SIG.Update, pk).
Finally, output pk’ = (pk, Pypdate: Pexplain) and sk’ = sk.

— SIG'.Sign(sk’, m): output o = SIG.Sign(sk’, m).

— SIG'.Verify(pk’, m, o): parse pk’ = (pK, Pypdate: Pexplain)- Then output b <«
SIG. Verify(pk, m, o).

— SIG".Update(sk’): output sk” <= Pypgate (sk’).

Similarly, we can show a theorem for the upgraded scheme SIG'.

Theorem 6. Let SIG = SIG.{Gen, Sign, Verify, Update} be a digital signature
scheme that is -2CLR (without leakage on update), and TransformGen a secure
explainable key update transformation for S|IG. Then the transformed scheme SIG' =
SIG'.{Gen, Sign, Verify, Update} described above is u-CLR with leakage on key
updates.

The poof of the above theorem can exactly follow the proof of Theorem 4 and so we
omit the proof.

Instantiations. Finally, as in Subsect. 3.3, we can instantiate the explainable update
transformation via indistinguishability obfuscation or differing-inputs obfuscation, and
establish the same theorem for digital signature schemes.

Theorem 7. Let SIG be any digital signature scheme with key update. Assume
diO (resp. iO) is a secure public-coin differing-inputs indistinguishable obfuscator
(resp. indistinguishable obfuscator) for the circuits required by the construction, Fy, F>
are puncturable pseudorandom functions as above, and H is a family of public-coin
collision-resistant hash functions as above. Then the transformation TransformGen
(resp. TransformGen’) defined above is a secure explainable update transformation for
SIG which takes randomness u = (uy, us) of length L1 + L,, where Ly := k, Ly :=
Lek + 2K (resp. L1 := 4Lgk + 3k, Ly := Lgk + 2k).
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4. 2CLR from ‘“Leakage-Resilient Subspaces”

We show that the PKE scheme of Brakerski et al. [12] (BKKYV), which has been proved
CLR, can achieve 2CLR (with a slight adjustment in the scheme’s parameters). We note
that our focus on PKE here is justified by the fact that we show generically that any CLR
(resp. 2CLR) PKE scheme implies a CLR “one-way relation” (OWR) [21]; to the best of
our knowledge, such an implication was not previously known. Therefore, by the results
of Dodis et al. [21], this translates all our results about PKE to the signature setting as
well. We show that the approach of Dodis et al. [21] for constructing CLR OWRs can
be extended to 2CLR one-way relations, but we achieve weaker parameters this way.

Recall that in the work [12], to prove that their scheme is CLR, they show “ran-
dom subspaces are leakage resilient”. In particular, they show that for a random sub-
space X, the statistical difference between (X, f(v)) and (X, f(u)) is negligible, where
f is an arbitrary length-bounded function, v is a random point in the subspace, and
u is a random point in the whole space. Then by a simple hybrid argument, they
show that (X, fi(vo), f2(v1), ..., fi(v;i—1)) and (X, fi(uo), fau1), ..., fi(u;—1))
are indistinguishable, where fi, ..., f; are arbitrary and adaptively chosen length-
bounded functions, vy, vy, ..., v;—1 are independent random points in the subspace,
and uo, u1, ..., u;—1 are independent random points in the whole space. This lemma
plays the core role in their proof.

In order to show that their scheme satisfies the 2CLR security, we consider random
subspaces under “consecutive” leakage. That is, we want to show:

(X! fl(v07 vl)v f2(U1» U2)7 e .ff(vl—la U[))
~ (X, fi(uo, ur), fa(ui, uz), ..., fi(u—1,up)),

for arbitrary and adaptively chosen f;’s, i.e., each f; can be chosen after seeing the pre-
vious leakage values f1, ..., fi—1. However, this does not follow by a hybrid argument
of (X, f(v)) ~ (X, f(u)), because in the 2CLR case each point is leaked twice. It is
not clear how to embed a challenging instance of (X, f(z)) into the larger experiment
while still being able to simulate the rest.

To handle this technical issue, we establish a new lemma showing random subspaces
are “consecutive” leakage resilient. With the lemma and a hybrid argument, we can
show that the above experiments are indistinguishable. Then we show how to use this
fact to prove that the scheme of BKKYV is 2CLR.

Lemma 6. Lett,n,¢,d € N,n > £ > 3d, and q be a prime. Let (A, X) <« Z;X" X
ZZXZ suchthat A-X =0,T, T « de(ng‘i), U «~ ZZX" suchthat A-U =0, (i.e.,
U is a random matrix in Ker(A)), and f : Z;X” X ZZXM — W be any function.'® Then
we have:

A((A X, f(A,XT,XT", XT"), (A, X, f (A, U, XT'), XT')) <,

10Note: Rk denotes rank. Here we use n as the dimension (different from [12] who used m) to avoid
overloading notation.
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as long as |W| < (1 — 1/q) - g*=3+1 . €2,

Proof. We will actually prove something stronger, namely we will prove, under the
assumptions of Lemma 6, that

A ((A,X, FAX-T,X-T), X T, T’), (A,X, FAUX-T),X-T, T/>)

1 3| W] .
- <
=2\ (1= 1/q)gt=3+

Note that this implies the lemma by solving for €, after noting that ignoring the last
component in each tuple can only decrease statistical difference.

For the proof, we will apply Lemma 7 as follows. We will take hash function H to
be H: ZZ” x ng‘j — ZZX" where Hyx (D) = K D (matrix multiplication), and take
the set Z to be ZZXZ X Zng. Next we take random variable K to be uniform on ZZXZ
(denoted as the matrix X), D to be uniform on Rk, (Zf;Xd), andfinally Z = (A, XT', T')

where A is uniform conditioned on AX = 0, T’ € Rky (Zng) is independent uniform.
We define U|z as the uniform distribution such that AU = 0. This also means that U is
a random matrix in the kernel of A.

It remains to prove under these settings that

1
/
Pr[(D,D',Z) e BAD] < 1 1/g)gt—1

with BAD defined as in Lemma 7. For this, let us consider

A((Hk|,(Th), Hk|,(T2)), (U2, U}))

where Z = (A, XT', T') as defined above. The above statistical distance is zero as long
as the outcomes of Ty, T», T’ are all linearly independent. This is so because £ > 3d.
Now, by a standard formula the probability that T}, T», T’ have a linear dependency is
bounded by W, and we are done. |

We note that this lemma is slightly different that the original lemma in the work [12]:
the leakage function considered here also takes in a public matrix A, which is used as
the public key in the system. We observe that both our work and [12] need this version
of the lemma to prove security of the encryption scheme.

We actually prove Lemma 6 as a consequence of a new generalization of the Crooked
Leftover Hash Lemma (LHL) [6,26] we introduce (to handle hash functions that are
only pairwise independent if some bad event does not happen), as follows.

Lemma7. Let H: K x D — R be a hash function and (K, Z) be joint random
variables over (IC, 2) for the set KC and some set Z. Define the following set
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BAD = {(d.d'.2) € D x D x Z : A((H|,-.(d), Hxy.(d),

(WViz== Ulz=) > 0}, (M

where Ujz—;, U \/Z=z denote two independent uniform distributions over R conditioned
on Z = z, and K|z—; is the conditional distribution of K given Z = z. We note that
‘R might depend on z, so when we describe a uniform distribution over R, we need to
specify the condition Z = z.

Suppose D and D' are i.i.d. random variables over D, (K, Z) are random variables
over K x Z satisfying Pr[ (D, D', Z) € BAD | < €. Then for any set S and function
f: R x Z— S it holds that

1
A(K, Z, f(Hk(D), 2)), (K, Z, f(Ujz, 2))) = 5\/36’ ST

Proof. The proof is an extension of the proof of the Crooked LHL given in [6]. First,
using Cauchy—Schwarz and Jensen’s inequality we have

A((K, Z, f(Hk (D), 2)), (K. Z, f(Uz. 2)))

=

% |S1Ex.- [;(Pr[f(Hk(D),Z) =s]=Pr[fUz=:,2) = S])z} .

where U|z—; is uniform on R conditioned on Z = z, and the expectation is over (k, z)
drawn from (K, Z). Thus, to complete the proof it suffices to prove the following lemma.

Lemma 8.

2
Ey [Z (Pr[f(Hk(D), ) =s1=Pr[ f(Uz=:,2) = s]) } <3¢ )

N

Proof. By the linearity of expectation, we can express Eq. 2 as:

Ei .Y Prlf(Hi(D),2) =51

N
—2E;: Y Pr[ f(Hi(D).2) =s1Pr[ f(Ujz=:.2) =]
s

+E:Col(f (Ujz=:.2)). 3)
where Uz, is uniform on R conditioned on Z = z, and Col is the collision probability
of its input random variable. Note that since f(U|z=, z) is independent of k, we can

drop it in the third term. In the following, we are going to calculate bounds for the first
two terms.
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For any s € S, we can write Pr[ f(Hi(D),z) =s1 =Y ,Pr[D =d 18 rH().2).s
where 8,5 is 1 if a = b and 0 otherwise, and thus

Y Pl f(H(D).2) =51 =) Pr[D=dIPr[ D =d" 1800 . -
K d,d

So we have

Ei .Y Prl f(Hi(D),2) =]

=Ei. | Y PrID=dIPr[D=d" 8.0 ).
d,d’

=E. | Y Pr[D=dIPr[D=d [E[8pm.c).fa).o)]

d,d
f Z PI'[Z :Z]PI'[D :d]Pr[D :d/]E]( [8f(Hk(d),z),f(Hk(d’),z)] -{—e/
z,d,d'¢BAD
= E, [Col(f (Ujz=z, )] + €/, )

where BAD is defined as in Eq. (1) from Lemma 7. The inequality holds because, by
our definition of BAD, if (z,d, d") ¢ BAD, (Hi(d), Hx(d')) are distributed exactly as
two uniformly chosen elements (conditioned on Z = z), and because Pr[(z,d,d’) €
BAD] < €.

By a similar calculation, we have:

Ei Y Prif(Hi(D),2) =sIPr[ f(Uz=:.2) =]
> E, [Col(f(Uz=:.2)] — € . (5)

For the same reason, Hy(D) is uniformly random except for the bad event, whose
probability is bounded by €’.

Putting things together, the inequality in Eq. 2 follows immediately by plugging the
bounds in Egs. 4 and 5. This concludes the proof. (]

Here we describe the BKKV encryption scheme and show it is 2CLR secure. We begin
by presenting the main scheme in BKKYV, which uses the weaker linear assumption in
bilinear groups, but achieves a worse leakage rate (that can tolerate roughly 1/8 - |[sk| —
o(«x)). In that work [12], it is also pointed out that under the stronger SXDH assumption
in bilinear groups, the rate can be improved to tolerate roughly 1/4 - |sk| — o(k), with
essentially the same proof. The same argument also holds in the 2CLR setting. To avoid
repetition, we just describe the original scheme in BKKV and prove that it is actually
2CLR under the linear assumption in bilinear groups.
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— Parameters. Let G, G be two groups of prime order p such that there exists a
bilinear map e : G x G — Gr. Let g be a generator of G (and so e(g, g) is a
generator of Gr). An additional parameter £ > 7 is polynomial in the security
parameter. (Setting different £ will enable a trade-off between efficiency and the
rate of tolerable leakage). For the scheme to be secure, we require that the linear
assumption holds in the group G, which implies that the size of the group must be
super-polynomial, i.e., p = k@M.

— Key generation. The algorithm samples A < Z3*‘, and ¥ <« Ker?(A), i.e.,
Y e Zf,xz can be viewed as two random (linearly independent) points in the kernel
of A. Thenitsets pk = g4, sk = g¥. Note that since A is known, ¥ can be sampled
efficiently.

— Key update. Given a secret key g¥ e G'*2, the algorithm samples R <
sz(Zixz) and then sets sk’ = g¥'k.

— Encryption. Given a public key pk = g*, to encrypt 0, it samples a random r € Zé
rT-A .. MT 0 -
and outputs ¢ = g" . To encrypt 1, it just outputs ¢ = g where u < 7 is a
uniformly random vector.
— Decryption. Given a ciphertext ¢ = g”T and a secret key sk = g, the algorithm
computes e(g, g)”T'Y. If the result is e(g, g)°, then it outputs 0, otherwise 1.

Then we are able to achieve the following theorem:

Theorem 8. Under the linear assumption, for every £ > 7, the encryption scheme
above is u-bit leakage resilient against two-key continual and consecutive leakage,
where u = % — w(k). Note that the leakage rate would be m ~ 1/8, as
£ is chosen sufficiently large.

Proof. The theorem follows directly from the following lemma:

Lemma9. Foranyt € poly(k),r < 7%, A « Z%X‘j, random Y € Ker*(A), and
polynomial sized functions fi, fa, ..., f; where each f; : Zéxz X ijxz — {0, 1}*
and can be adaptively chosen (i.e., f; can be chosen after seeing the leakage values of
f1, ..., fi—1), the following two distributions, Do and D\, are computationally indis-
tinguishable:

DO = (g’ gA’ ng.A, fl(Sk07 Sk])7 . 'f‘l‘(Sklflvskl))
Dl = (g’ gA’ gu9 fl(Sk07Skl)s '-'fl(Skl—l’SkT))s

where skg = g¥ and sk;,1 is the updated key from sk; using random coins R; <«
Rk, (Zixz) as defined in the key update procedure.

Basically, the distribution Dy is the view of the adversary when given an encryption
of 0 as the challenge ciphertext and continual leakage of the secret keys; D is the
same except the challenge ciphertext is an encryption of 1. Our goal is to show that no
polynomial sized adversary can distinguish between them.

We show the lemma in the following steps:



Leakage Resilience from Program Obfuscation

1. We first consider two modified experiment D( and D} where in these experiments,
all the secret keys are sampled independently, i.e., Sk 11 < Ker2(A). In other
words, instead of using a rotation of the current secret key, the update procedure
re-samples two random (linearly independent) points in the kernel of A. Denote
D, = (g.8", g% fi(skp, sk}), ... fi(skj_,, sk})) for g% is sampled either from
g’T “A or g* depending on b € {0, 1}. Intuitively, the operations are computed in the
exponent, so the adversary cannot distinguish between the modified experiments
from the original ones. We formally prove this using the linear assumption.

2. Then we consider the following modified experiments: for b € {0, 1}, define

Dy = (g, g &%, f1(g"0, "), foa(g"!, g"2), -+, fi(g"“, g")),

£x(£=3)

where the distribution samples a random X € Z, such that A - X = 0; then
it samples each u; = X - T for T; < Rka(Z~V*?); finally, it samples z either as

rT . A or uniformly random as in D;. We then show that D is indistinguishable
from Dj using the new geometric lemma.
3. Finally, we show that D ~ D{ under the linear assumption.

To implement the approach just described, we establish the following lemmas.
Lemma 10. For b € {0, 1}, Dy, is computationally indistinguishable from D).
To show this lemma, we first establish a lemma:

Y-U) ~

Lemma 11. Under the linear assumption, (g,g",g".g (g, 8%, g", gY/),

where A < Z%Xl, Y, Y < Ker*(A), and U « sz(Ziﬂ).

Suppose there exists a distinguisher .4 that breaks the above statement with non-
negligible probability, then we can construct 3 that can break the linear assumption (the
matrix form). In particular, B distinguishes (g, g€, g¢V) from (g, g€, gcl) where C
and C’ are two independent and uniformly random samples from Zg)z—z)xz’ and U is
uniformly random matrix from Zixz. Note that when p = «®( (this is required by
the linear assumption), then with overwhelming probability, (C||C’) is a rank 4 matrix,
and (C||C - U) is a rank 2 matrix. The linear assumption is that no polynomial-time
adversary can distinguish the two distributions when given in the exponent.

BB does the following on input (g, g€, g%), where Z is either C - U or a uniformly
random matrix C’:

— B samples a random rank 2 matrix A € Zf,xe. Then B computes an arbitrary basis

of Ker(A) (note that Ker(A) = {v € Zé : A-v = 0}), denoted as X. By the
rank-nullity theorem (see any linear algebra textbook), the dimension of Ker(A)
plus Rk(A) is £. So we know that X € Zéx(z_z), i.e., X contains (£ — 2) vectors
that are linearly independent.

— B computes g*°C and gXZ. This can be done efficiently given (¢€, g%) and X in
the clear.

— Boutputs A(g, g*, g%°C, g¥7).
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We observe that when p = @D the distribution of A is statistically close to a
random matrix, and U is statistically close to a random rank 2 matrix. Then it is not hard
to see that g*°C is identically distributed to g¥, and g¥*# is distributed as gX" OV if
Z = C - U, and otherwise as gY/. So B can break the linear assumption with probability
essentially the same as that of .A. This completes the proof of the lemma.

Then Lemma 10 can be proved using the lemma via a standard hybrid argument.
We show that Dy ~ Dy, and the other one can be shown by the same argument. For
i € [t + 1], define hybrids H; as the experiment as Dg except the first i secret keys
are sampled independently, as Dj; the rest are sampled according to rotations, as Dy.
It is not hard to see that H; = Dg, H;4+1 = D6, and H; ~ H;4 using the lemma. The
argument is obvious and standard, so we omit the detail.

Then we recall the modified distribution D for b € {0, 1},

D[/; = (ga gAa gZ’ fl (guoa gul)a f2(gul, guz)v ) ﬁ(gutil, gllt))’

where the distribution samples a random X € Zf,x =2 such that A - X = 0; then it

samples each u; = X - T; for T; < Rk2(Z§f_2)X2), and z is sampled either 7 - A or
uniformly random. We then establish the following lemma.

Lemma 12. For b € {0, 1}, D, is computationally indistinguishable from Dy,

We prove the lemma using another hybrid argument. We prove that D, ~ D], and
the other follows from the same argument. We define hybrids Q; for i € [¢] where in
Q;, the first i secret keys (the exponents) are sampled randomly from Ker?(A) (as Dy),
and the rest secret keys (the exponents) are sampled as X - T (as D(’)’ ). Clearly, Qg = D(’)’
and Q;41 = D;. Then we want to show that Q; is indistinguishable from Q; | using
the extended geometric lemma (Lemma 6).

Forany i € [t + 1], we argue that suppose there exists an (even unbounded) adversary
that distinguishes Q; from Q;; with probability better than €, then there exist a leakage

function L and an adversary 3 such that 53 can distinguish (A, X, L(A,X-T,X- T, X-

T’) from (A, X, LA, U, X-T'), X - T’) in Lemma 6 with probability better than
€ —negl(x) (dimensions will be set later). We will set the parameters of Lemma 6 such
that the two distributions have negligible statistical difference; thus € can be at most a
negligible quantity.

Now we formally set the dimensions: let X be a random matrix in ZExE=3). T T’

. . (E=3)%2 . (€=3)x2\. y . 7tx2 %2

be two random rank 2 matrices in Zj, ,1.e., Rky (Zp ), L:Z)" X L))" —
{0, 1}%#; recall that 24 = (£ — 6) - log p — w(k), and thus |[L| < pt~© .M By
Lemma 6, for any (even computationally unbounded) L, we have

A ((A,X, LA.X-T.X-T).X - T/),

(A, X, LA, U, X-T), X - T/)) <D = negl().
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Let g be a random generator of G, and w is some randomness chosen uniformly. We
define a particular function L*, with g, w hardwired, as follows: L*(A, w, v) on input
A, w, v does the following:

— It first samples Yo, ..., Yi_1 <« Kerz(A), using the random coins w. Then it sets
sk; = g¥ifor j e [i —1].
— It simulates the leakage functions, adaptively, obtains the values
f1(sKo, sKy), ..., fi—1(sk;—2, sk;_1), and obtains the next leakage function f;.
— It computes f;(sk;—1, g"), and then obtains the next leakage function f;.
— Finally it outputs f; (ski_1, g")|| fi+1(g", g").
Recall that f;, fi41 are two leakage functions with u bits of output, so L* has 2 bits
of output. Now we construct the adversary B as follows:

— Let g be the random generator, w be the random coins as stated above, and L* be the
function defined above. Then B gets input (A, X, L*(A, Z, X - T'), X - T') where
Z is either uniformly random or X - 7.

— Bsamples Yy, ..., Yi| < Kerz(A), using the random coins . Then it sets sk ; =
gYJ' for j € [i—1]. Wenote that the secret keys (in the first i — 1 rounds) are consistent
with the values used in the leakage function for they use the same randomness w.

— Bsets skjo = g¥7'.

— Bsamples T3, ..., T4 < sz(ng_3)X2) and sets sk; = g*%i for j € {i +
3,...,t+1}.

- B outputs A(gA, g%, f1(sko, sky), fa(sky, ska), -, fi—1(Ski—2, ski_1),

L*(Z, X - T"), fiia(SKisa. 8K/ 3), ... fi(sk., sk;H)).

Then it is not hard to see that if Z comes from the distribution X 7', then the simulation
of B and L* distributes as Q;, and otherwise Q;_1. Thus, suppose .A can distinguish Q;
from Q; | with non-negligible probability €, then B can distinguish the two distributions
with a non-negligible probability. This contradicts Lemma 6.

Finally, we show that D is computationally indistinguishable from D} under the
linear assumption.

Lemma 13. Under the linear assumption, the distributions D{| and D/ are computa-
tionally indistinguishable.

We use the same argument as the work [12]. In particular, we will prove that suppose
there exists an adversary A that distinguishes D from DY, then there exists an adversary
BB that distinguishes the distributions {g€ : C « Z-},“} and {g€ : C < sz(Z;“)}.
We assume that the second distribution samples two random rows, and then sets the third
row as a random linear combination of the first two rows. As argued in the work [12],
this assumption is without loss of generality.

Now we describe the adversary 3. B on input g€ does the following.

— B samples a random matrix X <« Zﬁ,x (Z_S), and a random matrix B <« Z;XZ such

that B- X = 0.
— B computes g€B, and sets its first two rows as g4 and the last row as g=.
— Bsamples Ty, ..., T; < sz(fo%)Xz), and sets sk; = gX7i fori € [1].
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— Boutputs A(g, g%, g%, fi1(sko, SK1), ..., fi(ski—1, k).

As argued in the work [12], if C is uniformly random, then (A, z) is distributed
uniformly as D. If C is of rank 2, then (A, z) is distributed as (A, rT A) for some
randomr € Zf, as Dyj. Thus, suppose A can distinguish D(j from D/ with non-negligible
probability, then B breaks the linear assumption with non-negligible probability.

Lemma 9 (Dg =~ D) follows directly from Lemmas 10, 12, and 13. This suffices to
prove the theorem. We present the proofs of Lemmas 10, 12, and 13.

5. Leakage-Resilient PKE from Obfuscation

5.1. Making Sahai—Waters PKE Leakage-Resilient

We show that by modifying the Sahai—Waters (SW) public key encryption scheme [47]
in two simple ways, the scheme already becomes non-trivially leakage resilient in the
one-time, bounded setting. Recall that in this setting, the adversary, after seeing the
public key and before seeing the challenge ciphertext, may request a single leakage
query of length L bits. We require that semantic security hold, even given this leakage.

Our scheme can tolerate an arbitrary amount of one-time leakage. Specifically, for
any L = L(k) = poly(k), we can obtain a scheme which is L-leakage resilient by
setting the parameter p in Fig. 6 depending on L. However, our leakage rate is far from
optimal, since the size of the secret key, Sk, grows with L. Indeed, the result of this
section is subsumed by the work of Hazay et al. [35]. We view this section as a warm-
up; in Sect. 5.2, we will show how to further modify the construction to achieve optimal
leakage rate, though, we rely upon much stronger assumptions than those of Hazay et
al. [35].

At a high-level, we modify SW in the following ways: (1) Instead of following the
general paradigm of encrypting a message m by xoring with the output of a PRF, we
first apply a strong randomness extractor Ext to the output of the PRF and then xor
with the message m; (2) we modify the secret key of the new scheme to be an iO of
the underlying decryption circuit. Recall that in SW, decryption essentially consists of
evaluating a puncturable PRF. In our scheme, sk consists of an iO of the puncturable
PREF, padded with poly(L) bits.

We show that, even given L bits of leakage, the attacker cannot distinguish Ext(y)
from random, where y is the output of the PRF on a fixed input *. This will be sufficient
to prove security. We proceed by a sequence of hybrids: First, we switch sk to be an
obfuscation of a circuit which has a PRF key punctured at t* and a point function t* — y
hardcoded. Oninput ¢ # t*, the punctured PRF is used to compute the output, whereas on
input t*, the point function is used. Since the circuits compute the same function and—
due to appropriate padding—they are both the same size, security of the iO implies that
an adversary cannot distinguish the two scenarios. Next, just as in SW, we switch from
t* — ytot* — y*, where y* is uniformly random of length L + Lmsg + 21log(1/¢)
bits; here, we rely on the security of the punctured PRE. Now, observe that since y* is
uniform and since Ext is a strong extractor for inputs of min-entropy Lmsg + 2 log(1/€)
and output length Lmsg, Ext(y*) looks random, even under L bits of leakage (Figs. 7,
8).
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Encryption scheme &£ = (£.Gen, £.Enc, £.Dec) using obfuscator :O and PRG
G.

Key Generation: (pk,sko) < £.Gen(1"%)
Compute k <« PRF.Gen(1"), where PRF : {0,1}" x {0,1}” — {0,1}". Let C) be
the circuit described in Figure 7, and let Cgnc < iO(Cy).
Let Ci,i+p be the circuit described in Figure 8, and let Cpec «— iO(Cl,x+p)-
Output pk = (Cenc) and sk = (Cpec).

Encryption: ¢ < £.Enc(pk, m)
On input message m € {0,1} ™5 sample r « {0,1}",w « {0,1}%, and output
c = (G(r),w, Ext(Cenc(r), w) ® m), where PRG G : {0,1}" — {0,1}", and
Ext: {0,1} x {0,1}% — {0, 1}"ms.

Decryption: m «— E.Dec(sk, ¢)
On input ciphertext ¢ = (¢, w, v), compute y := Cpec(t).
If y # L, output m = Ext(y, w) ® v. Otherwise, output m = L.

Fig. 6. One-time, bounded leakage encryption scheme, £.

Internal (hardcoded) state: k.
On input: r
— Output z = PRF.Eval(k, G(r)), where G is the same PRG used in £.Enc.

Fig. 7. This program Cy is obfuscated using iO and placed in the public key to be used for encryption.

Internal (hardcoded) state: k.
On input: ¢
— Output z = PRF.Eval(k, t).

Fig. 8. The circuit above is padded with poly(x + p) dummy gates to obtain the circuit Cy 1 p- Cp ic4p 18
then obfuscated using iO and placed in the secret key.

Theorem 9. Assume

- PRG G : {0,1} — {0, 1}? is a pseudorandom generator with output length
p > 2k.

— PRF : {0, 1} x {0, 1} — {0, 1}* is a puncturable pseudorandom function.

— 10 is indistinguishability obfuscator for circuits in this scheme.

— Ext: {0, 1}* x {0, 1}¢ — {0, 1}tmsg j5 q (Lmsg + 21og(1/€), €)-strong extractor,
where € = negl(x).

Then & is L-leakage resilient against one-time key leakage where
L =p—2log(l/€) — Lmsg

Note that in the above theorem statement, p can be increased arbitrarily while all
other parameters remain fixed. Therefore, to achieve an arbitrary amount, L, of leakage,
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we fix Lmsg and € and then set p := L + 2log(1/€) + Lmsg. Additionally, note that
extractors that satisfy the requirements of Theorem 9 can be constructed via the Leftover
Hash Lemma (c.f. [36]).

In order to prove Theorem 9, we prove (in Lemma 14) that even under leakage, it is
hard for any PpT adversary A to distinguish the output of the extractor, Ext from uniform
random. Given this, Theorem 9 follows immediately.

Lemma 14. Forevery PPT leaking adversary A, who is given oracle access to a leakage
oracle O and may leak at most p — 21og(1/€) — Lmsg bits of the secret key, there exist
random variables pk’, sk such that:

(pk, 1, w, Ext(y, w), f(sk) < AO<'>(pk))

% (PK' Ups 0, ULy f(8K) < A% (pK)

where y = CpecClaummy, (t = G(r)) and the distributions are taken over coins of A
and choice of (pK, sk) < £.Gen(1¥), w, r and choice of pK', sk, w, respectively.

We prove the lemma via the following sequence of hybrids: Note that Hybrids 1, 2 are
essentially identical to the Sahai—Waters hybrids. We differ from Sahai—Waters when
we modify the secret key in Hybrids 3 and 4.

Hybrid 0: This hybrid is identical to the real game.
Let DA denote the distribution (pk, z, w, Ext(y, w), f(sk) <« A9C )(pk)) as in the
left side of Lemma 14.

Hybrid 1: This hybrid is the same as Hybrid 0 except we replace pseudorandom
t = G(r) in the challenge ciphertext with uniform random ¢* <« {0, 1}#.

Let Dﬁl denote the distribution (pk, *, w, Ext(y, w), f(sk) <« AO(')(pk)) where
vy = Cpec(t™) and the distribution is taken over coins of A, choice of (pk, sk), w, t* as
described above (Fig. 9).

Claim 1. For every PPT adversary A,
Dﬁo ~ D.A

Proof. The proof is by reduction to the security of the pseudorandom generator G.
Assume toward contradiction that there exists a PPT adversary .4, a corresponding PPT
distinguisher D and a polynomial p(-) such that for infinitely many «, D distinguishes
Dﬁo and Dﬁl with probability at least 1/p(x). We construct a PPT adversary S that
distinguishes the output of the PRG from uniform random with probability at least
1/p(k), for infinitely many x. S does the following: S runs £.Gen(1¥) honestly to
generate (PK, sk). S hands pk to 4 and responds to leakage query f by applying the
leakage function directly to sk to compute f(sk). Upon receiving its challenge " as
the external PRG challenge, S sets y = Cpec(?'), hands (pk, ¢/, w, Ext(y, w), f(sk))
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Internal (hardcoded) state: k = PRF.Punct(k, t*).
On input: r
— Output z = PRF.Eval(k, G(r)), where G is the same PRG used in £.Enc.

Fig. 9. Program C7. This program replaces Cy. It is obfuscated and placed in the public key to be used for
encryption.

to the distinguisher D, and outputs whatever D does. The reader can verify that S’s
distinguishing advantage is the same as D’s. (]

Hybrid 2: This hybrid is the same as Hybrid 1 except we replace the key k used in Cgpc
with a punctured key, k= PRF.Punct(k, t*), and denote it as CI/Enc‘
We denote the resulting public key by pk’.
Let Dﬁz denote the distribution (pk’, *, w, Ext(y, w), f(sk) < AO(')(pk’)) where
y = Cpec(t*) and the distribution is taken over coins of A, and choice of (pk’, sk), w, t*
as described above.

Claim 2. For every PPT adversary A,

C

Dii ~Diy.
Proof. The proofis by areduction to the security of the indistinguishability obfuscation.
The main observation is that with all but negligible probability, ¢* is not in the range
of the PRG , in which case Cgpc¢ and the modified circuit C, I/Enc used in Hybrid 2 have
identical behavior. Thus, with high probability for all inputs neither program can call
on PRF.Punct(k, t*). Therefore, puncturing ¢* out from the key k will not effect the
input/output behavior. Therefore, if there is a difference in advantage, we can create an
algorithm B that breaks the security of indistinguishability obfuscation.

B runs as the challenger, but where ¢* is chosen at random. When it is to create
the obfuscated program, it submits both programs Cy = Cx and C; = Cj to an iO
challenger. If the iO challenger chooses the first, then we are in Hybrid 1. If it chooses
the second, then we are in Hybrid 2. Any adversary with non-negligible advantages in
the two hybrids leads to B3 as an attacker on iO security. |

Hybrid 3: This hybrid is the same as Hybrid 2 except we replace Cpeg = IO(Ci, c+p)

with Cp, = iO(Cé), where Cé is specified in Fig. 10. Note that we puncture k at the
challenge point t*. We denote by sk’ the resulting secret key.

Let D“I;‘} denote the distribution (pk’, 1*, w, Ext(y, w), f(sk’) < AO(')(BR)) where
y = CI/IJec( t*) and the distribution is taken over coins of .4, and choice of (pk, sk’), w, t*
as described above.

Claim 3. For every PPT adversary A,

A L pA
Dy ~ Dy



D. Dachman-Soled et al.

Internal (hardcoded) state: (¢*, 3 = PRF.Eval(k,t*)), k = PRF.Punct(k, t*).
On input: ¢

— If t = t*, output S. _
— Otherwise, output PRF.Eval(k,t).

Fig. 10. Program C/F' This program replaces Cy .1 - It is obfuscated and placed in the secret key.

Proof. The proof is by a reduction to the security of the indistinguishability obfus-
cation. The main observation is that the size of the circuit does not change since the
description of Cy 4, is padded with poly(x + p) gates (for appropriate poly). Thus,
Cri4p and Cé are the same size. Moreover, puncturing * out from the key k will
not effect the input/output behavior since on input t* we output the hardcoded value
B = PRF.Eval(k, t*). Therefore, if there is a difference in advantage, we can create an
algorithm B that breaks the security of indistinguishability obfuscation.

B runs as the challenger, but where ¢* is chosen at random. When it is to create the
obfuscated program it submits both programs Cyp = Ci «4p and C; = Cé to an iO
challenger. If the iO challenger chooses the first then we are in Hybrid 1. If it chooses
the second then we are in Hybrid 2. Any adversary with non-negligible advantages in
the two hybrids leads to BB as an attacker on iO security. |

Hybrid 4: This hybrid is the same as Hybrid 3 except we replace the hardcoded 8 with
y*, where y* is uniformly random. We denote by Sk the resulting secret key. Note that
the public key pk’ remains the same. -

Let Dﬁ4 denote the distribution (pk’, 7*, w, Ext(y*, w), f(sk) < AO(')(pk’)) where
y* = C I/Dec (r*) and the distribution is taken over coins of A, and choice of

(pK’, sk), w, t* as described above.

Claim 4. For every PPT adversary A,
A S A
D~ Df.

Proof. The proof is through a reduction to the security of the puncturable PRF. Recall,
the security notion of puncturable PRFs states that, given PRF.Punct(k, t*), an adver-
sary cannot distinguish PRF.Eval(k, r*) from random. The reduction is straightforward:
to break the security of the PRF, S generates * at random and submits it to his chal-
lenger. He receives PRF.Punct(k, t*), along with either y* = PRF.Eval(k, t*) or
y* < {0, 1}” as a challenge. He uses y*, and samples all the remaining necessary
keys for simulating pk and sk. He chooses w at random and computes Ext(y*, w). He
answers leakage queries on Sk honestly. The reader can verify that S’s advantage is the
same as A’s advantage in distinguishing the two hybrids. (]

Claim 5.
D, A (P Uy, w0, Up g, £(8K) < A% 5K )

Note that the right side above is the same as the right side of Lemma 14
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Proof.  We claim that the min-entropy of y* conditioned on pk’, f (ST() isatleast Lmsg+
2log(1/€). Note that y* initially has min-entropy p since it is chosen uniformly at
random. Thus, leaking p — 2log(1/€) — Lmsg number of bits of the secret key reduces
y*’s min-entropy by at most p — 2log(1/€) — Lmsg. Therefore, y* maintains min-
entropy at least Lmsg + 21log(1/¢€). and so the claim follows by the properties of the
strong extractor, Ext. O

This concludes the proof of Lemma 14.

5.2. Improving the Leakage Rate

In this section, we show how to modify the previous construction to achieve optimal
leakage rate. The key observation is that the leakage rate tolerated by the previous
construction is low because the entire obfuscated circuit iO(Ck ) must be stored in
the secret key. Ideally, since the circuit is obfuscated, we would like to put it in the public
key. However, this cannot possibly work since anyone can then decrypt the challenge
ciphertext. Therefore, we store a collision-resistant hash 4 (Ctyymmy) in the obfuscated
circuit, and include a ciphertext encrypted using a symmetric key encryption scheme,
Ctyummy. in the secret key: the circuit will only decrypt if the user provides a proper
pre-image to the hardcoded value /1 (Ctgymmy). This scheme seems to preserve semantic
security, but we must prove security in the LR setting. Specifically, we must show that
even when leaking 1 — o(1)-fraction of Ctqummy, the adversary cannot find a valid input
to the obfuscated circuit. To prove this, the idea is that in the hybrids, we switch Ctyymmy
from a “dummy input” to an encryption of the point function t* — y*, where y* is
random. The obfuscated circuit will also be changed (as in the proof of the previous
construction) so that on input #*, it outputs the output of the point function. Note that
even under leakage, y* has high min-entropy and thus Ext(y*) will still look random.
Finally, we note that in order for the argument to work, we must now rely on public-coin
differing-inputs obfuscation, since in the hybrid arguments the obfuscated circuits in

the public key will produce different outputs on inputs Ctgymmy 7# Ctaummy’ such that
h(Ct’dummy) = h(Ctgummy), which are hard for an efficient adversary to find (Figs. 11,

12,13, 14) .

Theorem 10. Assume

— E is a semantically secure symmetric key encryption scheme with ciphertexts of
length Let(k, Lmsg) for Lmsg-bit messages and security parameter k.

— his a collision-resistant hash function. with output length Ly, (k) for security param-
eter k.

- PRG G : {0,1} — {0, 1}? is a pseudorandom generator with output length
o> 2k.

— PRF : {0, 1}* x {0, 1}* — {0, 1}* is a puncturable pseudorandom function.

— diO is a public-coin, differing-inputs obfuscator for circuits in this scheme.

— Ext: {0, 1} x {0, 1}¢ — {0, 1}1mss j5 q (Lmsg + 21og(1/€), €)-strong extractor,
where € = negl(x).
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Encryption Scheme £ = (£.Gen, £.Enc, £.Dec)

Key Generation: (pk,sk) < £.Gen(1")

Compute the following:
(ske) < E.Gen(1%),
— h<—H,
k «— PRF.Gen(1%), where PRF : {0,1}" x {0,1}” — {0,1}".

— Ctdummy < E.Enc(skg, 07]|07; r0), and h™ = h(Ctdummy)-

Let Cj be the circuit described in Figure 12, and let Cgnc < diO(Cy).
Let keys = {skg,h"}, let Cieys be the circuit described in Figure 13, and let
C’Dec — diO(Ckeys)-
Output pk = (Cenc, Cpbec) and sk = (Ctaummy)-

Encryption: ¢ «— £.Enc(pk, m)
On input message m € {0, 1}™¢ sample 7 — {0,1}", w « {0,1}%, and output
¢ = (G(r),w, Ext(Cenc(r), w) ® m), where PRG G : {0,1}" — {0,1}", and
Ext: {0,1}" x {0,1}* — {0,1}"™=.

Decryption: 1 « £.Dec(sk, ¢)
On input ciphertext ¢ = (¢, w, v), compute y := Cpec(Ctdummy, t)-
If y # L, output m = Ext(y, w) ® v. Otherwise, output m = L.

Fig. 11. One-time, bounded leakage encryption scheme,&.

Internal (hardcoded) state: k.
On input: r
— Output z = PRF.Eval(k, G(r)), where G is the same PRG used in £.Enc.

Fig. 12. This program Cy, is obfuscated and placed in the public key to be used for encryption.

Internal (hardcoded) state: keys = {k, h"}.

On input: ctyummy,t

— If h(ctdummy) # h™ output L.
— Otherwise, output z = PRF.Eval(k, ).

Fig. 13. This program Ceys is obfuscated and placed in the public key. It is used during decryption.

Internal (hardcoded) state: k = PRF.Punct(k, t*).
On input: r
— Output z = PRF.Eval(k, G(r)), where G is the same PRG used in £.Enc.

Fig. 14. Program C7. This program replaces Cy. It is obfuscated and placed in the public key to be used for
encryption.



Leakage Resilience from Program Obfuscation

Then £ is L-leakage resilient against one-time key leakage where

p —2log(l/€) — Lmsg — Lh(k)

L =1Iskl- Lo, + )

Proof.  First, note that extractors that satisfy the requirements of Theorem 10 can be
constructed via the Leftover Hash Lemma (c.f. [36]). We can choose a semantically
secure symmetric key encryption scheme with Let(k, k + p) = O(k) + k + p, for
messages of length « + p, as this is achieved by appropriate modes of operation. Finally,
choosing a collision-resistant hash function 4 with output length L (k) = O(x), and set-
ting p = w(k), e =279, Lmsg = ©(k), yields an encryption scheme for messages
of length ® (k) with leakage rate 1 — o(1).

In order to prove Theorem 10, we prove (in Lemma 15) that even under leakage, it is
hard for any PpT adversary .4 to distinguish the output of the extractor, Ext from uniform
random. Given this, Theorem 10 follows immediately. O

Lemma 15. ForeveryPPT leaking adversary A, who is given oracle access to a leakage
oracle O and may leak at most p — 21og(1/€) — Lmsg bits of the secret key, there exist
random variables pk sk such that:

(pk, 1, w, Ext(y, w), f(sk) < AO<'>(pk))

é (E)T(» Upv w, ULmsgsf(éT() <~ AO()(E)T())

where y = Cpec(Claummy, ¢ = G(r)) and the distributions are taken over coins of A
and choice of (pk, sk) < £.Gen(1¥), w, r and choice of pk, sk, w, respectively.

We prove the lemma via the following sequence of hybrids:

Hybrid 0: This hybrid is identical to the real game.

Let Dﬁo denote the distribution (pk, w, Ext(y, w), f(sk) « AO(')(pk)) as in the left
side of Lemma 15.
Hybrid 1: This hybrid is the same as Hybrid O except we replace pseudorandom
t = G(r) in the challenge ciphertext with uniform random ¢* <« {0, 1}*.

Let Dﬁl denote the distribution (pk, t*, w, Ext(y, w), f(sk) <« AO(')(pk)) where
y = Cpec(Clyummy. t*) and the distribution is taken over coins of A, choice of
(pk, sk), w, t* as described above.

Claim 6. For every PPT adversary A,
A L .A
Dy, ~ D
Proof. The proof is by reduction to the security of the pseudorandom generator G.
Assume toward contradiction that there exists a PPT adversary .4, a corresponding PPT

distinguisher D and a polynomial p(-) such that for infinitely many «, D distinguishes
Dﬁo and Dﬁl with probability at least 1/p(«x). We construct a PPT adversary S that
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distinguishes the output of the PRG from uniform random with probability at least
1/p(x), for infinitely many «. S does the following: S runs £.Gen(1¥) honestly to
generate (pk, sk). S hands pk to A and responds to leakage query f by apply the leakage
function directly to sk to compute f(sk). Upon receiving its challenge ¢’ as the external
PRG challenge, S sets y = Cpec(Clgummy, '), hands (pkK, ', w, Ext(y, w), f(sk))
to the distinguisher D, and outputs whatever D does. The reader can verify that S’s
distinguishing advantage is the same as D’s. (]

Hybrid 2: This hybrid is the same as Hybrid 1 except we replace the key k used in
CEnc with a punctured key, k= PRF.Punct(k, t*), and denote it as CI/Enc' We denote
the resulting public key by pk’.

Let Dﬁz denote the distribution (pk’, *, w, Ext(y, w), f(Sk) <« AO(')(pk’)) where
y = Cpec(Cltgummy. t*) and the distribution is taken over coins of A, and choice of
(pK’, sk), w, t* as described above.

Claim 7. For every PPT adversary A,
A £ ~A
DA A DA

Proof.  The proof is by a reduction to the security of the indistinguishability obfuscation
(iO). The main observation is that with all but negligible probability, #* is not in the range
of the PRG, in which case Cgpnc and the modified circuit CI’Enc used in Hybrid 2 have
identical behavior. Thus, with high probability for all inputs neither program can call
on PRF.Punct(k, t*). Therefore, puncturing t* out from the key k will not effect the
input/output behavior. Therefore, if there is a difference in advantage, we can create an
algorithm B that breaks the security of indistinguishability obfuscation.

B runs as the challenger, but where ¢* is chosen at random. When it is to create
the obfuscated program it submits both programs Co = Cy and C; = Cy to an iO
challenger. If the iO challenger chooses the first, then we are in Hybrid 1. If it chooses
the second, then we are in Hybrid 2. Any adversary with non-negligible advantages
in the two hybrids leads to 3 as an attacker on iO security. Note that since we only
require indistinguishability obfuscation (iO) for this hybrid, it is actually sufficient in our
construction to replace Cgne with Cgpe < iO(Cy), i.e., we require only iO obfuscation,
rather than diO obfuscation for this program. O

Hybrid 3: This hybrid is the same as Hybrid 2 except:

where ct’;

— we replace Ctgymmy with ct} dummy

dummy’
y = PRF.Eval(k, t*).

— we replace i* with B"* = h(c dummy)-

is an encryption of +*||y and

We denote the resulting public key by pk” and the resulting secret key by sk”.

Let D;_‘,g denote the distribution (pk”, 7*, w, Ext(y, w), f(sk”) « .AO(‘)(pk")) where
y = CDec(Ctgummy, t*) and the distribution is taken over coins of A, and choice of
(pk”, sk”), w, t* as described above.
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"y

Internal (hardcoded) state: keys' = {ske, kK = PRF.Punct(k, t*), h" *}.

On input: ctyummy,t

— If h(Ctaummy) # h'* output L.

— Compute of|3 = E.Dec(skg, Ctgummy)-
— If t = «, output 3. -

— Otherwise, output PRF.Eval(k,t).

Fig. 15. Program Ckeys" This program replaces Ckeys. It is obfuscated and placed in the public key. It is
used during decryption.

Claim 8. For every PPT adversary A,

The proof is by a reduction to the semantic security of E.
Hybrid 4: This hybrid is the same as Hybrid 3 except we replace Cpec = diO(Ckeys)
with Cpo . = diO(Cygys), Where Ciqys is specified in Fig. 15. We denote by pk the
resulting public key. e .

Let Dy;, denote the distribution (pk, *, w, Ext(y, w), f(sk”) < A9 (pk)) where

y = CI/Dec( Ctgummy’ t*) and the distribution is taken over coins of 4, and choice of

(PK, sk”), w, t* as described above.

Claim 9. For every PPT adversary A,

Proof. 'We define the following sampler Samp and show that the circuit family C
associated with Samp is a differing-inputs circuit family.
Samp(1¥) does the following:

— Set keys = (k, h"*) and set keys' = (skg, k, h"*).
— Let Cp = Ckeys and let C; = Ckeys’-

— Set aux = (skg, A, h”*, c a’ummy, r t*,y), where r is the randomness used for
C i

dummy*
— Return (Cyp, Cq, aux).

Note that aux contains all of the random coins used by Samp.
We now show that for every PPT adversary A there exists a negligible function negl
such that

Pr[Co(x) # Ci(x) : (Co, C1, aux) < Samp(1“),
x < A(1*, Co, C1, aux)] < negl(x).

Assume toward contradiction that there exists a PPT adversary A and a polynomial
p(-) such that for infinitely many «, A outputs a distinguishing input with probability at
least 1/p(k). We construct a PPT adversary S that finds a collision on /4.
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On input i < H, S does the following:
— & simulates Samp by doing the following:

e Run (skg) < E.Gen(1%), k < PRF.Gen(1%).
Choose t* at random and set k = PRF.Punct(k, t*).
e S computes y = PRF.Eval(k, t*) to generate Ctdummy It computes h* =

h (Ctgummy)

Set keys = (k, h"*) and keys’ = (skg, k, h'*).
Let Cp = Cyeys and let Cy = Ckeys’-

Set aux = (Skg, h, h'* Cliummys ™ 1% Y-

— Sruns A(1¥, Cy, Cy, aux) and receives x in return.
— &S parses x as (m, t) and outputs (m).

Note that Cy(ct’; dummy> -yand C; (ct/;

on any input (m, t) where h(m) # h"*, both circuits output L. Therefore, if 4 finds a
distinguishing input x = (m, ), then it must be the case that both of the following hold:

- (m# Ctdummy)
— h(m) = h"*.

Thus, whenever A outputs a differing-inputs, S successfully finds a collision on 4.
Therefore, we have that for infinitely many «, S outputs a collision with probability at
least 1/p(k).

Claim 9 follows from the fact that diO is a public-coin differing-inputs obfuscator
and from the fact that the circuit family C associated with Samp is a differing-inputs
family. This is the case since D“If}3 can be simulated given (diO(Cyp), aux) and D“If}4 can
be simulated given (diO(Cy), aux).

dummy’ -) are functionally equivalent. Furthermore,

Hybrid 5: This hybrid is the same as Hybrid 4 except we replace Ctgummy with &dummyv

where Ctdummy is an encryption of t*||y*, where y is umformly random. We denote by
sk the resulting secret key. We replace h* with h* = h(Ctdummy) and denote by pk the
updated pubhc key.

Let D denote the distribution (pk t*, w, Ext(y*, w), f(sk) « A0C )(pk)) where
y = C/ Dec (Ctdummy» t*) and the distribution is taken over coins of A, and choice of
(pk Sk) w, t* as described above.

Claim 10. For every PPT adversary A,
A £ A
Dy, ~ DHs'

Proof. The proof is through a reduction to the security of the puncturable PRF. Recall,
the security notion of puncturable PRFs states that, given PRF.Punct(k, t*), an adver-
sary cannot distinguish PRF.Eval(k, r*) from random. The reduction is straightforward:
to break the security of the PRF, S generates * at random and submits it to his chal-
lenger. He receives PRF.Punct(k, t*), along with either y* = PRF.Eval(k, t*) or
y* <« {0, 1}* as a challenge. He uses y*, and samples all the remaining necessary
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keys for simulating pk and Sk He chooses w at random and computes Ext(y*, w). He
answers leakage queries on sk honestly. The reader can verify that S’s advantage is the
same as .A’s advantage in distinguishing the two hybrids.

Claim 11.
Dif, ~ (PK. Uy 0, ULeg. £ (5K) < A% k) )

Note that the right side above is the same as the right side of Lemma 15

Proof. We claim that the min-entropy of y* conditioned on E)T(, f (S~k) is atleast Lmsg+
2log(1/€). Note that y* initially has min-entropy p since it is chosen uniformly at
random. Recall that Ctdummy has length L¢t(x, k + p), and & has output length Lh(/c)
Thus, conditioning on pk reduces y*’s min-entropy by at most Ly (k) (since only h*
contains information about y*). Moreover, leaking another p—2log(1/€)—Lmsg—Ln (k)
number of bits of Ctyymmy reduces y*’s min-entropy further by at most p —2log(1/€) —
Lmsg- Therefore, y* maintains min-entropy at least Lmsg + 21log(1/€), and the claim
follows by the properties of the strong extractor, Ext. (I

This concludes the proof of Lemma 15. (]

6. Continual Leakage Resilience for One-Way Relations

Dodis et al. [21] defined one-way relation (OWR) in the regular continual leakage
resilience setting, and present a construction based on a simpler primitive — leakage-
indistinguishable re-randomizable relation (LIRR). In this section, we first extend their
definition to 2CLR and CLR with leakage on key updates. Then we prove their LIRR-
based construction actually achieves the 2CLR security. By using our generic transfor-
mation from Sect. 3, we can have a construction for achieving CLR with leakage on key
updates. Additionally, we give a new construction of 2CLR OWR based on 2CLR PKE,
which can be obtained from the previous sections.

6.1. Continual Leakage Model

A one-way relation scheme OWR consists of two algorithms: OWR.Gen and
OWR.Verify. In the continual leakage setting, we require an additional algorithm
OWR.Update which updates the secret keys. Note that the public key remains
unchanged.

— OWR.Gen(1¥) — (pk, skp). The key generation algorithm takes in the security
parameter «, and outputs a secret key SKo and a public key pk.

— OWR.Verify(pk, sk) — {0, 1}. The verification algorithm takes in the public key
pk, a secret key sk, and outputs either O or 1.

— OWR.Update(sk;_1) — sk;. The update algorithm takes in a secret key Sk;_i
and produces a new secret key sk; for the same public key.
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Correctness. The OWR scheme satisfies correctness if for any polynomial g = ¢ (x),
it holds that for all i € {0, 1, ..., g}, OWR.Verify(pk, sk;) = 1, where (pk, skg) <«
OWR.Gen(1¥), and sk; ;| < OWR.Update(sk;).

Security. We define continual leakage security for one-way relations in terms of the
following game between a challenger and an attacker. We let « denote the security
parameter, and the parameter p controls the amount of leakage allowed.

Setup Phase. The game begins with a setup phase. The challenger calls
OWR.Gen(1¥) to create the initial secret key Sk and public key
pk. It gives pK to the attacker. No leakage is allowed in this phase.

Query Phase. In this phase, the attacker launches a polynomial number of leak-
age queries. Each time, say in the ith query, the attacker provides
an efficiently computable leakage function f; whose output is at
most u bits, and the challenger chooses randomness r;, updates
the secret key from sk;_1 to sk;, and gives the attacker the leak-
age response ¢;. In the CLR model, the leakage attack is applied
on a single secret key, and the leakage response ¢; = f; (SK;_1).
In the 2CLR model, the leakage attack is applied on consecutive
two secret keys, i.e., £; = f;(sk;_1, Sk;). In the model of CLR
with leakage on key updates, the leakage attack is applied on the
current secret key and the randomness used for updating the secret
key, ie., {; Zﬁ(Ski_l, ri).

Recovery Phase. The attacker outputs some sk*. The attacker wins the game if
OWR.Verify(pk, sk*) = 1. We define the success probability of
the attacker in this game as PrfOWR.Verify(pk, sk*) = 1].

Definition 11. (Continual Leakage Resilience) We say a one-way relation scheme
is u-CLR secure (respectively, u-2CLR secure, or u-CLR secure with leakage on key
updates) if any PPT attacker only has a negligible advantage (negligible in k) in the above
game.

6.2. Construction Based on LIRR
Leakage-Indistinguishable Re-randomizable Relation

In[21], Dodis et al introduce a new primitive, leakage-indistinguishable re-randomizable
relation (LIRR), and show that this primitive can be used to construct OWR in the
CLR model where the adversary is allowed to leak on the secret key in each round
of leakage attack. LIRR allows one to sample two types of secret keys: “good” keys
and “bad” keys. Both types of keys look valid and are acceptable by the verification
procedure, but they are produced in very different ways. In fact, given the ability to
produce good keys, it is hard to produce any bad key and vice-versa. On the other hand,
even though the two types of keys are very different, they are hard to distinguish from
each other. More precisely, given the ability to produce both types of keys, and u bits
of leakage on a “challenge” key of an unknown type (good or bad), it is hard to come
up with a new key of the same type. More formally, a LIRR consists of ppT algorithms
(Setup, SampG, SampB, Update, Verify, isGood) with the following syntax:
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- (pk, sg, sp, dk) < Setup(1¥): This algorithm returns a public key pk, a “good”
sampling key s, a “bad” sampling key sp, and a distinguishing trapdoor dk.

— skg <« Sampka(sg) and skp <« Sampok(sB): These algorithms sample
good/bad secret keys using good/bad sampling keys, respectively. We omit the
subscript pk when clear from context.

— b < isGood(pk, sk, dk): This algorithm uses dk to distinguish good secret keys
sk from bad ones.

— sk; < Update(sk;_;) and b < Verify(pk, sk): These two algorithms have the
same syntax as in the definition of OWR in the CLR model.

Definition 12. We say (Setup, SampG, SampB, Update, Verify, isGood) is a u
leakage-indistinguishable re-randomizable relation (LIRR) if it satisfies the following
properties:

Correctness: If (pk, sg, sp, dk) < Setup(1¥), skg < SampG(sg), skp <«

Verify (pk, skg) = 1 /\ isGood(pk, skg, dk) = 1
SampB(sp) then Pr [ A Verify(pk, sk) = 1 A\ isGood(pk, sk, dk) = 0
=1 —negl(x)

Re-Randomization: We require that (pk, sg, sko, ski) X (pk, sG,sko,Sk/l)
where (pK, sg, sp, dk) < Setup(), sky < SampG(sg) and sk; < Update
(sko), sk] < SampG(s¢)

Hardness of Bad Keys: Given s¢, it is hard to produce a valid “bad key”. Formally,
for any PPT A,

(Pk, 56, 55, dk) < Setup(1¥), sk™ < A(pk. s6) :
Pr[ Verify(pk, sk*) = 1 A isGood(pk, sk*, dk) = 0 < negl(x)

Hardness of Good Keys: Given sp, it is hard to produce a valid “good key".
Formally, for any PPT A,

(Pk, 56, sp, dk) < Setup(1¥), sk* < A(pk, sp) :
o [ isGood (pk, sk*, dk) = 1 < negl(x)

1 Leakage Indistinguishability: Given both sampling keys s¢, s, and p bits of
leakage on a secret key sk (which is either good or bad), it is hard to produce a
secret key sk™ which is in the same category as sk. Formally, for any PPT adversary
A, we have | Pr[A wins ] — 1/2| < negl(x) in the following game:

— The challenger chooses (pk, sg, sg, dk) < Setup(1¥) and gives pk, s, sp to
A. The challenger chooses a random bit b € {0, 1}. If b = 1, then it samples
sk < SampG(sg), and otherwise, it samples sk <~ SampB(sp).

— The adversary A can make up to ¢ queries in total to the leakage oracle

— The adversary outputs sk* and wins if isGood(pk, sk*, dk) = b.

6.2.1. Construction

A 1 LIRR can be used to construct a u-2CLR-secure OWR, as follows:
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— Gen(1¥): Sample (pk, sg, -, -) <« Setup(1¥), sk < SampG(sg) and output
(pk, sk)
— Update(-), Verify(-, -): Same as for LIRR

Note that the CLR-OWR completely ignores the bad sampling algorithm SampB, the
“bad” sampling key s, the distinguishing algorithm isGood, and the distinguishing key
dk of the LIRR. These are only used in the argument of security. Moreover, the “good”
sampling key s is only used as an intermediate step during key generation to sample
the secret key Sk, but is never explicitly stored afterward.

Theorem 11. Given any 2uu-LIRR scheme, the construction above is a (t-2CLR-secure
OWR.

Proof. The proof is very similar to that in [21]. To prove the theorem statement, we
develop a sequence of games. O

Game Hy: This is the original ©-2CLR Game as Definition 11. The adversary is allowed
to apply leakage function on consecutive two secret keys in each round of leakage attack.
Games Ho; - Hi: Let g be the total number of leakage rounds for which 4 runs. We
define the Games Hy; fori = 0, 1, ..., g as follows. The challenger initially samples
(pK, s, sp, dk) < Setup(1¥), and sky < SampG(s¢) and gives pk to .A. The game
then proceeds as before with many leakage rounds, except that the secret keys in rounds
J < i are generated as sk; <— SampG(s¢), independently of all previous rounds, and
in the rounds j > i, they are generated as sk; < Update(sk;_1). Note that Game
Ho.o is the same as Game H), and we define Game H; to be the same as Game Hy 4.

Claim 12. Fori =1, ..., q, itholds that | Pr[ A wins |Ho ;—1)]—Pr[.A wins |Ho ;]| <
negl(x)

Proof.  We use the re-randomization property to argue that, for i = 1,...,q, the
winning probability of A is the same in Game Hp —1) as in Game Hp;, up to
negligible factors. We construct a reduction B, with input (pk, sg, sk’, sk”). Here
sk’ < SampG(sg), and sk” is sampled based on randomly chosen b: if b = 1,
then sk” < SampG(sg) and if b = 0, then sk” < Update(sk’).

More concretely, the reduction B emulates a copy of A internally. In addition, B
emulates the view for A: For all j < i, B generates sk; < SampG(sg), and for all
j > i+ 1, B generates sk; < Update(sk;_;); B sets sk; := sk’ and sk; | := sk”.
Upon receiving a leakage query f; from A, the reduction B returns f; (sk;_1, sk;) to A.

If BB’s challenger uses sk” which is generated through SampG then that corresponds
to the view of A in Game H,; and if sk” is generated through Update, then corresponds
to Game Ho ;—1). Therefore, if A is able to distinguish the two worlds, then 3 is able
to break the re-randomization property. (]

Game H>: Game H is the same as Game H, except the winning condition: Now the
adversary only wins if, at the end, it outputs sk* such that isGood(pk, sk*, dk) = 1.

Claim 13. |Pr[A wins [H] — Pr[A wins |H2]| < negl(x)
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Proof.  The winning probability of .4 in Game H3, is at least that of Game 7; minus the
probability that sk* satisfies Verify (pk, sk*) = 1 AisGood(pk, sk*, dk) = 0. However,
since the entire interaction between the challenger and the adversary in games H1, H>
can be simulated using (pk, s ), we can use the “hardness of bad keys” property to argue
that the probability of the above happening is negligible. Therefore, the probability of
A winning in Game H2 is at least that of Game 1, up to negligible factors. (]

Games Hy; - H3: Let g be the total number of leakage rounds for which A runs.
We define the Games Hy,; for i = 0,1,...,q as follows. The challenger initially
samples (pk, sg, sp, dk) < Gen(1¥) and gives pk to .A. The game then proceeds
as before with many leakage rounds, except that the secret keys in rounds j < i are
generated as Sk; < SampB(sp), and in the rounds j > i, they are generated as
sk; < SampG(sg). Note that Game H3 ¢ is the same as Game H>, and we define
Game H3 to be the same as Game H> 4.

Claim 14. Fori =1,..., g, itholds that | Pr[ A wins |H2 —1)]—Pr[A wins |H2,;]| <
negl(x).

Proof. We use the 2u-leakage indistinguishability property to argue that, for i =
1, ..., q, the winning probability of A is the same in Game H> ;1) as in Game H>;,
up to negligible factors. We construct a reduction 3, with input (pK, sg, sp) and with
leakage access to sk. Here sk is sampled based on randomly chosen b: if b = 1, then
sk < SampG(sg) and if b = 0, then sk < SampB(sp).

More concretely, the reduction 5 emulates a copy of A internally. In addition,
B emulates the view for A: In each leakage round j < i, B uses sp to generate
sk; < SampB(sp); and in round j > i, B uses s to generate sk; <— SampGi(sg).
Upon receiving a leakage query f; from A in leakage round j, if j < i — 1, B returns
fi(skj_1,8k;) to A;if j = i — 1, Bdefines f; = fj(sk;j_1. ), and then applies f; on sk,
and returns f; (sk) to A; if j = i, B defines f; = f;(sk, -), and then applies f; on sk, and
returnsf‘j (sk) to A;if j > i, Breturns fj(sk;_1, sk;) to A. At the end, B outputs the
value sk output by A. Note that B made queries fi—1 and f;, which are 2 bits in total.

If B’s challenger uses a good key then that corresponds to the view of A in Game
H>.; and a bad key corresponds to Game H> ;1. Therefore, letting b be the bit used
by B’s challenger, we have:

|Pr[B wins | — 1/2| = |Pr[isGood(pk, sk*, dk) = b] — 1/2|
= 1/2 - |Pr[isGood(pk, sk*, dk) = 1|b = 1]
— Pr[isGood(pk, sk*, dk) = 1|6 = 0]]
= 1/2 - |Pr[A wins [H,,—1)] — Pr[A wins [H,,]|

Claim 15. Pr[A wins |H3] < negl(x)
Proof.  'We now argue that probability of .4 winning Game H3 is negligible, by the

“hardness of good keys”. Notice that A’s view in Game H3 can be simulated entirely
just given (pk, sp). Therefore, there is a PPT algorithm which, given (pk, sg) as inputs,
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Construction OWR = OWR.{Gen, Update, Verify}
Here £ = £.{Gen, Enc, Dec, Update} is a PKE scheme, and p(-) is some polynomial.

Key Generation: (pk,sko) — OWR.Gen(1"%)
— Compute (pk®,sk§) «— £.Gen(1%).
— Choose p = p(k) random messages mu,...,m, from the message space of
E.
— For ¢ € [p], compute a random encryption e; = £.Enc(m;).
— Output public key pk = (pk&, (m1,e1),...,(mp, ep)) and secret key skg =
sk§.
Key Update: sk;+1 < OWR.Update(sk;)
Set skiy1 < £.Update(sk;).
Verification: b — OWR.Verify(sk’, pk)
Upon receiving key pair (sk’, pk), parse pk = (pk®, (m1,e1),. .., (mp, ep)).
If for all 5 € [p], £.Dec(sk’, e;) = m;, then set b := 1; otherwise, set b := 0.

Fig. 16. Transformation of PKE to OWR.

can run Game H3 with A and output sk™* such that isGood(pk, sk*, dk) = 1 whenever
A wins. So the probability of .4 winning in Game H3 is negligible. O

By the hybrid argument, the probability of A winning in Game H is at most that of

A winning in Game H3, up to negligible factors. That is, Pr[.A wins |Ho] < negl(x).

Therefore, since the latter is negligible, the former must be negligible as well, which

concludes the proof of the theorem. [
Based on the result in [21], we have the following corollary.

Corollary 1. Fixa constant K > 1, and assume that the K -linear assumption holds in
the base groups of some pairing. Then, for any constant € > 0, there exists a .-2CLR-
secure OWR scheme with relative-leakage |le_k| > m — €.

6.3. A Generic Construction Based on PKE

In this section, we describe a generic construction of CLR-secure OWR (resp., 2CLR
secure and CLR with leakage on key updates) from CLR secure PKE (resp., 2CLR
secure, and CLR with leakage on key updates). A OWR requires verification of the
relation to be deterministic; but a PKE does not necessarily give a OWR because there
might not be a deterministic way to check the key pair (pk, sk) of a PKE. Here we
present a way to check the key pair of a PKE deterministically, so that one can use PKE
to construct OWR.

Theorem 12. Let £ be a public key encryption scheme secure in the model of CLR
(respectively, of 2CLR, and of CLR with leakage on key updates) with leakage rate p,
then for appropriate choice of polynomial p(-), the one-way relation scheme OWR in
Fig. 16 is secure in the model of CLR (respectively, of 2CLR, and of CLR with leakage
on key updates) with leakage rate p.
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Proof.  (Sketch.) A well-known result from learning theory known as Occam’s Razor
(see, for example, Kearns and Vazirani [40], Theorem 2.Hl! says that if a class of
circuits has size |C| and a circuit C € C agrees with a target circuit C* € C on
poly(log(|C|), 1/€,log(1/8)) number of random inputs, then with probability 1 — &, C
agrees with C* over the uniform distribution with probability 1 — €. In the following,
we will always set log(1/8) > k andso § < 1/2".

Assume we have an adversary A breaking the security of the one-way relation, we
use it to construct an adversary A’ breaking the security of the encryption scheme &.
The class C consists of the circuits £.Dec(sk, -) for all possible sk. Clearly, log(|C|) =
Isk| = poly(x). Now, C corresponds to the circuit £.Dec(sk’, -), where sk’ is the
secret key submitted by A such that OWR.Verify(sk’, pk) = 1. Furthermore, C* is
the circuit £.Dec(sk, -), where sK is a real secret key. Note that C and C* agree on
p(k) = poly(log(|C|), 1/€, 1/10g(8)) random inputs, since &.Verify(sk’, pk) = 1.
Thus, we are guaranteed that with probability 1 — § over choice of input/output pairs
(m;, e;) in pk, sk’ decrypts correctly on a fresh random input with probability 1 — .
We are now ready to define the adversary A’.

A’ internally instantiates A, while participating externally in a leakage (resp., on con-
secutive two keys, and on both key and update) on encryption scheme £. Specifically,
A’ does the following:

— Upon receiving pkg from the external experiment, do the following:

e Choose p = p(k) random messages my, ..., m, from the message space of £.

e Fori € [p], compute a random encryption ¢; = £.Enc(m;).

e Output public key pk = (pkg, (mi,e1),..., (mp,ep)) totheinternal adversary
A. Note that secret key Sk = Skg is a correctly distributed secret key for this
pk.

— Whenever A submits a leakage query f, A’ submits the same query to its external
challenger who applies it to the secret key (resp., on consecutive two keys, and on
both key and update) and forwards the answer to 4.

— Finally, A submits sk’ to A’. If there exists i € [p] such that £.Dec(skK’, ¢;) # m;,
then A" outputs random b'.

— Otherwise, A" chooses two independent, uniformly random messages mq, m and
submits to its external challenger.

— A’ then receives the challenge ciphertext c*.

— A’ computes m* = £.Dec(sk’, c*). If m* = myg, A’ outputs 0. Otherwise, A’
outputs 1.

Note that A’ perfectly simulates .A’s view in the OWR game. Therefore, it is not hard
to see that if A succeeds with probability p; = p;(x) > 8/2%, then A’ succeeds with
probability 1/2 - (1 — p1) 4+ (p1 — §)(1 — €). For e < 1/7, we have that (p; — §)(1 —
€) > 3p1/4. Thus, A’ succeeds with probability 1/2 + p;/4 and obtains advantage
Adv 4 ¢ = pi/4. This, in turn, implies that A must succeed with negligible p (k)
probability, since otherwise we contradict the security of £. (]

HWwe note that the statement of Occam’s Razor theorem in [40] is for the case of Boolean functions.
However, the analysis can be easily extended to the non-Boolean case.
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7. Continual Leakage Resilience for Digital Signatures

In the previous section, we extended the techniques of Dodis et al. [21] to construct
u-2CLR-secure one-way relations. Dodis et al. [21] showed how to construct contin-
ual leakage-resilient signature schemes from one-way relations secure against continual
leakage. In this section, we extend their techniques and to construct ©-2CLR-secure sig-
nature schemes from p-2CLR-secure one-way relations. Finally, combining our resulting
u-2CLR-secure signature scheme with Theorems 6 and 7, we obtain a continual leakage-
resilient signature scheme with leakage on update (but no leakage on the randomness
used for signing).

See Sects. 2.2 and 3.4 for the formal definition of continual (consecutive) leakage
resilience for digital signature schemes.

7.1. NIZK and True-Simulation Extractability

Dodis et al. [21] constructed CLR-secure signature based on CLR-secure OWR and
another primitive named true-simulation extractable (tSE) NIZK. We here recall the
syntax and security properties of NIZK. We note that the definitions below are taken
from [21] for completeness.

Let R be an NP relation on pairs (y,x) with corresponding language Lr =
{y|3xs.t.(y,x) € R}). ANIZK argument for a relation R consists of four PPT algo-
rithms (Setup, Prove, Verify, Sim) with syntax:

— (crs, tk) < Setup(1¥): Creates a common reference string (CRS) and a trapdoor
key to the CRS.

— <« Provegrs(y, x): Creates an argument that y € L.

— Simgrs(y, tk): Creates a simulated argument that y € L.

— b <« Verifyys(y, ): Verifies whether or not the argument 7 is correct.

For the sake of clarity, we write Prove, Verify, Sim without the crs in the subscript
when the crs can be inferred from the context.

Definition 13. We say that (Setup, Prove, Verify) are a NIZK argument system for
the relation R if the following three properties hold.

Completeness: For any (y, x) € R, if (crs, tk) < Setup(1¥), 7 «
Prove(y, x), then Verify(y,7) = 1.
Soundness: For any ppT adversary A, Pr[Verify(y,7*) = 1 A

y & Lg : (crs,tk) < Setup(1¥), (y,7*) <«
A(crs)] < negl(1¥)

Composable Zero Knowledge: Forany PpT adversary A, we have Pr[Awins |—1/2 <
negl(1“) in the following game:

— The challenger samples (crs, tk) < Setup(1¥) and gives (crs, tk) to A.

— The adversary A chooses (y, x) € R and gives these to the challenger.

— The challenger samples 79 < Prove(y, x), 71y < Sim(y,tk), b <« {0, 1} and
gives mp to A.

— The adversary A outputs a bit " and wins if b’ = b.
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Definition 14. (True-Simulation Extractability [22]) Let NIZK = (Setup, Prove,
Verify, Sim) be an NIZK argument for an NP relation R, satisfying the complete-
ness, soundness and zero-knowledge properties. We say that NIZK is true-simulation
extractable (tSE), if:

— Apart from outputting a CRS and a trapdoor key, Setup also outputs an extraction
key: (crs, tk, ek) < Setup(1¥).

— There exists a PPT algorithm Extgx such that for all A we have Pr[Awins | <
negl(1“) in the following game:

1. The challenger runs (crs, tk, ek) < Setup(1¥) and gives crs to A.

2. ASTMuO g given access to a simulation oracle SZ Mk (), which it can adap-
tively access. A query to the simulation oracle consists of a pair (y, x). The
oracle checks if (y, x) € R. If true, it ignores x and outputs a simulated argu-
ment Simy (). Otherwise, the oracle outputs L.

3. A outputs a pair (y*, ), and the challenger runs x* < Extgx (v*, 0*).

A wins if (y, x*) ¢ R, Verify(y*,0*) = 1, and y* was not part of a query to the
simulation oracle.

7.2. CLR Signatures with Leakage on Key Updates from OWR

Next we recall Dodis et al’s construction and then show that actually their construction
is 2CLR secure if the underlying OWR is 2CLR secure. We then combine the above with
our generic transformation from Sect. 3 to obtain CLR-secure signatures with leakage
on key updates.

In the following, OWR := (OWR.Gen(1¥), OWR.Update(sk)) is a 2CLR-secure
one-way relation and NIZK := (NIZK.Setup, NIZK.Prove, NIZK . Verify) is a is tSE-
NIZK for the relation

R ={(y,x) | y = (pk, m), x = sk s.t. Verify(pk, sk) = 1}.

Although input m seems useless in the above relation, looking ahead, m will play the
role of the message to be signed. Note that we have the important property that when
the message m changes, the statement y = (pk, m) also changes.

— SIG.Gen(1%) : Output (vk, sk) where vk = (pk, crs), (pk, sk) < OWR.Gen(1¥)
and crs < NIZK.Setup(1).

— SIG.Signg (m): Output o < NIZK.Prove((pk, m), sk).

— SIG.Verify,y (m, o): Output b := NIZK.Verify(pk, m), o).

— SIG.Update(sk): Output OWR.Update(sk).

Theorem 13. [fone-way relation OWR is ju-2CLR secure and NIZK is true-simulation
extractable, then the above signature scheme is u-2CLR secure.

Proof. The proof here is very similar to that in [21]. We prove the above theorem
through a sequence of games. O
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Game Hp: This is the original ;«-2CLR game described in Definition 3, in which signing
queries are answered honestly by running o <— NIZK.Prove((pk, m), sk) and .A wins
if she produces a valid forgery (m*, o*).

Game Hp: In this game, the signing queries are answered by generating simulated
arguments, i.e., 0 <« NIZK.Simy(pk, m). Games Hy and H; are indistinguishable
by the zero-knowledge property of NIZK. Here the simulated arguments given to 4 as
answers to signing queries are always of true statements.

Game H;: In this game, we modify the winning condition so that the adversary only
wins if it produces a valid forgery (m*, 0*) and the challenger is able to extract a valid
secret key sk™ for pk from (m*, o*). That is, A wins if both SIG.Verify(m*, o*) = 1
and OWR.Verify(pk, sk™) = 1, where sk* < NIZK.Extey ((pk, m*), 0*). The win-
ning probability of A in Game H, is at least that of Game H| minus the probability that
NIZK Verify ((pk, m*), 0*) = 1 and OWR.Verify(pk, sk*) = 0. By the true-simulation
extractability of the argument NIZK, we know that this probability is negligible. There-
fore, the winning probability of A in Game H; differs from that in Game H; by a
negligible amount.

‘We have shown that the probability that A wins in Game H) is the same as thatin Game
H>, up to negligible factors. We now argue that the probability that A wins in Game H;
is negligible, which proves that the probability that A wins in Game Hy is negligible
as well. To prove that the probability that A wins in Game H» is negligible, we assume
otherwise and show that there exists a PPT algorithm B that breaks the ;-2CLR security
of OWR. On input pk, B generates (Crs, tk, ek) < NIZK.Setup(1¥) and emulates A
on input VK = (crs, pk). In each leakage round, B answers A’s leakage queries using
the leakage oracle and answers signing queries m; by creating simulated arguments
o; < NIZK.Simy (pk, m;). When A outputs her forgery (m*, o*), B runs sk* <«
NIZK.Extex ((pk, m*), 0 *) and outputs sk*. Notice that Pr[B wins | = Pr[A wins ], so
that if Pr[.A wins ] is non-negligible then B breaks the j-consecutive two-key security of
OWR. We therefore conclude that the probability that .4 wins in Game H is negligible.
This concludes the proof of the theorem. (I

Based on the result in [21], we have the following corollary.

Corollary 2. Fix aconstant K > 1, and assume that the K -linear assumption holds in
the base groups of some pairing. Then, for any constant € > 0, there exists a t-2CLR-
secure signature scheme with relative-leakage ﬁ > m — €.
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A. The Connection Between CLR and Obfuscation

In Sects. 5.1 and 5.2, we demonstrated that we can use obfuscation to fortify any public
key encryption scheme with leakage resilience, if the leakage is one-time and bounded.
Here, we seek to generalize the approach, using obfuscation to achieve security against
continual leakage. As compared with the result of Sect. 4, where we show that program
obfuscation can strengthen one specific encryption scheme to provide leakage resilience,
the intention here is to explore what can be done generically. That is, our aim is to achieve
continual leakage resilience starting from any PKE scheme and diO. Unfortunately, we
fall somewhat short, requiring that the underlying encryption scheme posses certain
specific properties, which we describe below. Although we demonstrate an instantiation
of such a scheme from the Decision-Linear assumption [7], we believe that the most
interesting open question left by our study of the relationship between leakage resilience
and program obfuscation is to construct such an encryption scheme directly from any
PKE scheme and diO. We include this section, in large part, with the hope of highlighting
the missing piece.

Recall that in the previous construction, the secret key consists of a dummy cipher-
text. An initial idea for how to achieve (consecutive) CLR is to refresh the secret key
by re-randomizing the ciphertext. Specifically, in the real construction, the ciphertext
in the secret key just encrypts zeros and is re-randomized, but in the proof it contains
the PRF output and the underlying plaintext is refreshed from round to round. How-
ever, since the underlying plaintext changes from round to round, we run into some
technical difficulties. Specifically, an adversary who knows the underlying secret key
for the ciphertext embedded in the construction’s secret key will be able to distinguish
consecutive hybrids. On the other hand, an adversary who does not know the secret key
for the ciphertext will not be able to produce a correctly distributed obfuscated circuit
to be placed in the public key. To resolve this, the idea is to use an encryption scheme
with special properties: The challenge ciphertext remains semantically secure while at
the same time, the adversary can efficiently simulate a decryption oracle which either
successfully decrypts the submitted ciphertext, or indicates that the submitted ciphertext
is a re-randomization of the challenge ciphertext. Note that this notion is a strengthening
of the notion of re-randomizable RCCA (relaxed CCA) security. Specifically, we define
a new special “diO-compatible” notion of “relaxed” [15] or “controlled” malleability
CCA security for re-randomizable encryption [17]. We then show how to realize our
new notion from the Decision-Linear (DLIN) assumption in bilinear groups, following
[17]. Our resulting continual leakage-resilient scheme presented in Sect. A.4 combines
this assumption with diO.

A.l. Re-randomizable Encryption

A re-randomizable encryption scheme is a tuple of algorithms RPKE = (Gen, Enc,
Dec, ReRand) defined as follows. First, the triple (Gen, Enc, Dec) is a standard
encryption scheme. Second,

(PK, SK, 1, 2) ~ (PK, SK, €[, C5)
where
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(PK, SK) < Gen(1¥) ; ¢; < Enc(rk, m),
c2 < Enc(pk, m) ; ¢, < ReRand(pk, ¢) .

A.2. diO-Compatible RCCA Encryption

Intuitively, an RCCA encryption scheme [15] is like a CCA-secure encryption scheme
that allows replay attacks. We define a special type of RCCA encryption scheme that we
call diO compatible, inspired by the definition of controlled malleability of Chase et al.
[17]. The intuition for diO-compatible RCCA encryption is that the security proof allows
for placing the secret key of the encryption scheme in an obfuscation, while arguing about
semantic security of a challenge ciphertext. Specifically, the way this is achieved is by
requiring that the diO-compatible RCCA encryption have a specific hybrid structure
for proving security. In each hybrid, there is an efficient algorithm which simulates the
decryption oracle. Moreover, indistinguishability of consecutive hybrids reduces either
to the security of an underlying primitive, or reduces to the fact that, even given the code
of the simulated decryption oracle, the attacker cannot find a distinguishing input. A
detailed definition follows.

Syntax. A diO-compatible RCCA encryption scheme is a tuple of algorithms RCCA =
(Gen, Enc, SimEnc, Dec) where

— Algorithm Gen(1%) outputs keys (PK, (SKj, SK2), Tsim)-

— Algorithm Enc(pk, m) outputs a ciphertext c.

— Algorithm SimENCc(zgjm, m) outputs a ciphertext cgjm.

— Algorithm Dec (sky, ¢) outputs a message value in {m, L}.

— Algorithm Dec;(skz, ¢) outputs a message value in {m, L, SimFlag}.

Correcmness. For correctness, we require that Pr[Dec(sk;, Enc(ek, m)) = m] = 1
where (PK, (K1, SK2), Tsim) is output by Gen(1%). (This can be relaxed to allow negli-
gible probability of failure.)

Security. Intuitively, our encryption scheme must remain secure, even when the adversary
is given an obfuscation of the decryption key (using diO security). This is hard to argue
generically, since we cannot say for sure what might be revealed about the key by such an
obfuscation. By using a two-key system and a NIZK, we enable ourselves to transition
through a sequence of hybrids that allow us to change the content of the plaintext while
still claiming indistinguishability. (A similar method appears in the work of Garg et al.
[29].) More specifically, we require three security properties that are formally described
below. The first property says that real ciphertexts are indistinguishable from simulated
ones, even when given sKi; this allows us to transition to using simulated ciphertexts,
even when the adversary is given an obfuscation containing sK;. The third property says
that, given a simulated ciphertext encrypting m, it is hard to construct a new ciphertext
that decrypts to m’ # m under sk, but decrypts to something other than m’ under sK;.
This allows us to switch the key in the obfuscation from SK; to sk under the argument
of diO security. Finally, the second security property ensures indistinguishability of
simulated ciphertexts even when given sk», which allows us to modify plaintext values
even while giving the adversary the obfuscated key. The formal definition follows. We
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note that in the definition of simulation soundness, we use SimFlag to denote a Boolean
value, which is intended to indicate that a ciphertext was simulated. '

— Indistinguishability of simulated ciphertexts from real ciphertexts: For any
efficient adversary A and message m

A(PK, Enc(pk, m), sK;) ~ A(PK, SIMENC(tsim, m), SK1) -

— Indistinguishability of simulated ciphertexts under chosen plaintext attack:
For any efficient adversary A, and any message pair (mq, m1),

A(PK, SKa, SIMENC(tsim, m0)) ~ A(PK, SK2, SIMENC(Teim, 71)) -

— Simulation soundness: For any efficient A and message m the probability
that the following experiment outputs 1 is negligible: (PK, (SKi, SK2), Tsim) <—
Gen(1¥) ; ¢ < SImEnc(tgjm, m) ; ¢* < A(SKi, SKp, ¢) Return 1 if either

1. Dec,(ska, ¢*) = SimFlag A Dec; (ski, ¢*) # m
2. Decy(ska, ¢*) # SimFlag /\ Dec,(ska, ¢*) # Dec;(sky, ¢*)

where the probability is taken over the randomness used in key generation, SimEnc,
and by A when computing c*.

Re-randomizability. We say that a diO-compatible RCCA-secure encryption scheme
is re-randomizable if it has an additional algorithm ReRand defined analogously to
re-randomizable encryption.

A.3. Construction of diO-Compatible RCCA Re-randomizable PKE

In our extension to continual leakage, we need a diO-compatible RCCA-secure re-
randomizable scheme. We will show that the controlled-malleable (CM) CCA encryp-
tion scheme of Chase et al. [17] instantiates this notion based on the Decision-Linear
assumption [7]. Compared to their security analysis, we prove something stronger since
we require an RCCA scheme of a particular “diO-compatible” form, but we use the same
RCCA construction of [17] and what we require follows by observing that their scheme
possesses the additional properties we require.

We begin by defining non-interactive proof systems, non-interactive zero-knowledge
(NIZK) proofs of knowledge and malleable proof systems. We then define the additional
security properties (controlled-malleable simulation sound extractability), required for
the construction of Chase et al. [17]. Our definitions closely follow those in [17].

Definition 15. (Non-interactive proof systems) A set of algorithms (CRSSetup, P, V)
constitute a non-interactive (NI) proof system for an efficient relation R with associated
language Lg if completeness and soundness below are satisfied. A NI proof system

12We note that the presented conditions only refer to single-message security, which is all that is needed
in our applications. More generally they could provide the adversary many challenge encryptions (say, via
appropriate encryption oracles).
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is extractable if, in addition, the extractability property below is satisfied. A NI proof
system is zero knowledge (NIZK) if the zero-knowledge property is satisfied. A NIZK
proof system that is also extractable constitutes a non-interactive zero-knowledge proof
of knowledge (NIZKPoK) system.

1. Completeness. For all o,y < CRSSetup(1¥) and (x, w) € R, V(o¢rs, X, ) = 1
for all proofs w <« P(o¢rs, X, W).

2. Soundness. For all PpT A, and for o.,; < CRSSetup(1¥), the probability that
Al(ocrs) outputs (x, ) such that x ¢ L but V(ogs, x, m) = 1, is negligible.

3. Extractability. There exists a polynomial-time extractor algorithm £ = (E1, E>)
such that E;(1°) outputs (0eys, Text) and E3(0exs, Text, X, 7T) outputs a value
w such that (1) a o,y output by E;(1°) is indistinguishable from o,,; out-
put by CRSSetup(1¥); (2) for all ppT A, the probability that A(oeys, Text)
(where (0eys, Text) < E1(1¥) outputs (x, ) such that V(oey, x, ) = 1 and
R(x, E2(0ext, Text, X, w)) = 0, is negligible.

4. Zero knowledge. There exists a polynomial-time simulator algorithm S = (S, S2)
such that S; (1€) outputs (0, Tsim) and S2(dgim, Tsim, X) outputs a value g such
that for all (x, w) € R and PpT adversaries 4, the following two interactions are
indistinguishable: in the first, we compute o < CRSSetup(1¥) and give A
o¢rs and oracle access to P (where P will output L on input (x, w) such that
(x, w) ¢ R); in the second we compute (05, Tsim) and give A oy, and oracle
access to S(0gim, Tsim, *» ), Where, on input (x, w), S outputs S»(0sim, Tsim, X) if
(x, w) € R and L otherwise.

Definition 16. (Malleable non-interactive proof system) Let (CRSSetup, P, V) be a
non-interactive proof system for a relation R. Let 7 be an allowable set of transfor-
mations for R. Then this proof system is malleable with respect to T if there exists an
efficient algorithm ZKEval that on input (o¢s, T, {x;, 7;}), where T € 7 is an n-ary
transformation, and V(o.rs, Xi, ;) = 1 for all i, 1 <i < n, outputs a valid proof 7 for
the statement x = T, ({x;}) (i.e., a proof & such that V(og, x, ) = 1).

Definition 17. (Controlled-malleable  simulation  sound  extractability)  Let
(CRSSetup, P, V) be a NIZKPoK system for an efficient relation R, with a simulator
(81, S2) and an extractor (E, E3). Let 7 be an allowable set of unary transformations
for the relation R such that membership in 7 is efficiently testable. Let SE| be an
algorithm that on input 1* outputs (0,5, Tsim, Text) such that (o, Tsim) is distributed
identically to the output of S;. Let A be given, and consider the following game:

— Step 1. (0crs, Tsims Text) < SE(1).
— Step 2. (x, ) < ASZ(U”S'TSim")(Ucrm Text)-
— Step 3. (w, x’, T) < E2(0crs, Texts X, TT).

We say that the NIZKPoK satisfies controlled-malleable simulation sound extractabil-
ity if for all ppT algorithms A there exists a negligible function negl(-) such that the
probability (over the choices of SE|, A and ;) that V(os, X, 7) = 1 and (x, w) ¢ Q
(where Q is the set of queried statements and their responses) and either (1) w # L
and (x,w) ¢ R; 2) (x',T) # (L, L) and either x’ ¢ Ty(x") or T ¢ T; or (3)
(w, x", T) = (L, L, 1) is at most negl(x).
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For simplicity, we additionally require (CRSSetup, P, V) to be “same-string” NIZK
(see [20]), which means that o.,; generated by SE; is identically distributed to o¢ys
generated by CRSSetup. We point out in the analysis below where this property is
used.

For our purposes, we require proof systems for statements of the form “I know the
message and randomness corresponding to public key and ciphertext pair (pk, c¢), for
an underlying re-randomizable encryption scheme.” Given a proof corresponding to a
particular (pk, c), we would like to use malleability to construct proofs for (pk, ©),
where € is a re-randomization of c. Therefore, we require an NIZKPoK with controlled
malleability (CM) with respect to the class 7, where 7 corresponds to the set of trans-
formations that take as input (pk, ¢) and output (pk, ¢), where ¢ is a re-randomization
of ¢. We discuss instantiations of such CM-NIZK below.

Our instantiation of diO-compatible RCCA follows the construction of CM-CCA

encryption of [17]. Details follow.
The Instantiation of diO-Compatible RCCA based on [17]. We assume a re-randomizable
IND-CPA-secure encryption scheme (Gen’, Enc’, Dec’) and a cm-NIZK scheme
(CRSSetup, P, V), with simulator S E, for the relation R such that ((pk, ¢), (m, r)) €
R iff ¢ := Enc/(pk, m; r) and for malleability class 7, where 7T is the set of transfor-
mations corresponding to re-randomization of the ciphertext c. For our construction we
have RCCA = (Gen, Enc, SimEnc, Dec) as follows:

— Gen(1¥): Run (pk’, sk’) < Gen'(1¥) and (0crg, Tsim» Text) < SE1(1€); set the
public key pk of the RCCA encryption scheme to PK := (pk’, o.rs), the secret key
sk of the RCCA encryption scheme to sK| := (PK, sk’), and the secret key sK» of
the RCCA encryption scheme to SK; := (PK, Text). Output (PK, SK{, SK2, Tsjm)-

— Enc(pk, m): Parse PK = (pk’, o.r5); then compute ¢’ < Enc’(pk’, m) and 7 <«
P(oers, (pk’, c’), m) (i.e., a proof of knowledge of the value inside ¢’) and output
c:=(c,m).

— SIMENC(PK, Tsim, m): Parse PK = (pk’, o¢rs), then compute ¢, < Enc’(pk’, m)
and 7gim < S2(0crs, Tsim, (PK/, c/sim)) a simulated proof of plaintext knowledge
as Tgjm; it outputs ciphertext ¢ := (C/Sim’ Tsim)-

— Decj (K1, ¢): First parse sK| = (PK, sk’), PK := (pk’, o¢rs) and ¢ := (¢/, 7); now
check that V(o¢s, (pk’, ¢’), w) = 1. If not abort and output L. Otherwise, compute
and output m = Dec/(sk’, ¢’).

— Dec;(sKy, ¢): First parse sk| = (PK, sk’), PK := (pk’, o¢rs) and ¢ := (¢/, 7); now
check that
V(oers, (pk’,¢’),m) = 1. If not abort and output L. Otherwise, compute
((m, r), (pk', "), T) < Ez(0crs, Texts X, ). If (m, r) = L, output SimFlag. Oth-
erwise, output m.

/

diO Compatibility of the Scheme. We go through the required security properties and
sketch the argument for why each of them hold.
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— Indistinguishability of simulated ciphertexts from real ciphertexts: For any
efficient adversary A and message m

A(PK, Enc(rk, m), sKp) ~ A(PK, SImENnc(zgjm, m), SK1) .

This follows from the “same-string” NIZK property of (CRSSetup, P, V) and
the fact that simulated proofs and real proofs under the cm-NIZK scheme
(CRSSetup, P, V) are indistinguishable.

— Indistinguishability of simulated ciphertexts under chosen plaintext attack:
For any efficient adversary A, and any message pair (mg, m1),

A(PK, SK», SIimENC(tgim, mo)) A A(PK, SK», SIimENnc(zgim, m1)) .
<im)» the output of SIMENC(tsim, mp), b €

{0, 1} can be computed given (o¢rg, Tsim, ¢’ gim)’ where ¢’ gim is an encryption of m;,
under pk’. Therefore, due to the definitions of PK, SK», it is sufficient to show that

Since S, takes as input o¢rg, Tsim, (pk’, ¢

IR o
(UL'VS’ Text> Tsim» € sim) ~ (GC757 Text, Tsim, C sim)'

This follows from the fact that encryptions of m and encryptions of m under pk’
are indistinguishable, even given o, Text, and Tgjm.

— Simulation soundness: For any efficient A and message m the probability
that the following experiment outputs 1 is negligible: (PK, (SKi, SK2), Tgim) <—
Gen(1¥) ; ¢ < SimEnc(tgim, m) ; ¢* < A(SK|, SKp, ¢) Return 1 if

1. Decy(ska, ¢*) = SimFlag /\ Dec (s, ¢*) # m
2. Dec,(ska, ¢*) # SimFlag /\ Dec;(ska, ¢*) # Dec;(sky, ¢*)

where the probability is taken over the randomness used in key generation, SimEnc,
and by A when computing c*.

This follows from the controlled-malleable simulation sound extractability of the
proof system (CRSSetup, P, V), which holds even given 7yt (which is contained
in sKp). Specifically, parse ¢ := (c/,m) and ¢* = (c*,n*) and note that if
Dec;(skp, ¢*) = SimFlag then it must be the case that V(oerg, (pk/, ¢*’), 7%) = 1
and ((m*, r*), (pk’, ¢*), T) < E2(0¢rs, Text, X, ) is such that (m*, r*) = L. But by
the controlled-malleable simulation sound extractability of (CRSSetup, P, V), if the
above occurs then it must be the case that (pk’, ¢*') € T(pi',/)(pk’, c*’)and T € T.This
means that ¢’ is a re-randomization of ¢’ and so Dec; (sky, ¢*) = Dec/(sk’, ¢*') = m.
On the other hand, if Dec,(skz, c*) # SimFlag then if V(ogs, (pk’, c*'), 7*) = 0
both Dec;(sky, ¢*) and Dec(sky, ¢*) output L. Otherwise, it must be the case that
V(0crss (Pk/y C*/), 7'[*) =1,

((m*, r*), (pk’, ¢*'), T) < E»(0ers, Text, X, ) is such that (m*,r*) # L and
Dec; (sky, ¢*) outputs m*. But by the controlled-malleable simulation sound extractabil-
ity of (CRSSetup, P, V), if the above occurs then it must be the case that ((m*, r*),
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(pk',c*")) € R, which means that Deci(sk;, c*) = Dec'(sk’,c*) = m* =
DeCz(SKQ, C*).

Concrete parameters. As in [17], the underlying re-randomizable RCCA public key
encryption scheme can be instantiated with the Decision-Linear-based encryption
scheme of Boneh, Boyen, and Shacham [7] (which is re-randomizable via exponen-
tiation). The NIZK proof system can be the same as in [17]: Combine a Groth-Sahai
proof of plaintext knowledge (which is itself re-randomizable and supports exponentia-
tion malleability of the underlying statement) along with the signature scheme from Abe
et al. [1]. A ciphertext in the resulting diO-compatible RCCA-secure re-randomizable
PKE scheme will contain a constant number of group elements, although this constant
is large. A benefit of our abstractions is that better constructions of re-randomizable
RCCA-secure public key encryption and corresponding NIZK proof system will lead to
improved parameters for our continual leakage-resilient PKE scheme.

A.4. Our 2CLR PKE Construction

To guarantee security in the presence of continual leakage, we modify our construction
in two ways. First, we strengthen the security of the encryption scheme used to encrypt
Ctgummy- requiring that it provide relaxed CCA security (RCCA) [15]. Recall that such
encryption schemes allow users to re-randomize ciphertexts, while guaranteeing the
ciphertexts are otherwise secure against chosen ciphertext attacks.

The other change that we make to the scheme of Sect. 5.2 comes up in the proof
of security. Because we are leaking over multiple rounds, storing #* in a list no longer
suffices. After enough rounds, the value will be fully recovered by the adversary, and
he will distinguish neighboring hybrids. To fix this, we instead store random values
whose inner product yields the challenge point, along with a hash of the challenge.
In our proof of security, the most interesting hybrids are Hybrid 4, where use RCCA
security, Hybrid 5, where we reduce to diO, and Hybrid 8, where we use the fact that
inner product is a good two-source (and, therefore, strong) extractor. The other hybrids
are fairly straightforward (Figs. 17, 18, 19).

Theorem 14. Assume

— RCCA is a diO-compatible RCCA-secure re-randomizable PKE with ciphertexts
of length Lct(k, Lmsg) for Lmsg-bit messages and security parameter .

— SIG is a strong existentially unforgeable digital signature scheme with signatures
of length Lsig(ic, Lmsg) for Lmsg-bit messages and security parameter .

— PREF is a puncturable pseudorandom function {0, 1} x {0, 1}* — {0, 1}tmss for
some p = p(k) = w (k).

— G is a pseudorandom generator {0, 1} — {0, 1}*.

— diO is a differing-inputs obfuscator for circuits in this scheme.

— H is a family of collision-resistant hash functions with output size k bits.
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Encryption Scheme & = (£.Gen, £.Enc, £.Dec, £.Update)

Key Generation: (pk,skg) < £.Gen(1"%)
Compute the following;:
— (PKRCCA, SKRcca, SK2, Tsim) — RCCA‘Gen(l'i),
— (vk,td) < SIG.Gen(1%),
— k «— PRF.Gen(1").
o — SIG.Sign(td, 02~ Pt LEmse),

— Ctgummy «— RCCA.Enc(PKgcca, o||02FPFImse; 1) where ro « {0, 1}*.
Let Cj be the circuit described in Figure 18, and compute Cgnc < diO(Ch).
Let keys = {SKrcca, k, vk}, let Cieys be the circuit in Figure 19, and compute
Cbec — dio(ckeys)~
Output pk = (PKRCCA, CEnc, CDec) and skg = (Ctdummy).

Encryption: ¢ — £.Enc(pk, m)
On input message m € {0,1}*™ sample r « {0,1}*, and output ¢ =
(G(r), Cenc(r) @ m), where G is some fixed pseudorandom generator.
Decryption: m «— &.Dec(sk;, ¢)
In round 4, on input ciphertext ¢ = (¢,v), compute y := Cpec(ski, t).
If y # L, output m = y @ v. Otherwise, output m = L.
Key Update: sk; « &.Update(sk;—1)
In round %, on input secret key sk;—1, randomly choose r; «— {0,1}", compute
and output sk; < RCCA.ReRand(PKrcca, ski—1;74).

Fig. 17. Continual leakage-resistant encryption scheme, £.

Internal (hardcoded) state: k.
On input: r
— Output z = PRF.Eval(k, G(r)), where G is some fixed pseudorandom generator.

Fig. 18. Program Cy. This program is obfuscated and placed in the public key to be used for encryption.

Internal (hardcoded) state: keys = {k, vk, SKrcca }-

On input: ctgummy,t

— Compute (0/,m) = RCCA.Dec1 (SKrcca, Ctdummy )-
— If SIG.Verify(o’, m; vk) = 0 output L.
— Output z = PRF.Eval(k, t).

Fig. 19. Program Cyeys. This program is obfuscated and placed in the public key. It is used during
decryption.

Then & is L-2CLR where

L (1/6 —o(1)p

k| Lt (K, 2k + p + Lmsg + Lsig(x, 26 + p + Lmsg))
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We choose a diO-compatible RCCA-secure re-randomizable PKE with Lt (', Lmsg) =
c1 + Lmsg, for some constant c; and a signature scheme with Lgjg(x, Lmsg) = 0(Lmsg)-
Setting p = p(k) = w(x?) yields an encryption scheme for messages of length @ (k)
with constant leakage rate ¢1/6 — o(1).

Note that a diO-compatible RCCA-secure re-randomizable PKE is achieved by the
Chase et al. [17] scheme, as argued in the previous section. Additionally, signature
schemes with the required property (that Lgjg(, Lmsg) = 0(Lmsg)) can be achieved
using the well-known “hash-and-sign” paradigm (see, for example, [38]) and can be
constructed assuming the existence of collision-resistant hash functions.

It may seem puzzling as to why the leakage rate seems to depends on the length of
the message being encrypted, Lmsg. In general, it is true that the length of the message
being encrypted should not affect the leakage rate. However, in our scheme we are using
a “one-time-pad encryption” paradigm where Cgpc generates randomness (7, y) and y
is then used for a one-time-pad encryption of the message, so that the final ciphertext is
(t,v := y @ m). Note that this means that the length of y is the same as the length of
the message (Lmsg). Cpec then reverses this process, by taking as input the secret key
(Ctgummy) and ¢ (from the ciphertext) and returning the corresponding y. In our proof,
we use an information theoretic argument for one of the steps, which requires that, for a
fixed ¢*, the output of Cpgc (of length Lmgg bits) is uniform random, even conditioned
on the leakage from the secret key. Clearly, in this argument, the entropy of the output of
Cpec must be coming from the entropy of the secret key. The entropy of the secret key, in
turn, comes from the fact that, in the hybrid argument, we switch from an encryption of
an all-0 string to an encryption of arandom string, y*. This means that the secret key must
encryptamessage of length atleast L msg bits (even under 0 bits of leakage) and so clearly
the length of the secret key must depend on the length of the message, Lmsg. If, instead of
using one-time-pad encryption, we used a computational variant in our construction, we
would eliminate the dependence between the secret key length and the message length.
However, this would further complicate the proof, requiring additional steps in the hybrid
argument. Therefore, for simplicity, we assume a simple one-time-pad-based encryption.

In order to prove Theorem 14, we prove (in Lemma 16) that even under leakage, it
is hard for any ppT adversary A to distinguish the output of the PRF y from uniform
random. Given this, Theorem 14 follows immediately.

In fact, we will prove a slightly stronger lemma, by allowing O to leak on two consec-
utive keys in any given round. By combining this property with the results from Sect. 3,
we prove that this construction achieves security when the adversary is allowed to leak
on updates. More specifically, in the lemma below, in round i, we allow the adversary
to specify a leakage function f; (-, -), and O returns f; (ski_1, SK;).

Lemma 16. Forevery PPT leaking adversary A, who is given oracle access to a leakage

oracle O and may leak at most L bits of the secret key, there exist random variables
pk, sKo, ..., Sk, such that:

(pkv t*’ Y, {ﬁ(Ski—lv Ski)}?=1 <~ AO()(pk))

% (PR Ups UL i (Ski—1. S0V, < AP0 (K))
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where y = Cpec( Ctgummy, t = G(r)), n is the number of key update rounds requested
by A, and the distributions are taken over coins of A and choice of (pk, sko) <«
£.Gen(1%), sk; <« &.Update(sk;_1), r and choice of pk, sk, ..., sk, w, respec-
tively.

Proof. 'We prove the lemma via the following sequence of hybrids:

Hybrid 0: This hybrid is identical to the real game.
Let D;, denote the distribution (pk. ¢, y, {f; (ski_1. sk)}/_; < A" (pk)) as in the
left side of Lemma 16.

Hybrid 1: This hybrid is the same as Hybrid 0 except we replace pseudorandom
t = G(r) inthe challenge ciphertext with uniform random ¢* < {0, 1}”. Let Dﬁl denote
the distribution (pkK, %, y, {f; (ski—1, Ski)}'_, < A (pk)) where y = Cpec(sky, 1*)
and the distribution is taken over coins of A, choice of (pk, skg) < £.Gen(1¥), sk; «
&.Update(sk;_1), t* as described above. O

Claim 16. For every PPT adversary A,
A £ A
Dy, ~ Dy,

Proof. The proof follows from the security of the PRG used in Cgnc. We refer the
reader to the proof of Claim 6. We note that the reduction holds even if the adversary
were given all sk; in full. O

Hybrid 2: This hybrid is the same as Hybrid 1 except we replace the key k used in
Cenc with a punctured key, k = PRF.Punct(k, t*). We denote the resulting public key
by pk’. Let Dﬁz denote the distribution (pk’, £*, y, {fi (ski_1, skp)}'_, < APV (pk))
where y = Cpec(SKy, t*) and the distribution is taken over coins of A, and choice of
(pK’, sko, ..., sky), t* as described above.

Claim 17. For every PPT adversary A,
A £ A
Dy, ~ Dy,

Proof.  The proof follows from the security of the obfuscation used in Cgpc. We refer
the reader to the proof of Claim 7. We note again that the reduction holds even if A is
given all sk; in full. O

Hybrid 3(): We define a sequence of n hybrids, where 7 is the number of key update
rounds requested by the adversary. In Hybrid 3(/), in the first j update rounds, instead
of refreshing Ctyymmy by computing ctyymmy = RCCA.ReRand(pkrcca, Ctaummy)-
we replace the secret key with a fresh ciphertext: Ctyymmy = RCCA.Enc(PKrcca. o
|0%<+P+Lmsg)  For rounds i > j, the secret key is still refreshed through a re-
randomization. We denote the resulting set of secret keys by {Sk(()SU ), cee Sk,(f‘j )} Let

Df}w denote the distribution (pk’, t*, v, {fi (sk(3|j) sk?'j))};l:l - AO(')(pk’)) where

i—1
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y = Cpec( Skff'j ) t*) and the distribution is taken over coins of .4, and choice of
(pK/, sk(()3m, ..., 8kB) * a5 described above.

Claim 18. For every PPT adversary A, and every j € [n]

C

A ~ A
DHsU—l ~ DH3I/"

Proof. The proof is through a reduction to the property that the distribution
of fresh ciphertexts and the distribution of re-randomized ciphertexts are indis-
tinguishable, even given the secret key sk;. The reduction adversary S receives
(pk, sk;) from his challenger and uses them to generate the public keys for £, along
with the secret keys {skg = RCCA.Enc(pKrcca, o|[0%FFHimsa) . sk; | =
RCCA.Enc(PKrcea, o ||0%FPFLmsg)} He submits ciphertext sk;_; along with the
underlying plaintext value as his challenge and receives c¢* which is either a re-
randomization SK;_1, or a fresh encryption. He computes sk ;| by re-randomizing
his challenge ciphertext, and fori € {j + 1, ..., n}, he computes sk; by re-randomizing
sk;_1. These ciphertexts are distributed either identically to those in Hybrid 3¢~ or
to those in Hybrid 3¢) and can be used by S to perfectly simulate the responses to
A’s leakage queries. It follows that the advantage of S is the same as the advantage of
distinguishing Dﬁwq from Dﬁw. (|

Hybrid 4: In this hybrid step, we again change the update phase. Instead of replacing
Ctaummy With a fresh encryption of o [|0?<T/+Lmss, we will replace Ctgummy with a
fresh encryption of o”||((s;, o, H(t*))|| y). Here s;, oy, H, y, o’ are defined as follows:
S; <« IE‘Z/ “ where q = 2, H <« H where H is a family of collision-resistant hash
functions, and H (t*) is of size k; «; = (s;, 1*) is of size «, where t* is interpreted as
an element in F’q)/'(, and q; is interpreted as an element in F; y = PRF.Eval(k, t*) is
of size Lmsg and o’ = SIG.Sign(td, ((s;, o, H(t*))|| y)).

Let sk denote the secret key after update round i when computed as described
above. Let D7}, denote the distribution (pk’, 1*, y. {f; (skj_ ;. sk{)}7_ < A9V (pk)))

where y = Cpec( K/, t*) and the distribution is taken over coins of A, and choice of

(pK’, sk, ..., sk), t* as described above.

Claim 19. For every PPT adversary A,
pA £ pA
H3j, ~ FHyt

Proof. The proof proceeds through an iteration of sub-hybrid steps, where in the jth
iteration we change only the jth ciphertext. Let Hybrid 4/ denote the hybrid game where

we have changed only the content of the first j ciphertexts. Let Sklelj ) denote the secret
key that is generated in the i th update round of Hybrid 4\/). Let Dﬁw denote the distribu-

tion (pk’, t*, y, i sk sk AO(')(pk’)) where y = Cpec( sk, 1%)

and the distribution is taken over coins of .4, and choice of (pk’, sk((;”j ), e Skff'j )y, t*
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as described above. The proof follows then from the following claim. (Note that Hybrid
4O i5 equivalent to Hybrid 3.) 0

Claim 20. For j €{0,...,n— 1},

c
Dﬁw ~ Dﬁmﬂ
Proof. We now define the set of hybrids that allows us to prove Claim 20. We note
that, by the definitions of Hybrids 40 and 40+ given above, for any i # J, sk§4|j ) =
Skle +, Therefore, in each of the following sub-hybrids, we only need to make change
to sk,
Hybrid 4a: In this hybrid, we modify the update procedure in round j. Instead of
replacing Ctgummy with a fresh encryption RCCA.Enc(PKpcca, o ||0% T Emsa) we
set Sk;“‘”j) = RCCA.SimENnc(tgjm, o ||0%TP*Lmsg) The other keys remain as they
are in Hybrid 4(/).

Let Skf4a|j ) denote the secret key that is generated in the ith update round of
Hybrid 4a) Let Df}MU denote the distribution (pk’, t*, y, {f; (Skgial‘j), Skf4a|j))};':1 <«
AOO) (pk)) where y = Cpec( Sk,(,4”|j), t*) and the distribution is taken over coins of A,
and choice of (pk/, Sk(()4a|j), el Skﬁf“m), t* as described above. We claim the following

Claim 21. For any PPT adversary A,

A LA
Diiyy; ~ Phiyy
Proof. The proof follows by a reduction to the RCCA property ensuring the indis-
tinguishability of simulated ciphertexts from real ciphertexts. Recall, for any efficient
adversary S

SENC(KRCCA ) (PR, SK1)

C A . .
A SSIMENC(tsin-) (pg g, SK1)

To build the reduction, S receives keys (PKRcca, SK1) for the RCCA scheme, which
suffices to build the pk of £. For update rounds i < j, he constructs sk; by creating
a fresh encryption of o'||((s;, a;, H(¥))|| y) (as defined above), and for i > j, he
constructs Sk; by creating a fresh encryption of o ||02t#+Lmsg_To create sk j»he submits
o ||0%<+P+Lmsg to his challenger and uses the challenge ciphertext in the jth update round.
The distribution of secret keys generated by S is either identical to that in Hybrid 4(/),
or to that in Hybrid 44/, It follows that S’s advantage is the same as the distinguishing

A A
advantage between D Hay; and D Hial;* (]

Hybrid 457): In this hybrid, we modify the circuit Ckeys into Cygys described in Fig. 20.
In words, the change involves using sK» instead of ski. If decryption under Sk, outputs a
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Internal (hardcoded) state: keys’ = {k, vk, SKa}.

On input: ctyummy,t

- If RCCA.DecQESKz, Ctdummy; = SimFlag, output z = PRF.Eval(k,t).
— If RCCA.Dec2(SKz, Ctaummy) = L, output L.

— Else, parse RCCA.Dec(SK2, Ctaummy) as (o', m).

— If SIG.Verify(c’, m;vk) = 0 output L.

— Otherwise, output z = PRF.Eval(k,t).

Fig. 20. Program Ckeys" This program is obfuscated and placed in the public key, replacing Cygys. Itis used
during decryption.

message, we still verify the signature just as in Ckeys, and if decryption outputs SimFlag,
we proceed as though the signature has been verified. Intuitively, these circuits have
differing-inputs security because of the “simulation soundness” property of the RCCA
encryption scheme. Denote the resulting public key by pk(4b D Let Dﬁ%u denote the

distribution (Pk“¥17, 1%, y, (/i (sk{ ™", sk{* )| ACO (K1) where y =
Cbec ;

( Skﬁf”lj ) , ™) and the distribution is taken over coins of 4, and choice of (pkW’ 17) , Sk((;m ) ,
e, Sk,(f“‘j )), t* as described above. We claim the following

Claim 22. For any efficient adversary A,

Proof. We define the following sampler Samp and show that the circuit family C
associated with Samp is a differing-inputs circuit family.
Samp(1¥) does the following:

— Set keys = (sKy, k, vk) and set keys’ = (sK», k, VK).
— Let Cop = Cyeys and let Cy = Ckeys/'
ol
— Set aux = (vk, {sk§ “'”}?:O, t*,y)
— Return (Cyp, Cq, aux).

‘We now show that for every ppT adversary A there exists a negligible function negl
such that

Pr[Co(x) # Ci(x) : (Cp, Cy, aux) < Samp(1“), x < A(1%, Cp, C1, aux)] < negl(x).

Assume toward contradiction that there exists a PPT adversary A and a polynomial
p(+) such that for infinitely many «, A outputs a distinguishing input with probability
at least 1/p(x). We construct a PPT adversary S that breaks the simulation soundness
property of the RCCA scheme.

Upon receiving (PKRcca, SK1, SK2) <— Gen(1%) from the challenger, S does the fol-
lowing:



D. Dachman-Soled et al.

— Run k£ <« PRF.Gen(1¥) and (vk,td) < SIG.Gen(1¥). Choose t* at ran-
dom, compute y = PRF.Eval(k, t*), and set keys = (sKy, k, vk) and keys’ =
(K2, k, VK).

— Sample o < SIG.Sign(td, 0%<*+r+Lmsa) and submit m* = (o'||0>FPFLmsg) as a
challenge message.

— & receives challenge ¢* < SimENc(tgim, m™) and simulates Samp by doing the
following:

e Let Cop = Cyeys and let Cy = Cgyg'-
o Ssetssk; = c*. Fori # j, S uses PKRcca to generate Sk; honestly, as done
in Hybrid 4a/) above.
e Setaux = (VK, {sk;}7_,. 1%, y)
— Sruns A(1%, Cy, Cy, aux) and receives x in return. He outputs x.

Note that if RCCA.Dec;(skp, x) = SimFlag and RCCA.Dec;(skj, x) =
m*, then both Cyp and C; output y = PRF.Eval(k,*). On the other hand, if
RCCA .Dec;(sk,, x) = SimFlag and RCCA.Dec (sK1, x) # m*, then x violates the
simulation soundness property of the RCCA scheme and S wins his game. Similarly, if
RCCA.Dec;(sk3, x) # SimFlag and RCCA.Dec;(sk;, x) = RCCA.Dec(sky, x),
then Cy and C| have the same output (either y or L). f RCCA.Dec; (sky, x) # SimFlag
and RCCA .Dec;(skz, x) # RCCA.Dec) (sK1, x) then, again, S wins his game.

Claim 22 follows from the fact that diO is a differing-inputs obfuscator and from the
fact that the circuit family C associated with Samp is a differing-inputs family. This is
the case since Dﬁwj can be simulated given (diO(Cy), aux) and Dﬁ%l]_ can be simulated

given (diO(Cy), aux). O
Hybrid 4c): In this hybrid, we modify the update procedure in round j. Instead of

replacing Ctgymmy with the simulated ciphertext RCCA.SIMENC(tgjm, o|[0% ¢+ Lmsg),
we compute

sky““f') = RCCA.SIimENC(tsim, o' ||((si, o, H(t*)|] )

as described in Hybrid 4. The other keys remain as they are in Hybrid 4bD),
Let Sk§4clj ) denote the secret key that is generated in the ith update round of Hybrid
4c¢), Let Déw denote the distribution

<pk(4b|j), 1%,y sk, sk @y 400 (pk(4b|j>)>

where y = Cpec( Skfdj )| t*) and the distribution is taken over coins of A, and choice
of (pk(4h|j), Sk(()4cm, e, Skffc‘j)), t* as described above. We claim the following

Claim 23. For any efficient adversary A,

A L A
Hupj ™ DH4c|j
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Proof.  The proof follows by a reduction to the RCCA property that ensures the indis-
tinguishability of simulated ciphertexts, even when given sK». Recall, for any efficient
adversary S, and any message pair (mg, m1),

ASIMENC(sim:) (pk g, SKa, SIMENC(Tsim, m0))

C A . .
~ ASMENC(sim:) (pgpoca, SKa, SIMENC(Tgim, m1)) -

To build the reduction, S receives keys (PKRcca, SK2) for the RCCA scheme, which
suffices to build the pk of £. For update rounds i < j, he constructs Sk; by creating a
fresh encryption RCCA.Enc(PKrcca, o”|1((si, ai, H(t%))|| y)) (as defined above), and
for i > j, he constructs sk; by creating a fresh encryption of o [|0%*+P+Lmss_To create
sk ;, he submits challenge plaintext pair: (o| |02 +p+Lmsa) (o' ||((s;, i, H(t*))|| ¥)) to
his challenger and uses the challenge ciphertext in the jth update round. The distribution
of secret keys generated by S is either identical to that in Hybrid 460, or to that in Hybrid
4¢\) Tt follows that S’s advantage is the same as the distinguishing advantage between
Dy, and Dy . O

Hybrid 4d"/) In this hybrid, we modify Cygys back to the circuit Cyeys used in the real
world. That is, we return to using sK;. Denote the resulting public key by pk(4d|j ). Let

Dﬁ _denote the distribution
4d| j

(pk(4d| D%y, (fi(sk D sk@elipyn AO<')(pk<4d‘f>))
where y = Cpec( Sk,(f"‘j )| *) and the distribution is taken over coins of .4, and choice
of (pk“1), Sk(()4clj), ..., skl #* ag described above. We claim the following
Claim 24. For any efficient adversary A,

A S A
Hyelj ™ DHMU

Proof. The proof follows from the security of diO. The proof is nearly identical to the
proof of Claim 22, so we omit it. |

Hybrid 4¢: In this hybrid, we modify the update procedure in round j. Instead of
replacing Ctyymmy With a simulated ciphertext, we return to using a real ciphertext by
computing

sk = RCCA.Enc(o”||((si, o, H(t))]| y))

The other keys remain as they are in hybrid 44/, Let Sk§4e|j ) denote the secret key that

is generated in the ith update round of hybrid 4¢(). Let Dﬁ4 ; denote the distribution

e|

(pk(4d| D%y, (fi(sk D sk@elipn ,40<')(pk<4d‘f>))



D. Dachman-Soled et al.

Internal (hardcoded) state: keys” = {k* = PRF.Punct(k,t*), vk, SK1, H }.

On input: ctyummy,t

— Compute (0’ gs7a,H(t’)| y)) = RCCA.Dec1 (SK1, Ctaummy)-
If SIG.Verify (o', (s, a, H(t) |
- If (s,t) =a N H(t) ,
Else, output PRF.Eval(k*,t).

Fig. 21. Program C, keys”- This program replaces Ckeys. Recall it is obfuscated and placed in the public key.
It is used during decryption.

where y = Cpec( Skffe‘j ), t*) and the distribution is taken over coins of 4, and choice
of (pk“17), sk(()4e“), ..., skl #* as described above. We claim the following

Claim 25. For any efficient adversary A,

A S A
DH4d|j = DH4eu

Proof. The proof is again by the indistinguishability of a simulated ciphertext from a
real ciphertext given ski. The proof proceeds identically to the proof of Claim 21, so
we omit it. ]

We note that Hybrid 4e'/) is identical to Hybrid 40+ so this concludes the proofs
of Claims 19 and 20.

Hybrid 5: In this hybrid game, we replace: Cpec = diO(Ckeys) With Cj . =
diO(Cygys), Where Cigyg is the circuit described in Fig. 21. The difference between
keys and keys” is that we puncture k at the challenge point * in keys”. The dif-
ference between Cygys and Cieys is that Cyeyer will attempt to use the point obfus-
cation before turning to the PRF key. See Fig. 21 for details. Denote the result-
ing public key by pk(S), and let Skgs) denote the secret key after the ith round of

update, computed as described in the previous hybrid. Let Dﬁs denote the distribu-

tion (pk<5>, .,y (fi sk sk« AO<'>(pk<5>)) where y = C%__( sk, %)
and the distribution is taken over coins of A, and choice of (pk(S) , sk(()s), e, Sk,(f)), t*

as described above. We claim the following

Claim 26. For any efficient adversary A,
A L pA
Dy, ~ Dy,

Proof.  The proof follows from the security of diO, and from the collision resistance
of H and the security of the signature scheme. We define the following sampler Samp
and show that the circuit family C associated with Samp is a differing-inputs circuit
family. O



Leakage Resilience from Program Obfuscation

Samp(1¥) does the following:

— Set keys = (sk1, k, vK) and keys” = (sky, k*, vk, H).
— Let Co = Ckeys and let Cy = Cygygr-

— Setaux = (vk, {sk®Y, *, y)
— Return (Cp, Cq, aux).

We now show that for every PPT adversary A there exists a negligible function neg|
such that

Pr[Co(x) £C1 (x) : (Cp, C1, aux) < Samp(1¥), x < A(1¥, Co, C, aux)] < negl(x).

Assume toward contradiction that there exists a PPT adversary A and a polynomial p(-)
such that for infinitely many «, .4 outputs a distinguishing input with probability at least
1/p(x). Denote the event that A does so by Win. We show that the value output by A
will either enable us to find a collision under H, or to break the existential unforgeability
of the signature scheme.

Let (Ct::iummy’ t') denote the output of A when given circuits and auxiliary input
sampled as described above. Let (o/||m") = RCCA.Dec (ski, Ctélummy)' Letting Coll
denote the probabilistic event that (o”/||m’) = Dec(sk, skgs)) = ... = Dec(skq, sk,(f))

(where the randomness is over the coins of the Samp and the coins of A), we divide
our analysis into the following two cases.

Claim 27. There exists an attacker S that finds collisions on H with probability
Pr[ Win | Coll 1.

Proof.  Upon receiving H < H from the challenger, S does the following:

— Run (PKRcca, K1) < RCCA.Gen(1¥),k < PRF.Gen(1¥) and (vk,td) <«
SIG.Gen(1%). Choose t* at random, and compute k* = PRF.Punct(k, t*). Set
keys = (sKi, k, VK) and keys” = (sky, k*, vk, H).

— & simulates Samp by doing the following:

e § samples s <« Fg/'( and computes ¢ = (s,t*). He computes y =
PRF.Eval(k, t*). He uses these values, along with challenge H and signing
key td, to generate skfs) honestly.

o Setaux = (vk, {sk™}_, 1%, y)

1/

dummy t"") in return. He outputs 1"

— Sruns A(1¥, Cy, C1, aux) and receives x = (ct
as a collision with t* under H.

Because we condition on event Coll, we have that RCCA.Dec; (sx;, Ctgummy) =

o”||(s, a, H(t*)|| y), where s and t* are the values sampled by S when simulating

sk, & = (s, 1*), and SIG.Verify(a”, (s, @, H(t*)|| y)) = 1. It follows that the only
way for (Ctgummy, 1) to constitute a differing-inputs is if the following condition holds:

"t /\ PRF.Eval(k, ") # y /\(s, /"y =« /\ H({") = H(t")
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To see why this condition is necessary, note that if ¢/ = ¢*, or if PRF.Eval(k, ") = y,
both circuits output y. If (s,t”) # a, or H(t") # H(t*), both circuits output
PRF.Eval(k, t”"). Now, since " # t*, but H(t") = H(¢t*), S has succeeded in finding
a collision for function H. [

Claim 28. There exists an attacker S that finds forgeries with respect to Sign with
probability
Pr[ Win | Coll ].

Proof.  Upon receiving VK from the challenger, S, who has the access to the signing
oracle SIG.Sign(td, ), does the following:

— Run (PKRcca, SK1) < RCCA.Gen(1%), k < PRF.Gen(1¥). Choose ¢* at ran-
dom, and compute k* = PRF.Punct(k, t*). Choose H <« H. Set keys =
(SK1, k, vk) and keys” = (sky, k*, vk, H).

— & simulates Samp by doing the following:

e S samples s <« FZ/K and computes ¢ = (s,t*). He computes y =
PRF.Eval(k, *). He uses these values to define message m = (s, o, H(t*)||y)
and uses his external signing oracle SIG.Sign(td, -) to get signature o. He
generates Skl@ by repeatedly encrypting (o, m).

e Setaux = (vk, {skfs)}fzo, t*,y)

— Sruns A(1%, Cyp, Cy, aux) and receives x = (Ctgummy, t"") in return. Then he com-

putes (0", m"”) = RCCA.Dec; (sKj, Ctgummy), and outputs (m”, o) as a forged
signature.

Because we are conditioning on the event Coll, it follows that S never obtains (o, m”)
through his signing oracle. Furthermore, note that if SIG.Verify(vk, m”, c”) = 0, then
both Cy and Cy output L. It follows that (m”, 6”’) is a successful forgery, and S wins
his game. Note that we require a strongly unforgeable signature scheme, because, while
Coll states that (m”, ") # (m, o), it may be that m” = m. ]

From Claims 27 and 28, and the security of H and Sign, it follows that Pr[Win] <
negl. Claim 24 follows from the fact that diO is a differing-inputs obfuscator and from
the fact that the circuit family C associated with Samp is a differing-inputs family. This
is the case since Dﬁ can be simulated given (diO(Cyp), aux) and Df} can be simulated

. 4 5
given (diO(Cy), aux).

Hybrid 6: In this game, we modify the key update phase (in every round) to
use (s,a, H(*)|| y*), where y* is chosen uniformly at random, rather than as
PRF.Eval(k, t*). Let Dﬁﬁ denote the distribution

(PK®. 1%, v, fi sk sk, AP (PK®)) where y = Co( skif, %) and

the distribution is taken over coins of A, and choice of (pk(6), Sk(()6), R Skflﬁ)), t* as
described above. We claim the following
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Claim 29. For any PPT adversary A,

c

A L pA
Dy, ~ Dy,

Proof.  The proof is by reduction to the security of the punctured PRF. Specifically, S
attacks the PRF by submitting 7* to his challenger and receiving (PRF.Punct(k, *), y*)
as a challenge. He then generates all the other necessary keys to simulate the view of A.
And uses A’s guess to form his own. O

by changing k* in C{,__ in the

Hybrid 7: In this game, we replace C/__ with C/{ B

. . . s Dec Dec
previous hybrid with the original k.

Claim 30. For any PPT adversary A,

Proof. The proof is by areduction to the security of the indistinguishability obfuscation.
The main observation is that if H(t") = H(t) and (s, t) = «, then both circuits output
y*. If this does not hold, then Cpj returns y” = PRF.Eval(k*, 1), and C[j, returns
y" = PRF.Eval(k, t); note that y” = y"” on points ¢ # t. Therefore, changing k* into
k will not effect the input/output behavior. If there is a difference in advantage, we can

create an algorithm /5 that breaks the security of indistinguishability obfuscation. [

Hybrid 8¢/): In this sequence of hybrids, we modify the key update procedure as follows.
Instead of replacing Ctgymmy With an encryption of (s, o, H(t*)|| y*), where (s, t*) =
a, in the first j key update rounds we instead replace it with a fresh encryption of
(si, o, H@t)|| y*) where s5; < ]Fg/'( and o; < F,. Note that the difference in this
hybrid is that o; is no longer necessarily equal to & = (s;, 1*). Let Dﬁsu denote the

distribution (Pk®7, 1%, y*, {fisk*{", sk{*))1_, « A0 (pk®))) where y* «
{0, I}Lmsg is chosen uniformly at random, and the distribution is taken over coins of A,

and choice of (pk(8|j), Sk(()8|j), o skflg‘j)), w, and y* as described above. Noting that
Hybrid 8 is the same as Hybrid 7, We claim the following

Claim 31. For any pPT adversary A, and any j € {0, ..., n — 1}

A L A
Diiy; ~ Dhiy;

The heart of this proof relies on Theorem 15 which is stated and proved next. Intu-
itively, the claim in this theorem is that, for any leakage function f with bounded output
length, it is hard to tell from (t*, f(s;, H(t*), «j, «j11)) whether ; = (s}, t*). The
argument uses the fact that the inner product is a strong two-source extractor.

Lemma 17. (Strong Inner-Product Two-Source Extractor) Let X, Y, Z be correlated
variables, where X, Y have their support in "', and are independent conditioned on Z.
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Let U be uniform and independent on F. Then
AWZ, Y, (X,Y),(Z,Y,U)) <27°
for somes > 1+ %(kx +ky —(m+1)logq), wherekyx = ﬁw(X|Z), ky := ﬁw(Y|Z)

The worst-case version of this lemma is Theorem 1 of Lee et al. [42]. The average-case
version that we use above follows as in Wichs’ thesis [S1, Lemma 4.1.4]. (Wichs does
not state his lemma for the strong extraction property but this follows readily given the
result of Lee et al. [42].)

Theorem 15. Let S;, T be random on FZ’ and U be random on IF,. Fix any s; € IFZ’
and let Ay = (s2, T). Suppose H outputs k bits and f outputs L’ bits. Then

A((T.f(S1, H(T). (S1.T). A2). (T.f(S1, H(T), U, Ay)) <27, (6)
where s’ = (mlogg — 3L — 1 —x — 2logq)/3.
Thus for the statistical distance in Eq. 6 to be negligible, we need
(mlogg — 3L — 1 —« —2logq)/3 > log(l/€") ,
for some negligible €’. Taking k = log 1/¢’ = logq and setting m = w (k) such that
m-kx = p(k), L' = p/3 — O(x), we can tolerate 2CLR leakage functions of length

L = L'/2, which we will argue later.

Proof. Let BAD be the set of ¢ such that conditioning on f(S;, H(T), U, Ay) = ¢
gives S too little min-entropy. That is,

BAD := {¢ such that Hoo (S1 | £(S1, H(T), U, Ay) =€) <mlogg — L' — s —1}.
Additionally, for fixed ¢, oy = (52, t), let S be the set of £ defined as,
S' := {€ such that Pr[f(Sy, H(t), U, az) = €] > Pr[f(S1, H(t), (51, 1), az) = £]}.
O
We claim that

AWT, f(S1, H(T), U, A2), (T, f(S1, H(T), (81, T), A2)))
= Et A (f(S17 H(t)v U» 052),f(51» H(t)’ <S1’ t)s a2))

<E, Z Pr[f(S1, H(1), U, ) = €] = Pr[f(S1, H(1). (S1, 1), A2) = ¢]
¢eBADNS!

+Ez< > Pr[f(Sl,H(t),U,Otz):f])

teBADNS!
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< Z (E; [Pr[f(S1, H(t), U, @) = €] — Pr[f(S1, H(t), (S1. 1), 00) = £]])

£¢BAD

+ Y (EPr[f(S1. H®), U, ap) = t])
£eBAD

= > (B |Pr[f(S1, H(t), U ) = €] = Pr[f(S1. H(®). (S1. 1), a2) = £]|)
(¢BAD

+Pr[f (S, H(T), U, A>) € BAD]
< > EBPrlf(S1, H(1), U, @) = (]

£¢BAD
—Pr[f(S1, H(), (S1, 1), a2) = £]]) 27! -
<ol p=s'=1-L | p=s'~1
0 ®)

where (7) is due to Markov’s inequality and the definition of the set BAD. (8) is due to
the following claim:

Claim 32. For any ¢ ¢ BAD in the range of f,
E; |Pr[f(S1, H(t), U, az) = €] — Pr[f(S1, H(t), (S1, 1), a0) = £]| <2711,
Proof.  First, for fixed ¢, 8 and h=H (1), we have:

Pr(f (1, b, (S1,1), 02) = L A (1, 1) = B]
= Prlf(S1, 1, B, a2) = £ A (S1, 1) = B]
= Pr[f(S1, h, B, @2) = €] - Pr[(S1, 1) = B | f(S1, ], B, ) = ¢]. 9)

and

Pr{f(S1, h, U,az) = L AU = B]
=Pr[f(S1, 7, B,an) =L AU = B]
= Prlf (S, h, B, ) = £] - Pr[U = B]. (10)

Now, we have that:

E 7| Prlf (S, H(1). U. ) = €] = Prlf (S, H(1). (S1.1), ) = €]
=Y PIHM) =hn(2T) =l E [Pf(S1.h U c2) =]

i t<T'
;002

— Pr{f(S1. 5. (S1. 1), 02) = ]

<Y PH(T) =h A (52, T) = ]

h,ap
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C E_ Y IPIf(S1.h, U ag) =L AU = f]
t<T’ 5

o~

= Pr[f (81, h, (S1, 1), 0) =€ A (S, 1) = B (11)
=Y Pr[H(T) = WA (52, T) = an]
T

I ET/|Pr[f(Sl,7z\, U,az) =L AU = B]
B 1<

o~

= Pr[f (81, h, (S1,1),00) =L A (S, 1) = Bl
=Y Pr[H(T) = AA (52, T) = an]

h,an

D _CE [P/(S1 B Boa) = ]| PrlU = ]
,B <~

—Pr[(S1.1) = B | f(S1. D, B.oz) = {]]]) (12)
<Y PH(T) =hA (s, T) =] D_(E [PrlU =p]
s B
= Prl(S1.1) = B | £(S1,h. B, a2) = £1) (13)
=Y Pr[H(T) =h A (52, T) = 3]
h,az
AT, ((S1. T') | f(S1. k., B.a) = 0). (T, U))
<27l (14)

where T’ is uniform on the set {r | H(t) = A (s2,1) = a2}, (11) follows by
triangle inequality, (12) follows from (9) and (10), (13) follows since the quantity
Pr[f (S, iz\, B, an) = £] is always less than or equal to 1.

To see why (14) holds, note that X := (S1 |f(S1,ﬁ,ﬂ,a2) :6) and ¥ =
(T | H(T) = A (52, T) = az) are independent sources. Furthermore,

kx == Hoo (S1 | £(S1. 7, B.az) = £) = mlogg — L' —5' — 1
by the assumption ¢ ¢ BAD. And
ky :=Hoo (T | H(T) = h A (52, T) = a2) > mlogq — x — logq

by the “chain rule” for average min-entropy [25, Lemma 2.2]. Thus the last inequality
follows by Lemma 17. (]

‘We now use theorem 15 to prove Claim 31.

Proof. We show that if A can distinguish Hybrid 8¢/ from 8U*1 with some advantage
€', then there is a distinguisher S and functions f* and H with output lengths at most
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Internal (hardcoded) state: rand = {{s,,a,, W By ;1)77“1(-2)77“;3.)1:7’;1)172! s Ttapel( s
td, pkreca-

On input: s;, H(t"), a;j, a1

— Forie{0,...,j+1},
— let m; = (85, H(t*), aul|y™)
— let o; = SIG.Sign(td, m; ,r( )
— let sk; = RCCA.Enc(pkrcca, 0 || mi ;7).

— Run the code of A using random tape rr.ng until he has made j+1 leakage queries.
For i € {1,...,7 4+ 1}, reply to leakage query f; by computing f;(sk;—1,sk;).

— Output f;(sk;j—1,5k;), fi+1(skj, skj+1)

is the leakage function sent by reduction adversary S to his chal-
(81, H(T), (S1, T), @p)), or from

Fig. 22. The functlonf and.td. pkrcca
lenger. In response, he receives elther a sample from (T
(T, f% (S1. H(T), B.a2)).

%
’frand,td,kaCCA
nd,td,pkrcca

" = 2L bits and « bits, respectively, such that S distinguishes the two distributions
(T,f*(S1, H(T), (81, T), A)) and (T,f*(S1, H(T), U, Ay)) from one another with
the same advantage. Since this violates the assertion in Theorem 15, the claim follows
directly.

S simulates the view of A as follows. He samples (PKpcca, SKi,SK2) <«
RCCA.Gen(1%), (vk, td) < SIG.Gen(1¥), k < PRF.Gen(1¥), and constructs Cpec
and Cgnc as described in the previous hybrid. Then, to simulate the replies to .A’s leakage

queries, S acts as follows. Fori € {0, ..., j — 1}, he samples s; < F’q)/'(, ando; < Fy.

(1)

Fori € {0, ..., j 4+ 1} he samples randomness r; "’ to be used in signing the necessary

. @) .
plaintext values, and ;™ to be used in encrypting the necessary values. Finally, he sam-

ples rtape to be used as A’s random tape, and y* <« {0, 1}Lmsa. We denote the union

of these sets of random values by rand. He then submits function f* rand,td, pkrcea to his

challenger, where f* rand,td,pkac 1s defined as in Fig. 22.

S receives challenge value (t fi—1(sKj—2,8K;_1),f;(sk;j—1,8K;), @j4+1). Once he
knows t*, we note that S has all the information needed to simulate A’s view for the
first j — 2 leakage queries. He does so precisely as was done by his challenger when
running f* rand, td, pkacoa , using identical random values, and eliciting identical leakage
queries. To simulate the replies to leakage queries f;_1 and f; he uses the two outputs
of f, and,td,kaCCA'

By our setting of parameters, output size of f is L, and output size of f* is L' = 2L.
To simulate the replies to query fj1, S computes a1 = (sj41, ™), where, recall, 51

was fixed prior to his challenge query. He simulates Sk( lj ) by signing and encrypt-

(€)) (2)

ing (sj41, H@™), oj41]ly*) with random coins r For j+1 < i < n, he

jH Tt
constructs Skfgm by sampling s; <« F(’;/K, computing «; = (s, t*), and then signing
and encrypting (s;, H (t*), ;||y*) using uniformly chosen coins. He simulates leakage
queries fj 41, ..., f, using the Skﬁ]l), ..., sk®7),
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The above simulation is distributed exactly as Hybrid 8/ when S’s challenge

comes from (T’fand,td,kaCCA (Sj, H(T), (Sj,T), j+1)), and itis distributed exactly as

Hybrid 8U+1 when S’s challenge comes from (7', 54 14 okrooa S H(T), B, &j11)),
which concludes the proof. O

Hybrid 9: In this hybrid, we change the circuit Cpec such that after decrypting Ctgummy»
it verifies the signature, but otherwise ignores the content. Note that by the end of Hybrid
8 sequence, the inner-product relationship has been “broken”, so with all but negligible
probability over the choices of s;, «;, we are already ignoring the plaintext values anyway.

Let Clige)ys denote the resulting circuit, and let pk(g) denote the modified public

key that results from obfuscating the updated circuit. Let Dﬁg denote the distri-
bution (pk(g), t*, y*, {f,-(sk@) skfg))}l’.‘:1 “«— AO(‘)(pk(g))) where y* is chosen uni-

i—1°
formly at random, and the distribution is taken over coins of 4, and choice of

(pk(g), sk(()g), el skﬁf”), y* as described above. We claim the following

Claim 33. For any PPT adversary A,
A LA
DHS\n ~ DH9

Proof. The proof follows from a reduction to the security of the diO scheme. The
argument that these two circuits have differing-inputs security follows almost identically
as in the proof of Claim 26, with a reduction to the either the security of the signature
scheme, or the collision resistance of H. We omit repeating the proof. (]

Hybrid 10: In this hybrid, we replace the content of Ctgymmy with a fresh encryp-
tion of o||0%¢tP+Lmsg where o is a signature on 02 TPtLmsg et Sklglo) denote

the resulting secret key in update round i. Let pk'? denote the public key (which
is generated in the same fashion as in Hybrid 9.). Let Dﬁlo denote the distribu-

tion (k"% 1%, y*, {fi (ki ski' ™)) AP0 (pk!?)) where y* is chosen uni-
formly at random, and the distribution is taken over coins of A, and choice of

(pk(]o), Sk(()lo), ol Sk,(fo)), y* as described above. We claim the following

Claim 34. For any PPT adversary A,

Proof.  The proof follows from the security of the RCCA scheme. We transition through
a sequence of hybrids (and sub-hybrids), changing one plaintext value at a time, just as
we did in Claim 20. Note that, just as in that claim, our circuit only verifies the signature
on the plaintext, and makes no use of the value otherwise. Since we only need to verify the
signature, we can replace decryption with sk by a check for SimFlag after decrypting
with sk, and use diO security, as we did previously. We omit the details of the proof.
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Finally, we have the following claim, where the right-hand side is the same as in
Lemma 16.

Claim 35.

Dihy % (PR Up, Ut Ui Ski-1, Sk Yy < A% (0K )

Proof. Note that pk(lo) and Ské1 0), cee, Skfllo) contain no information about y*.  [J

This concludes the proof of Lemma 16. [
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Abstract. Non-malleable codes were introduced by Dziembowski,
Pietrzak and Wichs (ICS ’10) and its main application is the protec-
tion of cryptographic devices against tampering attacks on memory. In
this work, we initiate a comprehensive study on non-malleable codes for
the class of partial functions, that read/write on an arbitrary subset of
codeword bits with specific cardinality. Our constructions are efficient in
terms of information rate, while allowing the attacker to access asymp-
totically almost the entire codeword. In addition, they satisfy a notion
which is stronger than non-malleability, that we call non-malleability
with manipulation detection, guaranteeing that any modified codeword
decodes to either the original message or to L. Finally, our primitive
implies All-Or-Nothing Transforms (AONTs) and as a result our con-
structions yield efficient AONTSs under standard assumptions (only one-
way functions), which, to the best of our knowledge, was an open ques-
tion until now. In addition to this, we present a number of additional
applications of our primitive in tamper resilience.

1 Introduction

Non-malleable codes (NMC) were introduced by Dziembowski, Pietrzak and
Wichs [27] as a relaxation of error correction and error detection codes, aiming
to provide strong privacy but relaxed correctness. Informally, non-malleability
guarantees that any modified codeword decodes either to the original message or
to a completely unrelated one, with overwhelming probability. The definition of
non-malleability is simulation-based, stating that for any tampering function f,
there exists a simulator that simulates the tampering effect by only accessing f,
i.e., without making any assumptions on the distribution of the encoded message.

The main application of non-malleable codes that motivated the seminal work
by Dziembowski et al. [27] is the protection of cryptographic implementations
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from active physical attacks against memory, known as tampering attacks. In this
setting, the adversary modifies the memory of the cryptographic device, receives
the output of the computation, and tries to extract sensitive information related
to the private memory. Security against such types of attacks can be achieved by
encoding the private memory of the device using non-malleable codes. Besides
that, various applications of non-malleable codes have been proposed in subse-
quent works, such as CCA secure encryption schemes [20] and non-malleable
commitments [4].

Due to their important applications, constructing non-malleable codes has
received a lot of attention over recent years. As non-malleability against gen-
eral functions is impossible [27], various subclasses of tampering functions have
been considered, such as split-state functions [1-3,26,27,36,37], bit-wise tam-
pering and permutations [4,5,27], bounded-size function classes [32], bounded
depth/fan-in circuits [6], space-bounded tampering [29], and others (cf. Sect. 1.4).
One characteristic shared by those function classes is that they allow full access
to the codeword, while imposing structural or computational restrictions to the
way the function computes over the input. In this work we initiate a comprehen-
sive study on non-malleability for functions that receive partial access over the
codeword, which is an important yet overlooked class, as we elaborate below.

The class of partial functions. The class of partial functions contains all
functions that read/write on an arbitrary subset of codeword bits with specific
cardinality. Concretely, let ¢ be a codeword with length v. For a € [0,1), the
function class F*¥ (or F* for brevity) consists of all functions that operate over
any subset of bits of ¢ with cardinality at most av, while leaving the remaining
bits intact. The work of Cheraghchi and Guruswami [18] explicitly defines this
class and uses a subclass (the one containing functions that always touch the
first av bits of the codeword) in a negative way, namely as the tool for deriv-
ing capacity lower bounds for information-theoretic non-malleable codes against
split-state functions. Partial functions were also studied implicitly by Faust
et al. [32], while aiming for non-malleability against bounded-size circuits."
Even though capacity lower bounds for partial functions have been derived
(cf. [18]), our understanding about explicit constructions is still limited. Exis-
tential results can be derived by the probabilistic method, as shown in prior
works [18,27]2, but they do not yield explicit constructions. On the other hand,
the capacity bounds do not apply to the computational setting, which could
potentially allow more practical solutions. We believe that this is a direction
that needs to be explored, as besides the theoretical interest, partial functions is

! Specifically, in [32], the authors consider a model where a common reference string
(CRS) is available, with length roughly logarithmic in the size of the tampering
function class; as a consequence, the tampering function is allowed to read/write the
whole codeword while having only partial information over the CRS.

2 Informally, prior works [18,27] showed existence of non-malleable codes for classes
of certain bounded cardinalities. The results cover the class of partial functions.
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a natural model that complies with existing attacks that require partial access
to the registers of the cryptographic implementation [8,10-12,44].3

Besides the importance of partial functions in the active setting, i.e., when the
function is allowed to partially read/write the codeword, the passive analogue
of the class, i.e., when the function is only given read access over the codeword,
matches the model considered by All-Or-Nothing Transforms (AONTSs), which
is a notion originally introduced by Rivest [41], providing security guarantees
similar to those of leakage resilience: reading an arbitrary subset (up to some
bounded cardinality) of locations of the codeword does not reveal the underly-
ing message. As non-malleable codes provide privacy, non-malleability for par-
tial functions is the active analogue of (and in fact implies) AONTs, that find
numerous applications [13,14,40,41,43].

Plausibility. At a first glance one might think that partial functions better
comply with the framework of error-correction/detection codes (ECC/EDC),
as they do not touch the whole codeword. However, if we allow the adversary
to access asymptotically almost the entire codeword, it is conceivable it can
use this generous access rate, i.e., the fraction of the codeword that can be
accessed (see below), to create correlated encodings, thus we believe solving non-
malleability in this setting is a natural question. Additionally, non-malleability
provides simulation based security, which is not considered by ECC/EDC.

We illustrate the separation between the notions using the following example.
Consider the set of partial functions that operate either on the right or on the left
half of the codeword (the function chooses if it is going to be left or right), and the
trivial encoding scheme that on input message s outputs (s, s). The decoder, on
input (s, s’), checks if s = s’, in which case it outputs s, otherwise it outputs L.
This scheme is clearly an EDC against the aforementioned function class,* as the
output of the decoder is in {s, L}, with probability 1; however, it is malleable
since the tampering function can create encodings whose validity depends on
the message. On the other hand, an ECC would provide a trivial solution in
this setting, however it requires restriction of the adversarial access fraction to
1/2 (of the codeword); by accessing more than this fraction, the attacker can
possibly create invalid encodings depending on the message, as general ECCs
do not provide privacy. Thus, the ECC/EDC setting is inapt when aiming for
simulation based security in the presence of attackers that access almost the
entire codeword. Later in this section, we provide an extensive discussion on
challenges of non-malleability for partial functions.

Besides the plausibility and the lack of a comprehensive study, partial
functions can potentially allow stronger primitives, as constant functions are
excluded from the class. This is similar to the path followed by Jafargholi and
Wichs [34], aiming to achieve tamper detection (cf. Sect.1.4) against a class of

3 The attacks by [8,11,12] require the modification of a single (random) memory bit,
while in [10] a single error per each round of the computation suffices. In [44], the
attack requires a single faulty byte.

4 Tt is not an ECC as the decoder does not know which side has been modified by the
tampering function.
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functions that implicitly excludes constant functions and the identity function. In
this work we prove that this intuition holds, by showing that partial functions
allow a stronger primitive that we define as non-malleability with manipula-
tion detection (MD-NMC), which in addition to simulation based security, it
also guarantees that any tampered codeword will either decode to the original
message or to L. Again, and as in the case of ECC/EDC, we stress out that
manipulation/tamper-detection codes do not imply MD-NMC, as they do not
provide simulation based security (cf. Sect.1.4).”

Given the above, we believe that partial functions is an interesting and well-
motivated model. The goal of this work is to answer the following (informally
stated) question:

Is it possible to construct efficient (high information rate) non-malleable
codes for partial functions, while allowing the attacker to access almost the
entire codeword?

We answer the above question in the affirmative. Before presenting our results
(cf. Sect.1.1) and the high level ideas behind our techniques (cf. Sect.1.2), we
identify the several challenges that are involved in tackling the problem.

Challenges. We first define some useful notions used throughout the paper.

— Information rate: the ratio of message to codeword length, as the message
length goes to infinity.

— Access rate: the fraction of the number of bits that the attacker is allowed to
access over the total codeword length, as the message length goes to infinity.

The access rate measures the effectiveness of a non-malleable code in the par-
tial function setting and reflects the level of adversarial access to the codeword.
In this work, we aim at constructing non-malleable codes for partial functions
with high information rate and high access rate, i.e., both rates should app-
roach 1 simultaneously. Before discussing the challenges posed by this require-
ment, we first review some known impossibility results. First, non-malleability
for partial functions with concrete access rate 1 is impossible, as the function can
fully decode the codeword and then re-encode a related message [27]. Second,
information-theoretic non-malleable codes with constant information rate (e.g.,
0.5) are not possible against partial functions with constant access rate [18]°,
and consequently, solutions in the information-theoretic settings such as ECC
and Robust Secret Sharing (RSS) do not solve our problem. Based on these
facts, in order to achieve our goal, the only path is to explore the computational
setting, aiming for access rate at most 1 — ¢, for some € > 0.

At a first glance one might think that non-malleability for partial functions
is easier to achieve, compared to other function classes, as partial functions

5 Clearly, MD-NMC imply manipulation/error-detection codes.

6 Informally, in [18] (Theorem 5.3) the authors showed that any information-theoretic
non-malleable code with a constant access rate and a constant information rate must
have a constant distinguishing probability.
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cannot touch the whole codeword. Having that in mind, it would be tempting to
conclude that existing designs/techniques with minor modifications are sufficient
to achieve our goal. However, we will show that this intuition is misleading,
by pointing out why prior approaches fail to provide security against partial
functions with high access rate.

The current state of the art in the computational setting considers tools
such as (Authenticated) Encryption [1,22,24,28,36,37], non-interactive zero-
knowledge (NIZK) proofs [22,28,30,37], and f-more extractable collision resis-
tant hashes (ECRH) [36], where others use KEM/DEM techniques [1,24]. Those
constructions share a common structure, incorporating a short secret key sk (or
a short encoding of it), as well as a long ciphertext, e, and a proof 7 (or a hash
value). Now, consider the partial function f that gets full access to the secret key
sk and a constant number of bits of the ciphertext e, partially decrypts e and
modifies the codeword depending on those bits. Then, it is not hard to see that
non-malleability falls apart as the security of the encryption no longer holds.
The attack requires access rate only O((|sk|)/(|sk| + |e| + |7|)), for [22,28,37]
and O(poly(k)/|s|) for [1,24,36]. A similar attack applies to [30], which is in the
continual setting.

One possible route to tackle the above challenges, is to use an encoding
scheme over the ciphertext, such that partial access over it does not reveal
the underlying message.” The guarantees that we need from such a primitive
resemble the properties of AONTSs, however this primitive does not provide
security against active, i.e., tampering, attacks. Another approach would be to
use Reconstructable Probabilistic Encodings [6], which provide error-correcting
guarantees, yet still it is unknown whether we can achieve information rate 1 for
such a primitive. In addition, the techniques and tools for protecting the secret
key can be used to achieve optimal information rate as they are independent of
the underlying message, yet at the same time, they become the weakest point
against partial functions with high access rate. Thus, the question is how to
overcome the above challenges, allowing access to almost the entire codeword.

In this paper we solve the challenges presented above based on the following
observation: in existing solutions the structure of the codeword is fixed and
known to the attacker, and independently of the primitives that we use, the only
way to resolve the above issues is by hiding the structure via randomization.
This requires a structure recovering mechanism that can either be implemented
by an “external” source, or otherwise the structure needs to be reflected in the
codeword in some way that the attacker cannot exploit. In the present work we
implement this mechanism in both ways, by first proposing a construction in the
common reference string (CRS) model, and then we show how to remove the
CRS using slightly bigger alphabets. Refer to Sect. 1.2 for a technical overview.

" In the presence of NIZKs we can have attacks with low access rate that read sk, e,
and constant number of bits from the proof.
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1.1 Our Results

We initiate the study of non-malleable codes with manipulation-detection (MD-
NMC), and we present the first (to our knowledge) construction for this type
of codes. We focus on achieving simultaneously high information rate and high
access rate, in the partial functions setting, which by the results of [18], it can
be achieved only in the computational setting.

Our contribution is threefold. First, we construct an information rate 1
non-malleable code in the CRS model, with access rate 1 — 1/2(log k), where
k denotes the security parameter. Our construction combines Authenticated
Encryption together with an inner code that protects the key of the encryp-
tion scheme (cf. Sect.1.2). The result is informally summarized in the following
theorem.

Theorem 1.1 (Informal). Assuming one-way functions, there exists an explicit
computationally secure MD-NMC in the CRS model, with information rate 1
and access rate 1 — 1/02(log k), where k is the security parameter.

Our scheme, in order to achieve security with error 2=%®*) produces code-
words of length |s| + O(k? log k), where |s| denotes the length of the message,
and uses a CRS of length O(k? log k log(|s| + k)). We note that our construction
does not require the CRS to be fully tamper-proof and we refer the reader to
Sect. 1.2 for a discussion on the topic.

In our second result we show how to remove the CRS by slightly increas-
ing the size of the alphabet. Our result is a computationally secure MD-NMC
in the standard model, achieving information and access rate 1 — 1/2(logk).
Our construction is proven secure by a reduction to the security of the scheme
presented in Theorem 1.1. Below, we informally state our result.

Theorem 1.2 (Informal). Assuming one-way functions, there exists an explicit,
computationally secure MD-NMC in the standard model, with alphabet length
O(log k), information rate 1 — 1/£2(log k) and access rate 1 — 1/£2(log k), where
k is the security parameter.

Our scheme produces codewords of length |s|(1+1/0(log k)) 4+ O(k? log? k).

In Sect. 1.2, we consider security against continuous attacks. We show how
to achieve a weaker notion of continuous security, while avoiding the use of
a self-destruct mechanism, which was originally achieved by [28]. Our notion
is weaker than full continuous security [30], since the codewords need to be
updated. Nevertheless, our update operation is deterministic and avoids the
full re-encoding process [27,37]; it uses only shuffling and refreshing operations,
i.e., we avoid cryptographic computations such as group operations and NIZKs.
We call such an update mechanism a “light update.” Informally, we prove the
following result.

Theorem 1.3 (Informal). One-way functions imply continuous non-malleable
codes with deterministic light updates and without self-destruct, in the standard
model, with alphabet length O(log k), information rate 1 —1/82(log k) and access
rate 1 — 1/02(log k), where k is the security parameter.
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As we have already stated, non-malleable codes against partial functions
imply AONTs [41]. The first AONT was presented by Boyko [13] in the random
oracle model, and then Canetti et al. [14] consider AONTs with public/private
parts as well as a secret-only part, which is the full notion. Canetti et al. [14]
provide efficient constructions for both settings, yet the fully secure AONT
(called “secret-only” in that paper) is based on non-standard assumptions.®

Assuming one-way functions, our results yield efficient, fully secure AONTS,
in the standard model. This resolves, the open question left in [14], where the
problem of constructing AONT under standard assumptions was posed. Our
result is presented in the following theorem.

Theorem 1.4 (Informal). Assuming one-way functions, there exists an explicit
secret-only AONT in the standard model, with information rate 1 and access
rate 1 — 1/02(log k), where k is the security parameter.

The above theorem is derived by the Informal Theorem 1.1 yielding an
AONT whose output consists of both the CRS and the codeword produced
by the NMC scheme in the CRS model. A similar theorem can be derived with
respect to the Informal Theorem 1.2. Finally, and in connection to AONTSs that
provide leakage resilience, our results imply leakage-resilient codes [37] for partial
functions.

In the full version of the paper we provide concrete instantiations of our con-
structions, using textbook instantiations [35] for the underlying authenticated
encryption scheme. For completeness, we also provide information theoretic vari-
ants of our constructions that maintain high access rate and thus necessarily
sacrifice information rate.

1.2 Technical Overview

On the manipulation detection property. In the present work we exploit
the fact that the class of partial functions does not include constant functions
and we achieve a notion that is stronger than non-malleability, which we call
non-malleability with manipulation detection. We formalize this notion as a
strengthening of non-malleability and we show that our constructions achieve
this stronger notion. Informally, manipulation detection ensures that any tam-
pered codeword will either decode to the original message or to L.

A MD-NMC in the CRS model. For the exposition of our ideas, we start
with a naive scheme (which does not work), and then show how we resolve all the
challenges. Let (KGen, E,D) be a (symmetric) authenticated encryption scheme
and consider the following encoding scheme: to encode a message s, the encoder
computes (sk||e), where e « E.(s) is the ciphertext and sk « KGen(1¥), is
the secret key. We observe that the scheme is secure if the tampering function
can only read/write on the ciphertext, e, assuming the authenticity property

8 In [43] the authors present a deterministic AONT construction that provides weaker
security.
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Message: s

Secret key: sk e« Encrypt,, (s)

PAINS

e | B 1T B B [

]

I z¢~ SecretShare (sk|[sk®)
Locations defined by the CRS

Fig. 1. Description of the scheme in the CRS model.

of the encryption scheme, however, restricting access to sk, which is short, is
unnatural and makes the problem trivial. On the other hand, even partial access
to sk, compromises the authenticity property of the scheme, and even if there
is no explicit attack against the non-malleability property, there is no hope for
proving security based on the properties of (KGen, E, D), in black-box way.

A solution to the above problems would be to protect the secret key using
an inner encoding, yet the amount of tampering is now restricted by the capa-
bilities of the inner scheme, as the attacker knows the exact locations of the
“sensitive” codeword bits, i.e., the non-ciphertext bits. In our construction, we
manage to protect the secret key while avoiding the bottleneck on the access
rate by designing an inner encoding scheme that provides limited security guar-
antees when used standalone, still when it is used in conjunction with a shuffling
technique that permutes the inner encoding and ciphertext bit locations, it guar-
antees that any attack against the secret key will create an invalid encoding with
overwhelming probability, even when allowing access to almost the entire code-
word.

Our scheme is depicted in Fig. 1 and works as follows: on input message s, the
encoder (i) encrypts the message by computing sk < KGen(1%) and e «— E(s),
(ii) computes an m-out-of-m secret sharing z of (sk||sk?) (interpreting both
sk and sk® as elements in some finite field),” and outputs a random shuffling
of (z|le), denoted as Ps(z||e), according to the common reference string X.
Decoding proceeds as follows: on input ¢, the decoder (i) inverts the shuffling
operation by computing (z||e) « Pg'(c), (i) reconstructs (sk||sk’), and (iii) if
sk® = sk, outputs D4y (e), otherwise, it outputs L.

In Sect.3 we present the intuition behind our construction and a formal
security analysis. Our instantiation yields a rate 1 computationally secure MD-
NMC in the CRS model, with access rate 1 — 1/2(logk) and codewords of
length |s| + O(k?log k), under mild assumptions (e.g., one way functions).

On the CRS. In our work, the tampering function, and consequently the code-
word locations that the function is given access to, are fixed before sampling the

9 In general, any polynomial of small degree, e.g., sk¢, would suffice, depending on the
choice of the underlying finite field. Using sk® suffices when working over fields of
characteristic 2. We could also use sk? over fields of characteristic 3.
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CRS and this is critical for achieving security. However, proving security in this
setting is non-trivial. In addition, the tampering function receives full access to
the CRS when tampering with the codeword. This is in contrast to the work
by Faust et al. [32] in the information-theoretic setting, where the (internal)
tampering function receives partial information over the CRS.

In addition, our results tolerate adaptive selection of the codeword locations,
with respect to the CRS, in the following way: each time the attacker requests
access to a location, he also learns if it corresponds to a bit of z or e, together
with the index of that bit in the original string. In this way, the CRS is gradually
disclosed to the adversary while picking codeword locations.

Finally, our CRS sustains a substantial amount of tampering that depends
on the codeword locations chosen by the attacker: an attacker that gets
access to a sensitive codeword bit is allowed to modify the part of the
CRS that defines the location of that bit in the codeword. The attacker is
allowed to modify all but O(klog(|s| + k)) bits of the CRS, that is of length
O(k?log klog(|s| + k)). To our knowledge, this is the first construction that tol-
erates, even partial modification of the CRS. In contrast, existing constructions
in the CRS model are either using NIZKs [22,28,30,37], or they are based on
the knowledge of exponent assumption [36], thus tampering access to the CRS
might compromise security.

Removing the CRS. A first approach would be to store the CRS inside the
codeword together with Px(z||e), and give to the attacker read/write access to
it. However, the tampering function, besides getting direct (partial) access to
the encoding of sk, it also gets indirect access to it by (partially) controlling the
CRS. Then, it can modify the CRS in way such that, during decoding, ciphertext
locations of its choice will be treated as bits of the inner encoding, z, increasing
the tampering rate against z significantly. This makes the task of protecting sk
hard, if not impossible (unless we restrict the access rate significantly).

To handle this challenge, we embed the structure recovering mechanism inside
the codeword and we emulate the CRS effect by increasing the size of the alpha-
bet, giving rise to a block-wise structure.'® Notice that, non-malleable codes
with large alphabet size (i.e., poly(k) + |s| bits) might be easy to construct, as
we can embed in each codeword block the verification key of a signature scheme
together with a secret share of the message, as well as a signature over the share.
In this way, partial access over the codeword does not compromise the security
of the signature scheme while the message remains private, and the simulation is
straightforward. This approach however, comes with a large overhead, decreasing
the information rate and access rate of the scheme significantly. In general, and
similar to error correcting codes, we prefer smaller alphabet sizes — the larger
the size is, the more coarse access structure is required, i.e., in order to access
individual bits we need to access the blocks that contain them. In this work,
we aim at minimizing this restriction by using small alphabets, as we describe
below.

10 Bigger alphabets have been also considered in the context of error-correcting codes,
in which the codeword consists of symbols.
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Message: s

Secret key: sk e« Encrypt,, (s)

(Blocks) (Contents) | | | | | | | | | | | |
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D— 1||index|| z[index] z<— SecretShare (sk||sk®)

0llepart

Randomly chosen blocks

Fig. 2. Description of the scheme in the standard model.

Our approach on the problem is the following. We increase the alphabet size
to O(logk) bits, and we consider two types of blocks: (i) sensitive blocks, in
which we store the inner encoding, z, of the secret key, sk, and (ii) non-sensitive
blocks, in which we store the ciphertext, e, that is fragmented into blocks of
size O(log k). The first bit of each block indicates whether it is a sensitive block,
i.e., we set it to 1 for sensitive blocks and to 0, otherwise. Our encoder works
as follows: on input message s, it computes z, e, as in the previous scheme and
then uses rejection sampling to sample the indices, p1,...,p|;|, for the sensitive
blocks. Then, for every i € {1,...,|z|}, p; is a sensitive block, with contents
(1}4]|#[¢]), while the remaining blocks keep ciphertext pieces of size O(logk).
Decoding proceeds as follows: on input codeword C = (C4,...,Chy), for each
1 € [bn], if C; is a non-sensitive block, its data will be part of e, otherwise, the
last bit of C; will be part of z, as it is dictated by the index stored in C;. If the
number of sensitive blocks is not the expected, the decoder outputs L, otherwise,
z, e, have been fully recovered and decoding proceeds as in the previous scheme.
Our scheme is depicted in Fig. 2.

The security of our construction is based on the fact that, due to our shuf-
fling technique, the position mapping will not be completely overwritten by the
attacker, and as we prove in Sect. 4, this suffices for protecting the inner encod-
ing over sk. We prove security of the current scheme (cf. Theorem4.4) by a
reduction to the security of the scheme in the CRS model. Our instantiation
yields a rate 1 — 1/2(log k) MD-NMC in the standard model, with access rate
1—1/02(log k) and codewords of length |s|(1+1/O(log k)) +O(k? log® k), assum-
ing one-way functions.

It is worth pointing out that the idea of permuting blocks containing sensitive
and non-sensitive data was also considered by [42] in the context of list-decodable
codes, however the similarity is only in the fact that a permutation is being used
at some point in the encoding process, and our objective, construction and proof
are different.

Continuously non-malleable codes with light updates. We observe that
the codewords of the block-wise scheme can be updated efficiently, using shuffling
and refreshing operations. Based on this observation, we prove that our code is
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secure against continuous attacks, for a notion of security that is weaker than
the original one [30], as we need to update our codeword. However, our update
mechanism is using cheap operations, avoiding the full decoding and re-encoding
of the message, which is the standard way to achieve continuous security [27,37].
In addition, our solution avoids the usage of a self-destruction mechanism that
produces L in all subsequent rounds after the first round in which the attacker
creates an invalid codeword, which was originally achieved by [28], and makes
an important step towards practicality.

The update mechanism works as follows: in each round, it randomly shuffles
the blocks and refreshes the randomness of the inner encoding of sk. The idea
here is that, due to the continual shuffling and refreshing of the inner encoding
scheme, in each round the attacker learns nothing about the secret key, and
every attempt to modify the inner encoding, results to an invalid key, with
overwhelming probability. Our update mechanism can be made deterministic if
we further encode a seed of a PRG together with the secret key, which is similar
to the technique presented in [37].

Our results are presented in Sect.5 (cf. Theorem 5.3), and the rates for the
current scheme match those of the one-time secure, block-wise code.

1.3 Applications

Security against passive attackers - AONTs. Regarding the passive set-
ting, our model and constructions find useful application in all settings where
AONTs are useful (cf. [13,14,40,41]), e.g., for increasing the security of encryp-
tion without increasing the key-size, for improving the efficiency of block ciphers
and constructing remotely keyed encryption [13,41], and also for constructing
computationally secure secret sharing [40]. Other uses of AONTSs are related to
optimal asymmetric encryption padding [13].

Security against memory tampering - (Binary alphabets, Logarith-
mic length CRS). As with every NMC, the most notable application of the
proposed model and constructions is when aiming for protecting cryptographic
devices against memory tampering. Using our CRS based construction we can
protect a large tamperable memory with a small (logarithmic in the message
length) tamperproof memory, that holds the CRS.

The construction is as follows. Consider any device performing cryptographic
operations, e.g., a smart card, whose memory is initialized when the card is being
issued. Each card is initialized with an independent CRS, which is stored in a
tamper-proof memory, while the codeword is stored in a tamperable memory.
Due to the independency of the CRS values, it is plausible to assume that the
adversary is not given access to the CRS prior to tampering with the card; the
full CRS is given to the tampering function while it tampers with the codeword
during computation. This idea is along the lines of the only computation leaks
information model [38], where data can only be leaked during computation,
i.e., the attacker learns the CRS when the devices performs computations that
depend on it. We note that in this work we allow the tampering function to read



588 A. Kiayias et al.

the full CRS, in contrast to [32], in which the tampering function receives partial
information over it (our CRS can also be tampered, cf. the above discussion). In
subsequent rounds the CRS and the codeword are being updated by the device,
which is the standard way to achieve security in multiple rounds while using a
one-time NMC [27].

Security against memory tampering - (Logarithmic length alphabets,
no CRS). In modern architectures data is stored and transmitted in chunks,
thus our block-wise encoding scheme can provide tamper-resilience in all these
settings. For instance, consider the case of arithmetic circuits, having memory
consisting of consecutive blocks storing integers. Considering adversaries that
access the memory of such circuits in a block-wise manner, is a plausible sce-
nario. In terms of modeling, this is similar to tamper-resilience for arithmetic
circuits [33], in which the attacker, instead of accessing individual circuit wires
carrying bits, it accesses wires carrying integers. The case is similar for RAM
computation where the CPU operates over 32 or 64 bit registers (securing RAM
programs using NMC was also considered by [22-24,31]). We note that the
memory segments in which the codeword blocks are stored do not have to be
physically separated, as partial functions output values that depend on the whole
input in which they receive access to. This is in contrast to the split-state set-
ting in which the tampering function tampers with each state independently,
and thus the states need to be physically separated.

Security against adversarial channels. In Wiretap Channels [9,39,45] the
goal is to communicate data privately against eavesdroppers, under the assump-
tion that the channel between the sender and the adversary is “noisier” than
the channel between the sender and the receiver. The model that we propose
and our block-wise construction can be applied in this setting to provide privacy
against a wiretap adversary under the assumption that due to the gap of noise
there is a small (of rate o(1)) fraction of symbols that are delivered intact to the
receiver and dropped from the transmission to the adversary. This enables pri-
vate, key-less communication between the parties, guaranteeing that the receiver
will either receive the original message, or L. In this way, the communication
will be non-malleable in the sense that the receiver cannot be lead to output
1 depending on any property of the plaintext. Our model allows the noise in
the receiver side to depend on the transmission to the wiretap adversary, that
tampers with a large (of rate 1 —o0(1)) fraction of symbols, leading to an “active”
variant of the wiretap model.

1.4 Related Work

Manipulation detection has been considered independently of the notion of non-
malleability, in the seminal paper by Cramer et al. [21], who introduced the
notion of algebraic manipulation detection (AMD) codes, providing security
against additive attacks over the codeword. A similar notion was considered
by Jafargholi and Wichs [34], called tamper detection, aiming to detect mali-
cious modifications over the codeword, independently of how those affect the
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output of the decoder. Tamper detection ensures that the application of any
(admissible) function to the codeword leads to an invalid decoding.

Non-malleable codes for other function classes have been extensively stud-
ied, such as constant split-state functions [17,25], block-wise tampering [15,19],
while the work of [2] develops beautiful connections among various function
classes. In addition, other variants of non-malleable codes have been pro-
posed, such as continuous non-malleable codes [30], augmented non-malleable
codes [1], locally decodable/updatable non-malleable codes [16,22-24,31], and
non-malleable codes with split-state refresh [28]. In [7] the authors consider
ACO circuits, bounded-depth decision trees and streaming, space-bounded adver-
saries. Leakage resilience was also considered as an additional feature, e.g.,
by [16,24,28,37].

2 Preliminaries

In this section we present basic definitions and notation that will be used
throughout the paper.

Definition 2.1 (Notation). Let t, i, j, be non-negative integers. Then, [t] is the

set {1,...,t}. For bit-strings x, y, x||y, is the concatenation of x, y, |z| denotes
the length of z, for i € [|x|], x[i] is the i-th bit of x, ||§.:1 zj = x1||...||lzs, and
fori <j, xfi: j] = z[i]||...||z[j]. For a set I, |I|, P(I), are the cardinality and

power set of I, respectively, and for I C [|x|], x|, is the projection of the bits
of x with respect to I. For a string variable ¢ and value v, ¢ «— v denotes the
assignment of v to ¢, and c[I] + v, denotes an assignment such that c|, equals v.
For a distribution D over a set X, x «— D, denotes sampling an element x € X,
according to D, x «— X denotes sampling a uniform element x from X, Uy
denotes the uniform distribution over X and x1,...,z; < X denotes sampling a
uniform subset of X with t distinct elements, using rejection sampling. The sta-
tistical distance between two random variables X, Y, is denoted by A(X,Y), “x=”
and “x.”, denote statistical and computational indistinguishability, respectively,
and negl(k) denotes an unspecified, negligible function, in k.

Below, we define coding schemes, based on the definitions of [27,37].

Definition 2.2 (Coding scheme [27]). A (k,v)-coding scheme, k,v € N, is a
pair of algorithms (Enc,Dec) such that: Enc : {0,1}* — {0,1}" is an encod-
ing algorithm, Dec : {0,1}" — {0,1}* U {L} is a decoding algorithm, and for
every s € {0,1}*, Pr[Dec(Enc(s)) = s] = 1, where the probability runs over the
randomness used by (Enc, Dec).

We can easily generalize the above definition for larger alphabets, i.e., by
considering Enc : {0,1}* — I'” and Dec : I'” — {0,1}" U {L}, for some alpha-
bet I'.

Definition 2.3 (Coding scheme in the Common Reference String
(CRS) Model [37]). A (k,v)-coding scheme in the CRS model, k,v € N,
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is a triple of algorithms (Init,Enc,Dec) such that: Init is a randomized algo-
rithm which receives 1%, where k denotes the security parameter, and produces a
common reference string X € {0,1}P°W*) " and (Enc(1*, X, ), Dec(1¥, X, )) is a
(k,v)-coding scheme, k,v = poly(k).

For brevity, 1* will be omitted from the inputs of Enc and Dec.

Below we define non-malleable codes with manipulation detection, which is a
stronger notion than the one presented in [27], in the sense that the tampered
codeword will always decode to the original message or to L. Our definition is
with respect to alphabets, as in Sect.4 we consider alphabets of size O(log k).

Definition 2.4 (Non-Malleability with Manipulation Detection (MD-NMC)).
Let I' be an alphabet, let (Init, Enc, Dec) be a (k,v)-coding scheme in the common
reference string model, and F be a family of functions f : I’V — I'V. For any
f€F and s € {0,1}", define the tampering experiment

Tamper! = {2 — Init(1¥), ¢ « Enc(X, 8),& « fx(c),3 « Dec(275)}

Output : s.

which is a random variable over the randomness of Enc, Dec and Init. The coding
scheme (Init, Enc, Dec) is non-malleable with manipulation detection with respect
to the function family F, if for all, sufficiently large k and for all f € F, there
exists a distribution D(s gy over {0,1}* U {L,same*}, such that for all s €
{0,1}", we have:

! - $ < Dix,p)
{Tampers }keN { Output s if s = same*, and L otherwise keN

where X« Init(1%) and D s,y is efficiently samplable given access to f, X.
Here, “~” may refer to statistical, or computational, indistinguishability.

In the above definition, f is parameterized by X' to differentiate tamper-proof
input, i.e., X, from tamperable input, i.e., c.

Below we define the tampering function class that will be used throughout
the paper.

Definition 2.5 (The class of partial functions F&¥ (or F%)). Let I" be an alpha-
bet, « € [0,1) and v € N. Any f € F&¥, f: I'V — I'V, is indexed by a set
I C ], Il < av, and a function f': I'* — I'*”, such that for any x € I'Y,
(@), = £ (@1,) and (F(@)),,. = 2,0, where I = [P\].

For simplicity, in the rest of the text we will use the notation f(x) and f(x|,)
(instead of f” (),)). Also, the length of the codeword, v, according to I", will be
omitted from the notation and whenever I' is omitted we assume that I" = {0, 1}.
In Sect. 3, we consider I' = {0,1}, while in Sect.4, I" = {0,1}°0°8%) je. the
tampering function operates over blocks of size O(log k). When considering the
CRS model, the functions are parameterized by the common reference string.

The following lemma is useful for proving security throughout the paper.



Non-Malleable Codes for Partial Functions with Manipulation Detection 591

Lemma 2.6. Let (Enc,Dec) be a (k,v)-coding scheme and F be a family of
functions. For every f € F and s € {0,1}", define the tampering experiment

¢ — Enc(s),¢ « f(c),§ < Dec(c)
Output same* if s = s, and § otherwise.

Tamperg = {

which is a random wvariable over the randomness of Enc and Dec. (Enc, Dec) is
an MD-NMC with respect to F, if for any f € F and all sufficiently large k: (3)
for any pair of messages so, s1 € {0,1}", {Tamperfo} ~ {Tamperf;} ,

keN keN
and (ii) for any s, Pr [Tamperf: ¢ {L,s}} < negl(k). Here, “=” may refer to

statistical, or computational, indistinguishability.

The proof of the above lemma is provided in the full version of the paper.
For coding schemes in the CRS model the above lemma is similar, and Tamper;c
internally samples X « Init(1%).

3 An MD-NMC for Partial Functions, in the CRS Model

In this section we consider I" = {0,1} and we construct a rate 1 MD-NMC for
F*, with access rate « =1 — 1/£2(log k). Our construction is defined below and
depicted in Fig. 1.

Construction 3.1. Let k, m € N, let (KGen,E,D) be a symmetric encryp-
tion scheme, (SSp,,Recy,) be an m-out-of-m secret sharing scheme, and let
I « 2m|sk|, where sk follows KGen(1¥). We define an encoding scheme
(Init, Enc, Dec), that outputs v =1+ |e| bits, e — Egr(s), as follows:

— Init(1%): Sample r1, ..., 7 & {0,118 and output X = (rq,...,71).
~ Enc(X,-): for input message s, sample sk «— KGen(1%), e « E4.(s).

e (Secret share) Sample z « SS,,(sk||sk®), where z = ||12‘:Sf‘ Zi, 2 €
{0,132k and for i € [|sk], 2 (resp. zjsk|+i) is an m-out-of-m secret
sharing of skli] (resp. sk3[i]).

e (Shuffle) Compute ¢ — Px(z||e) as follows:

1. (Sensitive bits): Set ¢ « 0¥. For i € [l], c[r;] < z]i].
2. (Ciphertext bits): Seti«— 1. Forje [l +le|], ifj ¢ {rp | p € [I]},
clj] < eli], i++.
Output c.
— Dec(X,-): on input ¢, compute (z||e) «— Pg'(c), (sk||sk') «— Rec,,(2), and if
sk3 = sk, output Dgi(€), otherwise output L.

The set of indices of z; in the codeword will be denoted by Z;.

In the above we consider all values as elements over GF(2P° (%)),

Our construction combines authenticated encryption with an inner encoding
that works as follows. It interprets sk as an element in the finite field GF(2/5*l)
and computes sk?® as a field element. Then, for each bit of (sk||sk?), it computes
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an m-out-of-m secret sharing of the bit, for some parameter m (we note that
elements in GF(2/°*!) can be interpreted as bit strings). Then, by combining the
inner encoding with the shuffling technique, we get a encoding scheme whose
security follows from the observations that we briefly present below:

— For any tampering function which does not have access to all m shares of a
single bit of (sk||sk?), the tampering effect on the secret key can be expressed
essentially as a linear shift, i.e., as ((sk + 8)||(sk® + 1)) for some (§,7) €
GF(2/**) x GF(2/**l), independent of sk.

— By permuting the locations of the inner encoding and the ciphertext bits,
we have that with overwhelming probability any tampering function who
reads/writes on a (1 — o(1)) fraction of codeword bits, will not learn any
single bit of (sk||sk?).

— With overwhelming probability over the randomness of sk and CRS, for
non-zero 7 and &, (sk + §)3 # sk® + 7, and this property enables us to
design a consistency check mechanism whose output is simulatable, without
accessing sk.

— The security of the final encoding scheme follows by composing the security
of the inner encoding scheme with the authenticity property of the encryption
scheme.

Below we present the formal security proof of the above intuitions.

Theorem 3.2. Let k, m € N and a € [0,1). Assuming (SSp,,Recy,) is an
m-out-of-m secret sharing scheme and (KGen,E,D) is 1-IND-CPA!! secure,
authenticated encryption scheme, the code of Construction 3.1 is a MD-NMC
against F*, for any o, m, such that (1 — a)m = w(log(k)).

Proof. Let I be the set of indices chosen by the attacker and I¢ = [v]\I, where
v = 2m|sk| 4 |e|. The tampered components of the codeword will be denoted
using the character “7” on top of the original symbol, i.e., we have é — f(c), the
tampered secret key sk (resp. sk3) that we get after executing Rec,, (%) will be

denoted by sk (resp. 876/) Also the tampered ciphertext will be €. We prove the
needed using a series of hybrid experiments that are depicted in Fig. 3. Below,
we describe the hybrids.

- ExpOE’f’s: We prove security of our code using Lemma 2.6, i.e., by showing that

(i) for any sg, $1, TamperfO ~ Tamperf17 and (ii) for any s, Pr |Tamper/ ¢

{L,s}] < negl(k), where Tamper! is defined in Lemma2.6. For any f, s,

X« Init(1%), the first experiment, ExpOE"f’S, matches the experiment Tamper£

in the CRS model, i.e., X' is sampled inside Tampergl.

11 This is an abbreviations for indistinguishability under chosen plaintext attack, for a
single pre-challenge query to the encryption oracle.
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Expf’f"" :

¢ Enc(X,s),¢— 0"

el] — foley), eI — ey
§ < Dec(c)

Output same™ if § = s and § otherwise.

Expf:
¢ — Enc(X,s),é— 0"
2l — f(e,), e — e
If 3i: |[(INZ)| =m:
S5 1
Else:
§ — Dec(¢)

Output same™ if § = s and § otherwise.

Expy o

sk — KGen(lk),e — Eq(s)

2% S5/ (2, sk), c — Ps(z*||e)
&= 0%, I] — fe(ey,), el — e

If3i:|(INZ)|=m:
§—1
Else:
I£ 36 : Bjeinzy Ul # Bjenz,) il
§— 1
Else:

5« Dsk(€)

Output same™* if § = s and 5 otherwise.

Exp?'f's :
sk« KGen(1F), e « Eqi(s)
2% S5/ (2, sk), c — Ps(z"||e)

& 0. 2l] — f(el,)

If3i:|(INZ)=m:
§— 1
Else:
If Ji : ®‘7€(1mz1) clj] # @qe(ImZ,) éljl:
5L
Else: 5§ — L
Ife=e:

§ < same*

Output §.

— Exp;

Fig. 3. The hybrid experiments for the proof of Theorem 3.2.

/5. In the second experiment we define Z;, i € [2|sk|], to be the set of

codeword indices in which the secret sharing z; is stored, |Z;| = m. The main
difference from the previous experiment is that the current one outputs L, if
there exists a bit of sk or sk3 for which the tampering function reads all the
shares of it, while accessing at most av bits of the codeword. Intuitively, and
as we prove in Claim 3.3, by permuting the location indices of z||e, this event
happens with probability negligible in k, and the attacker does not learn any
bit of sk and sk?, even if he is given access to (1—o(1))v bits of the codeword.
Exp/*: By the previous hybrid we have that for all i € [2|sk], the tampering
function will not access all bits of z;, with overwhelming probability. In the
third experiment we unfold the encoding procedure, and in addition, we sub-
stitute the secret sharing procedure SS,,, with 575{,1 that computes shares z

that reveal no information about sk||sk?; for each 1, S_S,]; simply “drops” the
bit of z; with the largest index that is not being accessed by f. We formally

define 5752 below.
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ss! (x, sk):

1. Sample (21, .. 22|sk|) — SS,, (sk||sk?) and set 2z} « z;, i € [2|sk]].

2. For i € [2|sk|] let l; := maxq{d € [m]Alnd(z]d]) ¢ I)}, where Ind
returns the index of z;[d] in ¢, i.e., [; is the largest index in [m] such
that z;[l;] is not accessed by f.

3. (Output): For all i set z[l;] = *, and output z* :—HQ‘SM
In Epo e y 2 = ||12|51k| zi, and each z; is an m-out-of-m secret sharing for a

bit of sk or sk®. From Claim 3.3, we have that for all 4, |[I N Z;| < m with
overwhelming probability, and we can observe that the current experiment is
identical to the previous one up to the point of computing f(c,), as ¢/, and
f(c|;) depend only on z*, that carries no information about sk and sk3.

Another difference between the two experiments is in the external “Else”
branch: ExpE /% makes a call on the decoder while Expz /s , before calling
Dsr(€), checks if the tampering function has modified the shares in a way such

that the reconstruction procedure ((s~k,s~kl) — Rec,(2)) will give sk # sk
or sk’ # sk’. This check is done by the statement “If 3i : B ;¢ (;nz,) cli] #

®D,c(1nz,) cli]”, without touching sk or sk3.12 In case modification is detected
the current experiments outputs L. The intuition is that an attacker that
partially modifies the shares of sk and sk3, creates shares of sk and 8745,,
such that s~k3 = st/, with negligible probability in k. We prove this by a
reduction to the 1-IND-CPA security of the encryption scheme: any valid
modification over the inner encoding of the secret key gives us method to
compute the original secret key sk, with non-negligible probability. The ideas
are presented formally in Claim 3.4.

- ExpE /5. The difference between the current experiment and the previous one
is that instead of calling the decryption Dgy(€), we first check if the attacker
has modified the ciphertext, in which case the current experiment outputs
L, otherwise it outputs same*. By the previous hybrid, we reach this newly
mtroduced “Else” branch of Exp3 o 'S only if the tampering function didn’t
modify the secret key. Thus, the indistinguishability between the two experi-
ments follows from the authenticity property of the encryption scheme in the
presence of z*: given that sk = sk and sk = sk’ , we have that if the attacker
modifies the ciphertext, then with overwhelming probability Dy (€) = L, oth-
erwise, D4 (€) = s, and the current experiment correctly outputs same* or L
(cf. Claim 3.5).

— Finally, we prove that for any f € F%, and message s, Expf’
,f,0

1% is indistin-
guishable from Exp3”’"", where 0 denotes the zero-message. This follows by
the semantic security of the encryption scheme, and gives us the indistin-
guishability property of Lemma 2.6. The manipulation detection property is
derived by the indistinguishability between the hybrids and the fact that the
output of Exp?)z’f’S is in the set {same*, L }.

12 Recall that our operations are over GF (2P (%)),
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In what follows, we prove indistinguishability between the hybrids using a series
of claims.

Claim 3.3. Fork, m € N, assume (1—a)m = w(log(k)). Then, for any f € F*
and any message s, we have ExpE AN ExpE s , where the probability runs over
the randomness used by Init, Enc.

Proof. The difference between the two experiments is that Expzf ® outputs

L when the attacker learns all shares of some bit of sk or sk, otherwise it
produces output as Exp 205 Qoes. Let E the event “Ji : [(I N Z;)| = m”.
Clearly, Expz s = Expy” 15 conditioned on —FE, thus the statistical distance
between the two experiments is bounded by Pr[E]. In the following we show
that Pr[E] < negl(k). We define by E; the event in which f learns the entire
z;. Assuming the attacker reads m bits of the codeword, we have that for all

i € [2]sk]],
—<(5)".

We have n = av and assuming o = 1 — € for ¢ € (0,1], we have Pr[E;] <
(1—¢e)™ < 1/e™€ and Pr[E] = Pry [Ufff‘ El} z‘fn]il, which is negligible when
(1 — a)m = w(log(k)), and the proof of the claim is complete. [ |

m—1
n
Pr[E;] =Pr[|INZ|=m]= HO V
i

Claim 3.4. Assuming (KGen, E,D) is 1-IND-CPA secure, for any f € F* and

any message s, Exp] =8 ExpE 1 , where the probability runs over the random-
ness used by Init, Enc.

Proof. In ExpE 425 we unfold the encoding procedure, however instead of calling

SS,, we make a call to S_Sf As we have already stated above, this modification
does not induce any difference between the output of Exp; 5 fs and ExpE s
with overwhelming probability, as z* is indistinguishable from z in the eyeb
of f. Another difference between the two experiments is in the external “Else”
branch: Explz’f’S makes a call on the decoder while Expf’f’s, before calling D (€),
checks if the tampering function has modified the shares in a way such that the
reconstruction procedure will give sk # sk or sk’ # sk’. This check is done by
the statement “If 3i : @ ;¢ 1z, cli] # Dje(rnz,) €l]”, without touching sk or
sk3 (cf. Claim 3.3).13 We define the events E, E’ as follows

EiDecd) £ LE 3@, il 6D,

Clearly, condltloned on —E’ the two experiments are identical, since we have

sk = sk and sk = = sk’, and the decoding process will output Dy (€) in both
experiments. Thus, the statistical distance is bounded by Pr[E’]. Now, con-
ditioned on E’ A =E, both experiments output L. Thus, we need to bound

13 Recall that our operations are over GF (2P (%)),
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Pr[E A E']. Assuming Pr[E A E’] > p, for p = 1/poly(k), we define an attacker
A that simulates EprE’f’S, and uses f, s to break the 1-IND-CPA security
of (KGen, E,D) in the presence of z*, with probability at least 1/2 + p” /2, for
p" =1/poly(k).

First we prove that any 1-IND-CPA secure encryption scheme, remains
secure even if the attacker receives z* <« S_an(E ,sk), as z* consists of
m — 1 shares of each bit of sk and sk®, i.e., for the entropy of sk we have
H(sk|z*) = H(sk). Towards contradiction, assume there exists A that breaks the
1-IND-CPA security of (KGen,E,D) in the presence of z*, i.e., there
exist s, sp, s1 such that A distinguishes between (z*,Egx(s),Esk(so)) and
(2%, Esk(s), Esk(s1)), with non-negligible probability p. We define an attacker
A’ that breaks the 1-IND-CPA security of (KGen E,D) as follows: A’ given
(Esk(s), Esk(sp)), for some b € {0,1}, samples sk «— KGen(1*), % — ss! I (2, sk)
and outputs b« A(2", Es(s), Esk(sp)). Since (27, Es(s), Esk(sp)) ~ (2, Esr(s),
Esx(sp)) the advantage of A’ in breaking the 1-IND-CPA security of the scheme
is the advantage of A in breaking the 1-IND-CPA security of the scheme in the
presence of z*, which by assumption is non-negligible, and this completes the
current proof. We note that the proof idea presented in the current paragraph
also applies for proving that other properties that will be used in the rest of the
proof, such as semantic security and authenticity, of the encryption scheme, are
retained in the presence of z*.

Now we prove our claim. Assuming Pr[E A E'] > p, for p = 1/poly(k), we
define an attacker A that breaks the 1-IND-CPA security of (KGen, E, D) in the
presence of z*, with non-negligible probability. A receives the encryption of s,
which corresponds to the oracle query right before receiving the challenge cipher-
text, the challenge ciphertext e «— Egx(sp), for uniform b € {0,1} and uniform
messages Sg, S1, as well as z*. A is defined below.

A (z — ST (2, sk), ¢ Egi(s),e — Esk(sb)):

1. (Define the shares that will be accessed by f): For ¢ € [2|sk]|],

define w; = (2])|,, and for i € [m — 1] define C; = ||‘JSM1 w; 4],

D; = [[EF L w; .

2. (Apply f) Set ¢ — Ps(z*||e), compute ¢[I] < fx(c|,) and let Ci, Dy, i € [ml,
be the tampered shares resulting after the application of f to ¢|,.

3. (Guessing the secret key) Let U = Zznll Ci, V=" 'D; e, U,V
denote the sum of the shares that are being accessed by the attacker (maybe
partially), and U = PO 11 C, V= > ' D;, are the corresponding tam-
pered values after applying f on U, V. Define

p(X):=U-U)X2+ (U -UHX + (U -0 -V +V),

and compute the set of roots of p(X), denoted as X, which are at most two.
Then set

SK :={z+Ulz € X}. (1)
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4. (Output) Execute the following steps,
(a) For sk € SKC, compute s’ < D (€¢/), and if s = s, compute s” «— D (e).
Output b’ such that s, = s”.
(b) Otherwise, output b’ « {0, 1}.

In the first step A removes the dummy symbol “+” and computes the shares
that will be partially accessed by f, denoted as C; for sk and as D; for sk®. In
the second step, it defines the tampered shares, C’i, D;. Conditioned on E’, it is
not hard to see that A simulates perfectly EprE 45 In particular, it simulates
perfectly the input to f as it receives e «+— Egx(s) and all but 2|sk| of the actual
bit-shares of sk, sk3. Part of those shares will be accessed by f. Since for all i,
|INZ;| < m, the attacker is not accessing any single bit of sk, sk*. Let C,, Dy,
be the shares (not provided by the encryption oracle) that completely define sk
and sk3, respectively. By the definition of the encoding scheme and the fact that

sk, sk? € GF(2P°Y(F)) | we have S, Ci=sk, > D; = sk®, and
(U+Cp)? =V + D, (2)

In order for the decoder to output a non-bottom value, the shares created by
~ o~ ~3 ~
the attacker must decode to sk, skl, such that sk = skl, or in other words, if

(U+Cm)3=f/+pm. (3)
From 2 and 3 we receive
(U-U)C% + (U2 -UC,, + (U =T =V - V. (4)
Clearly, Pr[E A E' A (U = U)] = 0. Thus, assuming Pr[E A E'] > p, for
p > 1/poly(k), we receive
p<Pr [EAE’A(U;AU)} < Pr [Dec(a) #L/\E'/\U;éf]}

< Pr [gkf’ — 5k NE'A(U # U)]

W .
@D priC,, € X] < Pr [sk c szc] . (5)

and A manages to recover C,,, and thus sk, with non-negligible probability
p' > p. Let W be the event of breaking 1-IND-CPA security. Then,

Pr[W] = Pr[W|sk € SK] - Pr[sk € SK]
+ Pr[W|sk ¢ SK] - Pr[sk ¢ SK]
G o, 1 L p

p+§(1—Pl):§+§7 (6)

and the attacker breaks the IND-CPA security of (KGen, E, D). Thus, we have
Pr[E A E'] < negl(k), and both experiments output L with overwhelming prob-
ability. ]
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Claim 3.5. Assuming the authenticity property of (KGen, E, D), for any f € F*
and any message s, Exp,f’f"s R Expf’f"s, where the probability runs over the

randomness used by Init, KGen and E.

Proof. Before proving the claim, recall that the authenticity property of the
encryption scheme is preserved under the presence of z* (cf. Claim 3.4). Let E

be the event sk = skA sk = sk? and E’ be the event & # e. Conditioned on —F,
the two experiments are identical, as they both output L. Also, conditioned on
E N—FE’, both experiments output same*. Thus, the statistical distance between
the two experiments is bounded by Pr[E A E’]. Let B be the event Dy (€) # L.
Conditioned on EAE’'A—B both experiments output L. Thus, we need to bound
Pr[EAE' A BJ.

Assuming there exist s, f, for which Pr[EAE’AB] > p, where p = 1/poly(k),
we define an attacker A = (A;, A2) that simulates Exp?’f * and breaks the
authenticity property of the encryption scheme in the presence of z*, with non-
negligible probability. A is defined as follows: sample (s, st) « A;(1%), and then,
on input (z*, e, st), where e « Eg(s), As, samples X « Init(1¥), sets ¢ « 0¥,
¢ « Px(z*|le), computes ¢[I] < f(c|,), ¢[I] « c|.c, (Z¥]|€) « P;1(@), and
outputs €. Assuming Pr[E A E' A B] > p, we have that D (€) # L and € # e,
with non-negligible probability and the authenticity property of (KGen, E,D)

breaks. m
Claim 3.6. Assuming (KGen, E,D) is semantically secure, for any f € F* and
any message s, Exp?’f’s & Expgx’f’o, where the probability runs over the ran-

domness used by Init, KGen, E. “~” may refer to statistical or computational
indistinguishability, and 0 is the zero-message.

Proof. Recall that (KGen, E,D) is semantically secure even in the presence of

z2* — stfn(E, sk) (cf. Claim 3.4), and towards contradiction, assume there exist
f € F* message s, and PPT distinguisher D such that

‘Pr [D (Z, Expf’f’s) = 1} —Pr [D (Z, Expg‘?’f’o)} = 1‘ > p,

for p = 1/poly (k). We are going to define an attacker A that breaks the semantic
security of (KGen, E,D) in the presence of z*, using sg := s, s1 := 0. A, given
z*, e, executes Program.

Program(z*,e) :
¢ — Ps(z"||e),é — 0",¢[I] — f(c,)
f3di:|(INZ)|=m:5« L
Else:
If 3i: Djeinz,) Ul # Bjenz, elil: 5 — L
Else: 5+ land If € = e: § «— same™
Output §.

It is not hard to see that A simulates Expf’f *vthus the advantage of A against
the semantic security of (KGen, E, D) is the same with the advantage of D in dis-
tinguishing between Exp?’f’so7 Expgx’f’sl, which by assumption is non-negligible.

We have reached a contradiction and the proof of the claim is complete. |
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From the above claims we have that for any f € F* and any s, Expoz’f’s ~
E><p§7f’0, thus for any f € F and any sg, $1, Exp(JE’f7SO A ExpOE’f’Sl. Also,

by the indistinguishability between Expoz 7+ and Expf’f "0, the second prop-
erty of Lemma2.6 has been proven as the output of Exp?’f’0 is in {s, L},
with overwhelming probability, and non-malleability with manipulation detec-
tion of our code follows by Lemma 2.6, since Expoz’f’S is identical to Tamperf: of
Lemma 2.6. |

4 Removing the CRS

In this section we increase the alphabet size to O(log(k)) and we provide a
computationally secure, rate 1 encoding scheme in the standard model, tolerating
modification of (1 — o(1))v blocks, where v is the total number of blocks in the
codeword. Our construction is defined below and the intuition behind it has
already been presented in the Introduction (cf. Sect. 1, Fig. 2). In the following,
the projection operation will be also used with respect to bigger alphabets,
enabling the projection of blocks.

Construction 4.1. Let k, m € N, let (KGen,E,D) be a symmetric encryption
scheme and (SS,,, Rec,,) be an m-out-of-m secret sharing scheme. We define an
encoding scheme (Enc”,Dec”), as follows:

~ Enc*(1¥,.): for input message s, sample sk «— KGen (1’“), e — Egr(s).

e (Secret share) Sample z « SS,,(sk||sk®), where z = ||12‘:sf‘ Zi, z €
{0,1Y2™Isk - and for i € [|skl], zi (resp. 2|sk|+i) 15 an m-out-of-m secret
sharing of skli] (resp. sk®[i]).

e (Construct blocks & permute) Set | < 2m]sk|, bs «— logl + 2,
d « |e|/bs, bn « 1 +d, sample p := (p1,...,p1) < {0,1}1°8®") gnd
compute C' «— II,(z||e) as follows:

1. Sett « 1, C; « 0°, i € [bn].
2. (Sensitive blocks) For i € [l], set C,, — (1|]i]|2[]).
3. (Ciphertext blocks) For i € [bn], if i # r;, j € [l], C; < (O]le[t :
t+ (bs—1)]), t «t+ (bs —1).1
Output C := (C1]] ... ||Chn)-
— Dec*(1%,:): on input C, parse it as (C1]|...||Cbn), set t «— 1, 1 «— 2m|sk|,
2+ 0 e« 0, L=0 and compute (z||e) « IT71(C) as follows:

e Fori € [bn],

* (Sensitive block) If C;[1] =1, set j «— C;[2: bs—1], z[j] < C;[bs],
L—LU{j}.

* (Ciphertext block) Otherwise, set e[t : t + bs — 1] = C;[2 : bs],
t—t+bs—1.

o If |L]| #1, output L, otherwise output (z||e).

14 Here we assume that bs — 1, divides the length of the ciphertext e. We can always
achieve this property by padding the message s with zeros, if necessary.
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If I7Y(C) = L, output L, otherwise, compute (sk||sk’) < Recy(2), and if
sk® = sk, output Dy (e), otherwise output L.

The set of indices of the blocks in which z; is stored will be denoted by Z;.

We prove security for the above construction by a reduction to the security of
Construction 3.1. We note that that our reduction is non-black box with respect
to the coding scheme in which security is reduced to; a generic reduction, i.e.,
non-malleable reduction [2], from the standard model to the CRS model is an
interesting open problem and thus out of the scope of this work.

In the following, we consider I" = {0,1}°0°e(®)) The straightforward way
to prove that (Enc*,Dec”) is secure against F by a reduction to the security
of the bit-wise code of Sect.3, would be as follows: for any o € {0,1}, f € F&
and any message s, we have to define o/, g € F' such that the output of
the tampered execution with respect to (Enc*,Dec”), f, s, is indistinguishable
from the tampered execution with respect to (Init, Enc, Dec), g, s, and ¢ is an
admissible function for (Init, Enc, Dec). However, this approach might be tricky
as it requires the establishment of a relation between a and o’ such that the
sensitive blocks that f will receive access to, will be simulated using the sensitive
bits accessed by g. Our approach is cleaner: for the needs of the current proof
we leverage the power of Construction3.1, by allowing the attacker to choose
adaptively the codeword locations, as long as it does not request to read all
shares of the secret key. Then, for every block that is accessed by the block-wise
attacker f, the bit-wise attacker g requests access to the locations of the bit-
wise code that enable him to fully simulate the input to g. We formally present
our ideas in the following sections. In Sect. 4.1 we introduce the function class
Fad that considers adaptive adversaries with respect to the CRS and we prove
security of Construction 3.1 in Corollary 4.3 against a subclass of F,q, and then,
we reduce the security of the block-wise code (Enc*,Dec”) against F to the
security of Construction 3.1 against F,q (cf. Sect.4.2).

4.1 Security Against Adaptive Adversaries

In the current section we prove that Construction 3.1 is secure against the class
of functions that request access to the codeword adaptively, i.e., depending on
the CRS, as long as they access a bounded number of sensitive bits. Below, we
formally define the function class F,q, in which the tampering function picks up
the codeword locations depending on the CRS, and we consider I" = {0, 1}.

Definition 4.2 (The function class F,). Let (Init, Enc, Dec) be an (k,v)-coding
scheme and let T be the range of Init(1¥). For any g = (g1,92) € FY, we have
g1 X = P(]), g5 : {0, 1}lreneelonl — {0, 1}lrereelon)l y {1}, and for any
c€{0,1}", g% (c) = g2 (c‘gl(z)). For brevity, the function class will be denoted
as Fad.

Construction 3.1 remains secure against functions that receive full access to the
ciphertext, as well as they request to read all but one shares for each bit of
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sk and sk>. The result is formally presented in the following corollary and its
proof, which is along the lines of the proof of Theorem 3.2, is given in the full
version of the paper.

Corollary 4.3. Let k, m € N. Assuming (SS.,, Rec,,) is an m-out-of-m secret
sharing scheme and (KGen, E, D) is 1-IND-CPA secure authenticated encryption
scheme, the code of Construction 4.1 is a MD-NMC against any g = (g1, g2) €
Fad, assuming that for all i € [2|sk|], (Z; N g1(X)) < m, where sk — KGen(1¥)
and X « Init(1%).

4.2 MD-NM Security of the Block-Wise Code

In the current section we prove security of Construction4.1 against Fg, for
r ={o, 1}0(10g(k)).

Theorem 4.4. Let k, m € N, I' = {0,1}90¢() gnd o € [0,1). Assum-
ing (SSi, Recy,) is an m-out-of-m secret sharing scheme and (KGen, E,D) is a
1-IND-CPA secure authenticated encryption scheme, the code of Construc-
tion 4.1 is a MD-NMC against Fg, for any o, m, such that (1 — a)m =
w(log(k)).

g1 (X =(r1,...,m1)):
e (Simulate block shuffling):
Sample p = (p1, .., pr) < {0, 1}1°5C
e (Construct I): Set I =0,
* (Add ciphertext locations to I):
For j € [le| + 1], if j ¢ {rili € 1]}, I — (I U}j).
* (Add sensitive bit locations to I according to I,,):
For j € [bn], if j € Iy and 3¢ € [I] such that j = p;, I — (I Ur;).
e Output: Output I.

Fig. 4. The function g; that appears in the hybrid experiments of Fig. 7.

g5 (e),):
t— 1, CF «— 0>, i¢ [bn].
e (Reconstruct I): Compute I < g1 (X).
e (Simulate ciphertext blocks):
For i € [bn], if i # pj, j € [I], CF «— (O]|e[t : t + (bs — 1)]), t «— t + (bs — 1).
e (Simulate sensitive blocks):
* For i € [|1]], if 3j € [l], such that Ind(e|, [i]) = r;, set O} — (1||j|\c‘1[i])‘
* Set C* := (Cf|...||Cs) and C* := C*.
e (Apply f): compute C*[Ip] «— f(C‘*Ib).

e (Output): Output C‘Db.

Fig. 5. The function g> that appears in the hybrid experiments of Fig. 7.
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Proof. Following Lemma 2.6, we prove that for any f € F3, and any pair of
f

messages So, 51, lamper] =~ Tamperf:l, and for any s, Pr [Tamperf: ¢ {1, s} <
negl(k), where Tamper denotes the experiment defined in Lemma 2.6 with respect
to the encoding scheme of Construction4.1, (Enc®, Dec*). Our proof is given by
a series of hybrids depicted in Fig.7. We reduce the security (Enc*,Dec”), to
the security of Construction 3.1, (Init, Enc, Dec), against F,q (cf. Corollary 4.3).
The idea is to move from the tampered execution with respect to (Enc*, Dec®),
f, to a tampered execution with respect to (Init, Enc, Dec), g, such that the two
executions are indistinguishable and (Init, Enc, Dec) is secure against g.

Let I, be the set of indices of the blocks that f chooses to tamper with,
where |Iy| < av, and let | < 2m/|sk|, bs < logl + 2, bn — [ + |e|/bs. Below we

describe the hybrids of Fig. 7.

— Exp}®: The current experiment is the experiment Tamperf, of Lemma 2.6,
with respect to (Enc*, Dec™), f, s.

- Expggl’”)’s: The main difference between Expg’s and Expggl’”)’s, is that in
the latter one, we introduce the tampering function (g1, ¢2), that operates
over codewords of (Init, Enc, Dec) and we modify the encoding steps so that
the experiment creates codewords of the bit-wise code (Init, Enc, Dec). (g1, g2)
simulates partially the block-wise codeword C, while given partial access to
the bit-wise codeword ¢ < Enc(s). As we prove in the full version, it simulates
perfectly the tampering effect of f against C' < Enc*(s).
g1 operates as follows (cf. Fig.4): it simulates perfectly the randomness for
the permutation of the block-wise code, denoted as p, and constructs a set
of indices I, such that g will receive access to, and tamper with, c|,. The
set I is constructed with respect to the set of blocks Iy, that f chooses to
read, as well as X, that reveals the original bit positions, i.e., the ones before
permuting (z||e). g2 receives ¢|,, reconstructs I, simulates partially the blocks
of the block-wise codeword, C, and applies f on the simulated codeword. The
code of gz is given in Fig.5. In the full version we show that g, given ¢,
simulates perfectly C|, , which implies that 95 (c,) = f(C ,,)» and the two
executions are identical.

— Expégl’%)’sz In the current experiment, we substitute the function go with
g3, and Dec* with Dec, respectively. By inspecting the code of go and g3
(cf. Figs. 5 and 6, respectively), we observe that latter function executes the
code of the former, plus the “Check labels and simulate ¢[I]” step. Thus
the two experiments are identical up to the point of computing f(C| Ib). The
main idea here is that we want the current execution to be with respect to
(Init, Enc, Dec) against (g1,93). Thus, we substitute Dec” with Dec, and we
expand the function go with some extra instructions/checks that are missing
from Dec. We name the resulting function as g3 and we prove that the two
executions are identical.

— Finally, we prove that for any f and any s, Expggl’gs)’s ~ Expggl’gs)’0 and

Pr Expégl’g:*)’s ¢ {L,s}| < negl(k). We do so by proving that (g1,g3) is
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admissible for (Init, Enc,Dec,), i.e., (g1,93) € Fad, and g3 will not request
to access more that m — 1 shares for each bit of sk, sk3 (cf. Corollary 4.3).
This implies security according to Lemma 2.6.

gsz(ch ):
t 1, C; « 0%, i ¢ [bn].
e (Reconstruct I): Compute I «— g1(X).
e (Simulate ciphertext blocks):
For i € [bn], if i # p;, j € [I], CF «— (O]le[t : t + (bs — 1)]), t «— t 4 (bs — 1).
e (Simulate sensitive blocks):
* For i € [|I]], if 35 € [I], such that Ind(c|, [i]) = r;, set C;j — (1||j|\c‘1 [1])
% Set C* := (Cj]|...||CL) and C* := C*.
e (Apply f): compute C*[Ip] «— f(C‘*Ib).
e (Check labels and simulate ¢[I]): If II~!(C*) = L, set d « 1, otherwise set (3*||&) «
o~(C), & « Ps(27||é).
e (Output): If d = 1 output L, otherwise output E‘*I.

Fig. 6. The function g3 that appears in the hybrid experiments of Fig. 7.

Expé"‘ . Expsglvm).* . Expém.ns)«s .
sk — KGen (1¥) e « Eqi(s) sk — KGen (1¥) e < E.x(s) X Init* (1%)
z — SSp(sk||sk®) 2 — 5SS, (sk||sk®) sk« KGen (1) e « Eqx(s)

2SS, (sk||sk?)

3 Init* (1%), ¢ « Ps(z]|e)
c— Ps(zlle), é—c¢

pi=(pr,en s pr) £ {0, 110500 Teq(®) [—g(®)
— o C «— II,(z||e),C « C -
C — I (z||e).C — C Gl al) — g¥(c,)
Clh] < £(C,) Cllb] < g2'(c|;)
5« Dec*(C) 5« Dec*(C) 5 — Dec(X,¢)
Output same” if § = s and § otherwise. e e . . T I 1 ris
Output same* if 5 = s and 5 otherwise. Output same™ if § = s and 3 otherwise.

Fig. 7. The hybrid experiments for the proof of Theorem 4.4.

The indistinguishability between the hybrids is given in the full version of the
paper. |

5 Continuous MD-NMC with Light Updates

In this section we enhance the block-wise scheme of Sect.4 with an update
mechanism, that uses only shuffling and refreshing operations. The resulting
code is secure against continuous attacks, for a notion of security that is weaker
than the original one [30], as we need to update our codeword. Below we define
the update mechanism, which is denoted as Update®.

Construction 5.1. Let k, m € N, (KGen, E,D), (SS,,, Rec,,) be as in Construc-
tion 4.1. We define the update procedure, Update®, for the encoding scheme of
Construction 4.1, as follows:
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~ Update*(1%,.): on input C, parse it as (C1||...||Con), set | «— 2m|sk], L£L=0,
and set C := (C1|]...||Chn) to 0.
e (Secret share 0%°F): Sample z « SS,, (0%1**]), where z = ||12:1k‘ 2i,
2 € {0,1}2™15kl " and for i € [2|sk|], z; is an m-out-of-m secret sharing of
the 0 bit.
e (Shuffle & Refresh): Sample p = (p1,...,p) < {0,1}°s0)  For
i € [bn],

* (Sensitive block) If C;[1] =1, .
- (Shuffle): Set j «— C[2:bs — 1], C,, «— C;.
- (Refresh): Set C’pj [bs] «— C'pj [bs] ® z[j].
% (Ciphertext block)
If Cy[1] = 0, set j <« min, {n € [bn]|n ¢ Lon# piie [l]}, and
Cj« Ci, L — LU{j}.
Output C'.

The following definition of security is along the lines of the one given in [30],
adapted to the notion of non-malleability with manipulation detection. Also,
after each invocation the codewords are updated, where in our case the update
mechanism is only using shuffling and refreshing operations. In addition, there
is no need for self-destruct after detecting an invalid codeword [28].

Definition 5.2 (Continuously MD-NMC with light updates). Let CS =
(Enc, Dec) be an encoding scheme, F be a functions class and k,q € N. Then, CS
is a g-continuously non-malleable (q-CNM ) code, if for every, sufficiently large
k € N, any pair of messages so, s1 € {0,1}P°Y®) and any PPT algorithm A,

{Tamper;‘:)(k)}keu\I R~ {Tamper;“l(k:)}kEIN, where,

Tamper(k) :

C «— Enc(s),5 <0

For 1t €q:
f— A(3),C « f(C),3 < Dec(C)
Ifs=5s: 5§« same*
C « Update* (1%, 0)

out — A(3)

Return : out

and for each round the output of the decoder is not in {s, L} with negligible
probability in k, over the randomness of Tamperf.

In the full version of the paper we prove the following statement.

Theorem 5.3. Let g, k, m, € N, I’ = {0,1}°08") gnd o € [0,1). Assum-
ing (SSy, Recy,) is an m-out-of-m secret sharing scheme and (KGen, E,D) is a
1-IND-CPA, authenticated encryption scheme, the scheme of Construction 5.1
is a continuously MD-NMC with light updates, against Fg, for any o, m, such
that (1 — a)m = w(log(k)).
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In the above theorem, g can be polynomial (resp. exponential) in &, assum-

ing the underlying encryption scheme is computationally (resp. unconditionally)
secure.
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Abstract. Order-revealing encryption (ORE) is a primitive for out-
sourcing encrypted databases which allows for efficiently performing
range queries over encrypted data. Unfortunately, a series of works, start-
ing with Naveed et al. (CCS 2015), have shown that when the adversary
has a good estimate of the distribution of the data, ORE provides little
protection. In this work, we consider the case that the database entries
are drawn identically and independently from a distribution of known
shape, but for which the mean and variance are not (and thus the attacks
of Naveed et al. do not apply). We define a new notion of security for
ORE, called parameter-hiding ORFE, which maintains the secrecy of these
parameters. We give a construction of ORE satisfying our new definition
from bilinear maps.

Keywords: Encryption - Order-revealing encryption

1 Introduction

An emerging area of cryptography concerns the design and analysis of “leaky”
protocols (see e.g. [11,33,36] and additional references below), which are proto-
cols that deliberately give up some level of security in order to achieve better
efficiency. One important tool in this area is order-revealing encryption [7,8].
Order-revealing encryption (ORE) is a special type of symmetric encryption
which leaks the order of the underlying plaintexts through a public procedure
Comp. In practice, ORE allows for a client to store a database on an untrusted
server in encrypted form, while still permitting the server to efficiently perform
various operations such as range queries on the encrypted data without the secret
decryption key. ORE has been implemented and used in real-world encrypted
database systems, including CryptDB [36].

! In [7], it was called efficiently-orderable encryption.

© International Association for Cryptologic Research 2018
T. Peyrin and S. Galbraith (Eds.): ASTACRYPT 2018, LNCS 11272, pp. 181-210, 2018.
https://doi.org/10.1007/978-3-030-03326-2_7


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-03326-2_7&domain=pdf

182 D. Cash et al.

Various notions of ORE have been proposed. The strongest, called “ideal”
ORE, insists that everything about the plaintexts is hidden, except for their
order. For example, it should be impossible to distinguish between encryptions
of1,2,3 and 1,4, 9. Such ideal ORE can be constructed from multilinear maps [§],
showing that in principle ideal ORE is achievable. However, current multilinear
maps are quite inefficient, and moreover have been subject to numerous attacks
(e.g. [16,17,32]).

In order to develop efficient schemes, one can relax the security requirements
to allow for more leakage. Order-preserving encryption (OPE) [1,6]—which actu-
ally predates ORE—is one example, where Comp is simply integer comparison.
Very efficient constructions of OPE are known [6]. However, OPE necessarily
leaks much more information about the plaintexts [6] than ideal ORE; intu-
itively, the difference between ciphertexts can be used to approximate the dif-
ference between the plaintexts. More recently, there have been efforts to achieve
better security without sacrificing too much efficiency: Chenette, Lewi, Weis
and Wu (CLWW) [15] recently gave an ORE construction which leaks only the
position of the most significant differing bits of the plaintexts.

Unfortunately, even hypothetical ideal ORE has recently been shown insecure
for various use cases [3,10,19,20,22,24-26,30, 34]. This is even if the scheme itself
reveals nothing but the order of the plaintexts. The problem is that just the order
of plaintexts alone can already reveal a significant amount of information about
the data. For example, if the data is chosen uniformly from the entire domain,
then even ideal ORE will leak the most significant bits. As the most significant
bits are often the most important ones, this is troubling.

The problem is that the definitions of ORE, while precise and provable, do not
immediately provide any “semantically meaningful” guarantees for the privacy
of the underlying data. Indeed, the above attacks show that when the adversary
has a strong estimate of the prior distribution the data is drawn from, essentially
no security is possible. However, we contend that there are scenarios (see below)
where the adversary lacks this knowledge. A core problem in such scenarios is
that the privacy of one message is inherently dependent on what other cipher-
texts the adversary sees. Analyzing these correlations under arbitrary sources
of data, even for ideal ORE, can be quite difficult. Only very mild results are
known, for example the fact that either CLWW leakage or ideal leakage provably
hides the least significant bits of uniformly chosen data. Unfortunately, these bits
are probably of less importance (e.g. for salaries).

Therefore, a central goal of this paper is to devise a semantically meaningful
notion of privacy for the underlying data in the case that the adversary does
not have a strong estimate of the prior distribution, and develop a construction
attaining this notion not based on multilinear maps.

We stress that we are not trying to devise a scheme that is secure in the use
cases of the attacks above, as many of the attacks above would apply to any
ORE scheme; we are instead aiming to identify settings where the attacks do
not apply, and then provide a scheme satisfying a given notion of security in this
setting.
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1.1 This Work: Parameter-Hiding ORE

In this work, we give one possible answer to the question above. Rather than
focusing on the individual data records, we instead ask about the privacy of the
distribution they came from. We show how to protect some information about
the underlying data distribution.

Motivating Example. To motivate our notion, consider the following setting. A
large university wants to outsource its database of student GPAs. For simplicity,
we will assume each student’s academic ability is independent of other students,
and that this is reflected in the GPA. Thus, we will assume that each GPA is
sampled independently and identically according to some underlying distribu-
tion. The university clearly wants to keep each individual’s GPA hidden. It also
may want aggregate statistics such as mean and variance to be hidden, perhaps
to avoid getting a reputation for handing out very high or very low grades.

Distribution-Hiding ORE. This example motivates a notion of distribution-
hiding ORE, where all data is sampled independently and identically from some
underlying distribution D, and we wish to hide as much as possible about D.
We would ideally like to handle arbitrary distributions D, but in many cases
will accept handling certain special classes of distributions. Notice that if the
distribution itself is completely hidden, then so too is every individual record,
since any information about a record is also information about D.

We begin with the following trivial observation: if D has high min-entropy
(namely, super-logarithmic), then the ideal ORE leakage is just a random order-
ing with no equalities, since there are no collisions with overwhelming probability.
In particular, this leakage is independent of the distribution D; as such, ideal
ORE leakage hides everything about the underlying distribution, except for the
super-logarithmic lower bound on min-entropy. Thus, we can use the multilinear
map-based scheme of [8] to achieve distribution-hiding ORE for any distribution
with high min-entropy.

We note the min-entropy requirement is critical, since for smaller min-
entropies, the leakage allows for determining the frequency of the most common
elements, hence learning non-trivial information about D.?

Unfortunately, the only way we know to build distribution-hiding ORE is
using ideal leakage as above; as such, we do not know of a construction not
based on multilinear maps. Instead, in hopes of building such a scheme, we will
allow some information about the distribution to leak.

2 This min-entropy requirement may be somewhat problematic in some settings. GPAs
for example, probably have fewer than 10 bits of entropy. However, adding small
random noise to the data before encrypting (much smaller than the precision of the
data) will force the data to have high min-entropy without changing the order of
data, with the exception that identical data will appear different when comparing.
In many cases (such as answering range queries) it is totally acceptable to fail to
identify identical data.



184 D. Cash et al.

Parameter-Hiding ORE. We recall that in many settings, data follows a known
type of distribution. For example, the central limit theorem implies that many
quantities such as various physical, biological, and financial quantities are
(approximately) normally distributed. It is also common practice to assign grades
on an approximately normal distribution, so GPAs might reasonably be conjec-
tured to be normal. For a different example, insurance claims are often modeled
according to the Gamma distribution.

Therefore, since the general shape of the distribution is typically known, a
reasonable relaxation of distribution-hiding ORE is what we will call parameter-
hiding ORE. Here, we will assume the distribution has a known, public “shape”
(e.g. normal, uniform, Laplace etc.) but it may be shifted or scaled. We will allow
the overall shape to be revealed; our goal instead is to completely hide the shifting
and scaling information. More precisely, we consider a distribution D over [0, 1]
which will describe the general shape of the family of distributions in question.
For example, if the shape in consideration is the set of uniform distributions over
an interval, we may take D to be uniform distribution over [0, 1]; if the shape is
the normal distribution, we will take D be the normal distribution with mean
1/2, and standard deviation small enough so that the vast majority of the mass
isin [0,1]. Let D, g be the distribution defined as: first sample @ < D, and then
output |az + ). We will call « the scaling term and /3 the shift. The adversary
receives a polynomial number of encryptions of plaintext sampled iid from D, g
for some «, 8. We will call a scheme parameter hiding if the scale and shift are
hidden from any computationally bounded adversary. Our main theorem is that
it is possible to construct such parameter-hiding ORE from bilinear maps:

Theorem 1 (Informal). Assuming bilinear maps, it is possible to construct
parameter-hiding ORE for any “smooth” distribution D, provided the scaling
term is “large enough.”

We note the restrictions to large scalings are inherent: any small scaling will
lead to a distribution with low min-entropy. As discussed above, even with ideal
ORE, it is possible to estimate the min-entropy of low min-entropy distributions,
and hence it would be possible to recover the scaling term if the scaling term is
small. Some restrictions on the shape of D are also necessary, as certain shapes
can yield low min-entropy even for large scalings. “Smoothness” (which we will
define as having a bounded derivative) guarantees high min-entropy at large
scales, and is also important technically for our analysis.

1.2 Technical Overview

As a starting point, we will consider the leakage profile of Chenette, Lewi, Weis
and Wu [15] (henceforth referred to as CLWW), which reveals the position of the
most significant differing bit between any two plaintexts. This is quite a lot of
information: for example, it can be used to get rough bounds on the difference
between two plaintexts. Thus, CLWW cannot be parameter hiding, since the
scaling term is not hidden. However, CLWW will be a useful starting point, as



Parameter-Hiding Order Revealing Encryption 185

it will allow us to construct shift-hiding ORE, where we only care about hiding
the shift term. To help illustrate our approach, we will therefore first describe
an equivalent formulation of CLWW leakage, which we will then explain how to
extend to get full parameter-hiding ORE.

An Alternative View of CLWW Leakage. Consider the plaintext space
{0,1,2,...,2¢ —1}. We will think of the plaintexts as leaves in a full binary tree
of depth ¢. In this tree, the position of the most significant differing bit between
two plaintexts corresponds to the depth of their nearest ancestor. The leakage
of CLWW can therefore can be seen as revealing the tree consisting of all given
plaintexts, their ancestors in the tree up to the lowest common ancestor, and
the order of the leaves, with all other information removed. See Fig.1 for an
illustration.

Fig.1. CLWW Leakage. The two sets of plaintext {0,4,5,10,11} and {1,6,7,8,9}
correspond to equivalent subtrees. If the message space extends beyond 15, the CLWW
leakage remains the same as depicted, since the leakage only reveals the tree up to the
most recent ancestor.

Now, suppose all plaintext elements are in the range [0,2¢) for some i. This
means they all belong in the same subtree at height 4; in particular, the CLWW
leakage will only have depth at most i. Now, suppose we add a multiple of 2¢ to
every plaintext. This will simply shift all the plaintexts to being in a different
subtree, but otherwise keep the same structure. Therefore, the CLWW leakage
will remain the same.

Therefore, while CLWW is not shift hiding, it is shift periodic. In particular,
if imagine a distribution D whose support is on [0, 2), and consider shifting D by
(B. Consider an adversary A, which is given the CLWW leakage from ¢ plaintexts
sampled from the shifted D, and outputs a bit. If we plot the probability p(5)
that A outputs 1 as a function of 3, we will see that the function is periodic
with period 2¢.
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Shift-Hiding ORE/OPE. With this periodicity, it is simple to construct a scheme
that is shift hiding. To get a shift-hiding scheme for message space [0,2¢), we
instantiate CLWW with message space [0,2T!). We also include as part of
the secret key a random shift  chosen uniformly in [0,2¢). We then encrypt a
message m as Enc(m + 7). Adding a random shift can be seen as convolving the
signal p() with the rectangular function

—L i 4
q(ﬁ):{z f8e0,29

0 otherwise

Since the rectangular function’s support matches the period of p, the result
is that the convolved signal p is constant. In other words, the adversary always
has the same output distribution, regardless of the shift 3. Thus, we achieve
shift hiding.

When the comparison algorithm of an ORE scheme is simple integer com-
parison, we say the scheme is an order-preserving encryption (OPE) scheme.
OPE is preferable because it can be used with fewer modifications to a database
server. We recall that CLWW can be made into an OPE scheme — where cipher-
texts are integers and comparision is integer comparison — while maintaining
the CLWW leakage profile. Our conversion to shift-hiding preserves the OPE
property, so we similarly achieve a shift-hiding OPE scheme.

Scale-Hiding ORE/OPE. We note that we can also turn any shift-hiding ORE
into a scale-hiding ORE. Simply take the logarithm of the input before encrypt-
ing; now multiplying by a constant corresponds to shifting by a constant. Of
course, taking the logarithm will result in non-integers; this can easily be fixed
by rounding to the appropriate level of precision (enough precision to guarantee
no collisions over the domain) and scaling up to make the plaintexts integral.
Similarly, we can also obtain scale-hiding OPE if we start with an OPE scheme.

Impossibility of Parameter-Hiding OPE. One may hope to achieve both shift-
hiding and scale-hiding by some combination of the two above schemes. For
example, since order preserving encryption schemes can be composed, one can
imagine composing a shift-hiding scheme with a scale-hiding scheme. Inter-
estingly, this does not give a parameter-hiding scheme. The reason is that
shifts/scalings of the plaintext do not correspond to shifts/scalings of the cipher-
texts. Therefore, while the outer OPE may provide, say, shift-hiding for its
inputs, this will not translate to shift-hiding of the inner OPE’s inputs.

Nonetheless, one may hope that tweaks to the above may give a scheme that
is simultaneously scale and shift hiding. Perhaps surprisingly, we show that this
is actually impossible. Namely, we show that OPE cannot possibly be parameter-
hiding. Due to space limit, we put the rigorous proof in our full version [12].

This impossibility shows that strategies leveraging CLWW leakage are
unlikely to yield parameter-hiding ORE schemes. Interestingly, all ORE schemes
we are aware of that can be constructed from symmetric crypto can also be made
into OPE schemes. Thus, this suggests we need stronger tools than those used
by previous efficient schemes.
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Parameter Hiding via Smoothed CLWW Leakage. Motivated by the
above, we must seek a different leakage profile if we are to have any hope of
achieving parameter-hiding ORE. We therefore first describe a “dream” leakage
that will allow us to perform similar tricks as in the shift hiding case in order
to achieve both scale and shift hiding simultaneously. Our dream leakage will be
a “smoothed” CLWW leakage, where all nodes of degree exactly 2 are replaced
with an edge between the two neighbors. In other words, the dream leakage is
the smallest graph that is “homeomorphic” to the CLWW leakage. See Fig. 2 for
an illustration.

- %

Fig. 2. Smoothed CLWW Leakage. The two sets of plaintext {0,4,5,10,11} and
{1,2,3,5,6} correspond to equivalent smoothed subtrees. Notice that the CLWW leak-
age for these two trees is different.

Our key observation is that this smoothed CLWW leakage now exhibits addi-
tional periodicity. Namely, if we multiply every plaintext by 2, every edge in the
bottom layer of the CLWW leakage will get subdivided into a path of length 2,
but smoothing out the leakage will result in the same exact graph. This means
that smoothed CLWW leakage is periodic in the log domain.

In particular, consider a distribution D with support on [0, 2%), and suppose
it is multiplied by «. Consider an adversary A, which is given the smoothed
CLWW leakage from ¢ plaintexts sampled from a scaled D, and outputs a bit.
If we plot the probability p(log, o) that A outputs 1 as a function of «, we will
see that the function is periodic with period 1.

Therefore, we can perform a similar trick as above. Namely, we convolve
p with the uniform distribution over the period of p in the log domain. We
accomplish this by including a random scalar « as part of the secret key, and
multiplying by « before encrypting. However, this time several things are differ-
ent:

— Since we are working in the log domain, the logarithm of the random scalar
« has to be uniform. In other words, « is log-uniform
— Since we are working over integers instead of real numbers, many issues arise.
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e First, a needs to be an integer to guarantee that the scaled plaintexts
are still integers. This means we cannot choose « at log-uniformly over a
single log period, since then « only has support on {1, 2}. Instead, we need
to choose « log-uniformly over a sufficiently large multiple of the period
that « approximates the continuous log-uniform distribution sufficiently
well.

e Second, unlike the shift case, sampling at random from D and then scaling

is not the same as sampling from a scaled version of D, since the round-
ing step does not commute with scaling. For example, for concreteness
consider the normal distribution. If we sample from a normal distribution
(and round) and then scale, the resulting plaintexts will all be multiples
of a. However, if we sample directly from a scaled normal distribution
(and then round), the support of the distribution will include integers
which are not multiples of a.
To remedy this issue, we observe that if the plaintexts are sampled from
a wide enough distribution, their differing bits will not be amongst the
lowest significant bits. Hence, the leakage will actually be independent
of the lower order bits. For example, this means that while the rounding
does not commute with the scaling, the leakage actually does not depend
on the order in which the two operations are carried out.

e The above arguments can be made to work for, say, the normal distribu-
tion. However, we would like to have a proof that works for any distribu-
tion. Unfortunately, for distributions that oscillate rapidly, we may run
into trouble with the above arguments, since rounding such distributions
can cause odd behaviors at all scales. This problem is actually unavoid-
able, as quickly oscillating distributions may have actually have low min-
entropy even at large scales. Therefore, we must restrict to “smooth”
functions that have a bounded derivative.

Using a careful analysis, we are able to show for smooth distributions that
we achieve the desired scale hiding.

— Finally, we want to have a scheme that is both scale and shift hiding. This
is slightly non-trivial, since once we introduce, say, a random shift, we have
modified the leakage of the scheme, and cannot directly appeal to the argu-
ments above to obtain scale hiding as well. Instead, we distill a set of specific
requirements on the leakage that will work for both shift hiding and scale hid-
ing. We show that our shift hiding scheme above satisfies the requirements
needed in order for us to introduce a random scale and additionally prove
scale hiding.

Achieving Smoothed CLWW Leakage. Next we turn to actually construct-
ing ORE with smoothed CLWW leakage. Of course, ideal ORE has better than
(smoothed) CLWW leakage, so we can construct such ORE based on multilinear
maps. However, we want a construction that uses standard tools.

We therefore provide a new construction of ORE using pairings that achieves
smoothed CLWW leakage. We believe this construction is of interest on its own,
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as it is achieves the to-date smallest leakage of any non-multilinear-map-based
scheme.

CLWW ORE and How to Reduce its Leakage. Our construction builds on the
ideas of CLWW, so we first briefly recall the ORE scheme of CLWW. In their
(basic) scheme, the encryption key is just a PRF key K. To encrypt a plaintext
x € {0,1}™, for each prefix p; = z[1,...,1], the scheme computes

yi = PRFk(pi) + xig1

where x; 11 is the (i + 1)-st bit of x, and the output of PRF € {0,1}* is treated
as an integer (we will take A to be the security parameter). The ORE ciphertext
is then (y1 ..., yn). To compare two ciphertexts (y; ...,y,) and (¥ ...,y.), one
finds the smallest index 4 such that y; # yi, and outputs 1 if y, — y; = 1. This
naturally reveals the index of the bit where the plaintexts differ.

Our approach to reducing the leakage is to attempt to hide the index i where
the plaintexts differ. As a naive attempt at this, first consider what happens if we
modify the scheme to simply randomly permute the outputs (y1 ..., yn) (with a
fresh permutation chosen for each encryption). We can still compare ciphertexts
by appropriately modifying the comparison algorithm: now given ¢ = (y1 ..., yn)
and ¢ = (y]...,y,) (permuted as above), it will look for indices %, j such that
either y; — y; = 1, in which case it outputs 1, or y; — y; = 1, in which case it
outputs 0. (If we choose the output length of the PRF to be long enough then
this check will be correct with overwhelming probability).

This modification, however, does not actually reduce leakage: an adversary
can still determine the most significant differing bit by counting how many ele-
ments ¢ and ¢’ have in common.

We can however recover this approach by preventing an adversary from
detecting how many elements ¢ and ¢’ have in common. To do so, we introduce
and employ the new notion of property-preserving hashing (PPH). Intuitively,
a PPH is a randomized hashing scheme that is designed to publicly reveal a
particular predicate P on pairs of inputs.

PPH can be seen as the hashing (meaning, no decryption) analogue of the
notion of property-preserving encryption, a generalization of order-revealing
encryption to arbitrary properties due to Pandey and Rouselakis [35]. (This
can also be seen as a symmetric-key version of the notion of “relational hash”
due to Mandal and Roy [31].)

Specifically, we construct and employ a PPH for the property

Py(z,2)) =
i ) 0 otherwise

{1 if o =a/ 41

(Here z, z’ are not plaintexts of the ORE scheme, think of them as other inputs
determined below.) Security requires that this is all that is leaked; in particular,
input equality is not leaked by the hash values (which requires a randomized
hashing algorithm).
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Now, the idea is to modify the scheme to include a key K for such a PPH 'H,
and the encryption algorithm to not only randomly permute the y;’s but hash
them as well, i.e., output (hq,...,h,) where h; = Hg,, (y;) for the permuted
y;'s.> The comparison algorithm can again be modified appropriately, namely to
not to check if y; —y; = 1 but rather if their 2} and A’ hash values satisfy P
via the PPH (and similarly for the check y; — yj = 1).

For any two messages, the resulting ORE scheme is actually ideal: it only
reveals the order of the underlying plaintexts, but nothing else. However, for
three messages m,m’,m” we see that some additional information is leaked.
Namely, if we find that y; —y; = 1 y)/ —y; = 1, then we know that y} = y/. We
choose the range of the PRF large enough so that this can only happen if y; and
yy, are both PRF (pr) + @441 for the same prefix p, and same bit x4.1, and y
corresponds to the most significant bit where m’ differs from m, y}/ corresponds
to the most significant bit where m” differs from m, and moreover these positions
are the same. Therefore, the adversary learns whether these most-significant
differing bits are the same. It is straightforward to show that this leakage is
exactly equivalent to the smoothed CLWW leakage we need. Proving this ORE
scheme secure wrt. this leakage based on an achievable notion of security for the
PPH turns out to be technically challenging. Nevertheless, we manage to prove
it “non-adaptively secure,” meaning the adversary is required to non-adaptively
choose the dataset, which is realistic for a passive adversary in the outsourced
database setting.

Property-Preserving Hash From Bilinear Maps. Next we turn to constructing a
property-preserving hash (PPH) for the property Pi(z,2') = x = 2’ + 1. For
this, we adapt techniques from perfectly one-way hash functions [9,31] to the
symmetric-key setting and use asymmetric bilinear groups. Roughly, in our con-
struction the key for the hash function is a key K for a pseudorandom function
PRF and, letting e: G; x G2 — G7p be an asymmetric bilinear map on prime
order cyclic groups G1, Go with generators g1, g2, the hash of x is
HK(IL') _ (971«1 , g;l PRFK(;&)7 952 , g;gPRFK(x—&-l))

for fresh random 7,72 € Z,. (Thus, the PRF is also pushed to our PPH con-
struction and can be dropped from the higher-level ORE scheme when our hash
function is plugged-in). The bilinear map allows testing whether P;(z, ') from
Hi (x), Hi (2'), and intuitively our use of asymmetric bilinear groups prevents
testing other relations such as equality (formally we use the XSDH assumption).
We prove the construction secure under an indistinguishability-based notion in
which the adversary has to distinguish between the hash of a random challenge
z* and a random hash value, and can query for hash values of inputs x of its

3 A minor issue here is that we now lose decryptability for the resulting ORE scheme;
however, this can easily be added back in a generic way by also encrypting the
plaintext separately under a semantically secure scheme.
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choice as long as P (z,2*) and P;(x*, ) are both 0. Despite being restricted,?,
this notion suffices in our ORE scheme above.

When our PPH is plugged into our ORE scheme, ciphertexts consist of 4n
group elements, and order comparison requires n(n — 1) pairing computations
on average. We also note that CLWW gave an improved version of their scheme
where ciphertexts are size O(n) rather than O(n)\) for security parameter A,
however, we have reason to believe this may be difficult for schemes with our
improved leakage profile, see below.

Piecing everything together, we obtain a parameter-hiding ORE from bilinear
maps. We note that, as parameter-hiding OPE is impossible, we achieve the first
construction of ORE without multilinear maps secure with a security notion that
is impossible for OPE.

Generalizing Our ORE Scheme. In our full version [12], we also show several
extensions to our smoothed CLWW ORE scheme. In one direction, we achieve
an improved level of leakage by considering blocks of bits at a time(encrypting
message block by block, rather than bit by bit). We show that if the block
size is only 2, then we improve security and efficiency simultaneously, while for
larger block sizes the leakage continues to reduce but the efficiency compared
to the basic scheme (in terms of both ciphertext size and pairings required for
comparison) decreases.

On the other direction, we also show how to improve efficiency while sacri-
ficing some security. We give a more efficient version of the scheme than above
(only need O(n) pairings for each comparison), that is still sufficient for achieving
parameter-hiding ORE using our conversion.

In addition, we also show how our ORE scheme easily gives a left/right ORE
as defined by [29] that also improves on their leakage. In left/right ORE, cipher-
texts can be generated in either the left mode or right mode, and the comparison
algorithm only compares a left and a right ciphertext. Security requires that no
information is leaked amongst left and right ciphertexts in isolation.

1.3 Discussion and Perspective

The original OPE scheme of [6] leaks “whatever a random order-preserving func-
tion leaks.” Unfortunately, this notion does not say anything about what such
leakage actually looks like. The situation has been improved in recent works on
OPE such as CLWW which define a precise “leakage profile” for their scheme.
However, such leakage profiles are still of limited use, since they do not obviously
say anything about the actual privacy of the underlying data.

We instead study ORE with a well-defined privacy notion for the underlying
plaintexts. A key part of our results is showing how to translate sufficiently
strong leakage profiles into such privacy notions. Nonetheless, we do not claim

4 More generally, following [35] one could allow the adversary to choose two challenge
inputs and make queries that do not allow it to trivially distinguish them, but we
are unable to prove our construction secure under this stronger notion.
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that our new ORE scheme is safe to use in general higher-level protocols. We only
claim security as long all that is sensitive is the scale and shift of the underlying
plaintext distributions. If, for example, if the shape of the distribution is highly
sensitive, or if there are correlations to other data available to the attacker, our
notion is insufficient.

However, our construction provably has better leakage than existing efficient
schemes, and it at least shows some meaningful security for specific situations.
Moreover we suspect that the scheme can be shown to be useful in many other
settings by extending our techniques.

1.4 Related Work

Work done on “leaky cryptography” includes work on multiparty computa-
tion [33], searchable symmetric and structured encryption [11,13,14,18,21,28,
37], and property-preserving encryption [5,6,35]. In the database community,
the problem of querying an encrypted database was introduced by Hacigiimiis,
Iyer, Li and Mehrotra [23], leading to a variety of proposals there but mostly
lacking formal security analysis. Proposals of specific outsourced database sys-
tems based on property-preserving encryption like ORE include CryptDB [36],
Cipherbase [2], and TrustedDB [4].

Besides, in [29], the authors give an efficient ORE construction based on
PRFs, while their leakage profile cannot achieve shift hiding and scale hid-
ing simultaneously, which means their scheme cannot meet our privacy notion.
Moreover, in [27], the authors give an alternative ORE construction, based on
function revealing encryption for simple functions, namely orthogonality testing
and intersection cardinality, while their leakage needs further analysis.

2 Background

NOTATION. All algorithms are assumed to be polynomial-time in the security
parameter (though we will sometimes refer to efficient algorithms explicitly).
We will denote the security parameter by A. For a random variable Y, we write

y & ¥ to denote that y is sampled according to Y’s distribution, moreover, let
D be Y’s distribution, we abuse notation y & D to mean that y is sampled
according to D. For an algorithm A, by y & A(xz) we mean that A is executed
on input = and the output is assigned to y, furthermore, if A is randomized,
then we write y < A(z) to denote running A on input x with a fresh random
tape and letting y be the random variable induced by its output. We denote
by Pr{A(z) =y : x & X] the probability that A outputs y on input x when
x is sampled according to X. We say that an adversary A has advantage € in
distinguishing X from Y if Pr[A(z) = 1: 2 & X] and Pr[A(y) =1:y & Y]
differ by at most e.

When more convenient, we use the following probability-theoretic notation
instead. We write Px(z) to denote the probability that X places on z, i.e.
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Px(z) = Pr[X = z], and we say Px(z) is the probability density function
(PDF) of X’s distribution. The statistical distance between X and Y is given
by A = 1Y [Px(z) — Py(z)|. If A(X,Y) is at most e then we say X,Y are
e-close. It is well-known that if X, Y are e-close then any (even computationally
unbounded) adversary A has advantage at most € in distinguishing X from Y.

The min-entropy of a random variable X is Hy(X) = — log(max, Px(z)).
A value v € R depending on A is called negligible if its absolute value goes to
0 faster than any polynomial in A, i.e. Ve > 0 IN* € NVA > \*: |v] < %
We let [M] = {1,...,M}, [M) ={0,...,M — 1} and [M,N] = {M,...,N}.
We write m as a vector of plaintexts and |m| as the vector’s length, namely
m = (mq,...,ms) and |m| = s. For a vector m, by am we mean (amy,...,ams)
and we write m+b to denote (m1+b, ..., ms+b). Let z be a real number, we write
|| as the largest integer s.t. || < z, and [z] as the smallest integer s.t. [x] > x.
By |z], we mean rounding x to the nearest integer, namely —1/2 < |z|—z < 1/2.
If P is a predicate, we write 1(P) for the function that takes the inputs to P

and returns 1 if P holds and 0 otherwise.

PRFSs. We use the standard notion of a PRF. A function F : {0,1}* x D —
{0,1}* is said to be a PRF with domain D if for all efficient A we have that

| PrlATEI(1%) = 1] = Pr{A*0 (1%) = 1]]

is a negligible function of A, where K is uniform over {0,1}* and g is uniform
over all functions from D to {0,1}*.

ORE. The following definition of syntax for order-revealing encryption makes
explicit that comparison may use helper information (e.g. a description of a
particular group) by incorporating a comparison key, denote ck.

Definition 2 (ORE). A ORE scheme is a tuple of algorithms II = (K,E,C)
with the following syntax.

~ The key generation algorithm K is randomized, takes inputs (1>, M), and
always emits two outputs (sk,ck). We refer to the first output sk as the secret
key and the second output ck as the comparison key.

— The encryption algorithm & is randomized, takes inputs (sk,m) where m €
[M], and always emits a single output ¢, that we refer to as a ciphertext.

— The comparison algorithm C is deterministic, takes inputs (ck,cy,cq), and
always emits a bit.

If the comparison algorithm C is simple integer comparison (i.e., if
C(ck,c1,¢2) is a canonical algorithm that treats its the ciphertexts and binary
representations of integers and tests which is greater) then the scheme is said to
be an order-preserving encryption (OPE) scheme.

CORRECTNESS OF ORE SCHEMES. Intuitively, an ORE scheme is correct if the
comparison algorithm can output the order of the underlying plaintext, by taking
ck and two ciphertexts as inputs.
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Our constructions will only be computationally correct, i.e. correct with
overwhelming probability when the input messages are provided by an effi-
cient process, under hardness assumptions. Formally, we define correctness using
the game CORJ(A), which is defined as follows: The game starts by running
(sk,ck) <& K(1*, M), and it gives ck to A. The adversary .A then outputs two
messages x,y € [M]. The game computes ¢; < &(sk,z) and ¢ & E(sk,y),
outputs 1 if z < y but C(ck, ¢y, ) = 0.

We say that an ORE scheme IT is computationally correct if for all efficient
adversaries A, all M = poly()\), we have that Pr[COR%$(A) = 1] is a negligible
function in the security parameter.

SECURITY OF ORE SCHEMES. The following simulation-based security defini-
tion is due to Chenette et al. [15]. Here a leakage profile is any randomized
algorithm. The definition refers to games given in Fig. 3, which we review now.
In the real game, key generation is run and the adversary is given the compar-
ison key and oracle access to the encryption algorithm with the corresponding
secret key. The adversary eventually outputs a bit that the game uses as its
own output. In the ideal simulation game, the adversary is interacting with the
same oracle, but the comparison key is generated by a stateful simulator, and
the oracle responses are generated by the simulator which receives leakage from
the stateful leakage algorithm L.

Game REALSF(A): Game SIM? (A, S):

(sk, ck) <& K1Y, M); b & AP (ck) sty « L (ck,sta) & S(12); b & AP(ck)
Return b Return b

Enc(m): ENc(m):

Return £(sk, m) (L,ste) & L(ste,m); (c,sts) & S(L,sts)

Return ¢

Fig.3. Games REAL*II(A) (left) and SIM3 (A, S) (right), where IT = (£,C) is an
ORE scheme, L is a leakage profile, A is an adversary, and S is a simulator.

Definition 3 (£-simulation-security for ORE). For an ORE scheme II,
an adversary A, a simulator S, and leakage profile L, we define the games
REALS (A) and SIM3 . (A) in Fig. 3. The advantage of A with respect to S
is defined as

AdviF . 4.s(A) = [PrREALJF(A) = 1] — Pr[SIM$, (A, S) = 1]].

We say that II is L-simulation-secure if for every efficient adversary A there
exists an efficient simulator S such that Advir . 4 s(A) is a negligible function.
We also define non-adaptive variants of the games where A gets a single

query to an oracle that accepts a vector of messages of unbounded size. In the real
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game REALSF ™ (A), the oracle returns the encryptions applied independently
to each message. In the ideal game SIMF " (A), the leakage function gets the
entire vector of messages as input and produces an output L that is then given
to S which produces a vector of ciphertexts, which are returned by the oracle.

We define the non-adaptive advantage of A with respect to S analogously,
and denote it Advir 2" s(A). Non-adaptive L-simulation security is defined anal-
ogously.

Ideal ORE. Ideal ORE is the case where the leakage profile £ is simply the list
of results of comparisons between the plaintexts. We note that such a L is always
revealed by the comparison algorithm, so ideal ORE is the best one can hope
for. Ideal ORE can be constructed from multilinear maps [8].

CLWW Leakage. As an example of a non-ideal leakage profile, consider the
leakage Loww of Chenette, Lewi, Weis and Wu [15]. For mg, m; € {0,1}", we
define the most significant differing bit of m; and mq, denoted msdb(mg, m1),
as the index of first bit where mg, m; differ, or n + 1 if m; = mo.

The CLWW leakage profile Ly takes in input a vector of plaintext m =
(m1,...,my) and produce the following:

Laww(ma,...,mq) = (V1 < 4,5 <n,1(m; < m;), msdb(m;, m;))

3 New Security Notions for ORE

In this section, we propose four meaningful notions of privacy: distribution-
hiding, parameter-hiding, scale-hiding and shift-hiding; in those notions, we are
considering the privacy of the underlying distribution of data records, rather
than the individual data records, and show how to protect information about
the underlying data distribution.

DisTRIBUTION-HIDING FOR ORE. We assume that all database entries are inde-
pendently and identically distributed according to some distribution D?, and the
notion of distribution-hiding refers to game defined in Fig. 4. In the interactive
game, after receiving the public parameter and comparison key, adversary A
picks two distributions Dy, D; and sends to challenger C, C then flips a coin b,
samples a sequence of entries from D,, and sends back the encrypted entries.
Eventually A outputs a bit, and we say adversary wins if it guesses b correctly.
We note that if either of D, has low min-entropy, it is possible for an adversary to
estimate the min-entropy by looking for collisions in its ciphertexts. Therefore,
we must restrict D to have high min-entropy.

Definition 4 (Distribution-Hiding for ORE). For an ORE scheme II, an
adversary A, function ¢ = q(\) we define the games DHz (A, \) in Fig. 4. The

5 By D, here we mean a sampling algorithm, such that the outputs of this algorithm
obey the distribution D, for ease we denote max D as the maximum item in D’s
support.
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Game DHp (A, \):

(sk,ck) & (1, M); Do, D1 + A(1*,ck) s.t. Hoo(Dy) > w(log \)
b<E{0,1},m & Dy sit. |m| = ¢; max Dy < M;c = E(sk,m)

b = A(ck, ¢); Return (b= b')

Fig. 4. Games DHy 4(A, \), where IT = (K, &,C) is an ORE scheme, g = poly(A), and
A is an adversary.

advantage of A is defined as Adv> (A X) = | Pr[DH7 (A, X) —5]|. We say that
11 is distribution- hzdmg if for every efficient adversary A, and any polynomial
q = poly(\), Adv>H (A ) is a negligible function.

We immediately observe that ideal ORE achieves distribution hiding, while for
other known leakier ORE schemes, it’s seems unfeasible to achieve this privacy
guarantee. However, in many settings, the general shape of the distribution is
often known (that is, if the distribution is normal, uniform, Laplace, etc.), and
it is reasonable to allow the overall shape to be reveal but hide its mean and/or
variance completely, subject to certain restrictions. Before formalize these notion,
we firstly introduce some notations.

For a continuous random variable X, where D is X’s distribution, we abuse
notation pp(x) = px(z). Now we introduce three alternative distributions:
DS s D ises Dg;f with parameter d, ¢, where the corresponding probability den-
sity function is defined as:

|8
~—

4
PD PD\—5—
PDse = 7(5 ; DDy () = pp(x = 0); pp, = pol5) = )

In other words, Dscale scales the shape of D by a factor of §; Dgpisy shifts D by ¢
and D, does both.

ROUNDED DISTRIBUTION. As our plaintexts are integers, we need map real num-
ber to its rounded integer, namely x — |z]. More precisely, let D be a distri-
bution over real numbers between o and [3; we induce a rounded distribution

aD’ﬁ on [[a], |B]]which samples from D and then rounds. Its probability density
function is:

s Eo
f —1/2 PD :E)dm
Ji—yjppo@de ) .
proa(k) =3 Jlpo@d €lfa+1],[8—-1]]
i Jiojyppo@de g
JZ po(z)dx
0 Otherwise

In the case of DS, D, or D%, we will use the notation | DZ_, 1, [ Dbl

and LD%] to denote the respective rounded distributions.

scale?
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Now, we present the notion “(y, D)-parameter-hiding” ORE, referring to the
game defined in Fig. 5. Here, D is a distribution over [0, 1], which represents the
description of the known shape of the distribution of plaintexts. v is a lower-
bound on the scaling that is allowed. Then key generation is run and adversary is
given the public parameter, (v, D), and the comparison key. Then, the adversary
A sends two pairs of parameters (dg, ¢g), (01, £¢1) to challenger C. Next, C flips
a coin b, checks whether the parameter is proper(1(dp > v N d; > ) ), then
samples a sequence of data entries from the rounded distribution LDS}}’K’“] and
sends back encrypted data. Eventually A outputs a bit, and we say adversary
wins if it guesses b correctly.

Game (v, D)-para-hidm,q(A, \):

(sk, ck) & KC(1*, M); o, £o, 61,01 < A(ck, D)

If 6o < 7y or 61 < 7, output a random bit and abort,

else, b & {0,1},m & LDS}’F’Z}’], s.t.Jm| = ¢; max LDS}’F’Z*’] < M;c=E(sk,m)
b = A(ck, ¢) Return (b = b')

Fig. 5. Games para-hidz (A, X), where IT = (£,C) is an ORE scheme, D is a distribu-
tion on [0, 1], A is an adversary

Definition 5 ((v, D)-parameter hiding for ORE). For an ORE scheme II,
an adversary A, a distribution D, and function ¢ = q(\), we define the games
(v, D)-para-hidp 4(A, A) in Fig. 5. The advantage of A is defined as

1

Advi? T (A, N) = | Pr(y, D)-para-hidr ¢ (A, A) — 5

We say that IT is (v, D)-parameter hiding if for every efficient adversary A and
para-hid

polynomial ¢ Adviy 7", (A, ) is a negligible function.

Similarly, we define (v, D)-scale hiding and (v, D)-shift hiding with little change
as above. More precisely, in the game of (v, D)-scale hiding, we add the restric-
tion fg = ¢; = 0 and in the game of (v, D)-shift hiding, we add the restriction
6o = 1. Due to the space limit, we skip the formal definitions here.

We note that these three notions are distribution dependent, and we would

like they work for any distribution. Unfortunately, quickly oscillating distribu-
tions do not fit into our case, as they may have actually low min-entropy for
their discretized distributions on integers, even at large scales. Hence, we place
additional restrictions. We place the following restriction, which is sufficient, but
potentially stronger than necessary:
(1, £)-SMOOTH DISTRIBUTION. We let D be a distribution where its support
mainly on [0,1] (Pr[z ¢ [0,1] : x «— D] < negl())), we denote p,(z) as its
derivative, and we say that D is (1, p)-smooth if (1) Vz € [0,1],pp(z) < n; (2)
|p (z)| < for all = € [0,1] except for p points.
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Definition 6 ((v,7, 1)-parameter hiding for ORE). For an ORE scheme
II, we say II is (vy,n,u)-parameter hiding if for every efficient adversary A,
polynomial q, and any (n, p)-smooth distribution D, Adv‘ﬁj;j:%(A, A) is a neg-

ligible function.

4 Parameter Hiding ORE

In this section, we will assume we are given an ORE II = (K,&,C) with a
“smoothed” version of CLWW leakage, defined below. Later, in Sect. 5, we will
show how to instantiate such a scheme from bilinear maps.

We show how to convert a scheme with smoothed CLWW leakage into a
parameter-hiding ORE scheme by simply composing with a linear function:
namely, for any plaintext m, the ciphertext has form &(am + §), where «,
are the same across all messages and are sampled as part of the secret key. Intu-
itively, a helps to hide the scale parameter and § hides the shift. We need to be
careful about the distributions of o and 3; o needs to be drawn from a “discrete
log uniform” distribution of appropriate domain, and 3 needs to be chosen from
a uniform distribution of appropriate domain.

The discrete log uniform distribution D on [A, B] (logU(A, B)) has probabil-
ity density function:

IRV I
pp(k) = {0 SV [A, B]

Otherwise

We say a leakage function £ is smoothed CLWW if:

1. For any two plaintext sequences mg, m1, if Laww(mo) = Laww(m1), then
L(mgy) = L(m1) (in other words, it leaks no more information that CLWW);
2. For any plaintext sequence m, £L(m) = L(2m)

4.1 Parameter-Hiding ORE

In this part, we give the formal description of parameter-hiding ORE. To simplify
our exposition, we first specify some parameters. We will assume we are given:

q = poly(\), M = 2PN 1y = gwlloeN) 1y 1)y < O(1)

We will assume v and M are exactly powers of 2 without loss of generality
by rounding up. We define:

T=76=U=4MT=7>xUK=2xT

Let IT = (K,€,C) be an ORE scheme on message space [K] with smoothed
CLWW leakage £. We define our new ORE g = (KCufr, Eatr, Car) On message
space [M] as follows:
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~ Ka(1*, M, IT): On input the security parameter \, message space [M] and 1T,
the algorithm picks a super-polynomial v = 2°(°82) a5 a global parameter,
and computes parameters above. Then it runs (ck,sk) « K(1*, K), draws

ad logU(&,2¢ — 1) and 8 from discrete uniform on [T]" and outputs sk =
(sk, a, 3), ckagr = ck;
— Ear(skatr, m). On input the secret key skug and a message m € [M], it outputs

CT.¢ = E(am + ﬂ)

By our choice of message space [K] for II, the input to £ is guaranteed to be
in the message space.

- Caff(ckaff,CTgﬂ:,CT;ff): On inputs the comparison key ckye, two ciphertexts
CTY%, CTL, it outputs C(cka, CTo, CTie)

Here we also give the description of composted schemes that only achieve
“scale-hiding” or “shift-hiding”. Formally, we define ITscale = (Kscale; Escales Cscale)
and Tshise = (Kshift, Eshife, Cohift), Tespectively:

— Kecale(1*, M, IT): On input the security parameter )\, the message space
[M] and II, the algorithm picks a super-polynomial v = 2¢(°8%) a5 a
global parameter, and computes parameters above. Then it runs (ck,sk) «—

K(1M, K), draws a & logU(&, 26 — 1) and outputs skscale = (sk, @), ckscale = ck;
— Escale(Skscale, m). On input the secret key skscale and a message m € [M], it
outputs
CTscale = 5(0[77?,)

— Cscale(CKscales CTgca|e, CTicme): On inputs the comparison key ckscale, two cipher-

texts CTY e, CTo e, it outputs C(ckscate; CTomies CTowre)-
~ Kenire (1), M, IT): On input the security parameter )\, the message space [M]
and II, the algorithm picks a super-polynomial v = 2«98} a5 a global
parameter, and computes parameters above. Then it runs (ck,sk) « K(1*),
draws [ from discrete uniform on [T and outputs skehife = (sk, @), ckehife = ck;
— Eshift (Skshifr, m). On input the secret key skgnire and a message m € [M], it
outputs

CTshift = 5(m + b)

— Cshift (CKshift, CTShift, CTihift): On inputs the comparison key ckgpif, two cipher-
texts CT(s)hift’ CTihift’ lt Outputs C(Ckshift, CT(S)hifU CTslhift)'

The correctness of Iy, Ilscale and Ighire is directly held by correctness of 17,
and what is more interesting is the privacy that those scheme can guarantee.

4.2 Main Theorem

In the part, we prove Il,¢ is parameter hiding, formally:

Theorem 7 (Main Theorem). Assuming II has L-simulation-security where
L is smoothed CLWW, then for any v = 208N [T« is (y,n, pu)-parameter
hiding.
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Proof. According to the security notions, it is straightforward that if an ORE
scheme is (7,7, u)-parameter hiding, then it is also (7,7, u)-scale hiding and
(v,m, p)-shift hiding. Next we claim the converse proposition holds.

Cram. If an ORE scheme IT achieves (7,7, u)-scale hiding and (v, 7, u)-shift
hiding simultaneously, then IT is (v, n, u)-parameter hiding.

We sketch the proof by hybrid argument. For any v = 2¢(°8%) and (g, p)-
smooth distribution D, firstly, by shift-hiding, there is no efficient adversary
that distinguish (do, %) from (Jp,0) with non-negligible probability. Then due
to scale-hiding, no efficient adversary can differ (dg,0) from (d1,0) with non-
negligible probability. Thirdly, same as the first argument, any efficient adversary
can distinguish (61,0) from (d1,#;) with only negligible advantage. Combining
together, IT achieves (v, n, p)-parameter hiding.

Thus, it suffices to show Il is both (v, 7, u)-scale hiding and (v, n, p)-shift
hiding, due to space limit, we put the rigorous proof in our full version [12].

5 ORE with Smoothed CLWW Leakage

We start by defining the security we target via a smoothed CLWW leakage func-
tion. Then we recall a primitive for our construction called a property-preserving
hash (PPH) function, and state and analyze our ORE construction using a PPH.
In a later section we instantiate the PPH to complete the construction. Next,
we give variant constructions with trade-offs between efficiency and leakage.

Now We define the non-adaptive version of the leakage profile for our
construction. The leakage profile takes in input a vector of messages m =
(m1,...,mq) and produces the following:

Ly(ma,...,mq) = (V1 <4,5,k < q,1(m; < my), 1(msdb(m;, m;) = msdb(m;, my)))

By definition, it’s easy to note that L leaks strictly less than CLWW. Except
for the order of underlying plaintexts, it only leaks whether the position of
msdb(m;, m;) and msdb(m;, m;) are the same, therefore the leakage profile pre-

serve consistent if we left-shift all the plaintexts by one bit, which referring to
Li(m) = L;(2m). Thus, Ly is smoothed CLWW.

5.1 Property Preserving Hash

Our construction will depend on a tool — property preserving hash (PPH), which
is essentially a property-preserving encryption scheme [35] without the decryp-
tion algorithm. In this section we recall the syntax and security of a PPH.

Definition 8. A property-preserving hash (PPH) scheme is a tuple of algo-
rithms I' = (K, H,T) with the following syntaz:
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— The key generation algorithm KCj, is randomized, takes as input 1 and emits
two outputs (hk,tk) that we refer to as the hash key hk and test key tk. These
implicitly define a domain D and range R for the hash.

— The evaluation algorithm H is randomized, takes as input the hash key hk,
an input x € D, and emits a single output h € R that we refer to as the hash

of x.
— The test algorithm T is deterministic, takes as input the test key tk and two

hashes hy, ho, and emits a bit.

CORRECTNESS OF PPH SCHEMES. Let P be a predicate on pairs of inputs. We
define correctness of a PPH I" with respect to P via the game CORPF‘??, (A), which

is as follows: It starts by running (hk,tk) < K, (1) and gives tk to A. Then A
outputs z,y. The game computes h < H(hk,x), b’ & H(hk,y) and outputs 1 if
T (tk,h,h') # P(x,y). We say that I" is computationally correct with respect to
P if for all efficient A, Pr[COR?{"}D(A) = 1] is a negligible function of \.

SECURITY OF PPH SCHEMES. We recall a simplified version of the security
definition for PPH that is a weaker version of PPE security defined by Pandey
and Rouselakis [35]. The definition is a sort of semantic security for random
messages under chosen-plaintext attacks, except that the adversary is restricted
from making certain queries.

Game IND?', (A):

(hk,tk) & K (1%) 5 o & A(tk)

ho (i H(hk7x*) ; h1 (i R; b (s; {07 1} : y <i AH'\SH(tk,$*7 hb)
Return (b z b

If P(x*,:c) =1or P(CE,:L-*) = 1’ then h «— J_’ Else h (i H(hk,x)
Return h

Fig. 6. Game IND?'}D(A).

Definition 9. Let P be some predicate and I' = (Kp, H,T) be a PPH scheme
with respect to P. For an adversary A we define the game IND%‘??;(A) in Fig. 6.
The restricted-chosen-input advantage of A is defined to be /—\dvpp'?; 4N =
2Pr[INDFI’ijD(A) = 1] — 1. We say that I is restricted-chosen-input secure if

for all efficient adversaries A, Adv?‘:;A(/\) is negligible.

5.2 ORE from PPH

CONSTRUCTION. Let F : K x ([n] x {0,1}") — {0,1}* be a secure PRF. Let
P(z,y) = 1(x = y + 1) be the predicate that outputs 1 if and only if x =y + 1,
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and let I' = (Kp, H,7T) be a PPH scheme with respect to P. In our construction,
we interpret the output of F' as a A-bit integer, which is also the input domain
of the PPH I'. We define our ORE scheme IT = (K, €, C) as follows:

— K(1*, M): On input the security parameter and message space [M], the algo-
rithm chooses a key k uniformly at random for F', and runs the key generation
algorithm of the property preserving hash function I'.fC;, to obtain the hash
and test keys (hk, tk). It sets ck « tk, sk < (k, hk) and outputs (ck, sk).

— &(sk,m): On input the secret key sk and a message m, the algorithm writes
the binary representation as m as (by,...,b,), and then for ¢ = 1,... n, it
computes:

U; = F(k, (i, blbg R bi,1||0"_i+1)) + bi mod 2)\, ti = F'H(hk7ul)

We note that u; is computed by treating the PRF output as a member of
{0,...,2* —1}. Then it chooses a random permutation 7 : [n] — [n], and sets
v; = tr(;y. The algorithm outputs CT = (v1,...,v,).

— C(ck,CT1,CTs): on input the public parameter, two ciphertexts CTy,CTo
where CT; = (v1,...,0,),CT2 = (vq,...,v),), the algorithm runs
LT (tk,vi,v};) and I 7 (tk, v}, v;) for every i,j € [n]. If there exists a pair
(i*,5*) such that I7T (tk, v;-,v}.) = 1, then the algorithm outputs 1, mean-
ing my > meg; else if there exists a pair (i*,j*) such that I7T (tk, v}.,v;+) = 1,
then the algorithm outputs 0, meaning m; < mg; otherwise it outputs L,
meaning mi; = ms.

CORRECTNESS. For two messages mq,ma, let (by,...b,) and (b],...,b),) be their
binary representations. Assuming m; > meo, there must exists a unique index
i* € [n] such that u; = u} + 1. Therefore correctness of II is followed by cor-
rectness of PPH. We can use the same argument for the case m; = msy and
my < msy. What is more interesting is its simulation based security, as it is the
foundation for parameter hiding ORE, formally:

Theorem 10. Assuming F' is a secure PRF and I' is restricted-chosen-input
secure, II is Li-non-adaptively-simulation secure.

Proof. We use a hybrid argument, and define a sequence of hybrid games as
follows:

— H_;: Real game REALJF(A);

— Ho: Same as H_;, except replacing PRF F(-) by a truely random function
F* in the encryption oracle;

— Hi.q+; Depend on a predicate Switch(; ;) which is define below. If Switch(; ;) =
0, then H;.qy; = H;.qqj—1, else in procedure of £(m;), u

; is replaced by a
random string.

From the high level, we establish the proof by showing show that any adjacent
hybrids are indistinguishable, and then we construct an efficient simulator S such
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that the output of Hqn and SIM7 . (A,S) are statistically identical. For the
predicate, we say Switch, ; = 1 if Vk € [g], msdb(m;, my) # 4, and 0 otherwise.
We note that when Switch; ; = 0, there exists u such that u! = u¥ + 1, the
relation which can be detected by the test algorithm of PPH(for the i-th bit
of mj, we call such a bit a leaky bit), which means we cannot replace it with
random string, otherwise adversary can trivially distinguish it. In the following
we firstly prove any adjacent objects are computational indistinguishable.

Lemma 11. Assuming I' is restricted-chosen-input secure, for any k € [qn]
comp
Hk—l ~ Hk.

comp
~

Proof. Due to the security of PRF, it’s trivial that H_; = Hg, and for any
k > 0 (for ease, k = i* - ¢ + j* where i* € [n — 1],5* € [q] ), it suffices to
show Hp_1 P Hi under the condition Switch;« ;- = 1(Switch;« j+ = 0 implies
Hi—1 = Hg). We prove that if there exists adversary A that distinguish Hy from
Hy_1 with noticeable advantage €, then we can construct a simulator B wins the
restricted-chosen-input game with e-negl. Here is the description of B. Firstly
it runs INDP?" and sends tk as the comparison key ck to A. After receiving a
sequence of plaintext my, ..., mg, it picks a random function F*(using the lazy
sampling technique for instance), sets X* = F*(i*, b} b} - bl _ ||0n="" 1) 44/
where bf is the i-th bit of m;. Then it sends X™ to its challenger in restricted-
chosen-input game and gets back T as the challenge term. To simulate the
encryption oracle, B works as follows:

1. (¢,5") > (i*, 7*)(here using a natural order for tuples, (¢,5) > (¢',7) iff ig+j >
i'q+j' ), B computes:
uly = F(05 06 bl (0" bl st = DM (k)
2. (i,7") < (#*, j*)NSwitch,s j» = 0, then same as above, else u'z,/ & {0,1}*, tzl/ =

TH(hk,ul,).

3. sets t/. =T, and Vj € [q], picks a random permutation 7; and outputs the
ciphertexts CT; = (t;j(l), e ,tfrj(n)).
Finally, B outputs whatever A outputs®.

Since F* is a random function, Pr[uf, = X* & 1] is negligible for all (¢, j') #
(i*, 7*), which means B fails to simulate the encryption oracle with only negligible
probability. Besides, when T = I"H(hk, X*), B properly simulates Hy_1, and if
T is random, then B simulates Hg(due to the PRF security, the distribution

of I"H(hk,r) : r & {0,1}* is computationally close to a random variable that
uniformly sampled from the range of I'). Hence, if Adv(A) is noticeable, then
B’s advantage is also noticeable. a

In the following, we describe an efficient simulator S such that the output
of Hyp, and SIM37 . (A, S) are statistically identical. Roughly speaking, we note

5 We note that B does not have hk, what it does is to call the hash oracle.
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that Switch; ; = 1 means that i-th bit of m; is not a leaky bit, indicating that its
value would not affect the leakage profile whp. Hence, it suffices to only simulate
the leaky bit of each individual message, which can be extracted by L, and sets
the rest just as random string. Due to the final random permutations, Hy, and
SIM% ., (A, S) are statistically identical. Formally:

Description of the simulator. For fixed a message set M = {m1,...,mg}
(without loss of generality, we assume mq > ... > my), the simulator S is given
the leakage information L£;(mg,...,my). S firstly keeps a ¢ x n matrix B and
runs a recursive algorithm FillMatrix(1, 1, ¢) to fill in the entries, as follows:

— If j =k, then Vi’ € [i,n], B[j][{'] = r where r & {0, 1}
— Else, it proceeds as follows:
o searches the smallest j* € [j, k] s.t. P(mj, mj«) = P(m;, my);
o sets BI'|li] = ', ¥ € [j,j* — U;BI]i] = ' — 1,Yj’ € [j*, k], where
0.1
e runs FillMatrix(i + 1, 4,7/ — 1) and FillMatrix(i 4+ 1, j/, k) recursively.
More concretely, our recursive algorithm is to fill in the entries by

FillMatrix(z, j, k), Vi € [n],j < k € [q]

Then S runs 'K, (1%) and gets the keys tk, hk, and sets t; ; = IH(hk, B[j][]),
Vi € [n],j € [g]. Finally, S samples random permutations m;, outputs CT; as
CT; = (tij(l)7 e ,tfrj(n)) We note that the FillMatrix algorithm terminates after
at most gn steps as each cell will not be written twice, hence S is an efficient
simulator.

Finally we claim that S properly simulates the relevant games. We first
observe that the simulator identifies how many leaked bits (prefixes) there

are for the messages mq,...,mq. Recall that if messages m1,..., m, share the
same prefix up to the £ — 1-th bit, and if there exists (the first ) * such that
msdb(my, m;+) = msdb(m1, mg), then we can conclude that {m1,...,m;»_1} has

1 on their ¢-th bit, and {m;«,...,m,} has 0 on their ¢-th bit. This way the ¢-th
bit of these messages are leaked. The simulator recursively identifies other leaked
bits for these two sets. At the end, for each message, how many prefixes whose
next bits are leaked will be identified. As this information will also be identi-
fied in the hybrid Hg,,. So a random permutation (for Hg, and the simulation)
will hide these leaked prefixes, except the total number. Thus, our simulation is
identical to Hgy,, and we establish the entire proof. O

5.3 More Efficient Comparisons

The construction above needs to run O(n?) times PPH test algorithm for one
single comparison, which is very expensive for real application. In this part,
we present a variant ORE achieving better efficiency but with a weaker leak-
age profile, which only requires O(n) pairings in each individual comparison.
And what’s more interesting is that this weaker leakage profile is also smoothed
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CLWW, that means we can still construct a parameter hiding ORE based on
it, along with better efficiency. From the high level, we fix a permutation for all
encryptions(this permutation is part of the secret key now), rather than sam-
pling fresh permutation for each ciphertext. Therefore, in the comparison, we
only need run the PPH test for pairs that share the same index, which means
only O(n) pairings for one comparison. Formally:

CONSTRUCTION. Let F' be a secure PRF with the same syntax as above, let
P(z,y) = 1(z = y + 1) be the relation predicate that outputs 1 if and only if
x=y+1,and let I' = (K, H,7T) be a PPH scheme with respect to P, as before.
We define our ORE scheme IT = (K, E,C) as follows:

— K(1*, M): On input the security parameter and message space [M], the algo-
rithm chooses a key k uniformly at random for F', runs I'.KC;, to obtain the
hash and test keys (hk, tk), and samples a random permutation 7 : [n] — [n].
Tt sets ck « tk, sk « (k, hk,7) and outputs (ck, sk).

— &(sk,m): On input the secret key SK and a message m, the algorithm com-
putes the binary representation of m = (by,...,b,), and then calculates:

w; = F(k, (i,bibg - - - b1 ||0" 1)) +bs,  t; = T H(hk, u;).

Then it sets v; = t,(;y and outputs CT = (vy, ... , Un).

— C(ck,CTy,CT>): on input the public parameter, two ciphertexts CTy, CT,
where CT; = (v1,...,0,),CT2 = (vf,...,v),), the algorithm runs
I'.T (tk, v, v}) for every i € [n]. If there exists ¢* such that I.7 (tk, v, v}. ) = 1,
then the algorithm outputs 1, meaning m; > meo; else if there exists a pair
i* such that 7T (tk,v}.,v;+) = 1, then the algorithm outputs 0, meaning
my < me; otherwise it outputs it outputs 1, meaning m; = ms.

Now, we give the description of the leakage profile, which takes m =
{m1,...,mq} as input and produces:

Lly(ma,...,mq) = (V1 < 4,5, k,1 < g,1(m; < my),1(msdb(m;, m;) = msdb(my,m;)))

Compared to Ly, L} gives extra information that 1(msdb(m;,m;) =
msdb(my, m;)) even when ¢ # k. However, E} is still strictly stronger than
CLWW, and for any m, it’s obvious that £;(m) = L;(2m), which gives evi-
dence that £'f is also smoothed CLWW. And for its simulation based security,
applying exactly the same argument as the proof of Theorem 10, we can establish
the following theorem.

Theorem 12. The ORE scheme II is £'f-non-adaptive-simulation secure,
assuming F is a secure PRF and I' is restricted-chosen-input secure.

Therefore, to achieve the privacy of parameter hiding, we can use this effi-
cient scheme as an alternative, such that we only need O(n) pairings for each
comparison.
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6 PPH from Bilinear Maps

We construct a PPH scheme for the predicate P required in our ORE construc-
tion. That is, P(z,y) = 1 if and only if z = y + 1.

We let F : {0,1}* x {0,1}* — Z, be a PRF, where p is a prime to be
determined at key generation.

CONSTRUCTION. We now define our PPH I' = (KCp,, H, 7).

~ Kp(1*) This algorithm takes the security parameter as input. It samples
descriptions of prime-order p groups G,G,Gr, generators g € G,g € G, a
bilinear map e : G x G — Gp. It then chooses k < {0,1}*. It sets the hash
key hk — (k, g, §), the test key tk — (G, G,Gr, e), a description of the bilinear
map and groups, and outputs (hk, tk).

— 'H(hk, z) This algorithm takes as input the hash key hk, an input x, picks two
random non-zero 7,72 € Z, and outputs

H(hk,x) — (gn7gr1~F(k,x),gr2’grz-F(k,x+1)).

— T (tk, hy,he) To test two hash values (Ai, Ag, By, Bs) and (C1,Cs, D1, D2),
7 outputs 1 if
e(Al, Dg) = €(A2, D]_)7

and otherwise it outputs 0.

Hence the domain D is {0,1}* and the range R is (G2, G?)

CORRECTNESS. Correctness reduces to testing if F'(k,y 4+ 1) = F(k,z). If z =
y+ 1 then this always holds. If not, then it is easily shown that finding x, y with
this property (and without knowing the key) with non-negligible probability
leads to an adversary that contradicts the assumption that F is a PRF.

SECURITY. We prove that PPH is restricted-chosen-input secure, assuming that
F is a PRF and that the following assumption holds.

Definition 13. Let G,G7GT be prime-order p groups, g be generator of G and
g be a generator of G, tand ¢ : G x G — G be a bilinear pairing. We say the
symmetric external Diffie-Hellman assumption holds with respect to these groups
and pairing if for all efficient A,

| Pr[A(g. g% ¢°, g**) = 1] Pr[A(g,9% ¢, T) = 1]|

and
| Pr[A(3, 9, 3", 9°") = 1] Pr[A(g,5% ¢°,T) = 1]|

are negligible functions of A\, where a,b, c are uniform over Z,, and T is uniform
over Gr.

We can now state and prove our security theorem.
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Theorem 14. Our PPH I is restricted-chosen-input secure, assuming F is a
PRF and the SXDH assumption hold with respect to the appropriate groups and
pairing.

Proof. We use a hybrid argument. Let (Aj, Ay, By, Bs) € G? x G2 denote
the challenge hash value given to the adversary during the real game Hy =
INDF}F”?D(A). Additionally, let R be a random element of G, R be a random

element of @, both independent of the rest of the random variables under con-

sideration. Then we define the following hybrid experiments:

— Hy: At the start of the game, a uniformly random function F™ ki3
Funs[{0,1}*,{0,1}?] is sampled instead of the PRF key K, the rest remain
unchanged.

— Ha: The challenge hash value is (41, R, By, B2), where R & G.

— Hs: The challenge hash value is (41, R, By, ]:2), where R < G.
In Hgs, the adversary is given a random element from the range R. Therefore,
AdVRY, (A) = | Pr[Hg = 1] — Pr[Hs = 1]]

To prove Hg is indistinguishable from Hjz, we show that each step of the hybrid
is indistinguishable from the next. First, it is apparent that Hy and H; are
computational indistinguishable by the PRF security, then:

Lemma 15. H; =~ Hy under the SXDH assumption.
Let A be an adversary playing the PPH security game, and let
e = |Pr[H, = 1) — Pr[Hy =1]].

Then we can build adversary B that solves SXDH with advantage €. B is given
as input (g, g, B,C) and the challenge term T'. B works as follows:

~ B sets tk = (G,G,Gr,e) and sends it to A. After receiving z* < A(tk)
it simulates a random function F* via lazy sampling, and it will implicitly
set F*(z*) = b, the discrete logarithm of B. It prepares the challenge as by

selecting r* & Z,, and computing
Av=g" A =TB1=§" ,By=g" "+

and runs A on input tk,z*, (A, As, By, B3).
— To answer hash query for x # x* from A, B calculates F*(x) and F*(z + 1)
(note that x,z + 1 # «*). Then B picks r1, 72 randomly and computes:

H(.I) _ grl,ng'F*(ﬂf)?gTQ’g?"Q'F*(.’L'-‘rl);

If A queries z = x*, B calculates F*(z* + 1), picks ], 7} & Zy, and computes

H(a") =g, BT, g7, gm0
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— Finally B outputs whatever A outputs.

We note that in A’s view, without querying A(z* — 1), B simulates the game
properly. If T' = g%, then B simulates H;, and if T s random then it simulates
H>. Hence if A has an advantage ¢ in distinguishing H; and Hs, then B has the
same advantage to break SXDH assumption.

We also have the following lemma:

Lemma 16. Hy ~ H3 under the SXDH assumption.

The proof is exactly the same as the prior hybrid step, except in the group G
part of the hash instead of G. We omit the details.
Collecting the steps completes the proof of Theorem 14.
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