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Abstract. Problemsrelatingtothecomputationofisogeniesbetween
ellipticcurvesdefinedoverfinitefieldshavebeenstudiedforalongtime.
Isogeniesonsupersingularellipticcurvesareacandidateforquantum-
safekeyexchangeprotocolsbecausethebestknownclassicalandquan-
tumalgorithmsforsolvingwell-formedinstancesoftheisogenyproblem
areexponential. Weproposeanimplementationofsupersingularisogeny
Diffie-Hellman(SIDH)keyexchangeforcompleteEdwardscurves.Our
workismotivatedbytheuseofEdwardscurvestospeedupmanycrypto-
graphicprotocolsandimprovesecurity.Ourworkdoesnotactuallypro-
videafasterimplementationofSIDH,buttheuseofcompleteEdwards
curvesandtheircompleteadditionformulaeprovidessecuritybenefits
againstside-channelattacks. Weprovideruntimecomplexityanalysis
andoperationcountsfortheproposedkeyexchangebasedonEdwards
curvesalongwithcomparisonstotheMontgomeryform.
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1 Introduction

Accordingtoourcurrentunderstandingofthelawsofquantummechanics,quan-
tumcomputersbasedonquantumphenomenaofferthepossibilityofsolving
certainproblemsmuchmorequicklythanispossibleonanyclassicalcomputer.
Includedamongtheseproblemsarealmostallofthemathematicalproblems
uponwhichcurrentlydeployedpublic-keycryptosystemsarebased.NISThas
recentlyannouncedplansfortransitioningtopost-quantumcryptographicpro-
tocols,andorganizedastandardizationprocessfordevelopingsuchcryptosys-
tems[9].OneofthecandidatesinthisprocessisJaoandDeFeo’sSupersingular
IsogenyDiffie-Hellman(SIDH)proposal[14],whichisbasedonthepath-finding
probleminisogenygraphsofsupersingularellipticcurves[8,10].Isogeniesare



aspecialkindofmorphismofalgebraiccurves,whichhavebeenstudiedexten-
sivelyinpuremathematicsbutonlyrecentlyproposedforuseincryptography.
Webelieveisogeny-basedcryptosystemsofferseveraladvantagescomparedto
otherapproachesforpost-quantumcryptography:

–Theirsecuritylevelisdeterminedbyasimplechoiceofasinglepublicpa-
rameter.Thetemptationincryptographyisalwaystocutparametersizes
downtothebareminimumsecuritylevel,forperformancereasons.Byre-
ducingthenumberofsecurity-sensitiveparametersdowntoone,itbecomes
impossibletoaccidentallychooseoneparametertoosmallinrelationtothe
others(whichharmssecurity),ortoolarge(whichharmsperformance).

–Theyachievethesmallestpublickeysizeamongthosepost-quantumcryp-
tosystemswhichwereproposedtoNIST[30,Table5.9].

–Theyarebasedonnumber-theoreticcomplexityassumptions,forwhichthere
isalreadyalargebaseofexistingresearch,activity,andcommunityexpertise.

–Implementationscanleverageexistingwidelydeployedsoftwarelibrariesto
achievenecessaryfeaturessuchasside-channelresilience.

Relativetootherpost-quantumcandidates,the mainpracticallimitationof
SIDHcurrentlyliesinitsperformancewhichrequiresmoreattentionfromcryp-
tographicengineers.
Themajorityofspeed-optimizedSIDHimplementations(inbothhardware

andsoftwareplatforms)useMontgomerycurves[12,16,11,14,13,2,1,22,17,23,
26,25,32,24],whichareapopularchoiceforcryptographicapplicationsdueto
theirfastcurveandisogenyarithmetic.Only[27]isanexceptionasitconsid-
ersahybridEdwards-MontgomerySIDHschemethatstillusesisogeniesover
Montgomerycurves.Alternativemodelsforellipticcurveshavebeenstudiedfor
fastcomputationsuchasEdwardscurves,whosecompleteadditionlawpresents
securityandspeedbenefitsfortheimplementationofvariouscryptographicpro-
tocols.Edwardscurvesand Montgomerycurvessharemanycharacteristics,as
thereisabirationalequivalencebetweenthetwofamiliesofcurves.Edwards
curvesremovetheoverheadofcheckingforexceptionalcases,andtwistedEd-
wardsformremovestheoverheadofcheckingforinvalidinputs.Inthispaper,we
studythepossibilityofusingisogeniesofEdwardscurvesintheSIDHprotocol,
andstudyitspotentialspeedandsecuritybenefits.Ourresultsindicatethat
althoughMontgomerycurvesarefasterforSIDHcomputations,thecomplete-
nessofEdwardscurvesformulaeprovidesadditionalsecuritybenefitsagainst
side-channelattacks.SinceSIDHisstillinitsinfancy,itisunclearifexceptional
casescouldbeusedasthebasisforaside-channelattack,butinanycaseour
EdSIDHimplementationdefendsagainstthispossibility.
Ourcontributionscanbesummarizedasfollows:

–WeproposeEdSIDH:fastformulasforSIDHoverEdwardscurves.
–WeinvestigateisogenyformulasonprojectiveandcompletedEdwardsforms.
–WeproposefastformulasforEdwardscurveisogeniesofdegree2,3,and4.

Therestofthepaperisorganizedasfollows:Intherestofthissection,we
providepreliminariesofEdwardscurvesandreviewtheSIDHprotocol.InSec-
tion2,weprovidenewformulaeforakeyexchangeschemebasedonEdwards



curves.InSection3,wepresentfastequationsforEdSIDHarithmeticandan-
alyzetheirrunningtimecomplexityintermsofoperationcounts.InSection4,
weanalyzethecomplexityofincorporatingourEdwardsarithmeticinSIDH.
Finally,weconcludethepaperinSection5.
IndependentworkonfastisogenyformulasforEdwardscurveswasdonein

[19].

1.1 TheEdwardsForm

In2007,Edwardsintroducedanew modelforellipticcurves[15]calledEd-
wardscurves.TwistedEdwardscurvesareageneralizationofEdwardscurves,
witheachtwistedEdwardscurvebeingaquadratictwistofanEdwardscurve.
TwistedEdwardscurvesaredefinedbytheequationEa,d:ax

2+y2=1+dx2y2

overafieldK,withd=0,1;a=0. Whena=1,thecurvedefinedbyEa,disan
Edwardscurve.
Theisomorphism(x,y)→ x√

a
,ymapsthetwistedEdwardscurveEa,dto

theisomorphicEdwardscurveE1,d/a,withtheinversemapgivenby(x,y)→
(
√
ax,y)[4].Overfinitefields,onlycurveswithorderdivisibleby4canbe

expressedinthe(twisted)Edwardsform.
ThegroupadditionlawontwistedEdwardscurvesisdefinedby:

(x1,y1)+(x2,y2)=
x1y2+x2y1
1+dx1x2y1y2

,
y1y2−ax1x2
1−dx1x2y1y2

, (1)

withidentityelement(0,1).IfadisnotasquareinK,thenthetwistedEdwards
additionlawisstronglyunifiedandcomplete:itcanbeusedforbothaddition
anddoubling,andhasnoexceptionalpoints.Additionally,whenthisisthecase,
thecurveEa,dhasnosingularpoints.ThesepropertiesofEdwardscurveshave
inthepastprovedvaluable,andhavebeenusedforsimplerimplementationsand
protectionagainstsidechannelattacksinvariouscryptographicprotocols[6].
However,ifa

disnotasquare,thenEa,dhasonlyonepointoforder2,namely
(0,−1)[5,Theorem3.1].Aswewillseelater,theSIDHprotocolisbasedonthe
repeatedcomputationof2-isogenies(withtheprivatekeydefinedasapointof
order2k).Assuch,auniquepointoforder2wouldcompromisethescheme’s
security,whichmeanswemustconsidercurveswhereadisasquareinK.Inthe
nextsection,weconsidertheadditionalpointsthatoccurwhenadisasquare,
andpresentcurveembeddingsthatallowustodesingularizethesepoints.
Inthecasewhereadisnotasquare,itisoftenusefultoconsiderthedual

additionlawforEdwardscurves:

(x1,y1)+(x2,y2)→
x1y1+x2y2
y1y2+ax1x2

,
x1y1−x2y2
x1y2−y1x2

. (2)

Theadditionlawanddualadditionlawreturnthesamevalueifbothare
defined.Additionally,foranypairofpointsonatwistedEdwardscurve,atleast
oneofthetwoadditionlawswillbedefined.



1.2 ProjectiveCurvesandCompletedTwistedEdwardsCurves

IfadisasquareinK,thentherearepoints(x1,y1),(x2,y2)onthecurveEa,dfor
which(1−dx1x2y1y2)(1+dx1x2y1y2)=0andthegrouplawisnotdefined. We
canembedthecurveintoprojectivespace,addnewsingularpointsatinfinity
andgeneralizethegrouplawtoworkforthenewembedding,asisoftendone.
WeconsidertworepresentationsofpointsontwistedEdwardscurves,namely
projectivecoordinatesandcompletedcoordinates.

TheprojectivetwistedEdwardscurveisdefinedbyaX2Z2+Y2Z2=Z4+
dX2Y2.Theprojectivepointsaregivenbytheaffinepoints,embeddedasusual
intoP2by(x,y)→ (x:y:1),andtwoextrapointsatinfinity,(0:1:0)of
order4,and(1:0:0)oforder2.Aprojectivepoint(X:Y:Z)correspondsto
theaffinepoint(x,y)=(XZ,

Y
Z).Addingagenericpairofpointstakes10M +

1S+1A+1Doperations,anddoublingtakes3M +4S+1Aoperations[5].

ThecompletedtwistedEdwardscurveisdefinedbytheequation:

Ēa,d:=aX
2T2+Y2Z2=Z2T2+dX2Y2 (3)

ThecompletedpointsaregivenbytheaffinepointsembeddedintoP1×P1via
(x,y)→((x:1),(y:1)),anduptofourextrapointsatinfinity,((1:0),(± a

d:

1))and((1:±
√
d),(1:0))[7].Theaffineequivalentofacompletedpoint

((X:Z),(Y:T))isgivenby(x,y)=(XZ,
Y
T).

IfP1=((X1:Z1),(Y1:T1))andP2=((X2:Z2),(Y2:T2)),thenthegroup
lawisdefinedasfollows:

X3=X1Y2Z2T1+X2Y1Z1T2 X3=X1Y1Z2T2+X2Y2Z1T1,

Z3=Z1Z2T1T2+dX1X2Y1Y2 Z3=aX1X2T1T2+Y1Y2Z1Z2,

Y3=Y1Y2Z1Z2−aX1X2T1T2 Y3=X1Y1Z2T2−X2Y2Z1T1,

T3=Z1Z2T1T2−dX1X2Y1Y2 T3=X1Y2Z2T1−X2Y1Z1T1.

HencewehaveX3Z3=X3Z3andY3T3=Y3T3,witheither(X3,Z3)=(0,0)and
(Y3,T3)=(0,0)or(X3,Z3)=(0,0)and(Y3,T3)=(0,0). WesetP1+P2=P3,
whereP3iseither((X3:Z3),(Y3:T3))or((X3:Z3),(Y3:T3)),depending
onwhichoftheaboveequationsholds. Withtheidentitypoint((0:1)(1:1)),
theabovedefinesacompletesetofadditionlawsforcompletetwistedEdwards
curves.Thisresultformalizesthecombinationoftheaffineanddualaddition
lawintoasinglegrouplaw.

ThefollowingresultfromBernsteinandLangein[7]allowsustocategorize
pairsofpointsforwhicheachadditionlawisdefined:

Whencomputingtheresultof P+Q,theoriginaladditionlawfailsexactly
whenP−Q=((1:±

√
d),(1:0))orP−Q=((1:0),(± a/d:1)).By

thecategorizationofpointsoflowevenorderfrom[5],theoriginaladditionlaw
failswhenP−Qisapointatinfinityoforder2or4.Inparticular,theoriginal
additionlawisalwaysdefinedforpointdoubling,asP−P=O,whichhasorder
1.



ThedualadditionlawfailsexactlywhenP−Q=((1:±
√
a),(0:1))or

P−Q=((0:1),(±1:1)).Inparticular,thedualadditionlawfailsexactly
whenP−Qisapointoforder1,2or4andisnotapointatinfinity.

Wecanusethiscategorizationresultstominimizethenumberoftimeswe
needtousetheadditionlawforcompletedEdwardscurvesbyconsideringorder
ofthepairsofpointsinvolvedineachsectionoftheEdSIDHprotocol.

1.3 IsogeniesandIsogenyComputation

Isogeniesaredefinedasstructurepreservingmapsbetweenellipticcurves.They
aregivenbyrational mapsbetweenthetwocurves,butcanbeequivalently
definedbytheirkernel.Ifthiskernelisgeneratedbyapointoforder,thenthe
isogenyisknownasan-isogeny.In[31],V́eluexplicitelyshowedhowtofindthe
rationalfunctionsdefininganisogenyforanellipticcurvein Weierstrassform,
giventhekernelF.

Thecomputationofisogeniesoflargedegreecanbereducedtothecompu-
tationofsmallerisogeniescomposedtogether,asdescribedin[14].Forinstance,
considercomputinganisogenyofdegree e. Wereduceittoecomputations
ofdegree isogeniesbyconsideringapointR ∈E ofdegree ethatgen-
eratesthekernel. WestartwithE0:=E,R0:=Randiterativelycompute
Ei+1=Ei/l

e−i−1Ri,φi:Ei→Ei+1,Ri+1=φi(Ri),usingV́elu’sformulasto
computethe-isogenyateachiteration.

1.4 AreviewofIsogeny-BasedKey-Exchange

Fixtwosmallprimenumbers Aand B andanintegercofactorf,andletpbe
alargeprimeoftheformp= eA

A
eB
B f±1forsomeintegerseA,eB.LetEbea

supersingularellipticcurvedefinedoverFp2whichhasgrouporder(
eA
A

eB
B f)

2.
Allknownimplementationstodatechoose A=2,B=3andf=1,although
otherchoicesof A,B arepossible.Publicparametersconsistofthesupersin-
gularellipticcurveE,andbases{PA,QA}and{PB,QB}ofE[

eA
A]andE[

eB
B ]

respectively.Duringoneroundofkey-exchange,Alicechoosestwosecret,ran-
domelementsmA,nA ∈Z/

eA
AZ,notbothdivisiblebyA,andcomputesan

isogenyφA:E→ EA withkernelKA:=[mA]PA,[nA]QA .Shealsocomputes
theimageφA(PB),φA(QB)ofthebasis{PB,QB}.Similarly,Bobselectsran-
domelementsmB,nB ∈Z/l

eB
B Z,andcomputesanisogenyφB:E→ EB with

kernelKB :=[mB]PB,[nB]QB ,alongwiththepointsφB(PA),φB(QA).Af-
terreceivingEB,φB(PA),φB(QA),AlicecomputesanisogenyφA:EB → EAB
withkernel [mA]φB(PA),[nA]φB(QA).Bobproceedssimilarlytoobtainacurve
EBA thatisisomorphictoEAB.AliceandBobthenuseastheirsharedsecret
thej-invariantcommontoEBA andEAB.Formoreaboutthekeyexchange
basedonisogenies,pleasereferto[14].



2 EdSIDH

Inthissection,weprovideevenandoddisogeniesoverEdwardscurvesand
proposeanewformulationforSIDH,whichwecallEdSIDHmovingforward.
Here,weuseM,S,C torefertothecostofa multiplication,squaring,and
multiplicationbyacurveconstantinFp2. WewillalsouseRtorefertothecost
ofasquareroot,andItothecostofaninversion.Asisusuallydone,weignore
thecostofadditionandsubtractionasthecostissignificantlysmallerthanthe
costofmultiplicationandinversion.

2.1 OddIsogeniesinEdwardsForm

In[29],MoodyandShumowpresented-isogenyformulasforodd onEdwards
curves.LetthesubgroupF= (α,β)={(0,1),(±α1,β1),...,(±αs,βs)}bethe
kernelofthedesired-isogeny,with =2s+1and(α,β)apointoforder on
thecurveEdthatgeneratesF.Then

ψ(P)=





Q∈F

xP+Q
yQ
,
Q∈F

yP+Q
yQ



 (4)

mapsEdtoEd,whered=B
8dandB=

s
i=1βi.

IfdisnotasquareinK,theaffineadditionlawisdefinedeverywhere.Note
thatanyoddisogenyfromacurvewithdnotsquaremapstoacurvewithd
notsquare,asforanodd d=B8disasquareifandonlyifdisasquare.
ThisimpliesthatifwechainoddisogeniesstartingwiththecurveEdwithdnot
asquareinK,thentheaffineadditionlawwillbedefinedforanypairofpoints
onanyEdwardscurveinthechainastheywillallhaveanon-squarecoefficient.
Thenextpropositionshowsthattheaffineadditionlawisdefinedforallpairs

ofpointsinanoddisogenycomputationevenifdisnotasquareinK.

Proposition1.Theaffineadditionlawisdefinedforallpointadditionsinthe
EdSIDHprotocol.

Proof.DuringtheEdSIDHprotocol,weneedtoevaluateeach3-isogenythree
times:onthecurrentkernelpointoforder3kforsomek≤eA,andonAlice’s
publicpointsPA,QA oforder2A. Whenevaluatingψ(P),wemustcompute
P+QforallQ∈F(notethatallsuchQ’shaveoddorder).Thesearetheonly
additionsweneedtodoinordertocomputean -isogeny. Wenowconsidera
fewcasesthatcovertheseadditions.
IfPandQbothhaveoddorder,then−Qalsohasoddorder,andP−Q

musthaveoddorderastheorderdivides lcm(ord(P),ord(Q)).Therefore,it
cannotbeequaltoapointatinfinityastheyhaveordereither2or4.Thus,by
thecategorizationofexceptionalpointsforthegrouplawinsection1.2,wecan
computeP+Qusingtheaffineadditionlaw.
Similarly,ifPhasevenoder2A,wenotethatgcd(ord(P),ord(−Q))=1

forallQinthekernelofthe3isogeny.Hence,wehavethatord(P−Q)=



lcm(ord(P),ord(−Q))=lcm(ord(P),ord(Q)).Asord(Q)isodd,thisimplies
P−Qisnotapointoforder2or4(iford(Q)=1 =⇒ Q=O,thentheaffine
additionlawisalwaysdefinedforP+Q).
Thus,inallcases,wecanusetheoriginaladditionlawtocomputeand

evaluatea3-isogeny.

Wecanusetheaffineadditionlawtoderiveexplicitcoordinatemapsfora -
isogenywithkernelF(where =2s+1):

ψ(x,y)=
x

B2

s

i=1

β2ix
2−α2iy

2

1−d2α2iβ
2
ix
2y2
,
y

B2

s

i=1

β2iy
2−α2ix

2

1−d2α2iβ
2
ix
2y2

MoodyandShumowalsopresentedan -isogenyformulafortwistedEdwards
curves.However,sinceeachtwistedEdwardscurveisisomorphictoanEdwards
curve,andtheevenisogenyformulaspresentedlateroutputEdwardscurves
(witha=1),onecanusetheisogenyformulasforEdwardscurves(whichare
slightlyfastertocompute).

2.2 EvenIsogeniesinEdwardsForm

In[29],MoodyandShumowpresentedEdwardscurvesisogeniesformulasforiso-
genieswithkernel{(0,1),(0,−1)}. Wegeneralizetheirworkintwoways.First,
weextendtheirformulastoworkfor2-isogeniesoncompletedtwistedEdwards
curveswitharbitrarykernels.Thenweshowhowtocalculate4-isogeniesonEd-
wardscurves.Finally,weconsidermethodsfordecreasingthecomputationcost
forevenisogeniesinEdSIDH.
SupposewewanttocomputeanisogenywithkernelP2,whereP2isapoint

oforder2onEa,d. Wefollowanapproachsimilartothatgivenin[14].Since
wealreadyknowhowtocalculate2-isogenieswithkernel{(0,1),(0,−1)},we
findanisomorphismthatmapsP2to(0,−1)andthenuseoneofMoody’s[29]
isogenyformulas.

Proposition2.ThereexistsanisomorphismbetweencompletetwistedEdwards
curvesthatmapsapointP2oforder2tothepoint(0,−1).

Proof.Weconstructthedesiredisomorphismasfollows.Anisomorphismbe-
tweenthecompleteEdwardscurveĒa,dandthe MontgomerycurveEA,B :
By2=x3+Ax2+x(inprojectivecoordinates)isgivenin[7]by:

φ:((X:Z),(Y:T))→
(0:0:1)if((X:Z),(Y:T))=((0:1),(−1:1))

((T+Y)X:(T+Y)Z:(T−Y)X)otherwise

φ−1:(U:V:W)→






((0:1),(1:1)) (U:V:W)=(0:1:0)

((0:1),(−1:1)) (U:V:W)=(0:0:1)

((U:V),(U−W :U+W)) otherwise



whereA=2(a+d)
(a−d),B=

4
(a−d)(anda=

A+2
B ,d=

A−2
B ).Thisisomorphismmaps

thepoint(0,−1)to(0,0),andviceversa.
Anisomorphismbetween Montgomerycurves mappinganypoint(x2,y2)

oforder2to(0,0)andapoint(x4,y4)doublingtoittothepoint(1,...)is
presentedin[14,Equation(15)]:

φ2:(x,y)→
x−x2
x4−x2

,
y

x4−x2
(5)

ThenewcurvehasequationE : B
x4−x2

y2=x3+3x2+Ax4−x2
x2+x.

Sinceφ,φ−1,andφ2areisomorphisms,φ
−1·φ2·φisalsoanisomorphism.

Thus,wegetanisomorphismmappinganypointoforder2to((0:1)(−1:1))
onĒa,d.

Theresultingcurvehascoefficients

a=
[x2+2x4](a−d)+2(a+d)

4
d=

[5x2−2x4](a−d)+2(a+d)

4
,

wherex2andx4arethex-coordinatesofthepointoforder2and4ontheMont-
gomerycurve.Thesecoordinatescanberetainedfromtheisogenycomputation,
andthuscanbeusedhereatnocost.Themap(x,y)→ (x2,y)mapsthecurve
Ea,dtothecurveE4a,4d,thusremovingtheinversion.Thecurvecoefficients
canthusbecalculatedin2M.
Byusingprojectivecoordinates,wecancalculatethisisomorphismin14M

operations. Mappingacompletedpointtothe Montgomerycurvetakes3M
operations,and2M operationsifweonlyneedtheX,Zcoordinates(asisthe
caseforthepointsoforder2and4),foratotalof7M tomapallpointstothe
Montgomerycurves.Theisomorphismφ2thentakes7M operationsinprojective
coordinates,andtheisomorphismbacktoanEdwardscurvedoesnotinvolveany
addition.Thus,thetotaloperationsneeded(ignoringadditionandsubtraction
asisusuallydone)is14M operations.
Tocalculateanarbitrary2-isogenyofEdwardscurves,wecanfirstusethe

isomorphismpresentedabove,andthenapplyoneofthethreeEdwardscurve
2-isogeniespresentedin[29].

2-isogeniesonEdwardsCurves.All2-isogenyequationsgivenbyMoodyand
Shumow[29]requirethecomputationofasquareroot,whichmakesthemill-
suitedtotheSIDHframework,asmanyofthemneedtobecalculated.However,
whenweknowapointP8oforder8suchthat4P8=(0,−1),wecanfinda
squareroot-free2-isogenyformulaforEdwardscurves.
ConsideratwistedEdwardscurveEa,d:ax

2+y2=1+dx2y2.Abirational
transformationsendingEa,dtothecurveE:y

2=x3+2(a+d)x2+(a−d)2x
isgivenby:

φ1:(x,y)→ (a−d)
1+y

1−y
,(a−d)

2(1+y)

x(1−y)



ByV́elu’sformulas[31],a2-isogenyonthiscurvewithkernel{(0,0),∞} is
givenby:

φ2:(x,y)→
x2+(a−d)2

x
,y
x2−(a−d)2

x2

Theequationfortheresultingcurveis

E :y2=x3+2(a+d)x2−4(a−d)2x−8(a+d)(a−d)2

Usingoneofthepointsoforder2onthiscurve,wecanmapittoacurveof
theformy2=x3+ax2+x.Forinstance,thepoint(2(a−d),0)hasorder2,and
thetransformation(x,y)→(x−2(a−d),0)mapsthecurveE tothecurve

E :y2=x3−4(d−2a)x2+16(a−d)x

Now,ifwehaveapointoforder4(r1,s1),themapφ3:(x,y)→
s1x
r1y
,x−r1x+r1

mapstothecurvex2+y2=1+dx2y2,whered=1−
4r31
s21
.

IfweevaluatethepointP8oforder8throughthefirstthreemaps,weobtain
apointoforder4onthecurveE ,sincethe2-isogenybrings4P8=(0,0)tothe
identitypoint.Doingso,wecanobtainexplicitequationsfora2-isogeny.

ConsiderapointP8=(α,β)oforder8onthecurveEa,d(NotethatP8can
bewritteninaffineform,asallsingularpointshaveorder2or4).Thenwehave
that

(α1,β1)= (−4
β2(a−d)

β2−1
,8
β(a−d)

α(1−β2)

isapointoforder4onthecurvey2=x3−4(d−2a)x2+16(a−d)x. Weobtain

d=1+4β
4α2(a−d)
β2−1 .Thus,a2-isogenymappingthecurveEa,dtothecurveE1,d

isgivenby:

(x,y)→
xy

αβ
,
x(β2−1)+4β2(a−d)

x(β2−1)−4β2(a−d)

IntheSIDHkey-exchangecalculations,apointoforder8willbeknownfor
allbutthelasttwoisogenycalculations,aswearecalculatinganisogenywith
kernelgeneratedbyapointoforder2eA,witheAlarge.

RecallthatintheSIDHprotocol,AliceselectsanelementRA=[mA]PA+
[nA]QA oftheellipticcurveEoforder2

e
A,whichgeneratesthekernelofthe

isogenyφA.Shecomputestheisogenyiteratively,one2or4isogenyatatime.
Consideronestepinthisprocess:

SupposeRA isapointoforder2
eA−konthecurveE,ak-isogenyofthe

originalcurveE.Forthenextstepintheiteration,Alicecomputesthepoints
RA=2

eA−k−3RAand4RA=2
eA−k−1RA. Wehavethat4RAisapointoforder

2onthecurveE,withRAapointoforder8aboveit.Thus,wecanusethese
pointstocalculatea2-isogenywithkernel4RA,asdescribedabove.



4-isogeniesonEdwardsCurves.LetusassumewearegivenatwistedEd-
wardscurveEa,dandapointP4onthecurveoforder4.Wewanttocalculatea4-
isogenyonthecurvewithkernelgeneratedbyP4,withoutknowingapointofor-
der8thatdoublestoP4.Wecandosoasfollows:Usetheisomorphismpresented
earliertomapP4and2P4to((1:

√
a),(0:1)),((0:1),(−1:1))respectively,

onsomeisomorphiccurveEa,d.Thenusetheisomorphism(x,y)→(
x√
a
,y)to

mapthecurvetoE1,d
a

.Finally,composethefollowingtwo2-isogenyformulas

ofMoodyandShumow[29]tocalculatethe4-isogeny:

φ1(x,y)→ (γ±1)xy,
(γ∓1)y2±1

(γ±1)y2∓1

φ2(x,y)→ i(ρ∓1)
x

y

1−dy2

1−d
,
d∓ρ

d±ρ

ρy2±1

ρy2∓1

thatmapE1,dtoE1,dwithd=(
γ±1
γ∓1)

2andE1,dtoE1,̂dwithd̂=(
ρ±1
ρ∓1)

2,

whereγ2=1−dandρ2=d,i2=−1inK.Notethatdis,bydefinition,a
squareinKandsothecurveE1,dwillhavesingularpointsandexceptionsto
thegrouplaw.
Bothisogenieshavekernel{((0:1),(−1:1)),((0:1),(1:1))}andthefirst

isogenymaps((1:
√
a),(0:1))to((0:1),(−1:1)),sothecompositioniswell

definedasa4-isogenywithkernelgeneratedby((1:
√
a),(0:1)).Composing

thetwoequationsforthecurvecoefficient,weget:

d̂=
ρ±1

ρ∓1

2

=
(γ±1γ∓1)±1

(γ±1γ∓1)∓1

2

=
(γ±1)±(γ∓1)

(γ±1)∓(γ∓1)

2

whichcostsonesquarerootandoneinversion.Thevalueofi=
√
−1inKcan

becomputedandstoredaheadoftimetoevaluate4-isogenies.

3 EdSIDHArithmetic

Herewedescribeourexplicitformulasforfastisogeniesofdegree2,3,and4for
Edwardscurves.

3.1 Point multiplicationby

LetPbeapointonourcurveand aninteger,andsupposewewanttocom-
pute P.By[5],weknowthattheaffinegrouplawisalwaysdefinedforpoint
doublings(evenwhendisasquareinthefieldK).Tocomputethis,wecanuse
aladderalgorithm,whichtakesnsteps(wherenisthenumberofbitsof),
eachconsistingofadoublingandapointaddition.
Onaprojectivecurve,weknowfrom[6]thatwecandoubleapointby

3M +4S,andaddingarbitrarypointstakes10M +1S+1C.Oncomplete
curves,doublingtakes5M +4S+1C,andadditiontakes29M operations.



3.2 Computing3-isogenies

Inthecasewherea=1anddisnotasquareinK, MoodyandShumow
[29]presentedawaytocalculatea3-isogenyinprojectiveformwithkernel
{(0,0),(±A,B,1)}atacostof6M +4S+3C.Generalizingtothecasewhere
P3=(α,β,ζ)isapointoforder3(withA=α/ζ,B=β/ζ),andwewantto
evaluatethe3-isogenywithkernelP3 onagenericprojectivepoint(x,y,z),we
getthefollowingequationsfortheevaluationofthe3-isogeny:

ψ(x,y,z)=(xzγ4(β2x2−α2y2),yzγ4(β2y2−α2x2),β2(γ4z4−d2x2y2α2β2)))

Ittakes13M+9Soperationstocomputeψ(x,y,z).Ifweareevaluatingthe
isogenyatmultiplepoints,wedon’tneedtorecomputeα2,β2,γ2,γ4,d2,thus
bringingthecostto13M +4Sforeachadditionalpointevaluation.
Wecancomputethecurvecoefficient d=β8d3bycomputingβ8=((β2)2)2

andd3=d2dforatotalcostof3S+2M,or4S+2M ifwedidn’tevaluatethe
isogenyaheadoftime.

3.3 Computing2-isogenies

Letusconsiderthe2-isogenyequationpresentedinsection2.2,where(α,β)is
apointoforder8onthecurveEa,d.

(x,y)→
xy

αβ
,
x(β2−1)+4β2(a−d)

x(β2−1)−4β2(a−d)

Wecancomputeitusing2I+7M +1SorI+10M +1Swithasimultane-
ousinversion.Alternatively,wecandefineanequivalentversionforcompleted
coordinatesbyrepresentingx=X

Z,y=
Y
T,α=

A
ZP
,β= B

TP
:

((X:Y),(Z:T))→((XYZPTP:ABZT),

(X(B2−T2P)+4B
2(a−d)Z:X(B2−T2P)−4B

2(a−d)Z))

Precomputingsharedsubexpressionsallowsustocomputethisin9M +2S
operations.Combinedwiththe14M operationsfortheisomorphismbringing
anypointoforder2to(0,−1),wegetatotalof23M +2Soperations.
Wecouldalsocomputethisisogenyusingprojectivecoordinates,where x=

X
Z,y=Y,Z,α=

A
Z0
,β= B

Z0
:

(X:Y:Z)→(XYZ20,X(B
2−Z20)+4B

2Z(a−d),

Z2A2B2(X(B2−Z20)−4B
2Z(a−d)))

whichcanbecomputedin7M +3Soperations.Combiningthiswiththe14M
operationsfortheisomorphismbringinganypointoforder2to((0:1),(−1:1))
andthemap((X:Z),(Y:T))→(XT,YZ,TZ)(3M)thatembedsacompleted



pointintoaprojectivecurve,wegetatotalcostof24M +3S(whichismore
expensivethanusingcompletedcoordinates).

Thecurvecoefficientisgivenbyd=1+4β
4α2(a−d)
β2−1 .Thiscanbecomputed

in5M+1Ioperations.Combiningthiswiththe2M operationsusedtocompute
thecurvecoefficientsfromtheisomorphism,wegetatotalof7M+1Ioperations.

3.4 Computing4-isogenies

Recallthe4-isogenyformulaspresentedinthesection2.2

φ1(x,y)→ (γ±1)xy,
(γ∓1)y2±1

(γ±1)y2∓1

thatmapsE1,dtoE1,dwithd=(
γ±1
γ∓1)

2whereγ2=1−d,and

φ2(x,y)→ i(ρ∓1)
x

y

1−dy2

1−d
,
d∓ρ

d±ρ

ρy2±1

ρy2∓1

thatmapsE1,dtoE1,̂dwithd̂=(
ρ±1
ρ∓1)

2,whereρ2=d,i2=−1inK. Wecan

rewritetheseinP1×P1,writingx=
X
Z,y=

Y
T asfollows:

φ1((X,Z),(Y,T))→(((γ±1)XY,ZT),((γ∓1)Y
2±T2,(γ±1)Y2∓T2))

and

φ2((X,Z),(Y,T))→(((i(ρ∓1)XT(T
2−dY2),YZT2(1−d)),

((d∓ρ)(ρY2±T2),(d±ρ)(ρY2∓T2)))

Wecancomputeφ1in7M operations,andφ2in13M operations.Addingthe
costoftheisomorphismthatbringsourpointoforder4to((1:

√
a),(0:1)),

wegetatotalcostof34M toevaluatea4-isogeny.
Duetothecompletelackofsymmetrybetweenthexandycoordinatesin

boththeφ1andφ2maps,usingprojectivecoordinatestakesevenmoreopera-
tionsthanusingcompletedcoordinates(forinstanceevaluatingφ1inprojective
coordinateswouldtake7M+2Stocompute).Hence,thefastestwaytoevaluate
a4-isogenywithpointsonprojectivecoordinateswouldbetoembedthemin
thecompletecurve(nocost),evaluatetheisogeny,andmapthembacktoa
projectivecurveviathemap((X:Z),(Y:T))→ (XT,YZ,TZ)whichtakes
3M operations.Thetotalcostisthus37M operations.

Calculatingthecurvecoefficient,givenby((γ±1)±(γ∓1)(γ±1)∓(γ∓1))
2withγ=

√
1−d

additionallyrequires1R+1I+1S.
Sincecomputing4-isogeniesissignificantlymoreexpensivethancomputing2-

isogeniesduetotheneedtocomputeasquareroot,weproposeusing2-isogenies
wheneverasuitablepointoforder8isknown.Inpractice,thismeanswewill
onlycomputeone4-isogeny,attheverylastiterationofisogenycomputations.



Table1.SIDHsecretkernelgenerationcostperbit

Scheme Costperbit

KummerMontgomery[14] 9M +6S
KummerMontgomery[16] 6M +4S

EdwardswithMontgomeryLadder
ProjectiveEdwards 13M +5S+1C
CompleteEdwards 34M +4S+1C
Edwardswith WindowMethod(k=4)
ProjectiveEdwards 5.5M +4.25S+0.25C
CompleteEdwards 12.25M +4S+1C

4 EdSIDHComputationCost

Here,weanalyzethefullcomplexitytouseEdwardscurvesforSIDH.Notably,we
lookatthecostofthelarge-degreeisogenycomputations,basedontheoperation
costspresentedinsection3.

4.1 SecretKernelGeneration

InSIDH,thesecretkernelisgeneratedfromthedouble-pointmultiplication
R=nP+mQ.However,asnotedby[14],wecanchooseanysuchgeneratorfor-
mula,includingR=P+mQ.Thisformulationforadouble-pointmultiplication
greatlyreducesthetotalcostofthedouble-pointmultiplication.Inparticular,
[14]describesa3-point Montgomerydifferentialladderthatcanbeusedwith
Montgomerycoordinates,atthecostoftwodifferentialpointadditionsandone
pointdoublingperstep.Faz-Herńandezetal.[16]recentlyproposedaright-to-
leftvariantofthe3-pointladderthatonlyrequiresasingledifferentialpoint
additionandasinglepointdoublingperstep.

ForEdSIDH,a3-pointladderisnotnecessarytoperformR=P+mQ.
Wecanfirstperformthe mQcomputationandthensimplyfinishwithapoint
additionwithP.TwooptionstocomputethemQcomputationarethestandard
Montgomerypoweringladder[28]orthewindowapproach[6].TheMontgomery
ladderisaconstantsetofanadditionanddoublingforeachstep,whereasthe
windowapproachwithak-bitwindowperformskpointdoublingsandthenan
addition.InTable1,wecomparetherelativecostsperbitinthesecretkeyfor
thisdouble-pointmultiplication.Notethatthiscostperbitdoesnotincludethe
finalpointadditionforP+mQasthisoperationisaconstantcost.

Thus,aswecansee,thereisaslightspeedadvantagewithusingprojective
Edwardscurveswiththe Windowmethod. Wenotethattherearesomesecurity
implicationswhenusingthewindowmethodinsteadoftheMontgomeryladder,
whichwedonotdiscusshere.



4.2 SecretIsogenyComputation

ThesecondpartoftheSIDHprotocolinvolvesasecretisogenywalkbasedon
thesecretkernel.Inthiscomputationwechainisogeniesofdegree withkernel
points e−i−1Ri.Toefficientlycalculatethesekernelrepresentations,weusedthe
combinatoricsstrategyfrom[14].Byusingpivotpointstotraverseaone-way
acyclicgraph,wecancreateanoptimalstrategythatrepresentstheleastcost
tocomputethelarge-degreeisogeny.

ToevaluateourEdSIDHformulasagainsttheknownMontgomeryformulas,
wecomputedthecostsofourpointmultiplicationby andisogenyevaluation
by.Basedontherelativecost,wecomputedanoptimalstrategybasedonthe
algorithmfrom[14]. Weusedthistocalculatethetotalcostofalarge-degree
isogenyforourEdwardsisogenyformulasaswellastheMontgomeryformulas
frompreviousworks.Table2comparesthecostofvariousisogenyandelliptic
curveoperationsandTable3representsthefullandnormalizedcostofalarge-
degreeisogenyfortheprimeslisted. Wechosetheprimesp503=2

2503159−1
andp751=2

3723239−1whichhaveaquantumsecurityof83and124bits,
respectively.

Asthesetablesshow,Edwardsarithmeticisafairbitslowerthan Mont-
gomeryarithmetic.Large-degreeisogenieswithbasedegree2or3appeartobe
2-3timesslowerandbasedegree4isogeniesareabout10timesslowerwhen
comparingEdwardstoMontgomery.Interestingly,isogeniesofdegree3appear
tobemoreefficientthanisogeniesofdegree2forEdwardscurves.

Table2.Affineisogenyformulasvs.projectiveisogeniesformulas.Forthefirstcolumn,
theisogenycomputationsfollowtheform:2Pforpointdoubling,2coefforfindinganew
isogenouscurveofdegree2,and2ptforpushinganpointthroughanisogenyofdegree
2.Forthiswork’scolumns,thefirstcolumnisforprojectiveEdwardscoordinatesand
thesecondcolumnisforcompletedEdwardscoordinates.

Iso. Affine Proj. AffineEd.(This Work)
Comp. Mont.[14] Mont.[12] Proj. Complete

2P 3M +2S - 3M +4S 5M +4S+C
2coefI+4M +S+C - I+7M I+7M
2pt 2M +1S - 24M +3S 23M +2S
3P 7M +4S 7M +5S13M +5S+C -
3coefI+4M +S+C 2M +3S 2M +4S -
3pt 4M +2S 4M +2S 13M +9S -
4P 6M +4S 8M +4S 6M +8S 10M +8S+2C
4coef I+2M +C 4S R+I+S R+I+S
4pt 6M +S 6M +2S - 34M



Table3.Normalizedcomplexitiesforalarge-degreeisogenycomputationfordifferent
coordinateschemes. Wefoundthetotalcostofalarge-degreeisogenyfortheformulas
inTable2overisogenieswithbase2,3,and4. Wethenconvertedthesecostsfrom
quadraticextensionfieldarithmetictothenumberofmultiplicationsinthebaseprime
fieldforeasycomparison.Notably,weassumedthatSIDHarithmeticisinFp2 with
irreduciblemodulusx2+1(asisthecaseinknownimplementations)forefficientcom-
putations.ThesearethetotalnumberofFpmultiplications(M̃),whereFp2operations

areconvertedasfollows:R=22log2pM̃,I=10M̃,M =3M̃,S=2M̃,andC=2M̃.
WeassumedaninversionwasperformedwithextendedEuclideanalgorithmandthe
squarerootrequiredtwolargeexponentiations.

Large-Degree Affine Proj. AffineEd.(This Work)
Isogeny Mont.[14]Mont.[12] Proj. Complete

2250 27102M̃ - 87685M̃ 97841M̃

3159 29686M̃ 28452M̃ 65355M̃ -

4125 22617M̃ 24126M̃ 181582M̃ 191278M̃

2372 42516M̃ - 140454M̃ 155450M̃

3239 47650M̃ 45864M̃ 105469M̃ -

4186 36118M̃ 38842M̃ 385756M̃ 384732M̃

5 ConclusionsandFuture Work

Inthispaper,weinvestigatedemployingEdwardscurveforthesupersingular
isogenyDiffie-Hellmankeyexchangeprotocolandprovidedtherequiredarith-
meticandcomplexityanalyses.Edwardcurvesareattractiveinthesensethat
theyprovideextrasecuritybenefitsbyhavingcompleteandunifiedaddition
formulae,whicharenotofferedby WeierstrassandMontgomeryforms.
Furthermore,wehaveseenthattherearesimpleandelegantoddisogeniesfor

Edwardscurves. WenotethatanEdSIDHprotocolwithtwooddprimeswould
preserveanon-squarecurvecoefficientandthecompletenessofthe(simple)
curveEdforeveryisogenycomputation.Becauseofthisandthesimpleandfast
formulasforoddisogeniespresented,wesuggestthatEdwardscurveswouldbe
agoodchoiceforanodd-primesonlyimplementationofSIDH.
Movingforward,weencouragecryptographicimplementerstofurtherinves-

tigatetheperformanceofEdSIDHproposedinthispaperforafairandproper
comparisontotheircounterparts.IntegrationoftheseformulasintoSIKE[18]
andstatic-staticSIDH-likeschemes[3]couldalsobeinteresting.Lastly,wewill
befollowingadvancesinside-channelattacksonisogeny-basedschemes,suchas
thoseproposedin[21,20],toseeifourschemewillprovideadditionaldefense
againstsuchmethods.
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