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ABSTRACT

Understanding the structural properties of the power grids un-
der different disruptive event scenarios is the key towards im-
provement of the security, reliability, and efficiency of mod-
ern power systems. In this pilot study, the concepts of topo-
logical data analysis, particularly, persistent homology, are
used to derive a new metric for resilience of power grid net-
works. The proposed approach is illustrated in application to
a simulated version of the Texas power grid network, under
node and edge based attacks for three different weight func-
tions.

Index Terms— Transmission lines, Complex networks,
Topological features, Power system resilience.

1. INTRODUCTION

Modern power systems have been undergoing a dramatic trans-
formation because of the increasing penetrations of variable

renewable energy resources, such as wind power, solar power

(including both utility-scale and behind-the-meter solar), and

other distributed energy resources [1, 2]. As a result, new

cyber-security and resilience vulnerabilities are created that

have not been anticipated by the designers of these systems [3].
Hence, while assessment of the modern power system organi-

zation becomes increasingly more challenging, there exists an

ever growing demand for new accurate and reliable resilience

metrics of the energy system under different disruptive event

scenarios which could originate from power system compo-

nent failures, attacks, forecasting errors (e.g., weather or de-

mand forecasts), as well as high impact events such as natural

disasters [4, 5, 6, 7, 8].

By further advancing the approach of [9], in this pilot
study we investigate the utility of topological data analysis
(TDA) and, particularly, persistent homology as new tools for
enhancing our understanding of power system resilience un-
der node and edge attacks. We illustrate the proposed geometry-
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enhanced approach to resilience analysis in application to a
simulated version of the Texas power grid network.

2. RESILIENCE OF POWER FLOW NETWORKS
VIA TOPOLOGICAL DATA ANALYSIS

We begin with a brief overview of relevant concepts.

Power Grids as Graphs Define a weighted graph G =
(V, E,w) as a model for a power grid network, where V is
the set of vertices and E C V' x V is the set of edges, and
w: V xV = Ry is the (edge) weight such that each edge
ew € F has a weight w,,. The edges e,, € FE represents
a transmission line between nodes  and v, and vertices rep-
resent, e.g., power station, substations, transformers. We as-
sume that G is undirected i.e., for all e, € FE, €yy = €yy.
We also assume e, € F and w,,, = 0forallu € V.

Weighted Power Grid Network and Persistent Homol-
ogy Geometry of power grid networks is proven to play an
important role behind structure, organization and stability of
power systems. One approach to characterize power grid ge-
ometry and associated vulnerability properties is via network
motifs, i.e., multi-node subgraph patterns [10, 11, 12]. How-
ever, motif based analysis of power grid networks is mainly
restricted to unweighted graphs and does not allow for straight-
forward incorporation of important characteristics of power
flow networks.

Alternatively, to study the geometry and topology of power
flow networks, we can employ the tools of topological data
analysis (TDA) [13, 14, 15, 16, 17]. In this study, follow-
ing [9], we focus on persistent homology and, particularly,
Betti numbers [18] as power grid topological summaries due
to their flexibility in integration with statistical and machine
learning models.

Let G = (V, E,w), an (edge)-weighted graph, be a repre-
sentation of a power grid network. For a certain threshold (or
scale) v; > 0 and we only keep edges with weights w,,, < v,
therefore, we obtain a graph G; which has the adjacency ma-
trix Ay, = 1w,,<v,;- We can get a hierarchical nested se-
quence of graphs G; C G5 C ... C G, for the thresholds
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v1 < vy < ... < vy, respectively. This procedure is called
network filtration.

Next, we identify a simplicial complex with each G, j =
1,...,n, which s a finite collection of simplices. A k-simplex
is the convex hull of k + 1 points. That is, a node is a 0-
simplex, an edge is a 1-simplex, a triangle is a 2-simplex,
etc. Simplicial complexes allow us to approximate the hid-
den geometric structure of the power grid in a combinato-
rial way. Due to computational efficiency [19], the Vietoris-
Rips (VR) complex is one of the most popular choices in
TDA. For v; > 0 the Vietoris-Rips complex is defined as
VR; = {a C Vlww < yjforallu,v € a}, ie., VR;
contains all the k-node subsets of G, k = 1,..., K, which
are pairwise connected by an edge as simplices of dimension
k—1.

Now armed with the VR filtration, VR CV Ry C ... C
V R,,, we assess changes in topological summaries of the grid
network. The idea is to detect long-lived (or persistent) fea-
tures over wide range of thresholds v;, and which might have
impact on power grid network functionality. The commonly
used topological summaries of persistent features are, for ex-
ample, the Betti numbers and persistent diagrams [16, 19, 20].
For a given simplicial complex, Betti-0 (3y) gives the num-
ber of its connected components; Betti-1 (1) is the number
of one-dimensional holes, Betti-2 (32) is the number of two-
dimensional holes etc. (see [21] on the detailed discussion on
how to calculate Betti numbers). Finally, the persistent dia-
gram gives the birth and death times of topological features in
the (z,y)-coordinate system, where z-coordinate represents
the birth time and y-coordinate represents the death time in
filtration [22].

Topological features under attacks Typically vulnera-
bility of a network under attacks is measured on the basis of
the remaining global topological feature, such as, e.g, con-
nectivity, largest subgraph size, and average path length, af-
ter each node removed according to a selected attack strategy.
Recently, [10] considered changes in local geometry of power
grids, characterized by motifs, under different node attacks.
In turn, [9] introduced analysis of Betti numbers under node-
based attacks and electrical conductance as edge weight. In
this study our goal is to analyze utility of persistent topolog-
ical features, e.g., Betti numbers 3,, p € Z7, under both
node- and edge-based attacks and various transmission line
parameters as edge-weights.

Furthermore, we evaluate sensitivity of these topologi-
cal summaries to the attack. Note that many of the intro-
duced TDA concepts are abstract and may not have straight-
forward explanation on the relations between, e.g., the num-
ber of p-dimensional holes and the power system robustness.
Our main postulate here is that a system can be called more
resilient if it tends to preserve longer its original properties
under the attack, and our primary focus is on analysis of ge-
ometric properties of the system. In turn, the Betti numbers
Bpsp € ZT, and persistent diagrams provide systematic char-
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acterization of the system geometry. As a result, power grid
networks can be classified in terms of their resilience to the
attack at a multi-scale level.

Algorithm 1 gives a brief an description of how distri-
bution of Betti numbers (8x, £ = 0, 1) are calculated under
edges based attacks. The method can be easily modified for
different node based attacks described in [10, 23].

Algorithm 1: Edge based attack tolerance of net-
works based on topological features.
Input : Power grid G=(V, E, w).
Output : Changes in the Betti numbers under attacks relative
to the initial Betti numbers prior to the attack.

1 ﬁgr = {B7], .-, Br }. - the sequences of Betti numbers from
VR complex filtration before the attack for k = 0,1 ;

2 ||.||5- Euclidean distance ;

3 w’ + sorted w (descending) ;

4 fori=1to |E’| do

5 Eremove = {(u,v) € E : w(u,v) =w’'()};

6 E = FE — Eremove ;

7 Conduct VR complex filtration and calculate
Br = {Br1, - Brnt:

8 calculate normalized changes in the Betti numbers:
Arl] = 187" = Bello /18R Nl,» k€ {01}

9 end;

TDA based network similarity measures We can com-
pare two power grid networks GG; and G by assessing their
persistence diagrams D; and Do, respectively [13, 20]. A
commonly used distance measure is Wasserstein distance [24]
which can be defined as

WDy Do) =inf (3 [l = (@) """,
x€Dq

where 7 ranges over all bijections between D; and Do, and
[|2]|c0 = max; |2;].

3. DATA

A critical motivation of this study is to apply the proposed
method to real-world power systems with high renewable pen-
etration. However, due to confidentiality requirements on crit-
ical infrastructure information, data availability of real-world
power systems on actual scale is usually limited. Therefore,
to simulate real-world power system operation, we use a well
developed, publicly available synthetic network developed by
Birchfield et al. in [25].

This study focuses only on the transmission network, which
bridges the generators and distribution systems via substa-
tions. The transmission networks are often operated at tens
or even hundreds of kilovolts to reduce transmission loss over
long distances. The Texas system used in this study is built on
the footprint of the Electric Reliability Council of Texas (ER-
COT), which is the independent system operator that serves
most of the Texas territory. As suggested in the previous sec-
tion, each edge in the graph is associated with a weight (w)
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Fig. 1: Dynamics of the Betti numbers under node based attacks.
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Fig. 2: Dynamics of the Wasserstein distances among the persis-
tent diagrams, based on one-dimensional holes, under node based
attacks.

that measures the impact on grid robustness due to removal
on the edge.

The study starts by investigating transmission line elec-
trical parameters. Transmission line electrical parameters re-
quired for AC power flow analysis commonly include series
impedance, shunt admittance, and apparent power (Mega Volt
Amp, MVA) limits. The series impedance and shunt admit-
tance are given by a standard m model [26], while the max-
imum MVA limits are proportional to the product of current
ratings and voltage ratings. For simplicity, we only consider
the reactance term in the series impedance by following as-
sumptions in the DC power flow model [27], while the shunt
admittance typically consists of susceptance terms only. There-
fore, we repeat our analysis by using the series reactances,
shunt susceptances, and M VA ratings as the edge weights.

4. RESULTS & DISCUSSION

As previously mentioned, we consider three different weights
for the edges of the transmission lines. For nodes with no
direct connection (i.e, edges), we set the weight w,,, to infin-

ity if e,,,, € E. Following the construction of the power grid
networks, the VR complex filtration is run on each respec-
tive weighted network. Next, we calculate the threshold-wise
Betti numbers 3y and ;. This process is repeated for each of
the original networks and the subsequent network after each
attack. The normalized Betti number change (Ag) is com-
puted using Alg. 1.

As shown in Fig. 1, both £y and [3; deviations present an
increasing trend as the fractions of nodes removed increase.
In addition, Fig. 2 also displays similar trends across all three
networks. However, we also observe significant differences
in the trends across the three weighted networks. For exam-
ple, the relative change of /3 increases sharply from O to over
0.20 in the MVA-weighted network when only 0.01 of nodes
are removed; while in the susceptance-weighted network, the
relative change of 3y does not exceed 0.20 even after 0.20 of
nodes are removed. In addition, the increasing rates of the
relative change of 3y in the reactance-weighted network fall
in between the other two networks. Likewise, the trends of
the relative changes of (3, also present similar trends: when
0.20 of nodes are removed, 3; of the MVA-weighted network
deviates by over 0.60, while the susceptance-weighted net-
work shows less than 0.40 of relative change. Overall we can
add that the topological structure with susceptance as (edge)
weights prevails longer than the other two weight functions.

The fact that the relative changes of both 3y and 3; in-
crease at a significantly greater rates in the MVA-weighted
network than the other two networks implies that, removing
buses connected with transmission lines with higher MVA
ratings tends to cause larger deformation to the topological
structure. Specifically, since [y reflects the number of con-
nected components in a network, our results suggest that it
is more likely to divide the power grid into multiple discon-
nected parts by removing the buses connected with higher
MVA-rated transmission lines. Again, we postulate that the
removed nodes correspond to substations that are connected
with long-distance, high voltage transmission lines. Since
high voltage transmission lines often play a major role in
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Fig. 3: Dynamics of the Betti numbers under edge based attacks.
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Fig. 4: Dynamics of the Wasserstein distances among the persis-
tent diagrams, based on one-dimensional holes, under edge based
attacks.

transferring large amount of electric energy, it is critical to
place emphasis on protecting these lines to meet power sys-
tem resilience standard, and failures of these lines can lead to
outage over large areas. Likewise, since branch reactances are
determined by produce of branch lengths and unit reactance, a
branch with high reactance can indicate either a long-distance
transmission line, or a high unit reactance. In the former case,
failure of the branch can also jeopardize the network security
by splitting the network into isolated parts, which is implied
by deformation of the topological structure, as indicated in
Fig. 1. However, since the branch reactance is correlated with
branch distance in a lesser extent than with the M VA ratings,
the topological structure is less threatened by failure of nodes
connected to lines with higher reactances than failure of notes
connected to lines with higher MVA ratings. The targeting
of nodes restructures the entire degree distribution (and thus
the strength of nodes). In our style of edge attacks, we focus
on removing fraction of edges depending on weight hierar-
chy (i.e., from the highest down to the lowest). In Fig. 3, the
normalized change in Sy for the MVA-weighted network is

unchanged until over 0.05 of the “weightiest” edges are re-
moved. Comparatively, the reactance-weighted network ex-
hibits steeper changes of 3y. For 31, the MVA-weighted net-
work record steeper (31 changes as the fraction of removed
edges rise up until 0.10, after which the susceptance-weighted
network has the highest relative changes. For change in the
wasserstein distance , as seen in Fig. 4, the resolve becomes
more consistent with the happenings of the 3y numbers. Fur-
thermore, influence of the edge based attacks is found to sub-
stantially less affect the topology of the grid network, com-
paring to the node based attacks.

5. FUTURE WORK

In this study, we have assessed resilience properties of a sim-
ulated version of the Texas power grid network, from the per-
spective of topological data analysis and, particularly, persis-
tent homology. In particular, we have evaluated dynamics
and sensitivity of power grid topological summaries, namely,
Betti numbers, under both node- and edge-based targeted at-
tacks and the series reactances, shunt susceptances, and MVA
ratings as the edge weights. The Texas power grid network
appears to exhibit the highest fragility for the MVA weight
function, and as expected the system topology remains more
stable under edge-based attacks comparing to the node-based
attacks. Our findings suggest that persistent homology of the
power grid can be used as a system resilience indicator both
at local and global levels.

In the future we plan to extend this analysis to power grid
networks with multi-labeled nodes, i.e., when the attacker can
focus on particular type of nodes such as power plants, as well
as to assess vulnerability of the power system under integra-
tion of solar, wind, and distributed energy resources. Fur-
thermore, we will investigate the relationship between global
resilience measures based on functional grid properties, such
as blackout size [7], and the newly introduced TDA resilience
measures.

283



(1]

(6]

[10]

[11]

[12]

6. REFERENCES

A. Ipakchi and F. Albuyeh, “Grid of the future,” IEEE
Power and Energy magazine, vol. 7, no. 2, pp. 52-62,
20009.

H. Rohracher, “Analyzing the socio-technical transfor-
mation of energy systems,” in Oxford Handbook of En-
ergy and Society. 2018.

R. Arghandeh, A. Von Meier, L. Mehrmanesh, and
L. Mili, “On the definition of cyber-physical resilience

in power systems,” Renewable and Sustainable Energy
Reviews, vol. 58, pp. 1060-1069, 2016.

V. Panyam, H. Huang, B. Pinte, K. Davis, and A. Lay-
ton, “Bio-inspired design for robust power networks,”
in 2019 IEEE Texas Power and Energy Conference
(TPEC). IEEE, 2019, pp. 1-6.

L. Shen and L.C. Tang, “Enhancing resilience analysis
of power systems using robust estimation,” Reliability
Engineering & System Safety, vol. 186, pp. 134-142,
2019.

M. Panteli and P. Mancarella, “The grid: Stronger
bigger smarter?: Presenting a conceptual framework of
power system resilience,” IEEE Power Energy Mag, vol.
13, no. 3, pp. 58-66, 2015.

Y. Zhu, J. Yan, Y. Tang, Y.L. Sun, and H. He, “Re-
silience analysis of power grids under the sequential at-
tack,” IEEE Transactions on Information Forensics and
Security, vol. 9, no. 12, pp. 2340-2354, 2014.

M. Rosas-Casals, S. Valverde, and R.V. Solé, “Topo-
logical vulnerability of the european power grid under
errors and attacks,” International Journal of Bifurcation
and Chaos, vol. 17, no. 07, pp. 2465-2475, 2007.

U.L Islambekov, A.K. Dey, Y.R. Gel, and H.V. Poor,
“Role of local geometry in robustness of power grid net-

works,” in Global Conference on Signal and Informa-
tion Processing (GlobalSIP), 2018 IEEE, 2018.

A. K. Dey, Y. R. Gel, and H. V. Poor, “Motif-based
analysis of power grid robustness under attacks,” in
2017 IEEE Global Conference on Signal and Informa-
tion Processing, 2017, pp. 1015-1019.

P. J. Menck, J. Heitzig, J. Kurths, and H. J. Schellnhu-
ber, “How dead ends undermine power grid stability,”
Nature Communications, vol. 5, pp. 3969, 2014.

P. Schultz, J. Heitzig, and J. Kurths, “Detours around
basin stability in power networks,” New Journal of
Physics, vol. 16, no. 12, pp. 125001, 2014.

284

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

(21]

[22]

(23]

[24]

[25]

[26]

[27]

N. Otter, M. A. Porter, U. Tillmann, P. Grindrod, and
H. A. Harrington, “A roadmap for the computation of
persistent homology,” EPJ Data Science, vol. 6, no. 1,
2017.

A. Patania, F. Vaccarino, and G. Petri, “Topological
analysis of data,” EPJ Data Science, vol. 6, no. 7, 2017.

H. Edelsbrunner and D. Morozov, “Persistent homol-
ogy: Theory and practice,” Tech. Rep., Lawrence
Berkeley National Lab.(LBNL), Berkeley, CA (United
States), 2012.

G. Carlsson, “Topology and data,” Bulletin of the Amer-
ican Mathematical Society, vol. 46, no. 2, 2009.

H. Edelsbrunner and J. Harer, Persistent homology — A
survey, vol. 453, 2008.

D.A. Johannsen and D. J. Marchette, “Betti numbers of
graphs with an application to anomaly detection,” Sta-
tistical Analysis and Data Mining, vol. 5, pp. 235-242,
2012.

A. Zomorodian, “Fast construction of the vietoris-rips
complex,” Computers and Graphics, vol. 34, no. 3, pp.
263-271, 2010.

M. Kerber, D. Morozov, and A. Nigmetov, “Geometry
helps to compare persistence diagrams,” in Proceedings
of the 18th Workshop on Algorithm Engineering and Ex-
periments (ALENEX), 2016, pp. 103-112.

C.J.A. Delfinado and H. Edelsbrunner, “An incremental
algorithm for betti numbers of simplicial complexes on
the 3-sphere,” Computer Aided Geometric Design, vol.
12, no. 7, pp. 771-784, 1995.

R. Ghrist, “Barcodes: The persistent topology of data,”
Bull. Amer. Math. Soc, vol. 45, no. 1, pp. 61-75, 2008.

A. K. Dey, Y. R. Gel, and H. V. Poor, “Motif-based
analysis of power grid robustness under attacks,” arXiv
preprint, 2017.

L. Wasserman, “Topological data analysis,” Annual Re-
view of Statistics and its Application, vol. 5, no. 1, pp.
501-532, 2018.

A. B. Birchfield, T. Xu, K. M. Gegner, K. S. Shetye,
and T. J. Overbye, “Grid structural characteristics as
validation criteria for synthetic networks,” IEEE Trans.
Power Syst., vol. 32, no. 4, pp. 3258-3265, 2017.

H. Saadat, Power system analysis, Third edition, PSA
Publishing, 2010.

A. J. Wood and B. F. Wollenberg, Power generation,
Operation, and Control, John Wiley & Sons, 2012.



