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O ver four summer days in 
2017, cybersecurity students 

at the University of Maryland, Bal-
timore County (UMBC) analyzed 
the security of a targeted portion 
of the UMBC campus network, 
discovering numerous flaws, creat-
ing proof-of-concept exploits, and 
providing practical recommenda-
tions for mitigation. We report on 
this novel summer research study; 
its technical findings; and takeaways 
for students, educators, and Infor-
mation Technology Departments.

UMBC, a National Center of 
Academic Excellence in Cyberde-
fense Education and Research, is a 
midsize public university offering 
undergraduate and graduate tracks 
in cybersecurity leading to B.S., 
M.S., and Ph.D. degrees in computer 
science, computer engineering, 

and information systems and the 
master of professional studies degree 
in cybersecurity. UMBC is also a 
Cybercorps: Scholarship for Service 
(SFS) school, where students are 
supported for up to three years on 
the condition that, after graduation, 
they will work for federal, state, local, 
or tribal governments one year for 
each year of support.

In the fall of 2016, with support 
from the National Science Founda-
tion, UMBC was one of 10 schools 
that pioneered a new strategy for 
recruiting talented cybersecurity 
professionals for government ser-
vice: the university extended SFS 
scholarships to nearby partnering 
community colleges (CCs). To 
integrate the new CC students into 
the existing SFS cohort through a 
collaborative activity, Alan T. Sher-
man, UMBC professor and director 
of UMBC’s Center for Informa-
tion Security and Assurance (and 

one of the authors of this article), 
organized a four-day SFS summer 
research study at UMBC in the 
summer of 2017. Prof. Sherman 
also invited professors, research-
ers, UMBC graduate students, and 
National Security Agency (NSA) 
personnel to interact with the stu-
dents as technical experts.

Ever yone worked as a team 
on the same challenge: to ana-
lyze the network administration 
system’s (NetAdmin’s) web front 
end enabling modifications to the 
UMBC campus firewall. In support 
of the project, UMBC’s Division 
of IT (DoIT) provided partici-
pants with all relevant source code 
and a functional copy of the envi-
ronment for testing. At the end of 
each day, DoIT staff, including the 
primary NetAdmin author, met 
with the students. At the conclu-
sion of the project, the student 
team identified several critical 
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vulnerabilities, devised exploits, 
and presented their findings and 
recommendations to DoIT.

This type of activity 
should be beneficial for 
any group of students. 
Our hope is that educa-
tors, IT Departments, 
and students at any insti-
tution may learn from our 
shared experiences in col-
laborative and real-world 
project-based learning (PBL) (see 
“Project-Based Learning”). Partner-
ing with a real IT Department has 
many benefits: the study inspired 
students and enhanced students’ 
skills, students and educators appre-
ciated the authentic case study, DoIT 
re  ceived free security consulting, 
and the UMBC community gained 
improved security.5

The SFS Summer  
Study at UMBC
A hands-on study was appealing 
because it enabled collaboration, 

problem solving, and independent 
thinking in addressing an impor-
tant, practical, rich, and challenging 

 problem. We sought a problem that 
was complex but tractable. We also 
sought a project that, if successful, 
would benefit the UMBC community. 
Focusing on UMBC’s home-grown 
NetAdmin had many attractive prop-
erties: NetAdmin’s source code was 
available; DoIT could answer ques-
tions and provide information; and, 
since NetAdmin had never under-
gone a security evaluation, it seemed 
likely to have vulnerabilities.

The in-person participants com-
prised six CC transfer students, 
three UMBC undergraduates, and 

one Ph.D. student. All students had 
at least a basic grounding in cyber-
security. Some students had much 

more expertise. Each 
participant signed a non-
disclosure agreement 
(NDA) with DoIT.

The study took place 
from 9 a.m. to 5 p.m., 
Tuesday through Fri-
day, in a large room with 
tables, a whiteboard, and 

a projector. Using a PBL approach,2 
we presented the challenge and 
challenge-related goals to the students 
and instructed them to formulate a 
strategy that would achieve the proj-
ect’s goals, while supporting sustained 
inquiry and reflection. Students orga-
nized themselves into teams, with 
each team exploring some aspect 
of the problem. For example, teams 
explored the network topology, the 
software environment, architectural 
issues, source code, and known soft-
ware vulnerabilities. More experi-
enced students emerged as leaders.

Our task was to analyze the security of 
NetAdmin and the network architecture 
and to make recommendations to DoIT.

Project-Based Learning

P roject-based learning (PBL) is an instructional approach in which small groups of students engage in authen-

tic tasks and learn as they attempt to solve relevant problems. Students ask and revise questions, debate 

ideas, generate predictions, experiment, collect data, draw conclusions, communicate ideas and findings, refine 

approaches, and create products.2

PBL holds great promise in cybersecurity because there is a proliferation of complex challenges to engage 

students, sustain their interest, and direct their learning as they develop diverse approaches to solving real-world 

problems. In PBL, students are focused on tasks; they can try out a variety of solutions and receive timely feed-

back on their approaches. They engage in collaboration and reflection that deepens their learning and enhances 

the transferability of skills.

There are many examples of PBL in cybersecurity (e.g., the New Jersey Institute of Technology’s Cyber-Real 

World Connections Summer CampS1 and Conklin and White’s graduate course,S2 which includes some elements 

similar to our study). We encourage the creation of more scholarly articles on this subject. We are strong believers 

in the value of PBL, as evidenced by our participation in the INSuRE Project.S3
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Two UMBC professors and 
two NSA experts visited each day 
to answer technical questions. Late 
each afternoon, representatives from 
DoIT, including the primary NetAd-
min script author, joined the group 
for a discussion. Students unable to 
attend in person joined a student-led 
one-hour evening chat session via 
Google Hangouts.

The Problem
The UMBC network has 10,000 
users; more than 15,000 devices 
connect to the network daily. That 
makes defending the 
UMBC network a daunt-
ing challenge. One part 
of the defense is a firewall 
between the Internet and 
the UMBC network. All 
campus traffic must pass 
through this firewall. 
One of UMBC’s inter-
nal subnets is for computers used 
in research projects. Users on these 
computers often need to connect 
to and from the Internet on vari-
ous ports. This requires permission 
to enable data to pass through the 
firewall. DoIT originally processed 
firewall exceptions manually, which 
was time-consuming and error 
prone. NetAdmin, launched in 2006, 
facilitates exceptions to UMBC’s 
default-deny firewall policy. Our 

task was to analyze the security of 
NetAdmin and the network architec-
ture and to make recommendations 
to DoIT.

NetAdmin allows faculty and 
staff who are authenticated through 
the myUMBC single sign-on 
(SSO) system to create firewall 
exceptions for their machines on 
the research subnet. As shown in 
Figure 1, NetAdmin sits behind 
the UMBC firewall, so it can be 
accessed only from the campus net-
work or by virtual private network 
(VPN) users.

User groups, including faculty, 
staff, and superusers, are defined in a 
file in NetAdmin’s application direc-
tory. Superusers may view, modify, 
or create any rule for any Internet 
Protocol address on the UMBC 
network (not only on the research 
subnet). Faculty and staff may cre-
ate, modify, or delete rules for cer-
tain common ports [e.g., Secure 
Shell (22), HTTP (80)] associated 
with research subnet addresses they 

“own.” Rules violating these restric-
tions must be submitted out of band 
to DoIT for special consideration. 
Since machine owners could mod-
ify only rules affecting their own 
machines, DoIT reasoned that Net-
Admin introduced little risk.

Written in PHP 5.1.6 and resid-
ing on a dedicated Linux server 
running Apache 2.2.3, NetAdmin 
receives firewall rules from client 
browsers and applies those rules to 
UMBC’s firewall through applica-
tion programming interface (API) 
calls. To authenticate the rules to 

the f irewall, NetAd-
min includes a 360-bit 
symmetric API key file 
stored in the application 
directory of the NetAd-
min server. This file is 
neither digitally signed 
nor integrity protected. 
In case of failures and 

restarts, NetAdmin stores rules and 
logs in local unstructured files. Each 
rule is described by one record, 
which is delimited by a newline. 
Pipe characters delimit fields.

For more than a decade, NetAd-
min ran untouched and worked well, 
with no detected compromises. No 
one, however, had ever subjected 
NetAdmin to a thorough secu-
rity evaluation. In planning discus-
sions, DoIT suggested analyzing 

Internet

UMBC

Firewall

Campus Network

NetAdmin
Research Subnet

Client

Figure 1. An illustration showing the architecture of the UMBC network, including the NetAdmin tool, which is accessible 

to machines on the research subnet.

The adversary’s main goal was to 
make unauthorized changes to the 
UMBC firewall without detection.
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NetAdmin in the same way that a 
penetration testing team might. 
Students were encouraged to follow 
whatever approach they thought 
best and were given access to 
DoIT staff , who provided appro-
priate information as requested.

Our adversarial model was an out-
sider with compromised faculty or 
staff credentials or a malicious fac-
ulty or staff insider on the research 
subnet with the knowledge, skills, 
and resources of an excellent com-
puter science graduate student. 
The adversary’s main goal was to 
make unauthorized changes to the 
UMBC firewall without detection. 
The group analyzed NetAdmin in 
its operational context, including 
whether cryptography was being 
properly used, but did not consider 
attacks on the cryptography itself, 
the servers’ physical security, social 
engineering of DoIT staff, or recov-
ery after disaster or compromise.

Vulnerabilities, Attacks, 
and Risks
At the start of our four-day study, the 
student-led team of 10 individuals 
focused on  identifying risks, poten-
tial vulnerabilities, and related attacks, 
many of which were 
extremely serious. NetAd-
min ran on an unpatched, 
out-of-date, and unsup-
ported operating system 
(OS), Linux 2.6.18, which 
has at least 463 vulner-
abilities (https://www 
.cvedetails.com).  Violating 
the principle of least privi-
lege,1 the firewall API key used by Net-
Admin permitted arbitrary changes to 
the campus firewall (not just to the 
research subnet). Compromise of 
the NetAdmin server would there-
fore be very severe. An attacker could 
issue arbitrary firewall rules affecting 
the entire campus; modify log files, 
rules, and user groups; and exfiltrate 
the firewall API key, all of which are 
stored as unencrypted text without 
integrity protection.

Students found some of the 
most common software security 
errors.3 NetAdmin did not ade-
quately validate or sanitize inputs. 
For example, NetAdmin permitted 
firewall rules to include text descrip-
tions but did not strip HTML or 
JavaScript. This made it possible for 
someone to conduct code injection 
attacks,4 which could victimize users 

and administrators through their 
browsers. JavaScript payloads could 
submit rules to NetAdmin in the 
background. The malicious code 
could execute arbitrary commands 
on the NetAdmin server. The 
malicious code could, for example, 
initiate commands to exfiltrate the 
firewall API key.

Similarly, NetAdmin did not 
validate the length of rule descrip-
tions, which meant that the system 

could be vulnerable to possible 
record-overflow attacks and/
or denial-of-service attacks. In 
particular, NetAdmin’s use of 
the PHP command fgetcsv() as -
sumed (without verifying) that 
each record was at most 999 bytes. 
As shown in Figure 2, if a user (or 
adversary) entered a rule longer 
than 999 bytes, the additional bytes 

would be accepted as a 
new and valid record.

Communication bet -
ween users and NetAd-
min was unencrypted 
HTTP without integ-
rity protection, allow-
ing an adversary to read 
and modify all traf-
fic. By modifying data 

sent to NetAdmin, an adversary 
could set firewall rules enabling 
unauthorized access to the user’s 
machines or launch an injection 
or record-overflow attack. Also, 
while NetAdmin authenticated the 
firewall using a self-signed certifi-
cate, the firewall did not authenti-
cate NetAdmin; it required only 
that requests contain the API key. 
Additionally, since the firewall’s 
key was self-signed, compromise of 

Figure 2. A screenshot of the NetAdmin web interface with record overflow.

While DoIT was not aware of any attack 
involving NetAdmin, the potential 

attacks listed were feasible and could 
be executed by skilled students.
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UMBC’s signing key could enable 
an adversary to forge certificates 
and impersonate the firewall.

Other risks were exposed. For 
example, UMBC’s one-firewall 
design provided no architectural 
protection. NetAdmin was acces-
sible via the campus VPN, facilitat-
ing remote attacks. If an adversary 
could hijack a user’s SSO session, 
that adversar y could masquer-
ade as that user to NetAdmin.

While DoIT was not aware of 
any attack involving NetAdmin, the 
potential attacks listed were feasible 
and could be executed by skilled stu-
dents. As proof of concept, students 
implemented record-overflow and 
injection attacks.5

Recommendations
After identifying attacks, the stu-
dents recommended a number of 
mitigations: the NetAdmin soft-
ware, including the OS and all sup-
porting software, should be kept 
current with security patches to mit-
igate off-the-shelf exploits; all input 
should be sanitized and validated on 
the server side; HTML, Javascript, 
and special characters (e.g., pipe) 
should be prohibited in rules; and 
size limits should be enforced to 
stop overflow attacks.

Also, NetAdmin should use dif-
ferent API keys for superusers and 

faculty, with the latter affecting 
only the research subnet. API key 
establishment and storage might 
be improved by encrypting the API 
keys and keeping digests for integ-
rity checking. The digests could be 
kept offline for periodic manual 
integrity checks, but the plaintext 
API keys are actively needed by 
the server during operation; keep-
ing the encrypted API keys and 
digests locally would have limited 
value given that there is no secure 
place on the NetAdmin server to 
store them. As mentioned, com-
promise of the NetAdmin server 
would be catastrophic; in this 
case, the keys would be revealed. 
There is no perfect solution for the 
key-storage issue.

Figure 3 shows a two-firewall 
approach with better segmentation, 
where the research subnet firewall 
and the main campus firewall use sep-
arate keys. Regardless, communica-
tions between the NetAdmin server 
and users should use end-to-end 
encryption with authentication and 
integrity protection, and the firewall 
and NetAdmin should authenticate 
each other using certificates signed 
by a certificate authority.

Using a direct, physical con-
nection between NetAdmin and 
the proposed research subnet 
firewall would improve physical 

security. Segmenting NetAdmin 
into a web front end, for validating 
and sanitizing input, and a back 
end, for performing additional 
validation and for communicat-
ing with the firewall, would add 
defense in depth. These services 
should run under separate accounts 
and be restricted in other ways 
(e.g., no unnecessary software or 
communication with unneces-
sary hosts). Disallowing con-
nections from the campus VPN 
would reduce the potential for 
remote attacks, though it would 
be difficult to prevent an adver-
sary from logging into NetAdmin 
after establishing a VPN connec-
tion to another campus machine. 
Performing periodic internal and 
external audits of NetAdmin’s 
software and firewall rules would 
help sustain security.

Takeaways
We hope that educators, IT depart-
ments, and cybersecurity program 
managers can benefit from our 
experience.

Educators and Study 
Organizers
Overall, the study went very smooth-
 ly, and PBL sustained inquiry 
and critical thinking. Most stu-
dents quickly became absorbed in 
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Figure 3. An illustration showing the recommended architecture to provide compartmentalized defense. This design 

restricts failure of the research subnet firewall to the research subnet.
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the project and were productive, 
although some students could have 
benefited from some prior prepara-
tion. Engagement level varied, but 
everyone made contributions. A few 
students were somewhat uncom-
fortable with the undirect  ed and 
open-ended model. However, in a 
follow-up survey, 100% of participants 
reported that the project increased 
their cybersecurity knowledge and 
skills (86% strongly agreed and 
14% agreed). Participants identi-
fied the following elements as valu-
able: teamwork, hands-on nature of 
the task, real-world challenge, critical 
thinking, and problem solving. All par-
ticipants reported that they would rec-
ommend the summer study project to 
other cybersecurity students.

Having a virtual copy of the pro-
duction system for experimentation 
was extremely valuable as was having 
access to the original developer. Pos-
ing questions to DoIT in a Google 
Doc and receiving answers through-
out the day was effective and helpful 
as was having local security experts 
available for consultation. In-person 
discussions were facilitated by a 
video projector, whiteboard, and 
students’ personal devices. We rec-
ommend having numerous power 
strips available. Evening chat sessions 
allowed remote students to partici-
pate. Chat worked better than video 
because it provided a written record 
and facilitated asynchronous use. 
Summer internships can create sched-
uling conflicts; we now hold the study 
during the January intersession.

IT Departments
IT departments often run obsolete 
and unpatched systems because 
they know that updates will take 
valuable staff time and might break 
the system, requiring even more 
staff time to fix. Our study, however, 
demonstrates that keeping software 
systems up to date is not optional. 
We also exposed and exploited 
numerous common vulnerabilities 
and suggested improvements. IT 

departments elsewhere could ben-
efit from similar analysis.

We were fortunate to enjoy re -
markably strong support and cooper-
ation from DoIT, and we commend 
members of the department for their 
constructive attitude. Teams at 
other schools, however, might face 
a defensive administration that fears 
embarrassment or is unwilling to 
trust students. We believe that care-
ful selection of participants and the 
use of NDAs should reassure admin-
istrators that students in the project 
can be trusted. Our hope is that, by 
welcoming and encouraging analy-
sis of their systems, other IT depart-
ments and student teams can learn 
while enhancing the security of 
their communities.

Cybersecurity Program 
Managers
Extending scholarships to CC stu-
dents has thus far has worked well. 
In recruiting CC students for our 
SFS program, we focus primarily 
on those pursuing associate degrees 
because they are more prepared to 
transfer to four-year schools, even 
though some associate of applied 
science programs include more 
cybersecurity coursework. While 
there is an opportunity cost in that 
a scholarship awarded to a CC stu-
dent is not awarded to a student at 
UMBC, we are attracting highly 
qualified CC students, and the 
scholarship is a life-changing oppor-
tunity for some students, especially 
those from modest backgrounds. 
Our current approach is to support 
two CC graduates per year.

O ur study engaged and moti-
vated students, as evidenced 

by their findings and our survey 
results. We also demonstrated that 
there are highly capable students at 
CCs who can contribute to cyber-
security. While we integrated this 
study into the SFS program at 
UMBC, we feel this type of activity 

could be integrated into nearly any 
kind of cybersecurity program. 
Partnering qualified students with 
IT Departments can reap benefits 
for everyone: students gain excit-
ing, concrete, hands-on collabora-
tive experiences; educators are given 
rich and realistic case studies sup-
porting project-based learning; and 
IT Departments receive free cyber-
security consultations. DoIT hired 
several of the participants to join its 
security team. We look forward to 
conducting similar studies each year 
and hope that other schools can also 
benefit from similar collaborations. 
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