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ABSTRACT 
Prior studies have already predicted that enforcement of IP 
on the additive manufacturing industry will not be 
successful due to the widespread use of file-sharing 
technologies, similar to the entertainment and music 
industry. This paper discusses the capabilities of Blockchain 
technology for protecting IP in the design and 
manufacturing area. A conceptual framework for a digital 
platform is defined in this paper and further, a survey study 
of engineering design and manufacturing students has been 
conducted to identify the main motivation behind developing 
these platforms and the types of features that should be 
included in Blockchain-based IP platforms for asset 
protection, particularly for product design. In addition, 
respondents provided their opinions about the type of 
industry that might be affected more by the threat of 
counterfeiting products and the role of Blockchain-based IP 
systems on the growth and development of innovation.  
 
Keywords: Blockchain, Intellectual Property, Design 
Blueprints, Additive Manufacturing 
 
1.  INTRODUCTION 
The decentralized nature of additive manufacturing (AM) 
provides flexibility in the manufacturing process. However, 
a major issue related to the products made using AM is the 

protection of IP rights. AM possess a unique type of 
decentralized piracy where counterfeit goods can be 
produced easily. The 3D printer owners may buy licensed 
designs for 3D printing but there are chances that owners 
will print products protected by IP rights without obtaining 
the necessary rights [1]. Kietzmann et al. [2] discussed how 
additive manufacturing possess a challenge in stopping 
violation of IP rights. They discussed how an original object 
can be scanned and printed and the scan can be circulated 
for others to be used for printing. Yampolskiy et al.  [3] 

examined how outsourcing AM production leads to issues 
with protecting IP rights and proposed an IP protection 
model for outsourcing AM printing. Kurfess et al. [4] 
provided a detailed discussion about the IP issues that are 
related to AM. They discussed how the digital files can be 
easily transmitted and modified raisings serious IP issues 
which the current US patent system may not be able to 
resolve appropriately. The study on intellectual property 
conducted by Mendis et al. [5] found that 65 % of the design 
files uploaded online did not have any licensing scheme 
associated with it and thus they do not have any IP rights 
associated with them. Cloud manufacturing environment 
also faces challenges related to IP protection. Lu et al. [6] 
proposed strategies to prevent IP leakage from the cloud 
environment and mentioned that in such an environment the 
best way to protect IP rights is to share as minimum 
information as possible. Thus, it can be seen that advanced 
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where the manufacturing environments are established, 
especially in developing countries [10]. 

The concept of global manufacturing has been developed 
significantly in recent years due to the reduction in 
transportation and communication cost resulting in 
transnational production networks. This created an 
opportunity for the developing nations to be a part of the 
production chain, where instead of producing the entire 
product they can produce certain parts in the production 
process [11]. Asian markets have played a key role in the 
development of global manufacturing in recent years which 
has led manufacturers to make the products near the end user 
location resulting in a decrease of manufacturing and 
logistics cost. In addition, research and development in 
global manufacturing resulted in new product development 
keeping the customer in mind and developing mass 
customized products [12]. Global manufacturing can be 
supported by additive manufacturing which can crater to 
customized on-demand production resulting in cheaper 
products for consumers by utilizing limited resources [13]. 
The high expense of obsolescence cost of parts in the 
inventory makes AM a better candidate for on-demand 
production [14]. Peres et al. [15] in their work discussed 
how AM can support the spare part demand and would limit 
the number of parts stored for future use. Reeves [16] 
discussed four business which did not have the concept of 
inventory, eliminating the need for warehouse and 
distribution. Instead, it produced goods on demand in-house 
or at third-party sites and shipped directly to the customer. 

Digital manufacturing is a rapidly growing technology 
which can reduce product development time and cost. In 
addition, it can help improve product quality and respond to 
market changes [17]. Digital manufacturing enables the 
production process directly without the need for process 
planning and can be used for directly making final products 
needed by a consumer [18]. Digital manufacturing can also 
play an important role in advanced engineering concepts 
like hybrid reconfigurable systems. Andrisano et al. [19] 
proposed a method to optimize and design a hybrid 
reconfigurable system by using virtual prototyping. AM is 
considered as a key digital manufacturing technique and has 
undergone significant development in recent years [20].   

With the advancement and integration of the internet into 
the day to day life, everything including design and 
manufacturing is moving towards being digital. As 
discussed above the future manufacturing systems will have 
three unique features. There are high chances that these 
systems will be more dependent on the internet compared to 
present day systems as a result of which there can be serious 
issues related to IP rights. This is where the Blockchain 
concept discussed in the next section can play an important 
role in protecting IP rights.  

 

2.2. Blockchain concept 
Blockchains are known as decentralized and distributed 
ledgers compared to the traditionally centralized ledgers that 
often were used by enterprises to keep the record of their 
data and information. The history of Blockchain goes back 
to a white paper released in Oct 2008 by an anonymous 
person or group of people named Satoshi Nakamoto. In this 
white paper, Nakamoto described a concept for transferring 
money from one person to another on a peer-to-peer 
network without the need for a financial institution. This 
was an innovation in the financial industry since it was for 
decades that people were trying to solve a problem known 
as “double spend” problem. In the white paper, Nakamoto 
described how sharing information on a peer-to-peer 
network using a decentralized ledger and the concept of a 
smart contract could solve the double spend problem 
without the need for an intermediary or third party such as 
banks, government or other authorization organizations. In 
fact, financial transactions could be verified by a group of 
users on the network known as miners instead of third party 
financial institutions [21][22]. This was the concept behind 
Bitcoin as the first digital currency. Later on, the proposed 
concept by Nakamoto has been applied in the financial 
market and various cryptocurrencies were released to the 
market.  

Most recently, Blockchain which was initially the 
technology behind digital money has found its way to 
different industries and these days, various applications 
have been identified for it. For example, Blockchain can be 
widely used in logistics and transportation for tracking 
shipment containers [23], can be used for identifying 
counterfeit products and reduction of fraud, can be used for 
trading energy in smart grids on peer-to-peer networks [24]–
[26], can be used for real estate industry for facilitating the 
purchase and selling process [27], can be used in healthcare 
industry for tracking patient and data security [28], and can 
be used in governmental sectors for more secure voting 
process [29].  

Blockchain is in its infancy, but it is recognized by some 
parties as a General Purpose Technology (GPT) since it has 
the features of GPTs. Examples of GPTs include the steam 
engine, electricity and the internet in which any 
advancement in these technologies would benefit multiple 
industries and their benefits are extracted over time and are 
not limited to just one industry [30]. In this study, we would 
like to discuss how the IP issues arise from the life-sharing 
features of the internet as one GPT can be solved by 
employing the capabilities of Blockchain.  

The current work is exploratory in nature and serves as an 
introduction to using Blockchain technology for IP 
protection. It identifies and discusses three main features of 
Blockchain technology that can be applied to IP protection 
for additive manufacturing. To understand the technology 
and how it will suit the needs of future designers a survey 
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was conducted. The respondents to the survey were part of 
two design and manufacturing classes which ensured that 
they had some exposure to IP issues in design. In addition, 
they were given exposure to Blockchain technology through 
class lectures to make sure they had familiarity with the 
topic. While students are not a representative sample of all 
users of the future Blockchain platforms, as the young 
generation they might have already been aware of the IP 
issues through the entertainment and music industry.   

The idea for the IP Blockchain is to develop a private 
permissioned Blockchain platform using certain types of 
consensus algorithms. It would not be a public Blockchain 
platform as is used in the cryptocurrency market. For 
example, the verification step is not the same as the mining 
process on digital money platforms such as Bitcoin and 
Ethereum based on proof-of-work or proof-of-stake. 
Therefore, the permissioned Blockchain platforms will not 
have the scalability, energy consumption, and 
computational challenges of public Blockchain in the 
financial industry. The main feature of interest in the 
proposed platform is the concept of public ledger (shared 
information system) which will be shared among different 
users of the platform, in contrast to crypto Blockchain 
platforms in which the main purpose is to limit the use of 
third-party intermediaries and instead use users of the 
network as verifiers of the financial transactions (i.e. 
miners). Such systems can be designed for improving 
scalability implementing ideas by Vukolic [31]. 

 

3. THE PROPOSED BLOCKCHAIN-BASED IP 
PLATFORM 
In this study, we particularly are interested in the capabilities 
of Blockchain for solving IP challenges in the product 
design and manufacturing area. Inspired by the application 
of the Blockchain in the entertainment industry, specifically 
the music industry, we will discuss the elements of a digital 
platform built based on Blockchain for keep tracking of the 
use of product design blueprints.   

Blockchain has offered many capabilities, among them we 
would like to focus on the following three features: 

1) Reducing the cost of verification and the cost of 
networking 

2) Asset tracking to facilitate monitoring the usage of 
design blueprints 

3) Providing fair compensation for different users on 
the network. 

The proposed Blockchain platform for protecting patents 
and design blueprints requires defining three main elements 
as shown in Figure 3.  

 
Figure 3: Three main elements for defining a digital 

Blockchain platform for IP 
These three elements are the major questions that should be 
investigated to develop a Blockchain platform for protecting 
the right of creators of any contents (e.g. design, patents, 
invention, art). These elements include: (1) design 
specialized tokens to reward users behaviors, (2) determine 
terms to include into the smart contracts, and (3) determine 
the amount of fee and incentives offered to users on the 
peer-to-peer network.  

3.1. Design specialized tokens to reward users 
behaviors 
The concept of Initial Coin Offering (ICO) or token sale has 
been widely used in the industry by startups and enterprises 
for crowdfunding the development of Blockchain platforms. 
The developers of digital Blockchain platforms use ICO for 
financing the development cost of Blockchain platforms 
with preselling the access to future products and services 
offered on platforms. Although ventures do not give any 
promise about the future value of the tokens, tokens 
potentially perform as a medium of exchange (payment 
mechanism) on Blockchain platforms and the token owners 
will be able to access the services offered on the platform 
easier and faster.  

If we consider a digital platform for protecting the right of 
content creators, we need to define a utility token that can 
perform as local money or medium of exchange on the 
platform. The question arises as if digital currencies and 
cryptocurrencies could be used instead of utility tokens. 
Cryptocurrencies can be used as well, but crypto is very 
volatile and it may not perform well as a stable medium of 
exchange, at least as of now (see Figure 4 as one example).  
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Figure 4: Time series of Bitcoin price as of Feb 2019 

3.2. Smart contracts and their capabilities for IP 
Management 
Significant benefits have been discussed in the literature for 
smart contracts ranging from privacy and no need of an 
intermediary to self-enforcement and trust. In the previous 
section, we have described the main reason why designers 
should employ Blockchain digital platforms for their 
activities. Smart contracts enable designers to decentralize 
their services in order to improve privacy and gain economic 
incentives resulted from their work. Having the capability 
of copying a design blueprint poses undesirable risks to 
designers, risks such as data privacy, authenticity, and no 
control over their properties.  

To design Blockchain system for awarding acceptable asset 
usage behavior, startup, designers and companies should be 
ready to answer questions such as what behaviors to 
incentivize, how much to charge certain users, and what to 
include in smart contracts. Logically, the course of actions 
taken by users on the platform not only should be legal 
behavior but also should benefit the economic aspects of the 
business and designers. However, it is critical to address any 
misalignment between the business objectives of 
Blockchain platforms and the final conflicting IP issues. For 
examples, some of the terms and conditions included in the 
smart contracts might be time-stamped to encourage certain 
collaboration and innovation opportunities between 
different enterprises and groups of users.  

Overall, Blockchain platforms offer some helpful 
capabilities for asset management [32]. These capabilities 
have been redrafted for the case of asset management as 
follows: 

1) Anonymity: platform participants (e.g. buyer and 
sellers of design blueprints) can be completely 
anonymous while the asset is transferred from one 
agent to another given that the buying agent is capable 
of paying for the asset. The sellers do not need to know 
the identity of the buyers.  

2) The asset is transferred based on the ways defined by 
owners of assets and other parties involved in the 
transactions of the asset.  

3) There is no need for an intermediary, so no central 
entity is needed in such a decentralized system. The 
smart contract will be hosted on the network rather than 
a third party organization. In this case, the verification 
cost is extremely low.  

4) There is a consensus between different parties on the 
flow of asset from one party to another and the trust 
model is understandable.  

5) Self-enforcement: contracts are self-executed, self-
managed, and self-performed.  

6) The anonymous communication and transaction: all 
transaction and communications developed on digital 
platforms are anonymous.  

7) Reward system: each node on the network is rewarded 
based on the set of activities carried out by the node.  

8) Operations cannot interfere with each other.  
9) Assets, transactions, and information recorded can 

never be deleted, cannot be changed and are 
permanently stored on a Blockchain.  

Currently, different agreements exist for protecting 
intellectual properties. However, these agreements are very 
broad and are not intended to cover the financial benefits of 
asset owners. Table 1 provides an overview of two types of 
IPs and their corresponding international agreements. 

Table 1: Types of IPs and agreements for protecting them 
(adapted from [33]) 

Types of 
IP 

Instruments 
of Protection 

International 
Agreements 

Intellectual 
Property 

Patents  
Utility 
models 

Paris Convention 
Patent Cooperation Treaty 
Budapest Treaty 
Strasbourg Agreement 
TRIPS (between members 
of WTO) 

 Industrial 
Designs 

Hague Agreement 
Locarno Agreement 
TRIPS 

 Trademarks Madrid Agreement 
Nice Agreement 
Vienna Agreement 

 Geographical 
Indications 

Lisbon Agreement 
TRIPS 

Trade 
Secretes 

Laws against 
unfair 
competitions 

TRIPS 

 

The proposed platform in this paper is a digital platform that 
connects designers through a decentralized verifiable 
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system, promoting designer-led fair operating activities. 
The agreements incorporated in such systems are coming 
from different stakeholders and users of the 
network/system. Figure 5 shows the proposed concept 
where a designer establishes a smart contract 
interconnecting the CAD file, the license to use the file and 
the payment wallet on a Blockchain platform. Different 
entities who want to use the CAD file makes a request to use 
the file and are advised to make a payment to the designer 
using the wallet. Once payment has been deposited to the 
wallet, it will trigger the smart contract to activate the 
license for the file and thus can be used by the licensed 
entity. Each entity will provide different compensation 
based on their status. For example, a student can use the 
design for free. A university will need to pay a minimum fee 
whereas the design will be most expensive for a 
multinational company.  

 
Figure 5: Putting a smart contract around the design asset 

on the Blockchain for fair compensation system (Note: 
Some of the icons in the image are adapted from the internet) 

4. QUESTIONNAIRE  
In this section, we would like to highlight the capabilities of 
Blockchain for IP asset management and the types of 
features that should be included in the smart contracts for 
design blueprints. To identify the features, we have 
conducted a survey study of students who have been 
exposed to a training session on Blockchain technology and 
its implications. The survey was available to more than 150 
students in two design and manufacturing courses. The 
purpose of the survey was to seek opinions of students as 
future designers as well as future customers of design 
blueprints about the main motivation behind developing 
these platforms and the types of features that should be 
included in Blockchain-based IP platforms, particularly for 
product design. Total of 80 students have participated in the 
survey.  

Seven main questions have been included in the survey. The 
purpose of two of the questions was to identify what 

capabilities of Blockchain are of interest to designers and 
why they might like to put a smart contract around their 
design assets and put them on the Blockchain. Another 
question was intended to identify which industry (i.e. 
subtractive manufacturing vs additive manufacturing) is 
more affected by the threat of fraud and counterfeiting 
products.  

In addition, one question was included to capture 
respondents’ opinions about the impact of putting 
Blockchain-based IP on the growth and development of the 
innovation. The purpose was to identify whether limiting the 
file-sharing that is currently available due to the capability 
of the internet will limit the growth of innovation in society 
or not. Moreover, a question was included to capture the 
opinion of respondents about using similar e-commerce 
website for selling assets and design blueprints. Finally, two 
questions were added to measure respondents’ level of 
knowledge about Blockchain and IP issue in the design. We 
should note that students participating in the survey have 
already received a training session on the concept of 
Blockchain.  

The questions and the results obtained are as follows. The 
percentage represents the response submitted for that 
option.   

Q1. Suppose that a company is developing a digital platform 
based on Blockchain (distributed public ledger) for 
protecting their Intellectual Property Asset (e.g. patents, 
industrial design, trademarks, trade secrets). Which of the 
following features are more important to consider when 
designing their platform? 

1) The platform should involve all parties and 
industry stakeholders. (15%) 

2) The platform should ensure all involved parties 
are acknowledged and paid according to their 
efforts and engagement. (41.3%) 

3) The smart contract (agreement between different 
parties) behind the system should cover all 
ethical, commercial, and technical standards. 
(53.8%) 

 
Figure 6: The important features of the IP Blockchain 

platforms. 
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Q2. Which of the following industry might be affected more 
by the threat of counterfeiting? 

1) Traditional manufacturing/subtractive 
manufacturing (22.5%) 

2) Additive Manufacturing (32.5%) 
3) No difference. Both industries are affected by the 

same level (45%) 

 
Figure 7: The Industry affected more by IP issues. 

Q3. Do you think that digital platforms for selling assets 
such as design blueprints and patents should be handled 
similar to e-commerce websites that sell products or would 
they need different rules and regulations in place? 

1) I think IP owners should be able to sell their assets 
similar to other products and services (35%) 

2) The sale of an asset is different from other products 
and services and they need extra regulations 
(47.5%) 

3) I have no idea (17.5%) 

 
Figure 8: Selling IP assets in comparison with product-

based e-commerce websites 

 

Q4. Suppose that you are the owner of a design blueprint 
what would be your main motivation for defining a smart 
contract around your asset and putting it on digital 
Blockchain platform? 

1) Privacy: I would like to keep my anonymity when 
my design/patent is transferred or released to the 
market. (16.3%)  

2) Fair Compensation: I would like to be paid every 
time my design/asset is used by other 
users/companies. (55%) 

3) Tracking: I am interested in tracking how many 
times and who (e.g. consumers, businesses, small 

and medium-size companies, etc.) will use my 
design blueprints. (28.7%) 

 
Figure 9: The main motivation of IP owners for using 

smart contracts and Blockchain platforms 

 

Q5. What do you think would be the impact of IP-based 
Blockchain on innovation and development growth? 

1) It would enhance the growth and development of 
innovation in the manufacturing systems. (53.8%) 

2) It would limit the growth and development of 
innovation compared to the existing file-sharing 
technologies. (13.8%) 

3) I have no idea. (32.5%) 

 
Figure 10: The impact of IP-based Blockchain on the 

growth and development of innovation 

 

Q6. How familiar are you with Blockchain technology? 
Please respond on a scale of 1-5, where 1 means not familiar 
at all and 5 is extremely familiar. 

 

1 2 3 4 5 

Not familiar 
at all 

   Extremely 
familiar 
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Figure 11: The respondents’ familiarity with Blockchain 

technology. 

Q7. How familiar are you with IP issues in the product 
design area? Please respond on a scale of 1-5, where 1 
means not familiar at all and 5 is extremely familiar. 

1 2 3 4 5 

Not familiar 
at all 

   Extremely 
familiar 

 

 
Figure 12: Respondents’ awareness of the IP issues in the 

product design area. 

The result of the survey shows that the “smart contract” 
feature is the main reason that designers might be interested 
in using Blockchain paltforms. They believe both additive 
manufacturing and traditional manufacturing are prone to be 
affected by the threat of counterfeiting products and 
blueprints. Most of the respondents believe that the sale of 
an asset is different from other products and services and 
they need extra regulations. “Fair compensation” is the main 
motivation of future designers for putting a smart contract 
around their asset and implement it on Blockchain 
platforms. More than 50% of respondents believe that the 
use of Blockchain technology for IP protection would 

increase the growth and development of innovation rather 
than limiting it.  

 

5. CONCLUSION AND FUTURE WORK 
The study introduces the concept of Blockchain and 
discusses the capabilities of this technology for protecting 
Intellectual Property in design and manufacturing area. It 
proposes a digital platform for solving the file-sharing 
capabilities offered by the interest. The study further 
discusses three main steps for designing a digital platform 
based on Blockchain technology: (1) design specialized 
utility tokens, (2) define terms to include in smart contracts, 
and (3) determine the amount of fee and incentives for each 
stakeholder accessing the platform.  

A questionnaire has been designed to capture the opinion of 
engineering design and manufacturing students about the 
capabilities of Blockchain that might be of interest to the 
design community and how the new digital platforms may 
affect the growth and development of innovation in the 
society.   

The paper can be extended in several ways. The survey can 
be extended to existing businesses or companies that 
possibly face IP issues. In addition, a more representative 
sample of all future users of the platforms should be 
included in the survey ranging from asset owners to 
platform developers, manufacturers, and third-party asset 
users. A prototype of the digital platform can be developed 
and its capabilities can be tested in practice, especially in 
existing AM cloud-based businesses. The terms and 
conditions that should be included in these digital platforms 
should be extracted based on extensive research work. 
Computationally efficient mathematical models should be 
developed to support the consensus algorithms and smart 
contracts. The verification mechanisms are needed to verify 
transactions happening on the Blockchain and certified 
users, inspectors, and vendors should collaborate to reduce 
the cost of verification and networking.  
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