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ABSTRACT
Data sharing is an integral component of research and academic
publications, allowing for independent verification of results. Re-
searchers have the ability to extend and build upon prior research
when they are able to efficiently access, validate, and verify the data
referenced in publications. Despite the well known benefits of mak-
ing research data more open, data withholding rates have remained
constant. Some disincentives to sharing research data include lack
of credit, and fear of misrepresentation of data in the absence of
context and provenance. While there are several research data shar-
ing repositories that focus on making research data available, there
are no cyberinfrastructure platforms that enable researchers to effi-
ciently validate the authenticity of datasets, track the provenance,
view the lineage of the data and verify ownership information.
In this paper, we introduce and provide an overview of the NSF
funded Open Science Chain, a cyberinfrastructure platform built
using blockchain technologies that securely stores metadata and
verification information about research data and tracks changes to
that data in an auditable manner in order to address issues related
to reproducibility and accountability in scientific research.

CCS CONCEPTS
• Information systems→ Data provenance; Integrity checking;
• Security and privacy → Cryptography; Trust frameworks.
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1 INTRODUCTION
There is a known credibility and reproducibility issue in scientific
research [2, 7–9, 11, 12, 14, 20, 21, 25] that is a direct consequence
of low research data sharing rates. The credibility of the research
findings comes into question when the results cannot be replicated
with limited available data or when data is not made available at
all. Results from a recent study [16] show that many published
Computer Science research hypothesis were not replicable within
the context of the referenced computational code. Out of the 613
articles published in 13 top-tier systems research conference pub-
lications, the study found that only 25% of the results from the
articles are replicable due to various reasons including modified
data or unavailable data. Similarly, researchers [13] have found that
almost 90% of microarray studies from a leading genetics journal
are not fully reproducible, mostly due to incomplete availability of
the data and methods.

Facilitating the future reuse of data in a secure and indepen-
dently verifiable manner is critical to the advancement of research.
Realizing the importance of making research data available for the
community, several funding agencies now require that the data be
made available post research phase in order to increase confidence
and trust in the research work [17, 18] and to enable reusability
in future scientific research. Some publishers now have made data
sharing mandatory and a prerequisite for inclusion in publications
[19].

Data sharing policies by funding agencies and publishers along
with the availability of third party data repositories encourage
sharing of research datasets. However, a cross-sectional study of
data sharing and withholding in the life sciences shows that the
percentage of data withheld remained constant [26]. Disincentives
to sharing research data include lack of credit and concerns about
intellectual property [6], protecting scientific lead [26], and fear of
misrepresentation or misuse of data, especially if the provenance
of the data is not available to provide context.

While there are several research data sharing repositories (e.g.
figshare, Dryad Digital Repository) that focus on making research
data available, there are no cyberinfrastructure (CI) platforms that
enable researchers to efficiently validate the authenticity of datasets,
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track the provenance, view the lineage of the data or verify owner-
ship information.

2 BACKGROUND
Data referenced in scientific publications are typically stored on
cloud or local resources andmade accessible via a public URL (e.g. [3,
15, 22]). Data stored on publicly accessible resources have a risk of
being lost if the underlying resources change. Amajority of research
data generated by researchers or by using science gateway resources
is typically shared without any form of persistent identifiers. While
Digital Object Identifiers (DOIs) are being more commonly used
in publications, they have their limitations especially with regard
to scientific research datasets. DOIs cannot verify if the content
pointed to by the identifier changes. As research datasets evolve,
versioning and provenance becomes an issue.

2.1 Blockchain Technology
Blockchain, a type of distributed ledger technology, offers a secure
cryptographically protected record of transactions (blocks). Apart
from the transaction information, a typical entry in the ledger
consists of a unique cryptographic signature, a timestamp of the
transaction and a previous block’s hash. Blockchain’s "append only"
structure prevents altering or deleting previously entered data.
Data in the blockchain ledger is therefore verifiable and immutable,
which is essential for reproducibility and audits. In a distributed
ledger environment, the ledger is distributed across multiple nodes
or peers. Updates to the ledger are done independently at each of
the peers and are based on a consensus algorithm. Once consensus
is reached at all the peers, the ledgers get updated simultaneously.
The distributed nature not only prevents a single point of failure
but also allows each node that participates in the network to verify
the ledger data, further enhancing security.

Blockchain networks can be public, private or consortium-based
[5]. A public blockchain is truly decentralized, permissionless, open
to anyone and secured by cryptoeconomics such as Bitcoin. How-
ever cryptoecomonics have a computationally expensive overhead
called mining to ensure trust among anonymous users by legit-
imizing transactions. Fully private blockchains are centralized to
a single organization with restricted access to members of that
organization. Consortium blockchains are semi-private in the sense
that consensus in the network is controlled by a limited set of
nodes, all participants have known identities and transactions do
not require cryptoeconomics which improves transaction perfor-
mance. Consortium blockchain is ideally suited for research and
academic environments where organizational collaboration is com-
mon and security efficiencies and scalability are preferred over the
computational cryptoeconomics and anonymity.

3 OPEN SCIENCE CHAIN
TheOpen Science Chain (OSC -www.opensciencechain.org) project,
recently funded by the National Science Foundation is building a CI
platform, using consortium blockchain technologies, with the goal
of enabling a broad set of researchers to efficiently share, verify
and validate the authenticity of scientific data while preserving the
provenance and proof of existence and ownership.

Verification information about the data (SHA256 hash) is stored
as a manifest in the blockchain along with the metadata. The ac-
tual data is stored off-chain. Storing large amounts of data in the
blockchain is inefficient especially since some scientific datasets
tend to be in the multi-terabytes size range. Storing only the com-
prehensive metadata of a dataset enables researchers to share large
datasets or sensitive data that are stored off-chain, yet verifiable
with the information stored on-chain with the OSC. Envisioning
the future growth of OSC with additional member organizations
joining the network, having actual data off-chain ensures that ev-
ery transaction executed on every individual node with varying
compute capabilities remains efficient.

OSC is agnostic to the type of data whose verification informa-
tion is stored in the blockchain. In the initial implementation of
the OSC data model, we are requiring the location of the dataset
(e.g DOI, Accession number, URL), dataset verification information
(SHA256 Hash) and information about the contributor as manda-
tory parts of themetadata but will gradually expand to include other
optional metadata elements based on feedback and usage analysis.
OSC will generate verification identifier for the information stored
on the chain that uniquely ties together metadata elements such
as contributor information, location of the data, and cryptographic
hash of the data.

Providing an efficient web based portal with seamless user in-
terfaces and multi-platform client tools for interacting with the
underlying blockchain platform is critical to lowering the complex-
ity barrier for use of this technology and promoting adoption by the
wider scientific community. We are building the OSC web portal to
interact with the OSC blockchain as described in section 4.2.

OSC requirements are gathered from several use cases encom-
passing a variety of science disciplines and research communities
including science gateways [23] and research labs. Many science
gateways are driven by the explosion of data in their domain and
offer platforms for data distribution and computational analysis
on these datasets to their communities. Numerous peer-reviewed
articles, publications and graduate students’ research work have
resulted from using gateway resources and this number is only
growing [24]. Preserving provenance of derived data as well as the
algorithms from these gateways, especially those used in publica-
tions is vital due to the dynamic nature of the resources and data
themselves. Similarly research labs typically span research over
a long time period and produce data during various stages that
continues to evolve with new breakthroughs, and changes in tech-
nologies. These data become more valuable over time and retaining
the provenance and lineage of previous data iterations is important,
especially when it is used at various stages of its evolving lifecycle
in publications.

4 OSC ARCHITECTURE
The main architecture components of the OSC, as described below,
are the consortium blockchain platform, middleware services, and
the application space that includes OSC web portal and client tools.
In OSC, users authenticate using the CILogon [4] federated iden-
tity and are mapped to individual identities within the blockchain
network. A conceptual overview of the OSC architecture is shown
in figure 1.
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4.1 OSC Consortium Blockchain Platform
At the core of OSC architecture is the OSC consortium blockchain
platform implemented using Hyperledger Fabric [1], an open source
blockchain framework from the Linux Foundation. Hyperledger
Fabric is highly modular allowing for creation of pluggable compo-
nents like an identity management system and other applications
on top of this architecture. The OSC consortium blockchain net-
work comprises of two endorsing peer nodes with the ledger and
an ordering node that is customized to support OSC use case re-
quirements.

A peer can be either an endorsing peer or a committing peer.
An endorsing peer accepts transaction requests initiated from the
application level clients (e.g. OSC portal), validates and verifies it
authority and executes the chaincode against the current ledger. A
committing peer simply maintains the ledger by committing trans-
actions. The two endorsing peer nodes is set up to avoid single point
of failure. The ordering node provides a communication channel
for clients and peers, serving as a broadcast service for messages
and guaranteeing delivery and order of transactions. The ledger
holds record of all transactions or blocks and a state database.

A block is comprised of three segments - the header, block meta-
data and data. Each block contains a cryptographic record linking it
to the previous block. The header and block metadata segments are
standard components of a Hyperledger Fabric block structure [10].
The header will comprise of a unique block number, the hash of the
previous block’s header and hash of the current block’s data seg-
ment. Block metadata segment stores entries added by the ordering
service and information of number of transactions in the block. The
data segment is the main portion of the block that is customized for
OSC. This includes transaction data, signatures, peer certificates,
metadata and other information based on the OSC data model.

Figure 1: OSC Architecture

Transactions represent a modification to the ledger. For example,
if a user updates the size or location of a research dataset, a new
transaction gets created with the new information and a crypto-
graphic signature of the new information that identifies who made
the change. In OSC, individual contributors rather than a common
organization account cryptographically sign each transaction. This
ensures an auditable record that associates changes to a data asset
with individual contributors via cryptographically signed transac-
tions. This will also allow for future OSC functionality that enables
users to continue their work on existing research data in OSC by
migrating their credentials from the previous institutional account
to the new one.

Transactions are processed by chaincode, which then commits
the transaction to the ledger. OSC chaincode rules also restrict
updates to original contributors of the record in the blockchain as
well as restrict duplicate entries of the same data or data collections.
The ledger also contains a state database (CouchDB) to maintain
current state. The ledger using the state database will represent
the latest values for all keys ever included in the blockchain and
provide a verifiable history of all valid and invalid transactions
occurring during the operation of the system. By using CouchDB
together with JSON, we plan to take advantage of rich querying
capabilities and will build ledger data query applications on top
of it. The built-in membership services provider (MSP) and Fabric
certificate authority (CA) generates the certificates and keys for the
peers and orderers to digitally sign transactions and prove their
membership in a network. All user transactions requests are signed
by these certificates and executed within the network.

4.2 OSC Web Portal
The OSC portal will include applications to facilitate user regis-
tration, data registration, data analytics, and search capabilities.
Extensive user guides and documentation to use the OSC portal
and applications will be available for the researchers. The OSC por-
tal comprises of user-friendly interfaces for registering metadata
and to search and verify datasets. During the dataset registration
and update process, the web application guides users through an
intuitive user interface, including metadata entry for datasets, auto
calculating the SHA256 checksum for the data with a drag and drop
feature for smaller datasets. When updates are made to a dataset or
data collection, all metadata changes including the SHA256 check-
sums for each and every file in that data collection are tracked,
enabling users to view a detailed evolution history of that dataset
over time.

Researchers also have the ability to develop "research workflows"
linking data entries in the ledger creating an auditable record of
the data workflow process behind the research findings (e.g refer-
ring to specific versions of the source data and algorithms in the
hypothesis). While the state database always has the most latest
values of the dataset information, the ledger will contain detailed
prior transaction information including what changes were made,
at what time and who made the changes. Researchers will have
the ability to use the search interface to look up all these detailed
dataset information including transaction details. Researchers can
also provide feedback to the owner of the data especially when the
data registered with OSC cannot be validated.
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4.3 OSC Middleware Services
We are developing middleware services and application program-
ming interfaces (API) to support client tools for multiple platforms.
These client tools will enable researchers to register their data di-
rectly from their systems and other lab environments. For example,
using the client tools, researchers will be able to register derived
datasets from high performance computing simulations. Making
these API public and widely available will also promote indepen-
dent third party software tool development that will conversely see
an increase in usage.

5 OSC TRANSACTION WORKFLOW
Prior to users interacting with the OSC blockchain (via the OSC por-
tal or client tools), the data model and endorsement policy is defined
and chaincode is deployed on the endorsing peers. The orderer and
peers are registered with the CA. The following steps outline the
transaction flow that happens within the OSC blockchain platform
when a researcher uses an application level client, such as the OSC
web portal or client tools, to either create or update a transaction.
High level transaction workflow is also shown in figure 2 below.

Figure 2: OSC Transaction Flow

(1) Users authenticate using federated identity such as CILogon
on the client end points.

(2) Users are mapped to individual identities within the OSC
blockchain network.

(3) The OSC client end point submit a transaction request (e.g.
updating the location of a dataset) on behalf of the user to
the endorsing peers.

(4) The endorsing peers executes the OSC chaincode (e.g. if
user is original contributor and allowed to update; ensuring
uniqueness of data asset) against the transaction request, val-
idates the transaction request format and certificate details
to ensure that the user has the authority to update the block.

(5) If transaction is valid, each endorsing peer returns an en-
dorsement response back to the client without updating the
ledger at this point. An invalid transaction is returned with-
out further action.

(6) The client sends the approved transaction to the ordering
node that properly orders and includes it in a block. The
transactions within the block are validated to ensure en-
dorsement policy is fulfilled and then sent to all the nodes
in the network atomically.

(7) The individual peers in the network then update their ledgers
with the latest block (for e.g adding information containing
the updated location).

(8) The client application is notified with a response whether
the transaction has been appended to the chain.

As we get more organizations joining the OSC consortium, we
anticipate an corresponding increase in number of peers in the
network. While having an extended network with more peers leads
to a more independent and decentralized system, additional chal-
lenges arise related to choosing the right consensus mechanism,
evaluating transaction performance, etc.

6 CONCLUSION
The main thrust of this paper is to introduce the Open Science
Chain project whose primary mission is to provide a CI framework
where scientific data can be securely tracked and independently
verified regardless of the domain science. OSC provides researchers
the ability to register information about their scientific data and
provides immutable proof of existence of research data at a given
point in time by storing unique identifiers of the data and ownership
information on the blockchain. OSC also promotes transparency
and traceability of research data by tracking and storing all changes
made to data on the blockchain. Other researchers have the ability
to independently verify authenticity of scientific data as well as its
lineage using information stored in the OSC blockchain. OSC aims
to increase the confidence of the scientific results and enhance data
sharing and reuse, which will result in greater research productivity
and reproducibility.
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