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ABSTRACT

Older adults are rapidly increasing their use of online ser-
vices such as banking, social media, and email — services
that come with subtle and serious security and privacy risks.
Older adults with mild cognitive impairment (MCI) are par-
ticularly vulnerable to these risks because MCI can reduce
their ability to recognize scams such as email phishing, fol-
low recommended password guidelines, and consider the
implications of sharing personal information. Older adults
with MCI often cope with their impairments with the help
of caregivers, including partners, children, and professional
health personnel, when using and managing online services.
Yet, this too carries security and privacy risks: sharing per-
sonal information with caregivers can create issues of agency,
autonomy, and even risk embarrassment and information
leakage; caregivers also do not always act in their charges’
best interest. Through a series of interviews conducted in the
US, we identify a spectrum of safeguarding strategies used
and consider them through the lens of ‘upside and downside
risk’ where there are tradeoffs between reduced privacy and
maintaining older adults’ autonomy and access to online
services.

CCS CONCEPTS

» Human-centered computing — Empirical studies in
collaborative and social computing; Accessibility theory,
concepts and paradigms.
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1 INTRODUCTION

Although physical security, such as fall prevention, is regu-
larly discussed within the gerontology literature, addressing
safe and secure access to cyber systems, particularly for older
adults with mild cognitive impairment (MCI), remains a sig-
nificant challenge. MCI describes a level of cognitive decline
typically associated with aging-related illnesses that requires
compensatory strategies and accommodations to help main-
tain autonomy and perform activities of daily living. This
demographic is acutely vulnerable as they are progressively
at risk to malicious cybersecurity acts due to their contin-
ued functional decline [20]. Yet, when the human-centric
aspects of secure cyber systems are considered, significantly
limiting or removing one’s online access due to cognitive
decline is neither practical, nor advisable. For one, continued
engagement in the online world offers many benefits, includ-
ing independence and social and emotional wellbeing [9].
By recognizing that an aging population will continue to
want and need engagement with the online world, we ne-
cessitate a rethinking of the relationships among security,
privacy, and trust in cyberspace for older individuals. The
challenge is to design technology that acknowledge the trade-
offs between the practical needs of society and the human
values of privacy and autonomy [16]. Strategies in related
areas, such as parental disclosure management for parent-
child negotiations [2] and post-mortem stewardship of social
media profiles [8], may give us a small clue as to the feasi-
bility of new user interaction mechanisms that may allow a
once-independent adult to maintain access to their online
accounts while also coordinating safe user practices through
their caregivers.
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Cyber access for those with dementia has been facilitated
by the safeguard or surrogate roles family members pro-
vide [30]. Caregivers are already going to great lengths to
support safe online activity for their care recipients [4, 26, 30].
For instance, caregivers co-manage and assist care recipients
in taking care of finances [26] and regularly check the status
of care recipients’ online bank accounts for suspicious activ-
ity [30]. Most interesting is the recent work by Piper et al.,
that has shown that caregivers for those with dementia may
reconfigure social media and email account preferences and
settings with more restrictive security options [30]. How-
ever, the study gathered the perspective of the caregivers
only with little opportunity to uncover how those protec-
tions came to be and what was the perception by the person
with dementia to the limitations set. This is an important
note as cognitive impairment in aging populations is not a
static, binary experience. Rather, it is a fluctuating illness
of varying stages of impairment with an ill-defined time-
frame from years to decades before major neurocognitive
impairment may take hold.

The work we present here reveals many complexities that
arise from requiring those with MCI and their caregivers
to decide on online access in the context of autonomy, risk,
and the benefits of interacting online. The success of these
decisions hinge on effective shared decision-making to en-
sure compliance and acceptance of agreed upon security
measures. Unfortunately, how to proceed with shared and
informed decision making between the parties involved in
the evaluation of one’s ability to engage in cyberservices is
unclear.

In this paper, we uncover some of the evolving needs to
enable cyber services access for older adults with mild cog-
nitive impairment. From these findings, we describe user
interaction mechanisms that could support the decisions for
safe-guarding that access. We assert that new user interac-
tion mechanisms can lead to better shared decision-making,
perceived autonomy, and in turn better cyber systems secu-
rity.

2 RELATED WORK

Aging and Mild Cognitive Impairment

MClI is defined by a noticeable decline in cognitive function-
ing that goes beyond normal changes seen in aging [23] but
has not reached the clinical definition of dementia. It indi-
cates an intermediary stage where cognitive decline becomes
noticeable enough to affect daily functioning, yet people can
still live independently and have not progressed to dementia.
The DSM-V outlines that patients or their caregivers may
report symptoms of memory impairment, decline in the abil-
ity to perform everyday activities — though patients may
still be able to perform these activities without assistance —
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and difficulties with language, perceptual-motor and social
skills [3].

Mild cognitive impairment commonly presents in individ-
uals also diagnosed with neurodegenerative diseases such as
Alzheimer’s disease, frontal lobar degeneration, Lewy body
disease, and other forms of dementia, or disorders known
to impair cognitive functioning, such as Parkinson’s dis-
ease, Huntington’s disease, prion disease, vascular disease,
or stroke [11]. Thus, the diagnosis of MCI is prevalent in a
large portion of the aging United States population, with re-
cent studies saying as much as 20% of the total US population
may have some form of MCI [21]. The prevalence of MCI
increases sharply with age, with the most significant rise
occurring in patients over the age of 60 [12] — approximately
1-2% of those aged 65 and older, and as much as 30% of those
aged 85 and older, have been diagnosed with MCL

Unfortunately, due to the progressive nature of MCI and its
link to aging and other neurodegenerative disorders, symp-
toms are unlikely to improve. It is important that MCI pa-
tients remain in a life-long relationship with healthcare work-
ers and family members to regularly evaluate their abilities
and discuss changes in activities to ensure their safety and
overall quality of life.

Cyber Safety and Security Concerns of Older Adults

The Consumer Financial Protection Bureau considers finan-
cial exploitation of older adults as one of the fastest growing
forms of abuse. This is primarily because of the ever evolving
form of security challenges online that require education,
maintenance and vigilance. For example, older adults who
utilize social media are not always cognizant of default pri-
vacy settings or how to make administrative changes, as
indicated by the small number of older individuals who ac-
tually adjust their privacy settings [28]. As a result, older
users may accidentally divulge information pertaining to
their diagnosis, which may embarrass them and potentially
expose them to cyber threats that identify seniors as targets
for social engineering or phishing scams. For instance, one of
the most prevalent scams is the phone call scam with regards
to a “computer problem” or a family member who “needs
help”. Tech support phone scams result in yearly losses in
the tens of millions of dollars, costing each victim an average
of $290.90 [25]. Or an older adult unaware of their privacy
settings may post sensitive information or geo-location data
(e.g., checking in at the bank or hospital) that further exposes
them to social engineering threats.

Older adults are also more likely to engage in risky pass-
word practices, such as sharing passwords, using the same
password over multiple platforms, and using passwords that
can be easily guessed [13]. This sometimes leads to the prac-
tice of oversight by family members to ensure adherence
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to good password practices. Specifically, for married cou-
ples, this sharing of information happens because of trust,
which places the majority of the responsibility on the partner
managing the passwords and secure information. However,
having one person responsible for all of the private informa-
tion in the relationship can also lead to security issues and
susceptibility to fraud [33].

Older adults with MCI are even more susceptible and vul-
nerable online because their continual functional decline
puts them progressively at risk of malicious or unintended
acts [1]. In general, those with lower levels of cognitive func-
tion, lower psychological well-being, and poorer health and
financial literacy have been shown to be most susceptible
to scams, independent of level of education and income [1].
In addition, if an older adult develops MCI, there becomes
a greater need for familial caregivers to be involved in on-
line security due to risks from outside and inside the home.
For instance, caregivers must be vigilant of online financial
threats that are both adversarial or malicious (e.g., email-
based phishing attempts) and accidental (e.g., overspending
on unwanted or repeat items online). Piper et al. [29] found
that there are even new and specific adverse financial threats
for people with MCI such as online offers in emails that led
to exorbitant purchases and phishing attempts due to one’s
medical condition leading to the purchase of a ‘cure’. This
required the caregivers to employ spam filters, set restrictive
privacy settings, and block inappropriate content (e.g., adult
websites) in order to protect their loved one.

Person-Centered Design for Older Adults

The problematization of aging is a fairly prominent view-
point in the HCI literature [37] [32]. Vines et al. [37] showed
how this declinist view dominates much of the studies of
older adults and, in turn also dominates the body of knowl-
edge that researchers and developers draw upon in their
framing of technology support. It is understandable that in
devising technological solutions, focusing on one’s physi-
cal and functional limitations provide actionable challenges
and a mechanism to show measurable results [24]. However,
Vines et al. [37] also highlighted how a turn away from a
problem-focused model allows for the individual to define
for themselves what successful aging is and how that may
provide the needed sense of worth in the face of any illness
or challenges.

More recently, Lazar et al. [19] and Madjaroff et al. [22]
both argued for a turn away from a medical model of design-
ing for those with dementia and instead engage in various
person-centered models. Lazar et al. [19] put forth a critical
dementia perspective that recognized people with cogni-
tive impairment as making meaning in a contextualized and
social manner, engaging in similar physical and embodied
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interactions that display meaning, responding to and par-
ticipating in the world through sensory experiences, and
continuing to engage in emotion and affective experience.
Likewise, Madjaroff et al. [22] argued that the design of tech-
nology for those with dementia are disability and change
focused and in turn shape the identity of the very people
they are to help — reifying their dependency and their loss of
self. role of technology to provide support within the dyads’
life. They uncovered the desire of technology to support
biopsychosocial aspects of autonomy for both the caregiver
and care receiver.

Thus, in the following work, we are motivated to find a
solution to continued secure online access for older adults
with MCI that is person-centered [17] [18]. For one, we will
not immediately start from the perspective that old age and
MClI is causing a ‘problem’ that needs to be ‘fixed’. Second,
that there is no one right approach to be taken when faced
with the conflation of autonomy and security. And third, to
create mechanisms for a person with MCI to feel they have
a say in the approaches that are put into place.

Downside and Upside Risk

In order to abide by a person-centered approach and better
understand the tradeoffs in ensuring an older adult with MCI
can still engage in online activities while remaining secure,
we turn to the gerontology literature on physical safety and
risk. Focus has been given to the physical safety of older
adults — for example fall risk has been closely examined both
in practice and in research. Within that context, the concepts
of downside and upside risk have emerged in describing
how to balance the need for safety while still maintaining a
semblance of autonomy.

When an elder has a fall, they are considered to be unsafe
and are usually wheelchair bound after such an incident.
Although done with well-meaning intentions, the elder is
disempowered in being physically active, which over time
does more harm than good. This is called downside risk.
Downside risk describes the probability of an outcome that is
worse than the benchmark — the benchmark in this example
would be falling and breaking a hip. On the contrary, upside
risk describes the probability of an outcome that is better
than the benchmark. Being able to regain physical strength
by walking and moving around even after an accident may be
valuable enough to justify taking the risk of possibly another
fall.

The bias in the aging field has historically been toward
accepting downside risk regardless of how much we dimin-
ish the possibility of a better than expected outcome. The
recent movement of person-centered care in aging services
has instantiated a different care model that tries to balance
safety and security with the older adult’s need for autonomy.
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A great deal of research has confirmed the functional im-
pact of experiencing autonomy as opposed to heteronomy in
important life decisions. Undermining autonomy typically
detracts from intrinsic motivation, creativity, self-motivation,
confidence, interest, and vitality [10, 31]. Studies in nursing
homes have reported that residents who were encouraged
to engage in decision-making were more alert, active, and
happy than were residents who were treated in an infantiliz-
ing manner, even if it was for their safety and in their best
interest [30].

We can see this tension in the research around human-
centered cybersecurity as well — particularly between the
tradeoffs in security and privacy [16]. In addressing cyber-
security issues for older adults, minimizing downside risk
and promoting safety for older adults in online interactions
is clearly important, but understanding and considering the
upside risk of an older adult with MCI seeking to engage
online as long as possible may be more important.

3 METHODS

Our aim in this work is to first determine how a person
with MCI and their caregiver are addressing cybersecurity
incidents and concerns, if at all. We then aimed to determine
if the approaches taken are engaging in downside or upside
risk. From there, we further articulate what forms of support
and intervention might be beneficial from a person-centered
approach.

Study Design

We began with a set of interviews of older adults with MCI
and their spousal caregivers to identify current cyber system
access practices and anticipated needs.

In interactions with our user population, we employed
a person-centered approach to the interview process. The
person-centered approach emphasizes the following strate-
gies that are easily employed in studies with users who have
dementia [38]: (1) Engage with the person in a comfortable
and familiar environment (e.g., interviews or participation
should be in a familiar space rather than convenience); (2)
Consider the elder’s schedule and the culture of their resi-
dence (e.g., interviews should not be held before or during
lunch time); (3) Focus on regularity of people and events
to optimize memory and reduce fear of failure (e.g., care
partners should be involved in the process). Our experience
has shown that a participant with MCI may not be able to
engage in a long, cognitively demanding interview session.
Because of this, we kept each interview session to one hour
and performed a second interview if further questions were
needed.

In addition, we aimed to interview our couples as a unit as
the sense of identity of the person with cognitive impairment
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is a product of the dyadic caregiver-care recipient relation-
ship. Mulvenna et al. [27] and Whitlach et al. [39] also argue
that this approach actually enhances the inclusion of the
care recipient’s thoughts and experiences rather than dimin-
ish the care recipient from interacting. This is because if
you compromise the person-environment fit, which includes
their caregiver as a main actor, you are less likely to have a
rich discussion. In our case we had no evidence of the care-
givers dominating the conversation — in fact, when the care
recipient was at a loss for words, they would look to their
caregiver as a guide to fill in the gap. This approach to tech-
nology studies and dementia leads to a more user-centered
method that focuses on the individuals suffering from the
disease and uncovering both their experiences as well as the
experiences of those caring for them.

Participants

The first phase of our study included participants from the
Integrace Institute, which helps families and patients deal
with a dementia diagnosis. The participants were part of the
Institute’s outpatient clinic and do not live on the premises as
residents, but rather at home with a family member. Partici-
pants were recruited with the help of the Institute’s Director
of Research. The inclusion criteria were a diagnosis of mild
cognitive impairment by an on-staff neurologist at the clinic.
In total, six couples were interviewed. The sample size was
constrained due to (1) the narrow inclusion criteria of a di-
agnosis of MCI (2) saturation was quickly reached by six
dyads. Applicable demographics are presented in Table 1.
Although we did have a variety of background, overall, our
participants are middle-class and so some of our findings

will be idiographic.

Procedure

A flyer was distributed to all of the applicable clinic patients
directing them to call the Dementia Research and Education
Associate at the Integrace Institute if they were interested
in participating in the study. Those who indicated an inter-
est in being involved would then schedule a visit with the
second author of this paper through telephone or email. The
interviews occurred on the Institute’s premises (D1, D2) in a
private conference room or in the participant’s homes (D3,
D4, D5), if they preferred. Participants had to have the abil-
ity to provide informed written or verbal consent to being
involved in the research.

A strong ethical framework was essential in guiding our
research [23], particularly because we were working with
a vulnerable population. This framework focuses on sev-
eral aspects: respect of the individual with impairment and
their caregiver (not looking at our participants through the
medical model lens, or as disabled or sick); making sure the
opportunities for research participation are available in the
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Table 1: Care Receiver and Caregiver Demographics

Dyad  CR gender CGrelationship  MCI ~ CG Employment CR Previous Socio-economic
D (age) (age) Dx status employment background

D1 Male (74) Wife (72) 18 mo. retired scientist upper/middle
D2 Male (78) Wife (76) 6 mo. retired teacher upper/middle
D3 Female (64)  Husband (65) 12 mo. employed horse rancher middle

D4 Female (76)  Husband (77) 24 mo. self-employed nurse middle

D5 Female (72)  Husband (72) 16 mo. retired worked for NIH upper/middle
D6 Male (74) Wife (70) 3mo. retired IT upper/middle

least intrusive and restrictive way [23] and assuring that all
confidentiality protocols have been followed closely, includ-
ing gathering and storing our data. We have firmly complied
with our IRB’s requirements to “do no harm” to those who
are considered vulnerable, particularly cognitively impaired
older adults [23]. Diagnosis of a dementing illness does not
presume incompetence and that is why all MCI participants
had to be able to provide their own consent. But, we also
asked that the person’s caregiver or “surrogate” [15] provide
consent for them; in all of our cases, the surrogate consent
was provided by the spousal partner. Upon completion of
the IRB requirements we proceeded with our interview.

Semi-structured interviews were employed. The inter-
views began by getting to know both the individual with
MCI and their care partner by asking them to tell us the
story of how they met. We asked them to share any fam-
ily and health history they felt comfortable with, including
their experience with the diagnosis of cognitive impairment.
On more than one occasion however, we would hear about
love stories, grandchildren, and be shown Bat Mitzvah home
videos. All of the participants in this study were kind enough
to share details about their daily life, daily care and how they
were coping every day. We then asked open-ended interview
questions around online access and cybersecurity: (1) what
cyber security and safety issues have already occurred, (2)
whether they have instilled any safeguarding practices to
date, (3) what concerns they have regarding online activity
for the future, (4) whether they have thought about how
they would modify their use of online cyber services and (5)
if they had ever considered who would be the responsible
party to manage that access as the MCI progressed.

Data Collection

Interviews were video and audio recorded and later tran-
scribed for detailed content analysis. Since we were asking
participants what online interactions they enjoyed using,
they sometimes showed us their smart phone or other device
so video recording was essential to capture these demonstra-
tions. We were also interested in catching those nonverbal
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moments of interaction that better conveyed the dynamics
of the couple. In particular, anything that might have con-
veyed that the answers being given were either coerced or
untrue — from the video, we were able to be confident in
the validity of the experiences our participants shared. Fi-
nally, the video recordings allowed us to revisit important
elements of these conversations and pick up on cues, par-
ticularly from the person with MCI, ensuring validity [10].
By using a semi-structured interview method, we were able
to elicit deep and meaningful narratives about the family’s
lives. The primary advantage of conducting interviews in a
health-related problem space is to allow the researcher to
focus on the participants’ perceptions and ultimately inform
about their experiences and those of their caregivers [10]. As
we explore a user centered approach to security, it becomes
increasingly important to look at the domestic context of an
individual and shared activities in the household, particularly
with the growth of online activities [34]. This perspective is
also important in how we chose to conduct our interviews
— involving both partners in the caregiver/care-recipient
marital relationship in a real-world environment.

Data Analysis

Thematic analysis was chosen to systematically analyze the
data [6]. This provided us with the ability to move beyond
surface level similarities to more tacit themes. The analysis
focused on how the couples spoke of their online experiences
and their perspective on online access now and in the future.
Subsequent integration of these themes with our interpreta-
tion of the literature, security, and risk helped us form the
basis for the discussion of design implications. The analysis
was primarily conducted by the first and second author -
the first author would first code the data and then discuss
the themes and examples with the second author. The third
author was then later engaged in the interpretation of the
themes and examples.

After an initial thematic coding of the data, three primary
themes arose: experiences with technology, safeguarding
approaches, and cybersecurity discussion. Further analysis
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and delved into these three themes. The first was a focus on
how the dyads spoke of their technology experience. We un-
covered themes around the prevalence of technology in their
lives, their comfortableness with technology, their awareness
of cybersecurity concerns, and security incidents that have
occurred. The second focus of coding the transcripts focused
on the types of safeguarding approaches the dyads have
taken. This is where the different categories of approaches
we will talk about arose. Later, as we were aligning our find-
ings with prior work, we went back and coded each approach
as either upside or downside risk - the second author was
the expert in this regard. The third part of the coding was
the way in which planning and discussions around cyberse-
curity in the future were manifest. All quotes are evidence
of the existence of these main themes, but are not the only
examples we had in our data.

4 FINDINGS
High Digital Literacy & Security Knowledge

We uncovered that our MCI participants were engaging with
a number of web applications and some would even say
they were very comfortable with using technology and the
Internet. For instance, one of our dyads was a relatively
“newlywed” couple that met on the Internet.

C3: It’ll be 10 years May the 13th. Exactly. Guess where
we met. Match.com.

P3: Absolutely.

C3: Technology all the way.

P3: That’s right. I would have never found him any other
way. He’s all Mr. Techie.

All of our participants have clearly integrated online en-
gagement into their daily lives through the use of gaming,
video-calling family members with applications like Skype,
keeping in touch with grandchildren via Facebook, purchas-
ing products online, and viewing their online banking state-
ments. For instance, the following MCI participant was dis-
cussing her comfortableness with buying products online,
including shoes.

P5: One time I needed shoes for something, and I ordered
like five pairs of shoes and then I had to send them all
back, it was very annoying because I spent more on the
cost of shipping for the shoes because I didn’t ... what is it
...Zappos ...So I had to pay for them to come and I had
to pay for them to go. Yeah I do use [my credit card] for
shopping occasionally and things like that.

Even for those participants whose MCI was causing signif-
icant issues in engaging in activities they once found enjoy-
able, such as reading books or knitting, our MCI participants
were finding ways to still engage and communicate with
their Internet-enabled devices. For instance, in the following
example, P4 has experienced significant reduction in what
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she can do due to her MCI, yet she has found games she can
download from the Internet and Facebook to still be a part
of her life.

C4: The Kindle she found Solitaire. She found ... I think I
put a Dominoes game ... for you. You were playing Domi-
noes.

P4: That’s fun. Yeah.

C4: You try to get different games.

P4: I know there’s more [online apps I use]. I have a Face-
book page.

I: Oh, you do?

P4: Yeah. I like to see my grandchildren grow up.

And in the following example, P3 also plays games and
uses Facebook to connect with her family even if she does
not remember the interactions.

I: Are you ever interested in posting on Facebook or do
you look at kids’ pictures or the family photos?

C3: She does. She forgets it.

P3:1do on occasion. My biggest thing is the game. What’s
my game, honey?

C3: Solitaire.

P3: Solitaire, yeah. I do that, but then- it just depends.
Sometimes I go on the Internet, but I'm not a geek like he
is.

C3: She has the same phone that I do. She can log on to
that phone. She doesn’t know she’s on Facebook, but she is.
She always looks at pictures. Like [family member name].
[Turns to wife] How many times a day do you see [family
member name] post and you always talk about her and
... [Turns to interviewer] She still does that. My cousin
in Tennessee does a monthly luncheon so there are about
30 cousins and family members that get together once a
month to eat and she saw that and she said, “Hey, we miss
you guys. We wish we were closer.” She’s always comment-
ing. She does a lot of stuff like that without remembering
the details of it.

Thus, our participants are already invested in their online
access — it provides entertainment and socialization as well
as a tool for convenience — in other words, this is not a
population that can be described as technologically adverse
or naive. They gain the same benefits from online access as
any younger generation or less impaired cohort does.

In addition, we cannot describe this population as techno-
logically illiterate — or more to the point security illiterate.
The dyads that participated in our study all had a fairly in-
formed understanding of the potential pitfalls of owning an
Internet-enabled device and sharing personal information
through the Internet or on the Web. For instance, they might
have one credit card they use for online purchases (D5),
they do not enter sensitive information online (D2), they get
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antivirus software on their PC (D3), and they consider the
tradeoft of the security of an iPad versus a PC (D4).

For instance, the following participant who has MCI regu-
larly makes purchases online and thus has one credit card
for just that purpose.

P5: I have one credit card that I keep for mainly online
purchase like Amazon. I'll purchase stuff or-

I: And so you feel safer using one specific credit card
because you can monitor and kind of make sure-

P5: I don’t really feel safer, I just feel better.

So, this person is still aware of the potential dangers and
has a plan to mitigate her risk. Yet, she understands that
there is still a potential risk out there. This shows a nuanced
understanding of Internet security that is fairly above aver-
age.

Experience of Minor Security Incidents

The families all shared at least one recent incident that
brought to light safety and security concerns with online
interactions. Most of these were relatively minor in terms
of the outcome: i.e., there was no money lost or computer
data compromised. They included a spoofed email (D5), buy-
ing a scam product online (D3), or reacting to or sharing
something on Facebook that is out of character (D4, D6).
Some of these incidents are understandably observed by
the caregiver and are a source of concern for them. For in-
stance, C3 is concerned with the constant barrage of scam
cures that his wife may purchase without his knowledge

C3: Every now and then, [my wife] will get on the internet
and she’ll find somebody who’s selling some magic cure
and she’ll start playing that. I'll tell her, “T've already
heard that one. We’ve already bought that one. We don’t
use that one and it’s a ripoff, so don’t listen to it, because
we’re not buying it again.” Because she went on one time
and ordered some stuff ...

Some minor incidents could lead to significant embar-
rassment, though, if they are publicly made. For instance, a
number of our participants had mistakes on Facebook that
were embarrassing and caused family tension. For instance,
Cé6 related the dramas she has had with her husband’s use
of the Facebook like and share features.

Cé6: My youngest sister, I have a sister that’s 56, she said,
“if he likes Jesus one more time, I'm gonna beat the crap
out of him.” ... The other day ...I said, “Did you read
this that you liked, or made a comment on?” [imitating
husband] “Well no, I just kind of liked that.” [own voice]
I said, “Would you please go a little deeper and read.
Because this is garbage. And I know you don’t think that
way.”

Pe: If it’s too long to, I don’t read it.
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Cé6: If you click on “Impeach Nancy Pelosi” one more time!
She’s not your Congresswoman! She’s from California.
You know what I mean? What are you doing?

Here it is clear that, although a minor mistake, the per-
son with MCI is beginning to have difficulty reading longer
articles, as well as critically think about what to react to
and share on social media. It is interesting that the caregiver
notes that his recent likes and shares are not reflective of
what he thought — at least before the MCI — and so are a
minor indication that further intervention may be needed.

On the other hand, our MCI participants also were aware
of when a decline in their cognitive abilities was beginning
to manifest in online interaction. For instance, P5 was well
aware of the risk of scams and misleading emails and, yet, be-
cause of the following incident, does not feel she can discern
a fake email anymore.

P5: Like I said with that Yahoo thing, I finally took it into
Staples because I had answered it and everything, and I
love Staples, they’ll talk to you about anything. The old
guy just looked at the email and he said, “Oh no, this is
not a real email” But it looked so real to me.

And P4 made a mistake on Facebook and now she has her
husband, C4, interact with the application on her behalf.

C4: She used to actually she’d do everything, do some
typing into it [Facebook]. ... One time she hit a button by
mistake. Our son said, “Why did you dislike what so-and-
so said?” [Wife’s name] said ‘I didn’t dislike it.” “Well you
hit the no button” or something. Even I was confused once
by it, because I think the default had already pressed yes.
I guess she thought she was pressing yes, instead it was
no. I probably would’ve done that myself.

The ‘adverse event’, as coined by Piper et al. [30], might not
be a significant breach of security, but rather a small incident
that in and of itself might not be a huge concern. Only in
juxtaposition to prior behavior and the contextualization of
the potential for further risky behaviors in the future, the
event gives rise to a realization by the person with MCI and
their caregiver that there needs to be a solution put into
place. And we can see that a population who is still fairly
autonomous and aware of their behavior, can contribute to
an assessment of that potential for further risky behavior.

The Spectrum of Safeguarding Approaches

Once we had a better understanding of our participants and
their experiences with cybersecurity incidents to date, our
next line of questioning evaluated what steps our dyads had
taken in response to these incidents, if any at all. Four of our
six participants articulated steps they have taken to address
the concerns of continued online access for the person with
MCIL. In the following findings, we describe the approaches
taken as well as describe the care model taken in terms of
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upside or downside risk. Assessing upside and downside risk
has to take in many facets of the situation — for instance,
how significant is the illness, how often has there been an
incident, as well as what are the wishes of the person with
MCIL. Our assessment of upside and downside risk is due to
the overall assessment of the approach and we concede that
for the particular couple, an approach we deem a downside
risk, may be an upside risk for them.

Solutions to adverse events varied widely and seemed to
have no relation to the months since the diagnosis of MCI. It
is interesting to note that no one had taken the steps of com-
pletely removing all online access. However, for some of the
spousal caregivers we interviewed, they have begun to limit
autonomy and by extension the potential unsafe interactions
their spouse can have on the Internet. This limitation could
be quite significant in limiting all unsupervised interactions.
For example, C3 had a succinct way of addressing security
threats:

C3: Being right beside each other all the time. I know what
she’s doing and she knows ...

In terms of upside and downside risk, this approach — the
‘Hover’ — is downside risk as it leads to a loss of privacy
and autonomy for the care recipient and seems to place all
decision-making in the hands of the caregiver. There still is
the positive value of continued interaction online, but the
cost may be seen as too much with regards to autonomy and
privacy.

Limiting access for the care recipient was also used by this
caregiver (C3) to help their wife who has MCI to continue
with her chosen activities.

C3: If you go look at her desktop ... [Turns to wife], can you
minimize the solitaire and show her what your desktop
looks like? [Turns back to interviewer] So she has two
icons, right? She could go find [something else], but it
doesn’t interest her. Whatever she wants to use is right
there on the bottom, so if you look at the bottom, what’s
there? Internet Explorer, solitaire ...

We also deem this approach — the ‘Selective Access’ —
as downside risk, but a lesser form than the “Hover”. This
is due to the person with MCI having some semblance of
autonomy and decision-making ability as to what, of the
limited choices, they would like to do. It is important to note
as well that a caregiver can take multiple approaches, as we
see here with C3 — although both of these approaches are
downside risk.

In other instances, we have a caregiver who is becoming
the interactor on behalf of the person with MCI who may
not be able to interact with the system themselves anymore.
For example, the incident explained prior regarding an odd
Facebook post led to mediation by C4.

Paper 343

CHI 2019, May 4-9, 2019, Glasgow, Scotland, UK

C4: At one point, [wife’s name] was looking at her Email,
but then she asked me to check the computer now for
an Email or Facebook. Now, what I'll do is I'll go on the
Facebook page for our granddaughter and so we can see
our great-grandchildren. If I get an Email that there’s
something, somebody is posting something, I'll let [her]
know and I'll go to the page so she can see it.

In this case we are seeing an approach — the ‘Interactor’ —
as a borderline case of upside risk. It could be downside risk
if the person with MCI was not involved in the decision to
engage in an approach that removes autonomy and privacy.
However, in this case, this person with MCI was our longest
diagnosed case and was beginning to have significant cogni-
tive issues. Due to this, as can be seen in the quote, the wife
asked the husband to engage in online interactions on her
behalf. And so, as the person with MCI was engaged in the
decision making and the steps taken were done in the hopes
to still retain value from online interactions, we deem this
upside risk.

We also had two approaches that were on the lightweight
side of the spectrum. And as can be seen in the following ex-
amples, some participants with MCI continue to engage with
online applications and websites with a minimal ‘check’ on
their activities by their spousal caregiver or offset the work
to tools like automatic bill payments or saved passwords.

P1: Yeah, you know I used to do all the travel arrangements.
I used to handle a lot. Now my wife has to take on a lot
more. I would book our travel and I still do, but now I go
through all the steps on Orbitz and then I ask her to check
everything and she finalizes and pays for it.

P1: Sure I can do online banking. I can set up most of these
things, unless the password doesn’t work or something or
that kind of stuff ... but [my wife’s] taken on a lot of that
for me.

I: So, she’s taking on the responsibility?

P1: The responsibility to check. Most things, you know, I
pay bills ... just automatically, you know.

C6: He has no idea what his passwords are because he
doesn’t use them. Because it’s on his phone, he goes right
in but they are in your contacts under that.

In the first and second quotes, P1 is explaining how his
wife is now a second pair of eyes on everything he is doing.
This upside risk approach — the ‘Checker’ — was the decision
of the person with MCI, but more importantly allows the
person with MCI to continue to be fairly autonomous and
retain some semblance of privacy. And then in the second
and third quotes, P1 and C6 are providing an example of
an upside risk approach — “Automation” — that using the
computer itself to provide some security by removing the
likelihood of a mistake by the person with MCL
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Finally, our two participant dyads who had not taken any
steps, D2 and D5, have, without probably realizing it, engaged
in the upside risk approach of ‘None’. They have chosen to
not take any oversight or preventative measures yet and
have weighed benefit of online interaction against the risk
of another incident.

What we have thus found is a spectrum from complete
oversight to mediation on behalf of the person with MCI
to a light check or nothing at all. This highlights the com-
plexity of finding the right balance between continual online
interaction and safe and secure online access.

When and How to Discuss Cybersecurity Concerns

There was a lack of discussion, forethought, and planning for
progressive cognitive decline. This lack of planning took two
forms. The first category of planning is to determine what
online interactions need to be transferred to or overseen by
the caregiver. Only one MCI participant had begun to hand
over certain responsibilities to his wife because he knew it
needed to be done.

P1: [My wife] still has difficulty doing it, but she’s taken
on a lot of that [online banking] for me.

The second category of planning is to ensure that all pass-
words and online access is at least saved somewhere for use
by the caregiver when needed. The following caregiver was,
at this point, the holder of all of the passwords. But she also
went a step further by setting up backup password holders.

C6: I have a sheet typed up with our passwords and how
to get into our banking, et cetera. My sister said to me, “If
something should happen to you, you go into a coma or
something, he’s no good in an emergency. Where’s your
stuff written down because he won’t know.” And you’re
right, [to husband] you wouldn’t know. So she said, “Email
it to me and to your kids.” And I also took pictures of where
the stuff was and sent it out.

The rest of our participant dyads were just reacting to inci-
dents and had no long-term plan with regards to passwords
and how Internet access might be monitored or curtailed as
the cognitive decline progressed. What is surprising is how,
overall, our participants had been so on top of everything
else with regards to their financial and health decisions. They
all had a lawyer, a will, power of attorney, and advance di-
rectives. But it never occurred to them who should be held
to account for online access and behaviors and then how to
go about monitoring and/or controlling that access.

One concern that is brought to the fore when considering
how one’s online access should be monitored or shaped is
who is the person that should be entrusted with this over-
sight. Not every spousal caregiver is comfortable themselves
with online interactions.
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P1: My wife was never interested in doing this. She still
has difficulty doing it ...So, I've tried to get her [wife
caregiver] more involved with all these technologies over
time. She’s done fairly well in doing that. So, I'm relying
on the fact, as my dementia problems increase, is that she
would be there to do that for me. Maybe that isn’t the best
approach and my fall back is for one of my grandkids
to do it. I would love to give it to my daughter, but I'm
always afraid that she’s got so many things on her plate
too.

I: You just sort of don’t want to bother her?

P1: Bother her with all that kind of stuff.

Thus, just as participants worry about who should have
power of attorney or advance directive over them as they
age, once confronted with who should have power over their
digital lives, the same concerns of burdening a loved one
manifest. And similar to all discussions around planning for
aging, health decline, and death, our participants shared their
concerns that there is never a good time to talk about it with
loved ones.

P1: It’s a good idea to actually share that with some of
your family members. If you’ve never been really close
to some family members when you gotten things going
on and you sit them down and say, “We’re going to stop
and we’re going to have this family conversation about
A and B.” Or they’ll say, “Why are you doing this? Dad,
you, mom, because we’re fine, you're fine.”

This exposes a real need to guide these conversations
as well as provide options for what and how to support
their loved one’s continual online engagement through their
cognitive fluctuations.

5 DISCUSSION

Through our interviews, we have first determined a spectrum
of approaches taken that includes both upside and downside
risk. Downside risk is the result of taking steps to ensure
safety, but ultimately causing harm in the process — such as
when confining someone to a wheelchair to prevent them
from falling can lead to further health complications and
reduced mobility. For our uses, this would be equivalent to
taking away all online access for a person with MCI to pre-
vent their exposure to potential scams or security breaches.
The harmful result of that course of action may be the isola-
tion and resulting depression and further, and perhaps faster,
cognitive decline of the person with MCL Thus, an increase
in safety comes at the cost of autonomy as well as the ad-
dition of further health problems. Upside risk, on the other
hand, is taking a course of action that assumes some risk,
or loss of safety, may occur, but the outcome, if successful,
is much more ideal. For instance, rehabilitation therapy for
strength and balance may not remove all risk for falling, but
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the potential for less falls and increased mobility that en-
hances one’s autonomy may be worth the tradeoff. Likewise,
for our cybersecurity concern, supporting a person with MCI
to continue to engage in the online world, but encouraging
that engagement with safeguards in place.

We see this approach for upside risk with many of our
families. Either playing the mediator role or being a second
set of eyes can be used as a mechanism by which family care-
givers are trying to maintain their care recipient’s autonomy
while ensuring there is a modicum of safety. Likewise, the
spectrum of safeguarding approaches taken is highlighting
that there is no upside versus downside, but a spectrum from
fully upside to fully downside taken.

However, what we are not seeing is an understanding
of the trade-offs being taken in choosing a strategy, a plan
ahead for how to address the inevitable decline, and any form
of regular proactive assessment of abilities and desires. All
of our participants agreed that ensuring they are prepared
for the future in terms of their digital life is a great idea, but
they remain keenly aware of the lack of support in making
these decisions. Most participants agreed that unless there
was an adverse event that occurred which forced them to
take any serious action, they would not be prepared or well
equipped to safeguard their digital lives in the future.

So, how can we design user interactions that support con-
tinual safe online interaction that is responsive to the chang-
ing needs of the older adult with MCI?

Mechanisms for Discussing and Setting Access and
Control

Recent work on how parents manage their children’s iden-
tities online has suggested solutions such as shared online
accounts that allow cooperative content management for
children to negotiate their online identities with their par-
ents as they transition into adulthood [2]. Similar features
had been suggested for those with dementia such as a shared
account [30]. In contrast to the transitions experienced by
children and parents, a person with MCI was, at one time,
fully autonomous and now requires fluctuating levels and
forms of support. For this reason, it is tricky to balance the
need for security, while also considering how to allow au-
tonomy and individuality to remain in a cooperatively ne-
gotiated experience that empowers care recipients. Notably,
problems can arise when there is one single shared account.
For instance, caregivers vary in whether they seek approval
for performing online actions on behalf of their care recipi-
ent [30] and when an individual is responsible for another
person’s information disclosure, errors in judgment and even
deception may occur [29].

We look to the relatively recent introduction of legacy
contacts in the social networking site, Facebook, in order
to navigate the ethical and legal challenges that sharing an
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@ Your Social Media Caregiver Options

PHOTOS

\/ My caregiver will have access to remove the photos | share.
Learn more.

© My photos will be posted immediately and can be
deleted after deemed inappropriate or private.

@ My photos cannot be posted without my caregiver first
reviewing them for anything inappropriate or private.

Figure 1: Example of One Possible Setting for Social Media
with Downside Risk and Upside Risk Options

@ Your Banking Caregiver Options

TRANSACTIONS

\/ My caregiver can have access to review all transactions on my
account. Learn more.

@ All of my transactions are approved with a notification
being sent to my caregiver for review.

@ No transactions are approved until my caregiver
reviews them for inappropriate or suspect purchases.

Figure 2: Example of One Possible Setting for Online Bank-
ing with Upside Risk and Downside Risk Options

account might present [4]. In response to the challenges of
how to handle one’s profile when deceased [7, 8], a person
can now designate a legacy contact to maintain control over
the deceased’s profile along with the option for some further
access to one’s personal information. A mechanism such as
this provides us with two useful design decisions: a mecha-
nism to support proactive discussions and a mechanism to
allow for tiered access to one’s account.

Proactive mechanisms that support discussion between
care recipients and caregivers could be beneficial. Discus-
sions regarding access and control or management of down-
side and upside risk for cyber-services may reduce the preva-
lence of adverse incidents and increase the care recipient’s au-
tonomy. Crucially, organizations supporting shared decision-
making towards a plan that values cyber-security would
also benefit by fielding fewer security and privacy support
concerns from caregivers.

For example, a shared decision-making interaction mech-
anism could present the option of a caregiver to have the
ability to delete the care recipient’s social media posts if
deemed inappropriate (See an example of one possible set-
ting option in Figure 1). The downside risk might be that
no such posts will be made again, ensuring that all posts
are appropriate according to the caregiver. The upside risk
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might be that even if a post is deemed inappropriate by a
caregiver, they should first consult with the care recipient
before having the authority to delete, even if the posts stays
live for a period of time. The older adult with MCI still has
the autonomy to make a decision, there is simply a more
open conversation about upside and downside risk to their
behavior.

Another example would be if the caregiver should have
the ability to review all credit card transactions as soon as
they are made and put a stop to a malicious financial attack
(see an example of one possible setting option in Figure 2).
The downside risk might be that the caregiver takes full
control of the care recipient’s bank account so any malicious
acts can be prevented immediately. The upside risk might be
that the care recipient continues to have control over their
bank information with the caregiver’s ability to review credit
card transactions.

In both of these examples, we have only provided two
options; however, from our study, it is clear that the spec-
trum of approaches means there are potentially many more
options for both downside and upside risk.

The Feasibility of a Spectrum of Risk Options

Notably, digital asset co-management is an important is-
sue beyond end-of-life planning, and new laws are vague
as to family members’ legal right to share passwords [40].
Addressing this need for cooperatively negotiated access be-
yond the one-time event of one’s death is a challenge that
will continue to arise as our population continues to age.

The challenge here is twofold. First, the Computer Fraud
and Abuse Act (CFAA) treats a shared password as an unau-
thorized access. In security, authorization is the process of
determining who should be allowed to use a service. This is
different from authentication, which is the process of present-
ing and verifying an identity credential, typically a username
and password. Thus, a shared password is, from a legal stand-
point, indistinguishable from any other unauthorized access.
Technology policy organizations like the Electronic Frontier
Foundation (EFF) and Center for Democracy & Technology
(CDT) would like to update the CFAA to address this concern.
They believe a voluntarily shared password is fundamentally
different from someone hacking into an account without the
account owner’s authorization.

Second, much of this legal rationale relies on terms of ser-
vice or terms of use documents that typically require the user
of an online service to “agree” not to share credentials with
anyone else. If this behavior is the norm, then viewing any
shared passwords as unauthorized access is fair. However,
companies could change their terms of use to enable MCI
users to share passwords with a caregiver or even create
separate authorized caregiver accounts similar to the legacy
accounts Facebook uses. If companies did do this, then the
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legal concerns about unauthorized access would disappear
without the need to change or update the law.

Privacy by Design

Although the security community has understood for some
time that systems must be secure by design, the privacy com-
munity is only realizing these lessons apply to their domain
as well [14]. Proactive mechanisms supporting either transi-
tion or negotiation of access control must be deeply and care-
fully integrated throughout systems seeking to support care-
givers and care recipients. Features like Facebook’s legacy
contacts require architectural changes which are known to
be difficult to “add on” later [14, 36]. The traditional approach
to privacy (i.e., a regulatory- or policy-oriented approach) is
failing [14], and we must treat privacy as a first-class concern
throughout our engineering process [35, 36] to address this
failure.

Deeply understanding how engineering decisions affect
the privacy of real users is not easy. Facebook’s recent “emo-
tion contagion” study demonstrates the disconnect [5]. The
sort of A/B testing used when Facebook altered news feeds
for over 680,000 people to see whether exposure to emotional
content would affect how users posted is common practice
in industry, but it remains unknown to most users, many of
whom were outraged when they learned of this practice [5].
Privacy and security must be considered holistically and
throughout the design of software systems for the proactive
mechanisms suggested herein to be successful.

6 CONCLUSION

With the growing aging population, we cannot overlook the
importance of establishing cyber systems that are reliably
integrated and effectively used by older adults who have
cognitive impairment. That is the central thrust of the re-
search here; its broader impact lies in providing the impetus
to explore systems that help negotiate and support secure
and trustworthy computing without hindering a person’s
activities, autonomy, and choice.
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