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A B S T R A C T

Software-Defined Networking (SDN) enables the separation of data and control planes. Today, it is in use in
several practical networks. Research on SDN is yet to focus on Transport Networks in a significant way. To
provide efficient services at low cost for future technologies, such as 5G and beyond, the Transport Network will
need to support network functions; adapt the network to different applications’ traffic; provide high bandwidth
at low latencies; integrate with other networks; etc. By fulfilling these requirements, a Transport Software-
Defined Network (T-SDN) can become a fundamental part of the telecommunication infrastructure. However,
most current SDN solutions have been developed for Layer 3, and cannot be directly applied to a T-SDN without
proper adaptations, as Transport Networks have several characteristics that are different from those of Layer 3
networks. In particular, the design of a T-SDN control plane must address heterogeneity in terms of protocols
and administrative network areas; as well as high reliability. A hierarchical control plane is suitable to support
these characteristics. Accordingly, in this study, we analyze how to design a robust hierarchical control plane
for T-SDNs. We discuss how resiliency against random failures can be provided through redundancy; and how
survivability against correlated failures (such as disasters) can be achieved by effectively choosing network nodes
where to place control-plane elements, and deciding how to route control-plane traffic. We formulate an Integer
Linear Program to design a hierarchical, failure- and disaster-resilient T-SDN control plane. We also propose a
heuristic for post-failure switch-controller reassignment. We compare our model with a disaster-unaware control-
plane design whose objective is to reduce network-resource utilization. Our results show that we can achieve
much higher disaster and failure resiliency, at the cost of slightly larger network-resource utilization.

1. Introduction

Software-Defined Networking (SDN) has gained a lot of popularity
in recent years as several practical implementations demonstrated per-
formance improvements and lower costs when compared to traditional
networks [2,3]. Throughout different protocols and implementations,
the common characteristic of SDN is the decoupling of control and data
planes.

The data plane of SDNs (in charge of data transmission) is comprised
of switches; while the control plane is composed of controllers and other
control elements. This separation gives the control plane a network-
wide perspective that makes it easier for resources to be managed in
creative ways [4,5]. This enables operators to provide better services
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(latency, bandwidth, etc.) at lower costs.
So far, most SDN-related systems, standards, and solution propos-

als have focused on Layer 3 of the communication stack, which does
not include much of the Transport Network infrastructure. However,
two main factors now motivate the use of SDN in Transport Networks:
i) operators’ thinning profit margins; ii) evermore bandwidth-hungry,
reliability-dependent, and delay-sensitive applications, such as Virtual
Reality, Internet of Things, Ultra-High-Definition video formats, etc.
These elements also impact other networks. For example, one tool that
the future 5G standard (and beyond) will use to deal with these fac-
tors is cooperation between different networks. Such cooperation could
also be facilitated by Transport Software-Defined Networks (T-SDN) —
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which is another motivation for the use of SDN in Transport Networks.
However, some characteristics specific to Transport Networks ham-

per a direct use of much of the already-accrued SDN knowledge with-
out proper adjustments. One of the most distinctive characteristic is
the heterogeneity of coexisting protocols, architectures, and systems
(sometimes specific to each layer) of a Transport Network. In addition,
several network element manufacturers differentiate themselves from
their competition by introducing proprietary technologies and man-
agement systems, which are usually incompatible with other manu-
facturer’s solutions. All this heterogeneity is common in most current
operational Transport Networks, and it is evidenced by each network
being composed of several administratively-independent network areas
[6]. This reality contrasts with Layer-3-based SDN, where elements are
usually much more homogeneous and inter-operable.

To deal with such heterogeneity, T-SDN efforts have been focusing
on a solution where the control plane is structured hierarchically [7–9].
The lower level of this structure is composed of controllers, each capa-
ble of managing elements in a certain network area. Controllers, then,
communicate with a centralized entity, named orchestrator, so that the
network may provide services across different areas.1 Such controllers
and orchestrators can either be physical machines or virtualized sys-
tems [10].

Another particular characteristic of Transport Networks is that they
are built to be extremely reliable. Many long-distance operators offer
services at five 9s availability (sometimes higher [11]). Such highly-
reliable systems must survive not only single and double failures (and
more) but also large, correlated failures, such as disasters.

Achieving very high reliability in SDN is very challenging. The
decoupling of data and control planes introduced by SDN represents
a break in the long-standing fate-sharing principle of control and data
planes of traditional network elements: i.e., it is possible for SDN data-
forwarding elements to lose contact with control elements, and vice
versa. This loss of control might lead network elements to be unpre-
dictable and in unstable states. Thus, a major contingency for the suc-
cessful utilization of SDN concepts in the availability-demanding Trans-
port Network is the resiliency and the survivability of the SDN control
plane and its communication with data-plane elements.

In this study, we propose a method to design a robust, hierarchi-
cal control plane for T-SDNs. To deal with heterogeneity, our solution
assigns switches of different network areas to respective controllers,
decides how many and where to place controllers in each area, and con-
nects them to a central, primary orchestrator (and also backup orches-
trators), in a hierarchical architecture. Our method also decides how to
route switch-to-controller and controller-to-orchestrator traffic, avoid-
ing shortest paths when more reliable, longer paths are also within
latency bounds. To provide high reliability, our solution: i) provides
redundancy of control-plane elements for failure resiliency (i.e., mul-
tiple controllers, backup orchestrators, and paths connecting them); ii)
efficiently places controllers and orchestrators in the network (while
choosing what paths to connect them), to minimize the effects of dis-
asters. Our method provides all of the above while respecting other
system-related requirements (such as maximum control traffic laten-
cies, controller capacities, etc.).

The method we propose is mathematically formulated into an Inte-
ger Linear Program (ILP) that takes less than a few minutes to exe-
cute for a US-wide, 24-node network (running on an Intel Core i7,
16 GB RAM machine). Our model is capable of designing a robust
control plane; however, severe, unpredicted failures might still dis-
rupt it. Because of that, we also propose a simple heuristic to instruct
how to proceed in case such a disrupting failure occurs. Our results
show that our disaster-aware control plane is much more reliable than

1 Other reasons for a hierarchical control plane include: backwards compat-
ibility with brownfield Transport Networks; higher resiliency due to the dis-
tributed control plane; scalability; etc.

a disaster-unaware control plane designed to simply minimize control
traffic latency, at the cost of slightly higher resource utilization.

The rest of this work is organized as follows: Section 2 briefly
reviews the literature related to SDN control-plane design. Section 3
investigates the characteristic of the T-SDN hierarchical control plane.
Section 4 details how we achieve high reliability in T-SDN control
plane. Section 5 formally describes our problem, and provides a math-
ematical formulation and a heuristic in case of failures. Section 6 dis-
cusses the lessons learned using practical numerical examples. Section
7 concludes the study.

2. Related work

In this section, we briefly review contributions to the general prob-
lem of placing controllers in an SDN.2 Then, we discuss studies that
focus on the relationship between where controllers are placed and net-
work resiliency.3

2.1. Controller placement

The Controller Placement Problem (CPP) was first proposed in
Ref. [13]. Several metrics (such as worst and average case switch-to-
controller latency, and number of switches reachable from each con-
troller) and how they affect the optimal location of controllers in a net-
work were considered in this study. The CPP was further investigated in
Ref. [14], when they introduced constraints on the controllers’ capacity
to manage network elements, calling it the Capacitated CPP (or CCPP).

The placement of controllers in Wide-Area Networks (WAN) was
studied in Ref. [15]. The authors proposed to first partition the WAN
into different components through a clustering algorithm; and, second,
decide where to place controllers for each component. This approach is
not suitable for brownfield Transport Networks, as the different areas in
these environments have usually evolved organically through the years,
and it is very costly to completely re-define them.

In a mobile cloud-computing environment, a two-tier control plane
is presented in Ref. [16]. The authors propose a solution where a cen-
tralized SDN orchestrator monitors and decides when and where to
place local controllers depending on the network state. Other works
that study some variation of the CPP include: Ref. [17] which investi-
gated a minimum-cost solution to the CPP while limiting the maximum
switch-to-controller latency; methods to dynamically grow/shrink the
number of controllers according to the network state were proposed in
Refs. [18,19]; practical implementations of distributed control planes
were presented in Refs. [20–22].

Although distributing the control plane is a first step towards
resiliency in SDNs, as it avoids a single point of failure, the works above
have not specifically aimed at providing highly-reliable solutions — the
focus of our study.

2.2. Controller placement and network resiliency

The Fault Tolerant Controller Placement Problem was introduced in
Ref. [23]. The authors proposed a solution to achieve five-nines relia-
bility of the switch-to-controller communication, with link, switch, and
controller failures.

In Ref. [24], the authors proposed an approach that finds con-
troller locations such that multiple possible switch-to-controller paths

2 In our study, we refer to the dual problem of deciding where to place con-
trollers and what switches to assign to them as a single problem, because these
two aspects are intrinsically connected.

3 We understand reliability as the metric which expresses the percentage of
the control plane (and its interactions within itself and with switches) that is
not lost due to failures. Resiliency is the capacity of the control plane to sustain
failures while remaining operational (partially or fully) [12].
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are possible, minimizing the chances of single-element failures inter-
rupting communication between switches and controllers. In Ref. [25],
a method to compute a set of Pareto optimal placements based on dif-
ferent failure cases is presented. Once the set is calculated, the network
operator is in charge of deciding the placement it wants. In Ref. [26],
the authors study how to design an SDN control plane that is robust
against malicious node attacks.

The authors of [27] solve the CCPP while also pre-defining a backup
controller for each switch. Thus, if a controller fails, the backup con-
troller starts managing the switches that were initially assigned to
the failed controller. The authors aim at minimizing the latency from
switch to primary controller plus the latency from the primary to
the backup controller. Thus, the proposed method places primary and
backup controllers very close together — a solution that is not ideal for
geographically-correlated failures, such as disasters.

In a previous version of this work, we studied how to place con-
trollers while accounting for disaster-prone regions in the network
[1]. By minimizing the risk of control-plane disruptions, our solution
decides where to place controllers, how to define the inter-controller
topology, and switch-to-controller connections. Thus, our previous and
current works differ from most literature in that we not necessarily
use shortest paths to connect switches to controllers. Instead, we find
paths such that the impact of disasters on the control plane is min-
imized, while respecting the maximum allowable switch-to-controller
and controller-to-orchestrator latencies.

To the best of our knowledge, works on resilient controller place-
ment have not investigated this problem in a Transport Network envi-
ronment. As our work focuses on these networks, we study a solution
capable of handling heterogeneous environments while providing high
reliability. For that, we focus on a robust hierarchical control plane,
which has not been considered by the works above. Also, our work is
capable of designing a control plane robust not only against random
failures but also against disasters, an aspect that has not been explored
by the works listed here (except for [1]).

3. T-SDN: the hierarchical control plane

Transport Networks have several characteristics that are not nec-
essarily common to other network domains (e.g., L3) where the SDN
paradigm has been implemented so far. The following characteristics
have the strongest impact on the control-plane design for T-SDNs [6,7]:

1. Heterogeneity: Several diverse technologies and architectures (such
as SONET/SDH, OTN, etc.) exist side-by-side in Transport Networks.
These technologies may be common to geographical regions of the
network, and/or to services with more or less stringent bandwidth,
latency, or availability requirements. Also, manufacturers have his-
torically differentiated their products by introducing proprietary
technologies and by specializing their management systems. The
result of all these factors is that, in most practical Transport Net-
works, several areas4 of the network are administratively isolated
from each other and cannot be all directly managed by a single com-
mon entity.

2. High-Reliability: As Transport Networks commonly connect several
densely-populated areas and/or in general high-bandwidth infras-
tructures (such as Data Centers), a link or node failure can be
extremely harmful. Single or even double element failure prepared-
ness is sometimes not sufficient to fulfill some Service Level Agree-
ments, which may require five 9s of availability or higher. In fact, it
is important for these networks to be able to survive even unlikely
events such as natural or human-made disasters [28,29].

The above two factors motivated us to focus on a hierarchical con-
trol plane. Motivations for a hierarchical structure include those of a

4 In Ref. [6], domain is the equivalent of a network area.

generic distributed control plane (such as lower control traffic latency,
avoiding computational bottlenecks, increasing resiliency, etc.); as well
as others specific to a hierarchical system, such as: scalability [30];
backwards compatibility with current Transport Networks [6,7]; and
current efforts (mainly by ONF [8] and OIF [9]) into standardization of
T-SDNs.

Our model assumes that the hierarchical control plane is structured
as follows. First, each network element belongs to some network area.
All elements of a certain area are managed (e.g., through the controllers’
Southbound Interfaces [6,7]) by one or more controllers specific to ele-
ments of that area. Controllers are then assigned to a centralized orches-
trator (e.g., through their Northbound Interfaces [6,7]). Fig. 1a shows
the logical structure of a hierarchical control plane.

The SDN orchestrator is an important part of the control infrastruc-
ture as it allows for different areas of the network to operate together.
Each controller is responsible for communicating with the orchestrator
by providing it with information of its managed portion of the network.
A possible example of how this system works is as follows: if a con-
nection request requires traversing multiple areas, it is the job of the
orchestrator to decide what should be the appropriate route for such a
connection; and to inform (or negotiate with) the different controllers
to provision the necessary segments of the connection’s path. For that,
the orchestrator needs to maintain an updated view of the entire net-
work (which may be a simplified abstraction).

Given the premise of a hierarchical control plane (as described
above) which must be made as robust against failures as possible, we
focus on optimally deciding:

i. where to place controllers and how to assign switches;
ii. where to place orchestrators; and
iii. how to route switch-to-controller and controller-to-orchestrator traf-

fic.

A major concern when placing controllers in an SDN is the
latency which traffic between switches and controllers are subject
to [13,14,27]. As this latency directly impacts the performance of
the network, there are stringent requirements that must be observed
when deciding where to place controllers and how to route switch-to-
controller traffic. Given that the orchestrator is a fundamental entity
in a hierarchical control plane, it is important that traffic between
orchestrators and controller also take into consideration latency. How-
ever, orchestration of different networks (or network areas) is an active
research topic [31,32], and bounds on the latency of controller-to-
orchestrator traffic are still not defined (to the best of our knowl-
edge). For this reason, in Section 5, we formulate our problem such
that switch-to-controller traffic must be subject to a certain latency
bound, while controller-to-orchestrator traffic is subject to another
(these bounds can also be made equal in our formulation).

In the example of Fig. 1a, a possible solution for the control-plane
placement is shown in Fig. 1b. This placement is a disaster-unaware
placement and choses controller locations and paths such as to mini-
mize resource utilization (in terms of number of links used for control
traffic). Note that such an approach tends to concentrate many control-
plane elements towards the center of the network topology (i.e., close
to nodes 9 and 12).

4. Resiliency and the hierarchical control plane

As discussed before, in traditional non-SDN networks, the fate of
control and data planes of an element are intrinsically tied together: if
one fails, the other fails as well. With SDN, this fate sharing is not neces-
sarily true. Thus, a major contingency for the success of the Transport-
SDN is the robustness against failures of the control plane, and the paths
through which it interacts within itself and with data-plane elements.

In a general SDN, in case a link carrying switch-to-controller traffic
fails, it is necessary to re-route such traffic through a different path,
either by pre-provisioning a protection path (protection) or by utilizing
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Fig. 1. (a) Logical topology of a hierarchical control plane of a T-SDN with three network areas. In this example, each area has two controllers. All controllers
communicate with the primary and backup orchestrators simultaneously. Dashed black lines represent the controller’s communication with switches. Dotted black
lines represent the controller’s interactions with orchestrators. (b) A possible disaster-unaware control-plane placement (note that switch-to-orchestrator traffic is
omitted). Dotted paths connect controllers to the Primary Orchestrator. Dashed paths connect controllers to the Backup Orchestrator. (c) A disaster-aware control-
plane placement. If nodes 9 and 12 are within a disaster-prone region, it is important to avoid them when placing control-plane elements and when routing control
traffic.

some re-routing strategy (restoration). The same is true if a node in
the path of the control traffic fails. Observation 1: Note, however, that a
backup path might not respect the latency constraints that were considered
when initially solving the controller-placement problem.

In terms of node failures, another possible scenario is if the node
hosting the controller itself fails (or the node to which the controller
is attached). In this scenario, if the control plane is distributed, it is
necessary to reassign those switches to other controllers in the network.
Thus, a distributed control plane is a first safeguard against random
node failures. Observation 2: In such case, however, two possible undesired
situations might happen:

i. a switch being reassigned to a controller through a path that is above
latency constraints; or

ii. a switch being reassigned to a controller that is already managing
the maximum number of switches that it can handle (i.e., the con-
troller is already operating at maximum capacity).

As explained, failure resiliency can be achieved through redun-
dancy. However, to remedy the observations listed above, proper con-

siderations during the placement of the control plane can help [23,27].
In fact, the placement of the control plane can also help lessen the
impact of large-scale, correlated, predictable failures (such as natu-
ral and man-made disasters) [1]. This is important since disasters can
disrupt large portions of the network, and redundancy that would be
enough for uncorrelated failure resiliency might not be sufficient to
provide disaster-survivable services [28,29].

In the Transport-SDN, however, the hierarchical control plane cre-
ates a second level of interaction that must be considered when design-
ing a robust control plane (i.e., controller-to-orchestrator). Thus, the
observations above are true not only for the switch-to-controller but
also for the controller-to-orchestrator levels of the hierarchy. In addi-
tion, the T-SDN control plane must be resilient not only to random,
uncorrelated failures, but also to large-scale disasters. Thus, in Section
5, we propose a method to design and place the T-SDN hierarchical
control plane such that it provides redundancy against uncorrelated
failures, as well as disaster survivability, while considering the observa-
tions listed in this section. In Fig. 1c, the same control-plane hierarchy
as that of Fig. 1a is placed in a disaster-aware manner. In this example,
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Fig. 2. A 24-node network topology over the US seismic hazard map [36]. Colored regions of the map represent possible disasters and their color-coded hazards is
proportional to the disaster risks, as defined in Section 4.1. Note that the network has three network areas. (For interpretation of the references to color in this figure
legend, the reader is referred to the Web version of this article.)

since nodes 9 and 12 are within a disaster-prone region, these nodes
should be avoided when placing control-plane elements and when rout-
ing control-plane traffic. Note how such disaster-aware control-plane
placement differs from the disaster-unaware placement of Fig. 1b.

Before going into detail about our formulation, we first need to
investigate how to measure the impact of disasters in the T-SDN infras-
tructure.

4.1. Disaster risk assessment

To make the control plane resilient to disasters, it is necessary to
first determine the vulnerability of the network to them. We consider
that the network operator is capable of assessing what elements might
be affected by each disaster (e.g., a map of the disaster-affected regions
such as the one in Fig. 2). Also, we consider that the network operator
is capable of computing a probabilistic metric called disaster risk [33].
This metric encompasses the probability of a disaster occurring in the
observation period of interest to the operator; and, given that such a
disaster occurs, the probability that it will cause damage to the network
elements within the affected region.

For the set of all disasters that may occur, we compute a met-
ric called Disaster Impact. This metric captures the expected loss of
control-plane connectivity (i.e., the links carrying switch-to-controller
and controller-to-orchestrator traffic) due to disasters weighted by the
risk of each disaster. It can be calculated as:

I =
∑
y∈Y

∑
p∈Pc

Ry ·
(

1 − Uy
p

)

where Y is the set of all disasters y, Pc is the set of all paths through
which control traffic is carried, Ry is the risk of disaster y, Uy

p is 1 if
path p is not affected by disaster y, and I is the impact of disasters. Note
that node failures can also be accounted for by considering all paths
that traverse a node.

5. Robust hierarchical control-plane design

With the considerations discussed in the previous sections, we now
formalize the problem in Section 5.1 and mathematically formulate it

into an ILP in Section 5.2. Our method is able to design a robust con-
trol plane; however, severe failures might still disrupt it. To overcome
the effects of these failures, in Section 5.3, we also present a post-
failure/disaster dynamic procedure that complements the safeguard
measures of our mathematical formulation.

5.1. Problem statement

Given: Network topology; network nodes capable of hosting SDN
controllers and/or orchestrators; for each network node, the network
area it belongs to; disaster-prone regions and their risks; maximum
switch-to-controller and controller-to-orchestrator latencies (possibly
different); how many switches each controller can manage (also called
controller capacity); pre-calculated paths for each pair of nodes; number
of orchestrators to be deployed in the network.

Output: How many controllers and where to place them; where to
place orchestrator(s); what switches to assign to each controller; and
how to route switch-to-controller, and controller-to-orchestrator con-
nections.

Objective: First: Minimize the risk of control-plane disruption due
to disasters. Second: Provide the a solution with minimal resource uti-
lization (in terms of number of controllers and links utilized to route
control traffic).

5.2. Mathematical formulation

Now, we present an ILP formulation to be used offline when decid-
ing where to place the T-SDN hierarchical control plane, i.e., to solve
the problem presented in Section 5.1. Once the placement of control
plane is done, in Section 5.3, we present a heuristic to dynamically
overcome failures if they occur.

We refer to our model as Disaster-Aware Hierarchical Control-Plane
Placement. In Section 6, we will compare our method to a Disaster-
Unaware solution. The constraints of the Disaster-Unaware solution are
the same as those of the Disaster-Aware case (which will be presented
in the following sections), except for constraints 8 and 9 and 19–27 (the
objective function of the Disaster-Unaware model is only equation 𝜆).
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Table 1
Inputs.

Input Description

G(Nt,E) Network topology, where Nt is the set of nodes with area information, and E is the set of directed links.
F Set of nodes capable of hosting controllers and/or orchestrators. We consider that each node in this set can host as many

orchestrators and/or controllers as necessary.
T = {t ∣ t ∈ {0,1,2,…}} Set of areas in the network.
Dij ∈ {0,1} 1 if node i is within reach of node j, under maximum switch-to-controller latency.
Lij ∈ {0,1} 1 if node i is within reach of node j, under maximum controller-to-orchestrator latency.
Pij Set of possible paths from i to j within latency limits.
Y = {y ∣ y = < Ey,Ry >} Set of disasters, Ey links they affect, and the risk Ry of y occurring.
Uy

p ∈ {0,1} 1 if path p survives disaster Y.
Bc ∈ {1,2,3,…} How many switches each controller can manage.
Bo ∈ {1,2,3,…} How many controllers an orchestrator can manage.
K ∈ {1,2,3,…} Minimum number of controllers that must be reachable from any switch within latency constraints (as defined by Dij). We

suggest using a number larger than 1, as otherwise there might not be a reachable backup controller for a switch if its assigned
controller fails.

N ∈ {1,2,3,…} Minimum number of paths between a switch and its controller. We suggest a number larger than 1, as otherwise there might
not be a backup path in case a failure happens.

Q ∈ {1,2,3,…} Minimum number of paths between a controller and the orchestrators.
D ∈ {0,1,2,…} Number of backup orchestrators that should be deployed.
Vy

i ∈ {0,1} 1 if node i survives disaster y. If a disaster completely isolates a node from the network (even though it may remain working),
we consider that such a node does not survive the disaster.

5.2.1. Input parameters
The input parameters are summarized in Table 1.

5.2.2. Variables
All variables used in this formulation are binary. They are summa-

rized in Table 2.

5.2.3. Objective
The objective of our formulation is stated as:

minimize (𝜔 + 𝛿 + 𝜆)

where

𝜔 =
∑
y∈Y

∑
i∈N

∑
f∈F

∑
p∈Pif

Ry ·
(

1 − Uy
p

)
·
(
Ω · wp

if +
∑
t∈T

Γ · htp
if

)

is the average number of controller-to-orchestrator and switch-to-
controller paths that fail due to disasters, weighted by the risk of each
disaster occurring (note that this equation is, in fact, the Disaster Impact
metric of Section 4.1);

𝛿 = Δ ·
(∑

i∈F
ji +

∑
y∈Y

∑
i∈F

Ry · (1 − Vy
i ) · ji

)

is the total number of nodes that host controllers (for all areas in the
network) plus the average number of controllers that fail due to disas-
ters, weighted by the risk of each disaster occurring. This term ensures
that not only the least amount of controllers are deployed, but also that

the deployed set of controllers is the one least impacted by disasters.
And

𝜆 = Λ ·
∑
i∈N

∑
j∈N

∑
p∈Pij

len(p) ·
(

wp
if +

∑
t∈T

htp
if

)

is the resource utilization measured by the number of links used
for switch-to-controller and controller-to-orchestrator communication
(len(p) is the length of path p).

In the functions above Ω, Γ, Δ, and Λ are sufficiently large constants
whose values may affect the overall solution of the problem. In this
study, we first focus on making the controller-to-orchestrator commu-
nication disaster-resilient (thus, Ω ≫ Γ); then, the switch-to-controller
(thus, Γ ≫ Δ); and, finally, on first minimizing number of controllers
and then the number of links used for control traffic (thus, Δ ≫ Λ).

5.2.4. Constraints
In constraints 2, 12, 18, and 22–26, M is a sufficiently large number.
Controller Placement and Switch Assignment: We start by defining

the constraints that define the switch-to-controller level of the hierar-
chical control plane:

ct
f ≤

∑
i∈N

at
if , ∀f ∈ F,∀t ∈ T (1)

ct
f ≥

∑
i∈Nat

if
M

, ∀f ∈ F,∀t ∈ T,M large (2)

∑
i∈N

at
if = 1, ∀f ∈ F,∀t ∈ T (3)

Table 2
Binary variables.

Variable Description

ct
f 1 if one controller of area t is located in node f (also, if nodes f is not of area t, then ct

f = 0). Note that each area might have multiple controllers.

at
if 1 if switch i is assigned to controller f (also, if nodes i or f are not of type t, then at

if = 0).
jf 1 if any controller is active in node f .
htp

if 1 if path p is used for communication between switch i and controller f , both of area t.

ot
f 1 if orchestrator is located in node f .

bt
if 1 if all controller in i are assigned to orchestrator f .

wp
if 1 if path p is used for communication between controller i and orchestrator f .

zy
if 1 if at least one path from controller i to orchestrator f survives disaster y.

sy
f 1 if all controllers that survive disaster y remain connected to orchestrator f .
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at
if ≤ dif , ∀i ∈ N, f ∈ F,∀t ∈ T (4)

at
if = ct

f , ∀i, f ∈ N,∀t ∈ T, i = f (5)

at
if + ct

i ≤ 0, ∀i, f ∈ N,∀t ∈ T, i ≠ f (6)

at
if ≤ ct

f , ∀i, f ∈ N,∀t ∈ T, i ≠ f (7)

Constraints 1 and 2 enforce that a controller will be deployed in node f
if at least one node i of area t is set to be controlled by such a controller.
Constraint 3 enforces that every node must be controlled by exactly
one primary controller. Constraint 4 enforces that nodes can only be
assigned to a controller reachable within their latency limit. Constraints
5–7 enforce that, if there is a controller in some node, the switch in such
node must be assigned to the controller in that node (i.e., to the local
controller); otherwise, this switch must be assigned to a controller in
some other node.

Controller Failure Resiliency: Resiliency against uncorrelated fail-
ures of the switch-to-controller level of the hierarchy is enforced by the
following constraints:∑
i∈N

at
if + 1 ≤

Bc

1 + 1
K

, ∀f ∈ F,∀t ∈ T (8)

∑
p∈Pif

htp
if ≥ N · at

if , ∀i, f ∈ N,∀t ∈ T, i ≠ f (9)

∑
f∈F

ct
f · Dif ≤ K, ∀i ∈ N,∀t ∈ T (10)

Constraint 8 enforces that every controller will have spare capacity,
thus allowing it to accommodate extra switches if a neighboring con-
troller fails. This is a simplification that considers controllers uniformly
placed across the network, such that, if one controller fails, the switches
assigned to it will be reassigned to one of its K closest neighboring con-
trollers. We argue that the maximum capacity of a controller is a soft
limit that can be infringed for brief amounts of time, if necessary [34].
In fact, if a controller ends up managing more switches than its capac-
ity Bc, the matter should be resolved quickly since it would be due to a
serious network failure or a short-term traffic burst.

Constraint 9 enforces that at least N paths must be setup between
each node and its controller. Generally, N should be a small num-
ber greater than one. This helps to avoid disconnections due to sin-
gle failures in a path carrying switch-to-controller traffic. Our tests
show that, since multiple controllers are placed close to each switch,
link or node disjointedness among these paths only provides marginal
resiliency benefits (if any) at very high computational costs. Thus, we
do not enforce path disjointedness but a sub-optimal solution might be
achieved if the user provides a set Pif of only disjoint paths.

Constraint 10 enforces that at least K controllers will be reachable
from any node, within latency bounds, such that, if a controller fails, the
switches it was controlling can fall-back to other close-by controllers.
For implementation, the fall-back procedure can be encoded in each
switch by setting the initial controller as master, and the other con-
trollers in the region as slaves (ordered by their distance to the switch)
[27].

Orchestrator Placement: The next set of constraints refers to the
controller-to-orchestrator level of the T-SDN control plane hierarchy:

of ≤
∑
i∈N

bif , ∀f ∈ F (11)

of ≥

∑
i∈Nbif
M

, ∀f ∈ F,∀t ∈ T (12)

bif ≤ Lif , ∀i, f ∈ N (13)

bif ≤ of , ∀i, f ∈ F,∀t ∈ T (14)

bif ≤ ji, ∀i, f ∈ F,∀t ∈ T (15)

∑
f∈F

∑
t∈T

ct
f ≤ Bo (16)

ji ≤
∑
t∈T

ct
i , ∀i ∈ N (17)

ji ≥
∑

t∈Tct
i

M
, ∀f ∈ F,∀t ∈ T (18)

Constraints 11 and 12 enforce that an orchestrator will be deployed in
node f if at least one controller i (of any area) is set to be managed by
such an orchestrator. Constraint 13 enforces that all orchestrators must
be within the latency limits of every controller. Constraints 14 and 15
enforce that controllers must be managed by nodes that host orches-
trators (and vice versa). Since every controller must be assigned to all
orchestrators, constraint 16 enforces that no more than Bo controllers
be deployed in the network. Research into abstracting network details
to simplify the orchestrator responsibilities [31] suggest that the max-
imum number of controllers that an orchestrator can manage (i.e., Bo)
could be very large. Constraints 17 and 18 enforce that variable ji is one
if at least one controller of any area t is placed on node i.

Orchestrator Failure Resiliency: In the controller-to-orchestrator
level of the hierarchy, resiliency against random element failures is
enforced by the following constraints:∑
p∈Pif

wp
if ≥ Q · bif , ∀i, f ∈ F (19)

∑
f∈F

bif = (1 + D) · ji, ∀i ∈ N (20)

Constraint 19 enforces that at least Q paths must be setup between
each controller and each orchestrator, similar to traditional protection
against element failures (when Q > 1). This protects the controller-
to-orchestrator traffic from single failures. Similar to the observation
of constraint 9, we do not enforce disjointedness among these paths
because multiple orchestrators are deployed.

Constraint 20 enforces that every controller must be managed by
exactly 1 + D (primary and backup) orchestrator(s). Typically, D
should be a small number, such as one or two. The redundancy enforced
by this constraint is important because, in the T-SDN hierarchical con-
trol plane, failures that cause controllers to lose contact with the orches-
trator can be critical, as they might render the different networks areas
unable to work with one another. As all controllers must communicate
with a central orchestrator, this element still constitutes a single point of
failure. To avoid this, we consider deploying one primary and, possibly,
multiple backup orchestrators, as shown in constraint 20. All orches-
trators (primary and backups) must maintain a synchronized, coher-
ent network view at all times. We assume that every controller sends
information to all orchestrators simultaneously, and primary-to-backup
orchestrator communication to propagate or synchronize network infor-
mation is not needed.

We assume that every orchestrator, then, contains a copy of the
same information, and whenever the operator changes configuration in
one of them, it also changes in the others. These orchestrators are effec-
tively a type of content-replication system across the network. The main
benefits of this scheme are: i) just a few orchestrators are enough to pro-
vide high reliability (a small price for the benefit), as will be shown; ii)
in case of orchestrator failure, the controllers can instantaneously fall
back to the backup orchestrator, and it will already be knowledgeable
of the updated network state and history. In fact, content replication
has been studied in the literature [35] and is an enabler for future,
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highly-reliable services, such as 5G and beyond. Note that the assump-
tion that all orchestrators simultaneously receive information from all
controllers is not a requirement if there exists a method to synchronize
different orchestrators.

Orchestrator Disaster Resiliency: In terms of the controller-to-
orchestrator relationship, when a disaster happens, the orchestrator
placement must be such that at least one orchestrator survives such
disaster, for any disaster. This is yet another reason for the deploy-
ment of multiple orchestrators. The following constraints enforce that
the orchestrators will be placed such that at least one will survive any
given disaster:

zy
if ≤ Vy

i · of , ∀i, f ∈ N,∀y ∈ Y (21)

zy
if ≤ Vy

i · ji, ∀i, f ∈ N,∀y ∈ Y (22)

zy
if ≤

∑
p∈Pif

wp
if · U

y
p , ∀i, f ∈ F,∀y ∈ Y (23)

zy
if ≥

∑
p∈Pif

wp
if · U

y
p

M
, ∀i, f ∈ F,∀y ∈ Y (24)

∑
i∈N

zy
if ≥

∑
i∈N

Vy
i · ji − M

(
1 − sy

f

)
, ∀f ∈ N,∀y ∈ Y (25)

∑
i∈N

Vy
i · ji ≥

∑
i∈N

zy
if − M · sy

f + 1, ∀f ∈ N,∀y ∈ Y (26)

∑
f∈F

sy
f ≥ 1, ∀y ∈ Y (27)

As the orchestrator needs to be knowledgeable of the entire network
state, these constraints enforce that, not only at least one orchestra-
tor must survive any one disaster, but also that at least one surviv-
ing orchestrator will remain connected to every surviving controller.
Constraints 21–24 enforce that zy

if is one if at least one controller-to-
orchestrator path survives disaster y (i.e., if both controller and orches-
trator also survive such disaster).

In constraints 25 and 26, note that
∑

i∈Nzy
if is the total amount of

controller-hosting nodes that survive disaster y and remain connected to
orchestrator f ; and

∑
i∈NVy

i · ji is the total amount of controller-hosting
nodes that survive disaster y. Thus, the second is an upper bound of the
first. These constraints enforce that sy

f is one only if all controllers that
survive disaster y remain connected to orchestrator f . Constraint 27
enforces that, after any disaster y, all surviving controllers remain con-
nected to at least one surviving orchestrator. If more than one orches-
trator survives, at least one of them will remain connected to every
surviving controller.

5.3. Post-disaster and post-failure procedures

The method in Section 5.2 can be used to statically decide how
to place the hierarchical control plane in a robust manner. However,
severe failures might still affect the normal operation of the T-SDN con-
trol plane. Also, our formulation only guarantees that a second con-
troller will be within reach, without exactly pre-determining a path
between switches and the backup controller. In this section, we explore
heuristics to overcome control-plane disruptions in case a severe failure
affects either switch-to-controller or controller-to-orchestrator interac-
tions.

5.3.1. Surviving switch-to-controller failures
In case a failure either in the path that carries switch-to-controller

traffic or a controller failure occurs, we propose the following approach:

A. Link Failure: in case of failure in the primary path between a switch
and its assigned controller:

(a) if N > 1: try the shortest pre-computed path (as per constraint
9). If the path is working, use it (it becomes the new primary
path); if not, try the next, until all pre-computed paths have
been examined;

(b) if N = 1 or all N paths have been exhausted: use Algorithm 1.
B. Controller failure: use Algorithm 1.

5.3.2. Surviving controller-to-orchestrator failures
The controller-to-orchestrator relationship is slightly different than

that of the switch-to-orchestrator. In case a failure that affects the
controller-to-orchestrator level of the hierarchical control plane occurs,
we propose:

A. Link Failure: in case of failure in the primary path between a con-
troller and an orchestrator:
(a) if Q > 1: try the shortest pre-computed path (as per constraint

19). If the path is working, use it (it becomes the new primary
path); if not, try the next, until all pre-computed paths have
been examined;

(b) if Q = 1 or all Q paths have been exhausted: Find the shortest
path to that orchestrator.

Note that, if D > 0, some other orchestrator will become primary
while a new path is not found and provisioned. If D = 0, the controller
that no longer can communicate with the orchestrator will face difficul-
ties in cooperating with other controllers.

B. Orchestrator failure: If D > 0, another orchestrator will become pri-
mary.

As the procedure above demonstrates, not deploying backup orches-
trators can leave controllers without contact to the orchestrator in case
of failures. Thus, we recommend using D > 0.

6. Illustrative examples

In this section, we will analyze the control-plane placement solu-
tions found through our method (i.e., Disaster-Aware). We will also
compare them to the control-plane placement whose objective does
not take into consideration disaster resiliency, only focusing on mini-
mizing resource utilization (i.e., Disaster-Unaware, briefly described at
the beginning of Section 5). We will demonstrate how our solution is
capable of providing high disaster and failure resiliency at the cost of
slightly-larger resource consumption and control-plane path latencies
when compared to the Disaster-Unaware placement.

In both disaster-aware and unaware approaches, we enforce that
every switch will have at least a second controller within reach, in case
the first fails. As each area needs at least two controllers, the minimum
number of controllers is six in our example, which has three areas (see
Fig. 2).

To evaluate our solution’s resiliency against disasters, we consider
the topology and earthquake hazard map presented in Fig. 2. Although
we are using this map for our results, risk maps for different types of
disasters (other than seismic) can also serve as input. Nodes and links
are susceptible to damage according to the disaster zones which they
are located in or which they traverse. We consider that each disaster
region has a different disaster risk, proportional to the hazard informa-
tion from the figure.

The first results, in Sections 6.1, 6.2, and 6.3, analyze how the
Disaster-Aware and Disaster-Unaware solutions behave under differ-
ent latency constraints, both for switch-to-controller and controller-
to-orchestrator traffic. For these results, we use the configuration
described in Table 3.

Our proposed ILP was solved using CPLEX [37]. Other calculations,
algorithms, and simulations were implemented in Java. Results were
generated on an Intel Core i7, 16 GB RAM machine. Millisecond laten-
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Algorithm 1 Emergency Switch Reassignment.
Input: switch nt

i and current network topology
Output: what controller ct

j to assign nt
i through path pi j

1: Create set Ct of surviving controllers of type t
2: Create empty set St of tuples < ct

j ; pij; usedCapacityOf (ct
j) >

3: for all ct
j ∈ Ct do

4: Find shortest path pij from nt
i to ct

f
5: Insert tuple < ct

j ; pij; usedCapacityOf (ct
j) > in St

6: end for
7: Create set St

good ⊆ St of tuples with pij within latency bounds, and usedCapacityOf (ct
j) < B

8: Sort St
good first by length of pij, then by usedCapacityOf (ct

j)
9: if St

good ≠ ∅ then
10: return First tuple in ordered St

good
11: else
12: Sort St length of pij multiplied by usedCapacityOf (ct

j)
13: return First tuple in ordered St

14: end if

Table 3
Illustrative example inputs.

Input Value

Network topology G(Nt,E) See Fig. 2.
Controller-capable nodes F All nodes in Fig. 2.
Network areas T 3 areas.
Disasters Y See Fig. 2.
Controller capacity Bc 8 switches.
Orchestrator capacity Bo Unlimited.
Reachable controllers K 2
Switch-to-controller paths N 1
Controller-to-orchestrator paths Q 1
Number of orchestrators D 2

cies were calculated with the approximation:

latency(l) = 0.005 · l

where l is the length of the path in kilometers.

6.1. Disaster impact

In Fig. 3, we show how our Disaster-Aware solution compares to
the Disaster-Unaware solution with regards to the Disaster Impact met-
ric introduced in Section 4.1. As an example, given two alternative
control-plane designs for the network of Fig. 2 (with the same number
of switch-to-controller and controller-to-orchestrator paths), a control
plane whose Disaster Impact is 8 has paths that traverse areas twice as
risky as those of a control plane whose Disaster Impact is 4, or traverse
twice the amount of disaster-prone regions of similar risk. In Fig. 3a,
we vary the maximum possible switch-to-controller latency (input Dij)
while not imposing limits to the controller-to-orchestrator latency. In
Fig. 3b, we do the opposite.

Our results show that our method provides a solution whose Disaster
Impact is much smaller than that of the Disaster-Unaware model, in all
scenarios. Note, however, that the lengths of switch-to-controller and
controller-to-orchestrator paths directly affect the placement solution.
As these paths are allowed to be longer, the disaster-aware solution
is able to find better paths, allowing the Disaster Impact to decrease.
As expected, the disaster-unaware solution does not have a clear rela-
tionship with this metric. Note that the red bars (which represent the
controller-to-orchestrator paths in the disaster-aware model) are always
smaller as the latency limits increase, which is not necessarily true for
the blue bars (i.e., the switch-to-controller paths). That is because, in
our optimization objective, we place higher importance on the paths
that connect controllers to orchestrators.

6.2. Path latencies

In Fig. 4, we show how the disaster-aware average control-plane
path latencies compare to the disaster-unaware control-plane path
latencies. As the disaster-unaware model simply minimizes network-
resource consumption, this solution will always find the shorter paths
possible that satisfy this model’s constraints. In Fig. 4a, we vary the
maximum possible switch-to-controller latency (input Dij) while not
imposing limits to the controller-to-orchestrator latency. In Fig. 4b, we
do the opposite.

Fig. 4 shows how our disaster-aware solution’s paths tend to be
slightly longer than the disaster-unaware solution’s. Note that our solu-
tion is more affected by constraints in the lengths of controller-to-
orchestrator paths — which causes it to compensate with longer switch-
to-controller paths, as demonstrated in the longer average switch-to-
controller path latencies of Fig. 4b when compared to those of Fig. 4a.
Also, note that in Fig. 4a, our solution achieves almost the same
summed average path lengths as the disaster-unaware approach for a
maximum switch-to-controller path latency of 20 ms. This is because,
with this particular latency limit, the model cannot find another solu-
tion that makes the Disaster Impact metric smaller; and, thus, simply
minimizes path latencies as much as possible, which ends up coincid-
ing (the summed average, as the individual switch-to-controller and
controller-to-orchestrator averages differ) with the disaster-unaware
solution.

6.3. Controllers and their locations

In this section, we analyze how the number of controllers placed
is affected by different maximum allowable latencies between con-
troller and switch, and controller and orchestrator. Our results are pre-
sented in Fig. 5, and they show that although the number of controllers
deployed tends to be similar for both disaster-aware and unaware mod-
els (due to constraint 9), the disaster-aware solution places less con-
trollers within disaster-prone zones of the network. In the disaster-
aware approach, the number of controllers placed inside disaster-prone
regions also decreases as the switch-to-controller and controller-to-
orchestrator maximum latencies increases. The disaster-unaware solu-
tion, however, does not try to avoid disaster-prone regions.

6.4. Post-disaster switch-controller reassignment

We now analyze how the heuristics proposed in Section 5.3 per-
form. Our mathematical formulation enforces that at least K controllers
will be reachable from any switch within latency bounds. Note that the
network topology might change such that a controller that was initially
reachable within latency bounds cannot be reached anymore if a failure
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Fig. 3. Comparison of the Disaster Impact of a disaster-unaware solution with
our disaster-aware proposal. (a) Shows how the maximum switch-to-controller
latency affects the Disaster Impact on the control plane. (b) Shows how the
maximum controller-to-orchestrator latency affects the Disaster Impact on the
control plane.

occurs. However, in all of our tested post-disaster scenarios, the paths
used for the new switch-to-controller assignment rarely infringed the
maximum latency allowed for switch-to-controller communication.

In this result, we focus on how the post-disaster reassignment of a
switch to other controllers affected the controller utilization (instead
of post-disaster path length, as it never crosses latency bounds). This
is because, when controllers fail, the remaining controllers need to
manage all the surviving switches. This might change the number of
switches which each controller was initially managing (either lowering

Fig. 4. Average control-plane latencies. (a) Shows how the maximum switch-to-
controller latency affects the average control-plane latencies. (b) Shows how the
maximum controller-to-orchestrator latency affects the average control-plane
latencies. Note that each column is composed of the switch-to-controller and
controller-to-orchestrator average latencies; and, in each graph, the maximum
latencies only refer to either one or the other (not the sum).

or increasing the controller capacity utilization).
In Fig. 6, we show the cumulative distribution of controllers at dif-

ferent capacity utilizations, before and after disasters. The capacity uti-
lization of a controller is directly proportional to the number of switches
assigned to it. These results reflect how many controllers are there at
each capacity in the network. We only consider controllers with capac-
ity of 8.

In Fig. 6, we compare the disaster-aware solution when no disaster
occurs with the disaster-aware solution after each disaster presented in
Fig. 2, averaged across all disasters. After each disaster, we utilize the
post-disaster procedures discussed in Section 5.3 to reassign switches to
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Fig. 5. Number of deployed controllers inside/outside disaster-prone zones. (a)
Shows how the maximum switch-to-controller latency affects where controllers
are deployed. (b) Shows how the maximum controller-to-orchestrator latency
affects where controllers are deployed. Note that, as every switch must reach
at least two controllers in its area (i.e., K = 2), the minimum number of con-
trollers in the network is six because it has three areas (see Fig. 2).

controllers.
The results of Fig. 6 demonstrate that, without any disaster, all con-

trollers are under 70% utilization. In the post-disaster scenario, how-
ever, a few percent of controllers (around 3%) sees around 90% utiliza-
tion.

6.5. Number of orchestrators

We now study how the number of orchestrators deployed in the
network affects the failure resiliency of the hierarchical control plane.

Our mathematical formulation always enforces a solution which, for
the foreseen disasters, necessarily places at least one orchestrator that
survives any single one of them. Thus, to investigate how the number of
orchestrators impacts the control-plane resiliency, we analyze the effect

Fig. 6. Cumulative distribution of controllers by capacity utilization.

Fig. 7. Relationship between number of orchestrators and how many control-
plane links must fail (on average) in order for a controller to lose contact with
all orchestrators.

of random failures (i.e., which are not necessarily included among the
foreseen disasters).

In Fig. 7, we ran our optimization for three controller capaci-
ties (i.e., 8, 16, or unlimited switches). In this calculation, given our
disaster-aware placement solutions, we analyzed all possible combina-
tions of failures in control-plane links.5 Among all those combinations,
we checked which of them caused at least one controller to be isolated
from all orchestrators.

Our results show that the number of links that must fail in order
for a controller to lose contact with all orchestrators increases as the
number of orchestrators deployed also increases. In fact, this relation-
ship is complex and is highly dependent on the control-plane placement
solution (even though all of our simulated scenarios follow the same
increasing trend as the number of orchestrators increase).

5 We refer to links carrying control traffic (both between controller and
switch, and between controller and orchestrator), as control-plane links.
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Table 4
Execution time: Switch-to-controller.

Switch-to-controller
Max. Latency (ms)

Execution
Time (s)

14.0 31.60
15.5 35.67
17.0 132.23
18.5 255.18
20.0 203.94
21.5 219.39
23.0 199.35
24.5 217.24

Table 5
Execution time: Controller-to-orchestrator.

Controller-to-orchestrator
Max. Latency (ms)

Execution
Time (s)

15.5 77.09
17.0 95.87
18.5 99.65
20.0 151.07
21.5 154.02
23.0 236.82
24.5 200.02

6.6. Execution time

Finally, we provide average execution time of our ILP model in
Tables 4 and 5. These numbers are based on the same setup (and maxi-
mum latency constraints) as that of results of Figs. 3–5. For both tables,
the general trend is that, when longer latencies are allowed, the solu-
tion space increases, which causes the solver to take more time to find
the optimum placement. Even in the slowest situation, the execution
time is still less than five minutes.

7. Conclusion

In this work, we studied how to design robust control planes for
Transport Software-Defined Networks (T-SDNs). As T-SDNs are hetero-
geneous and require high reliability, we considered a hierarchical con-
trol plane that contains in its top orchestrators, and in its base, con-
trollers. Switches of a certain network area communicate with con-
trollers, and controllers communicate with orchestrators.

We studied how disaster resiliency is achieved by minimizing a met-
ric, called Disaster Impact (which captures the network’s susceptibility
to disasters). Minimizing Disaster Impact ends up placing controllers,
orchestrators, and switch-to-controller and controller-to-orchestrator
paths in a disaster-survivable manner. We also proposed providing
resiliency against random failures through redundant entities avail-
able in the network, particularly by deploying several orchestrators, all
simultaneously synchronized. Multiple orchestrators allow for readily-
available backups in case of failures. We presented an Integer Linear
Program formulation (ILP) capable of designing a hierarchical control
plane that is resilient to both disasters and random failures. We also
proposed a fast heuristic to reassign switches to controllers in case fail-
ures disrupt the switch communication with its assigned controller.

Results from our illustrative examples where a Transport Network is
susceptible to earthquake damage shows that our model achieves much
higher disaster and failure resiliency with minimal extra resource con-
sumption, when compared to a disaster-unaware approach. Results also
showed that our heuristic for post-disaster switch-to-controller reas-
signment can reassign switches without violating controller capacity,
for all disasters considered during the control-plane placement calcula-
tion. Finally, we investigated how the number of orchestrators deployed

affects the chances of a controller being isolated from all active orches-
trators. Results demonstrated that increasing the number of orchestra-
tors (primary plus backups) effectively means that more control-plane
links must fail for any controller to be isolated from orchestrators.
Thus, it is important to deploy at least one backup orchestrator in the
Transport-SDN hierarchical control plane.
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