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Abstract—A practical WiFi system only achieves a discrete data rate adjustment due to hardware constraints while channel
signal-to-noise ratio (SNR) is continuous. This mismatch leads to the SNR gaps. In this paper, we introduce a novel communication
mechanism, CoS (Communication through Silent subcarriers), which turns the wasted SNR gaps into new opportunities for transmitting
control messages for free. Compared with traditional piggybacking schemes, CoS is more reliable to transmit control messages from
one node to many nodes. In CoS, silent subcarriers are inserted into data packets and the intervals between adjacent silent subcarriers
are utilized to encode information. Since the wasted SNR gap results in under-utilization of the channel code, the data bit errors
induced by silent subcarriers are corrected by the correcting capability of the existing channel code as long as we carefully design the
total number of inserted silent subcarriers. Based on CoS, we design CoS-MAC to validate the effectiveness of CoS. We measure the
throughput of free control messages achieved by CoS under various channel conditions and conduct simulations to show the
throughput gain achieved by CoS-MAC over the existing schemes.

Index Terms—WiFi networks, control signaling, MAC, SNR gap, OFDM, frequency selective fading.
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1 INTRODUCTION

CONTROL messages are essential for improving the per-
formance of various applications such as medium ac-

cess, scheduling, and resource allocation in WiFi networks.
However, with traditional piggybacking schemes adding
new control fields in the medium access control (MAC)
header, control message exchanges among nodes lack re-
liability. Specifically, a data packet’s data rate is selected
according to its intended receiver’s channel condition, and
so unintended receivers in theWiFi network may not be able
to correctly decode the data packet’s MAC header1 to ob-
tain the conveyed control messages. In addition, traditional
piggybacking schemes consume extra channel resources
(bandwidth or time) and modify the original data packet
format defined in the IEEE 802.11 standards to add new
control fields.

In this paper, we utilize the features of OFDM (Or-
thogonal Frequency Division Multiplexing) to design CoS
(Communication through Silent subcarriers), a novel com-
munication mechanism in OFDM-based WiFi networks
(e.g., 802.11a/g/n). In CoS, we insert silent subcarriers into
data packets. An inserted silent subcarrier is a subcarrier
with zero transmission power within one OFDM symbol.
CoS leverages the intervals between silent subcarriers to
encode information. The energy detection at the granularity
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A preliminary version of this paper appeared in IEEE ICDCS’17 [1].
1. According to Section 17.3.2 in the IEEE 802.11 standard [2], the

MAC header is transmitted at the same data rate with the MAC frame
body in practical WiFi communication systems.

of subcarriers [3] [4] is utilized to locate silent subcarriers.
Unlike traditional piggybacking schemes, CoS extracts the
embedded control messages via physical layer energy de-
tection instead of using conventional data packet decoding
that requires higher SNR. In CoS, even if a node’s neigh-
boring nodes cannot correctly decode its transmitted data
packets because they may have worse channel conditions
than the data packets’ intended receiver, they may still
correctly obtain the embedded control messages. Therefore,
compared with traditional piggybacking schemes, CoS is
more reliable to transmit control messages from one node to
other nodes in the network. Since CoS does not change the
original 802.11 data packet structure, a legacy 802.11 node
can process the data packets transmitted by a node imple-
menting CoS but ignores the embedded control messages
at the physical layer. In addition, CoS exploits the wasted
SNR gaps to convey lightweight control messages without
consuming additional channel resources (i.e., not sacrificing
the original data throughput).

In CoS, some data bits are erased deliberately within a
data packet due to inserted silent subcarriers, which results
in data bit errors. The feasibility of CoS is based on the ob-
servation that a practical WiFi system exhibits considerable
SNR gap. In wireless transmissions, the best data rate, a
combination of modulation and channel code, is selected to
fight against transmission failure according to channel con-
dition (e.g., SNR) [5]. A practical WiFi system only achieves
a discrete data rate adjustment due to the limited number
of modulation types and code rates, but channel SNR is
continuous [6] [7]. As a result, wireless networks exist SNR
gap between the actual channel SNR and the minimum
channel SNR required for the currently selected data rate.
The SNR gap results in under-utilization of the channel
code, which is utilized to design CoS. Thus, in our CoS, data
bits erased by inserted silent subcarriers can be recovered
by the correcting capability of the existing channel code as
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long as we carefully design the total number of inserted
silent subcarriers. Both data bits erased by inserted silent
subcarriers and erroneous data bits induced by wireless
transmissions are treated as data bit errors and should be
corrected by the channel code to ensure correct decoding of
the original data packet. Since the SNR gap results in under-
utilization of the channel code, the correcting capability of
the channel code is beyond the number of erroneous data
bits induced by wireless transmissions, and the coding re-
dundancy is wasted. In other words, the SNR gap expresses
the extra level of data bit errors that the receiver can tolerate
while meeting the minimum channel SNR required for the
selected data rate. Therefore, with the wasted correcting
capability of the existing channel code, CoS can correct a
reasonable amount of data bit errors induced by inserted
silent subcarriers. More importantly, such a communication
mechanism does not consume extra channel resources.

Besides the existing SNR gap, the distribution of inserted
silent subcarriers within data packets also affects the total
number of silent subcarriers that can be inserted in CoS. To
insert as many silent subcarriers as possible, we proactively
reduce data bit errors induced by inserted silent subcarriers.
Our observation is that inserting a silent subcarrier into a
data packet may not bring in new data bit errors, which is
built upon the insight that we can predict the distribution
of erroneous data bits induced by wireless transmissions
within a data packet. Due to frequency selective fading
where the channel quality of each OFDM subcarrier varies,
the distribution of erroneous data bits within a data packet
is uneven and data bits on certain positions are more likely
to be corrupted than others. The weak OFDM subcarriers
produce most of the erroneous data bits. Therefore, if we
select weak OFDM subcarriers to design CoS based on OFD-
M subcarriers’ channel conditions, the positions of some
data bits erased by inserted silent subcarriers overlap with
the erroneous data bits induced by wireless transmissions.
Such a design can reduce the number of new data bit
errors introduced by inserted silent subcarriers. In fact, these
erroneous data bits will be corrected by the existing channel
code. Moreover, frequency selective fading is stable over
time in indoor WiFi environments [8]. Therefore, we can
predict the OFDM subcarriers’ channel conditions within a
future data packet in indoor WiFi networks.

The free control message transmissions provided by CoS
can be used to improve the performances of applications
such as medium access coordination and resource alloca-
tion. In this paper, we present one of the CoS-based ap-
plications to validate the effectiveness of CoS. EBA [9] was
proposed to let nodes exchange backoff counters selected for
their next packet transmissions to reduce packet collisions.
We propose CoS-MAC to adopt the same MAC scheme with
EBA but exploits the proposed communication scheme CoS
to exchange backoff counters among nodes. Compared with
EBA adopting the traditional piggybacking scheme, CoS-
MAC not only is more reliable to transmit control messages
but also avoids consuming extra channel resources. Our
simulation results show that CoS-MAC achieves significant
throughput gain over EBA in realistic network scenarios.

The rest of this paper is organized as follows. Section 2
presents an overview of CoS and our experimental observa-
tions. Section 3 describes the detailed design of CoS. Section
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Fig. 1. The illustration of CoS where silent subcarriers are inserted into
data packets.

4 validates CoS and presents extensive evaluation results.
Section 5 designs our CoS-MAC, a CoS-based application,
and evaluates its performance. Section 6 reviews the related
work, and we conclude this paper in Section 7.

2 OVERVIEW AND OBSERVATIONS

This section starts with an overview of CoS that is built upon
the OFDM physical layer. Then, we present our experimen-
tal studies to show the feasibility of CoS.

2.1 Overview of CoS

Modern WiFi standards (e.g., IEEE 802.11a/g/n) adopt
OFDM at the physical layer. In the IEEE 802.11a, the 20
MHz wireless channel is divided into 64 orthogonal OFDM
subcarriers, of which there are 4 pilot subcarriers, 12 guard
subcarriers, and 48 data subcarriers. An OFDM symbol is
the composite signal of 64 subcarriers. In the IEEE 802.11a,
the duration of an OFDM symbol equals to 4 µs (a time
slot). A data subcarrier within one OFDM symbol is denoted
by Si,j where the location coordinate is (i, j) of which i is
the time slot (or OFDM symbol) index and j is the data
subcarrier index. As shown in Fig. 1, in CoS, compared with
an active subcarrier, a silent (or inactive) subcarrier results
in zero transmission power for an Si,j and erases the data
bits contained in the Si,j .

In CoS, silent subcarriers are inserted on the n selected
weak data subcarriers within a data packet. For simplicity,
n = 6 is assumed in Fig. 1. We logically number these 6
selected weak data subcarriers from 1 to 6. CoS exploits
the intervals between adjacent silent subcarriers to encode
information. To indicate the start of conveyed information,
a silent subcarrier is inserted onto the S1,1 (bottom left
corner in Fig. 1). The length of an interval between two
adjacent silent subcarriers is the number of active subcar-
riers. Suppose k bits (k = 4 in CoS) are carried by an
interval, then the length of an interval ranges from 0 to
15. For example, the binary bits “0010” corresponds to 2 in
decimal, so the length of the corresponding interval should
be 2 to represent the sequence of bits “0010”. To convey
24 bits “001001101000001110100111”, we divide it into six
groups where {“0010”, “0110”, ..., “0111”}. Each group in-
cludes 4 bits. The corresponding distribution of inserted
silent subcarriers is shown in Fig. 1, where the number of
active subcarriers between two adjacent silent subcarriers
is counted from the bottom to the top of each column. For
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example, when counting the number of active subcarriers
between S6,5 and S8,1, we observe that there are 1, 6, and
0 active subcarriers in columns 6, 7, and 8, respectively.
Therefore, the length of the interval between S6,5 and S8,1

is 7 in decimal, and the conveyed information is “0111” in
binary.

CoS aims for lightweight control messages that require
broadcast nature to enable nodes in the network to exchange
messages in a distributed manner. In CoS, the transmission
of control messages is built upon a data packet whose
transmission is unicast, but the data packet can be overheard
by all nodes including the intended receiver to extract the
embedded messages because of the broadcast nature of
the wireless channel. In other words, CoS builds broadcast
transmission of control messages on the unicast transmis-
sion of data packets. Although the data packet is transmitted
at the data rate selected according to the intended receiver’s
channel condition, CoS extracts the embedded messages
via physical layer energy detection instead of using con-
ventional packet decoding that requires higher SNR. The
reliability of transmitting control messages from one node to
many nodes by CoS is slightly worse than using a dedicated
control packet, but is significantly better than traditional
piggybacking schemes.

Since CoS embeds (or piggybacks) control messages by
inserting silent subcarriers at the physical layer, it does not
change the original 802.11 data packet format. A legacy
802.11 node can correctly receive and process the data pack-
ets transmitted by a node implementing CoS even if it is not
aware of the embedded control messages. In other words,
the legacy 802.11 node treats the data packets transmitted by
a CoS node as the original 802.11 data packets transmitted
by a legacy 802.11 node.

The key idea behind CoS is that we insert a reasonable
amount of silent subcarriers within a data packet while not
affecting the correct decoding of the original data packet. In
the subsequent development, we will show the feasibility of
CoS based on experimental studies.

2.2 The SNR Gap

In this subsection, we conduct some experiments to demon-
strate our fundamental idea in this paper. In our measure-
ments, we assume that there is no strong interference. We
adopt the IEEE 802.11a default values to set up the physical
layer parameters such as modulation, channel code, and
power allocation. The Sora platform [10] provides a software
WiFi driver that implements the fully featured IEEE 802.11a
standard. The IEEE 802.11a standard defines the minimum
required SNR for each data rate. A data rate is selected only
when the measured SNR at a receiver is higher than the
minimum required SNR.

Fig. 2 plots minimum required SNRs and actual SNRs
according to our experiments. The SNR gap between the
actual SNR and the minimum required SNR can be observed
clearly, and the minimum required SNR is always smaller
than the actual SNR. For example, if the actual SNR is 16.7
dB falling between 12 dB and 17.5 dB, the data rate of
24 Mbps is selected. The minimum required SNR for this
data rate is 12 dB. Thus the SNR gap is 4.7 dB. The SNR
gap mainly results from the data rate adaptation scheme
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Fig. 2. The SNR gap between the actual channel SNR and the minimum
required SNR.

adopted in current WiFi networks. Since channel SNRs are
continuous while data rates are discrete, it is impossible to
get perfect one-to-one matching from channel SNRs to data
rates. Because of the stair-case adjustment for data rate in
practical communication systems, when the measured SNR
falls between two adjacent rates, the lower rate is selected
even if the measured SNR is much higher than the minimum
required SNR for that lower rate. In addition, inaccurate
SNR estimation provided by the IEEE 802.11a NIC also
results in the SNR gap [11]. Such an SNR gap means the
number of data bit errors that can be handled by a receiver is
more than the number of data bit errors induced by wireless
transmissions, and so the code redundancy in channel code
is not fully utilized.

The feasibility of CoS is based on the SNR gap. However,
as shown in Fig. 2, when the measured SNR gets close to the
minimum required SNR but not yet triggers a lower data
rate, the available correcting capability of the channel code
for CoS is small because the correcting capability is mainly
used to correct erroneous data bits induced by wireless
transmissions (fading or interference). Therefore, to further
enhance the total number of silent subcarriers that can be
inserted, especially in the case that the SNR gap is small,
we proactively reduce data bit errors induced by inserted
silent subcarriers by controlling the distribution of inserted
silent subcarriers within a data packet, which is based on
our observations presented in the next subsection.

2.3 The Distribution of Erroneous Data Bits

Metric for subcarrier condition: The error vector magni-
tude (EVM) [5] [12] can capture the deviation between the
received and transmitted modulation signal positions in a
constellation diagram. We use EVM to accurately character-
ize channel condition at subcarrier level. Notice that small
EVM values represent slight deviations and good subcarrier
conditions.

Frequency selective fading: Fig. 3 plots the EVM values
of 48 data subcarriers measured on three positions. It can
be observed that different data subcarriers exhibit very
different EVM values. In a single measurement position,
the difference in EVM can be up to 13%. Moreover, the
frequency selective fading magnitude in each measurement
position varies. In wireless transmissions, such frequency
selective fading (or frequency diversity) is mainly due to
multi-path propagations induced by surrounding obstacles
[8].
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Fig. 3. Measured EVM values from frequency selective fading channels
on three positions.

The pattern of data bit errors: The distribution of erro-
neous data bits induced by wireless transmissions is affected
by frequency selective fading. Within a data packet, certain
data bit positions have higher error probabilities than oth-
ers. Specifically, since the IEEE 802.11 standards ignore fre-
quency diversity and allocate the same transmission power
and data rate to all data subcarriers, the data bits on the data
subcarriers with deep fading experience more severe signal
distortion. Thus, quite a few data subcarriers have higher
data bit error rates than others and are more vulnerable to
signal distortions. The error-prone data bit positions within
a data packet are on the weak data subcarriers. Based on
such a deterministic pattern of data bit errors, we can
explicitly select weak data subcarriers to design CoS. If
inserted silent subcarriers fall onto the data subcarriers that
have no data bit errors in wireless transmissions, the data
bits erased by inserted silent subcarriers are new data bit
errors at the receiver. However, inserting silent subcarriers
onto the data subcarriers that have data bit errors in wireless
transmissions does not introduce new data bit errors into a
data packet. In other words, CoS intentionally erases certain
data bits that are more likely to be corrupted by wireless
transmissions according to the prediction of the pattern of
data bit errors. Therefore, we select weak data subcarriers
to design CoS according to subcarrier conditions, which
increases the probability that the data bits erased by inserted
silent subcarriers are error-prone data bits.

Temporal stability: To predict erroneous data bit distri-
bution within a future data packet using the current mea-
surement feedbacks of subcarrier conditions, the frequency
diversity should change slowly over time. The measure-
ments in previous work [8] have shown that the indoor
WiFi scenarios remain temporal stability over the wireless
channel.

3 COS DESIGN

In this section, we first describe the overall system architec-
ture for CoS. We then present the detailed design.

3.1 Overall System Architecture

Fig. 4 presents the overall system architecture of CoS built
upon the IEEE 802.11a physical layer. We achieve the
functionality of each newly added component by driver-
level modifications without making any hardware changes.
Therefore, CoS can be easily integrated into the existingWiFi
systems.
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Fig. 4. System architecture of CoS. The orange blocks are CoS exten-
sions to the OFDM-based IEEE 802.11a. A is a transmitter. B is the
intend receiver of data packets while C is a neighboring receiver.

As shown in Fig. 4, transmissions and receptions of data
packets follow the typical IEEE 802.11a standard except for
the Viterbi decoder that is substituted with the proposed
erasure Viterbi decoding. At the transmitter side (i.e., node
A), control message encoding (sequence of binary bits) is
done in the module of the Inverse Fast Fourier Transform
(IFFT) by the power controller module. At the receiver side
(i.e., both node B and node C), to interpret the transmit-
ted control messages, subcarrier level energy detection is
performed on the module of Fast Fourier Transform (FFT)
by the energy detector module. Node B is the intended
receiver of a data packet, and so it obtains both the data
packet and the transmitted control message. Due to the
broadcast nature of the wireless channel, the neighboring
receiver, node C, obtains the transmitted control message
without decoding the data packet. Notice that two silent
subcarriers of the first OFDM symbol within a data packet
indicate the start and end of the selected successive weak
data subcarriers.

3.2 Encoding/Decoding of Control Messages

In OFDM, data bits are modulated into modulation signals
that are carried by data subcarriers in parallel. During the
encoding of control messages, inserting silent subcarriers
is achieved by subcarrier level power allocation, which is
performed on the IFFT. N modulation signals carried on N
data subcarriers in the frequency domain are transformed
into an OFDM signal in the time domain by performing N-
point IFFT. Let X[k] denote a modulation signal on data
subcarrier k. In normal N-point IFFT, the modulation signal
vector X = {X[0], X[1], ..., X [N − 1]} is fed into IFFT. For
example, there are two kinds of modulation signals (1 + 0i
and−1+0i) in BPSK modulation. To insert a silent subcarri-
er on data subcarrier k, 0 instead of modulation signal X[k]
is fed to data subcarrier k when performing IFFT, which
results in zero transmission power on the corresponding
data subcarrier. Therefore, silent subcarriers are subcarriers
with zero transmission power within one OFDM symbol,
which can be achieved easily.

At the receiver, N-point FFT is performed on the time
domain OFDM signal to obtainN modulation signals in the
frequency domain. The FFT result presents the magnitude
of each OFDM subcarrier in the frequency domain [3]. If a
data subcarrier is silent, its magnitude is zero. Based on the
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FFT result, subcarrier level energy detection can be achieved
easily.

3.3 Threshold Selection of Energy Detection
In a practical system, the detected energy of silent subcarri-
ers is not zero due to noise. The detection threshold of silent
subcarriers is set to the noise floor. However, the noise floor
varies at different environments, so dynamic estimation of
the noise floor is necessary.

A pilot aided estimation scheme is proposed to estimate
the noise floor. In the IEEE 802.11a, there are 4 pilot sub-
carriers where known modulation signal are transmitted.
The 4 pilot subcarriers are distributed evenly across all data
subcarriers. We exploit pilot subcarriers to extract the noise
floor [13].

3.4 Subcarrier Selection Feedback
The subcarrier EVM is calculated to indicate channel con-
dition at the subcarrier level. In practical communications,
the actually transmitted modulation signals corresponding
to the received modulation signals are unknown to the re-
ceiver. To address this problem, the subcarrier EVM is cal-
culated after the cyclic redundancy check (CRC) [5]. In the
practical implementation, we only use part of modulation
signals on each data subcarrier to calculate subcarrier EVM
because of the temporal stability of frequency diversity.

In CoS, an inserted silent subcarrier erases the data bits
contained in a modulation signal within one OFDM symbol.
Our observations in Section II suggest selecting weak data
subcarriers to enable as many silent subcarriers as possible
to fall onto the positions of erroneous modulation signals
induced by wireless transmissions. However, this does not
mean we select all weak data subcarriers in the practical
design. Although an erroneous modulation signal results
in data bit errors, but not all data bits contained in this
erroneous modulation signal are errors. Fig. 5(a) presents
16QAM with Gray code constellation diagram. If the trans-
mitted modulation signal encoded by “0111” falls around
the constellation point “1111”, it is demodulated to be the
erroneous modulation signal “1111” that has a data bit error
compared with “0111”. If the channel condition is worse
(i.e., higher EVM ), the transmitted modulation signal falls
around the constellation point “1010” and the erroneous
modulation signal “1010” has three data bit errors compared
with “0111”. When the erroneous modulation signal “1111”
is erased by a silent subcarrier, CoS introduces three new
data bit errors, but a silent subcarrier falling onto the er-
roneous modulation signal “1010” only introduces a new
data bit error. Therefore, an inserted silent subcarrier falling
onto an erroneous modulation signal with more data bit
errors introduces fewer new data bit errors and consumes
less extra correction capability of channel code to correct the
entire modulation signal. Our subcarrier selection algorithm
selects part of weak data subcarriers, rather than all weak
data subcarriers, to design CoS, which increases the number
of silent subcarriers that can be inserted while maintaining
simplicity.

After the receiver selects the data rate for the next data
packet transmission, it determines the weak data subcarriers
that are selected as the control subcarriers to convey control
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Fig. 5. (a) The 16QAM with Gray code constellation diagram. (b) EVM
values for different data subcarriers, with the calculated effective EVM.

messages in the next data packet transmission. Based on the
modulation type of the selected data rate, the relationship
between BER and EVM can be established [12] [14]. Let
BERj and EVMj denote the BER and EVM of data
subcarrier j, respectively. The BERj is calculated based on
EVMj [12] [14]. Then, the average data subcarrier BER is
obtained by

BERa =
1

48

48∑
j=1

BERj . (1)

LetBER−1 denote the inverse mapping from BER toEVM ,
then we calculate the effective EVM by

EVMe = BER−1(BERa). (2)

The EVMe is set to the selection threshold. We do not
simply select all data subcarriers whose values of EVM are
higher than EVMe to design CoS. Taking into account the
complexity in the practical implementation, successive weak
data subcarriers with EVM higher than EVMe are selected
to design CoS, which only needs two silent subcarriers to
indicate the start and the end of the selected weak data
subcarriers. Fig. 5(b) presents EVM values for different
data subcarriers. We can observe successive weak data
subcarriers due to the frequency correlation of the wireless
channel. Based on the calculated effective EVM, there are
10 data subcarriers whose values of EVM are higher than
EVMe in Fig. 5(b), but we only select 7 successive weak
data subcarriers [15,16,17,18,19,20,21]. The feedback of the
selected successive weak data subcarriers to the transmitter
is conveyed by our CoS scheme, which is built on top of the
transmission of an ACK frame.

3.5 Erasure Viterbi Decoding
In the IEEE 802.11 standards, the decoding of the convo-
lutional code is achieved by the Viterbi algorithm, but the
Viterbi algorithm is an error-only decoding scheme that
simply treats data bits erased by inserted silent subcarriers
as erroneous data bits induced by wireless transmissions.
However, the data bit errors induced by inserted silent
subcarriers can be considered as data bit erasures in the
decoding process. As it is well-known, forward correction
code can correct more erasures than errors. Data bit erasures
affect decoding performance. Previous works [15] [16] have
shown that erasures are preferable to errors.

We propose the erasure Viterbi decoding (EVD) scheme
to achieve error-and-erasure decoding in CoS. The proposed
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EVD incorporates erasure decoding into the conventional
Viterbi decoding. The advantage in achieving erasure de-
coding in CoS is that the decoder has perfect information of
the distribution of erased data bits because silent subcarriers
are located with subcarrier level energy detection. In CoS, an
inserted silent subcarrier erases a modulation signal carried
by a subcarrier within one OFDM symbol, and so data bits
contained in the modulation signal are erased. EVD marks
modulation signals erased by silent subcarriers as erasures
and erases (or ignores) them in decoding. Let xi denote
the i-th transmitted modulation signal. A modulation signal
modulated by an M -ary constellation contains m = log2M
data bits. The j-th data bit contained in xi is denoted by dji ,
for j = 1, 2, ...m. The presence of a modulation signal erased
by a silent subcarrier is indicated by the erasure indicator ei
where ei = 0 for an erased modulation signal and ei = 1
for a regular modulation signal. Let the pair (yi, ei) denote
the i-th received modulation signal yi with ei. The receiver
marks all modulation signals erased by silent subcarriers
after the operation of the detection of silent subcarriers. The
data bit metrics for all the m data bits dji = b(b ∈ {0, 1})
with respect to the xi are calculated by

λ(dji = b) =

{
logP (yi|dji = b), if ei = 1

0, if ei = 0
(3)

where the data bit metrics for the data bits contained in
an erased modulation signal (ei = 0) are zero, i.e., λ(dji =
b) = 0 if ei = 0, while the data bit metrics for the data
bits contained in a regular modulation signal (ei = 1) are
calculated by a log likelihood function [15] [16], i.e.,

logP (yi|dji = b) = log
∑

xi∈χi
b

P (yi|xi)

≈ max
xi∈χj

b

logP (yi|xi),
(4)

where χj
b = {µ(d1, ..., dj , ..., dm)|dj = b} is the signal subset

where the j-th data bit dj equals to b ∈ {0, 1} and µ is the
mapping function that maps m-tuple data bits into an M -
ary modulation signal.

Notice that the de-interleaver at the receiver de-
interleaves the demodulated data bits, breaking the corre-
lation between data bits contained in the same modulation
signal [15]. Thus, the data bits with λ(dji = b) = 0 in
an erased modulation signal are spread across different
positions in a codeword. Finally, the de-interleaved data
bits are inputted into the Viterbi decoder, and the following
decoding process is the same as the conventional Viterbi
algorithm.

The key in EVD is that the data bit metrics for all
data bits contained in modulation signals erased by silent
subcarriers are taken as zero. The proposed EVD scheme
only modifies the calculation of the data bit metrics without
modifying the existing Viterbi decoder. Therefore, the im-
plementation of EVD can be directly built upon the standard
Viterbi decoder architecture.

4 EVALUATION

4.1 CoS Implementation
The detailed implementation of CoS is based on the Soft-
WiFi, a software WiFi driver, which implements the fully
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Fig. 6. The distribution of inserted silent subcarriers within a data packet.

featured IEEE 802.11a standard in the Sora platform [10].
We achieve all newly added components shown in Fig. 4
by the Sora User-mode Extension API. CoS does not require
costly hardware modifications. The system parameters are
set to the IEEE 802.11a default values.

In a practical OFDM system, the received signal is sam-
pled with a rectangular window, so the actual spectrum
on each OFDM subcarrier has sidelobes. If received OFDM
signal exhibits a frequency shift, the power of an active
subcarrier may leak into adjacent inactive subcarriers (i.e.,
silent subcarriers). Since CoS does not affect the physical
preamble that is used to achieve frequency synchronization
to avoid frequency shift, the OFDM subcarriers are still
orthogonal and there is no power leakage in the practical
implementation of CoS.

4.2 Capacity of Control Messages

This subsection studies the capacity of control messages
provided by CoS under different channel conditions. We
measure the number of silent subcarriers that can be insert-
ed by CoS while ensuring the correct decoding of original
data packets.

Method: The data rate adjustment in our measurements
is according to the SNR-based adaptation scheme [17]. Con-
trol messages are generated randomly. Successive weak data
subcarriers are selected as control subcarriers. For example,
Fig. 6 plots the distribution of inserted silent subcarriers
within a data packet. In this example, the selected control
subcarriers are [4,5,6,8,9,10,11,12]. For clarity, Fig. 6 only
shows the distribution of the first 27 OFDM symbols. Within
the first OFDM symbol, there are two silent subcarriers
indicating the start and the end of successive weak data sub-
carriers selected by the transmitter. Notice that an interval
represents k = 4 bits in our implementation.

Under various channel conditions, we measure the max-
imum number of inserted silent subcarriers per second (de-
noted by Rm) in CoS. The measurement environment does
not have strong interference. Our measurements include the
data rates specified in the IEEE 802.11a standard. Notice
that a data rate is a combination of modulation and code
rate. For example, the combination (16QAM,3/4) produces
the data rate of 36 Mbps. Each data rate corresponds to an
SNR range. For example, the data rate of 36 Mbps is selected
when the measured SNR is between 17.5dB and 21dB.
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under different channel conditions.

Results: Fig. 7 plots Rm as a function of measured
SNR. We observe two interesting results in Fig. 7. First,
the maximum number of inserted silent subcarriers per
second (Rm) is proportional to the available correcting
capability rather than the measured SNR. Within an SNR
range corresponding to a data rate, initially,Rm significantly
increases with the measured SNR. The reason is that the
increase of the measured SNR increases the SNR gap, so the
number of erroneous data bits induced by wireless trans-
missions reduces. CoS can get more available correcting
capability to insert more silent subcarriers. However, when
the measured SNR exceeds a certain value, the increase
in Rm is slight. This is because the increasing rate of the
available correcting capability for CoS decreases with the
increase of the measured SNR. The further increase of the
measured SNR (or SNR gap) has much less impact on the
increase of Rm. Second, different SNR ranges (or data rates)
have different upper bounds of Rm. When SNR gap is
high enough (i.e., the measured SNR is far enough from
the minimum required SNR), there are no erroneous data
bits induced by wireless transmissions and the channel
code is totally consumed to recover data bits erased by
inserted silent subcarriers. The upper bound of Rm is to-
tally dependent on the correcting capability of the channel
code. A lower code rate produces a higher upper bound
of Rm when the same modulation is used. For example,
(16QAM,3/4) and (16QAM,1/2) use the same modulation,
but the upper bound of Rm for (16QAM,3/4) is smaller
than (16QAM,1/2). This is because 1/2 code rate has higher
correcting capability than 3/4 code rate. On the other hand,
a higher modulation rate produces a smaller upper bound
of Rm when the same code rate is used. The reason is that
in a higher modulation rate, more data bits are modulated
into a modulation signal. Thus, if the modulation signal is
erased by an inserted silent subcarrier, more correcting capa-
bility is consumed to recover it. For example, (16QAM,3/4)
and (QPSK,3/4) use the same code rate, but (16QAM,3/4)
produces a smaller upper bound of Rm than (QPSK,3/4).
The modulation signal modulated with 16QAM contains
4 bits while that modulated with QPSK contains 2 bits.
Recovering a modulation signal modulated with 16QAM is
more difficult than QPSK when the same code rate is used.
In addition, as the measured SNR increases, a decreasing
trend in the upper bound of Rm is shown in Fig. 7.

Impact of subcarrier selection: We investigate the im-
pact of subcarrier selection on Rm and compare two subcar-

A B C D
0

5

10

Channel Index

R
m

 (
x1

0
4
)

 

 

Algorithm 1 Algorithm 2

Fig. 8. Rm results for the two subcarrier selection algorithms.

rier selection algorithms. In algorithm 1, all data subcarriers
are used to design CoS without considering frequency se-
lective fading. Algorithm 2 proposed in this paper selects
certain weakest data subcarriers to design CoS. We con-
sider 4 channel conditions where channels A and B have
frequency diversity while channels C and D are flat fading.
Fig. 8 shows Rm with respect to the 4 channel conditions
for the two algorithms. As can be seen, if the frequency
selective fading is significant, the Rm value of algorithm
2 is significantly higher than algorithm 1. Specifically, in
channel A, the Rm gain for algorithm 2 over algorithm
1 is around 74.7%. This is because algorithm 2 can better
take advantage of frequency selective fading to reduce data
bit errors introduced by CoS when frequency diversity is
significant. However, if the channel is flat fading, the benefit
of frequency diversity cannot be utilized by algorithm 2.
We observe that in channels C and D, algorithms 1 and 2
have similar performance. For example, in channel D, the
Rm gain for algorithm 2 over algorithm 1 is only 2.43%.
Therefore, in frequency selective fading channels, algorithm
2 obtain higher Rm compared to algorithm 1 which ignores
frequency diversity.

4.3 Detection Accuracy of Silent Subcarriers
This subsection evaluates the accuracy of subcarrier level
energy detection under various channel conditions. The FFT
result at the receiver presents the magnitudes of all OFDM
subcarriers. Fig. 9(a) plots the normalized FFT magnitudes
of 52 OFDM subcarriers, of which there are 4 pilot subcar-
riers and 48 data subcarriers. We logically number these 52
OFDM subcarriers from 1 to 52. Based on the FFT result, we
do not detect high magnitudes on the silent subcarriers. In
Fig. 9(a), the 8 contiguous data subcarriers [10,11,...,17] are
selected to design CoS. The magnitude difference between
a silent (or inactive) subcarrier and an active subcarrier is
apparent, and the silent subcarriers are data subcarriers 10,
11, and 17 in Fig. 9(a). Since the interval length between
silent subcarriers 11 and 17 is 5, the conveyed information is
“0101”. Therefore, the silent subcarriers can be easily located
based on the FFT result.

False positive and false negative are used to quantify
the detection accuracy of silent subcarriers. The metric false
negative represents that CoS misses a silent subcarrier that
is actually present. The metric false positive represents that
a silent subcarrier is detected but it is actually absent.
The energy detection threshold is slightly higher than the
estimated noise floor in practical systems. If the energy
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Fig. 9. (a) Relative FFT magnitude and subcarriers [10,11,...,17] are selected. (b) The impact of detection threshold on detection accuracy. (c) False
positive and negative probabilities under different SNRs.

at a data subcarrier is below the detection threshold, a
silent subcarrier is declared. Fig. 9(b) plots false negative
probability and false positive probability under different
detection thresholds when the measured SNR is 9.2dB.
When the detection threshold is too high, the false positive
probability is high because certain deep fading subcarriers
are falsely detected as silent subcarriers. When the threshold
is too low, the false negative probability is high because
CoS misses certain silent subcarriers that are considered as
active subcarriers. When the detection threshold is below
-84.2dBm, the false negative probability increases signif-
icantly but the false positive probability remains nearly
0. When the detection threshold is above -77.8dBm, the
false positive probability increases slightly while the false
negative probability remains nearly 0. Therefore, the false
negative probability is sensitive to the decrease of detection
threshold while the false positive probability can tolerate a
slight increase in detection threshold. The reason is that the
energies at different silent subcarriers are very close while
the energy difference between silent subcarriers and active
subcarriers with the lowest received energy is significant.

We measure the detection accuracy under different chan-
nel conditions. As shown in Fig. 9(c), the false negative
probability is close to 0 even if the channel SNR is very low.
When the measured SNR is below 6.3dB, the false positive
probability increases with the decrease of the measured
SNR. It is slightly high within a low channel SNR range
but is still at reasonably low level. For example, the false
positive probability is about 0.143 when measured SNR is
as low as 3.2dB. Under low channel SNRs, the energy at an
active subcarrier is approaching the noise floor due to deep
fading, which results in an incorrect detection. Since the
typical working SNR region in WiFi networks is above 10dB
[18], the false positive probability is close to zero within this
SNR region.

4.4 Overall Performance of CoS

In this subsection, we evaluate the overall performance of
CoS in realistic network scenarios. We conduct experiments
in 5 different locations. In each location, we collect 1,000
data packets. We compare CoS with IEEE 802.11a that does
not insert silent subcarriers in data packets.

Results: Fig. 10 depicts the packet reception rates (PRRs)
of CoS and IEEE 802.11a in realistic network scenarios.
We observe that the PRRs of CoS and IEEE 802.11a vary
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Fig. 10. PRRs of CoS and 802.11a in various measurement positions.

across different measurement locations, but the PRR differ-
ence between CoS and IEEE 802.11a is significantly small.
For instance, the PRR of CoS is 98.9% at location 3 while
the corresponding PRR of IEEE 802.11a is 99.2%. Even in
the worst case (location 5), CoS only experiences a slight
reduction in PRR of 2.45% compared to the IEEE 802.11a.
We also observe that the fluctuation of PRR varies due to
unexpected interference in realistic network scenarios. Fig.
10 reveals that CoS achieves the same performance in PRR
as the IEEE 802.11a while conveying extra control messages.

Performance with mobility: We now investigate the
performance of CoS under mobility. Our measurements are
conducted in two mobility scenarios including low mobility
and high mobility. Six different walking paths are used to
collect PRRs in each mobility scenario and CoS is compared
with the IEEE 802.11a.

TABLE 1
Packet Reception Rates for Both CoS and IEEE 802.11a Under

Various Walking Paths.

Walking paths 1 2 3 4 5 6
Low

mobility
802.11a 99.6 99.8 99.2 98.3 99.2 99.7
CoS 99.4 99.3 98.8 97.8 99.2 99.5

High
mobility

802.11a 97.5 97.3 96.4 97.9 99.0 99.2
CoS 82.5 78.3 90.3 87.4 82.6 91.9

Results: Table 1 presents the PRRs for both CoS and
IEEE 802.11a under various walking paths. We observe
that in low mobility scenario, both CoS and IEEE 802.11a
perform fairly well and they are close to each other in
terms of PRR. However, at high mobility, CoS performs
worse in most walking paths compared with IEEE 802.11a,
as what is expected. For example, the PRR of CoS reduces
to 87.4% in walking path 4 while the corresponding PRR of
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IEEE 802.11a is 97.9%, which means the reduction in PRR
is about 10.5%. The reason is that the channel quality is
unpredictable in high mobility scenario and the mobility of
nodes may make the current channel estimation outdated.
Therefore, packet transmission failures result from the in-
accurate prediction of the number of silent subcarriers that
can be inserted in CoS when the channel coherence time
is small. We must point out that in indoor WiFi networks,
the usage pattern of WiFi users is static or move with low
mobility, so CoS still works well.

4.5 Discussions

This work implements CoS based on IEEE 802.11a, but CoS
can be implemented in other IEEE 802.11 standards such
as 802.11g and 802.11n because most IEEE 802.11 standards
adopt OFDM at the physical layer. Various IEEE 802.11 s-
tandards used to implement CoS result in various capacities
for control messages achieved by CoS, but do not affect
the detection accuracy of silent subcarriers. Various IEEE
802.11 standards specify various modulation schemes and
coding rates (i.e., various data rates), which affects the SNR
gap. Therefore, the capacities of control messages in CoS
in various IEEE 802.11 standards are different. In addition,
when measuring the capacities of control messages in CoS,
we should take into account various factors in various IEEE
802.11 standards. For example, unlike 802.11a and 802.11g
where the bandwidth of a channel is fixed to 20 MHz, the
bandwidth of a channel can be 20 MHz or 40 MHz in
802.11n, which results in various data rates and affects the
capacities of control messages in CoS.

5 APPLICATION

CoS enables nodes to exchange lightweight control mes-
sages with other nodes in a distributed manner, which can
be used to enhance the performance of various applications.
The existence of the SNR gap is opportunistic, which re-
quires a CoS-based application to opportunistically utilize
CoS to improve network performance. In what follows, we
propose CoS-MAC, one of the CoS-based applications, to
validate the effectiveness of CoS.

5.1 CoS-MAC

Current WiFi networks adopt the distributed coordination
function (DCF), a distributed contention scheme, to coor-
dinate the channel access. In DCF, each node randomly
selects a backoff counter to execute a backoff procedure in a
distributed manner. Various adaptive MAC protocols were
proposed to proactively reduce the collisions or minimize
the idle time during channel contention [19], [20], [21]. EBA
[9] was proposed to exchange backoff counters selected
for nodes’ next packet transmissions to reduce packet con-
tentions, which introduces reservation into the contention-
based DCF. Inspired by EBA, we propose CoS-MAC to
provide information sharing among nodes in a distribut-
ed manner via the proposed communication scheme CoS.
Compared with EBA adopting the traditional piggybacking
scheme, CoS-MAC is more reliable to transmit control mes-
sages.

EBA adds a new control field in the MAC header of
the original 802.11 data packet format, so each node can
announce its backoff counter selected for its next packet
transmission. Nodes in the network know when a node
will start its next packet transmission and could select their
backoff counters to avoid transmitting simultaneously with
this node, so packet collisions can be eliminated. Each node
in the network maintains a reservation table locally to record
backoff counters that have been reserved by other nodes.
CoS-MAC follows the basic scheme of EBA but exploits
CoS to embed a node’s MAC address and its reserved
backoff counter into the data packet being sent. In CoS-
MAC, if a CoS-MAC node cannot exploit CoS to convey
reserved backoff counter due to its small SNR gap, it works
as a legacy DCF node but is aware of extracting embedded
messages transmitted by other CoS-MAC nodes. Notice that
a legacy DCF node not only does not convey its reserved
backoff counter but also is not aware of extracting backoff
counter information from received data packets.

Since CoS uses 4 bits to encode an interval between two
adjacent silent subcarriers, the number of bits of a control
message should be a multiple of 4. We adopt the 48-bit MAC
address to specify a node ID. The maximal value of a backoff
counter is 1023 in the IEEE 802.11 standards, so the BC is
encoded by 12 bits (a multiple of 4). In addition, 8-bit cyclic
redundancy check (CRC) is used to check the correctness
of the conveyed extra control information (48-bit MAC
address and 12-bit backoff counter). If the control message
extracted by a node fails the CRC check due to realistic
factors such as inaccurate detection of silent subcarriers,
the node ignores the conveyed control message. Notice that
CoS-MAC exploits CoS to embed the extra information (48-
bit MAC address, 12-bit backoff counter, and 8-bit CRC) into
physical signals without changing the 802.11 MAC frame
format. CoS-MAC only needs to insert 17 silent subcarriers
to encode a control message of 68 bits, which introduces
very few data bit errors into a data packet.

In CoS-MAC, if a data packet’s transmission failure is
due to channel errors, the reserved backoff counter embed-
ded into the data packet may still be correctly obtained
by some nodes because CoS extracts information without
packet decoding. To reduce collisions, we use the reserved
backoff counter for the data packet’s first retransmission. If
two consecutive transmission failures occur, a new backoff
counter is selected randomly for the retransmission just as
DCF does.

CoS-MAC in multiple collision domains: In the sce-
nario of multiple collision domains, a node’s hidden nodes
are not in its collision domain and cannot hear its packet
transmissions. The message exchanges among nodes and its
hidden nodes are not functional, i.e., the reserved backoff
counters conveyed by a node are not known by its hidden
nodes. CoS-MAC cannot reduce packet collisions induced
by hidden nodes.

Coexistence with legacy DCF: CoS-MAC nodes can
coexist with legacy DCF nodes. CoS is transparent to the
legacy DCF nodes that simply treat the data bits erased
by inserted silent subcarriers as data bit errors induced
by wireless transmissions. In addition, since CoS does not
change the 802.11 data packet format, legacy DCF nodes
process data packets transmitted by CoS-MAC nodes as
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802.11 data packets and can obtain the MAC frame content
but are not aware of the embedded information conveyed
by CoS-MAC nodes. In the case that the AP is a legacy DCF
node, CoS-MAC clients still can exploit CoS to convey extra
messages while transmitting 802.11 data packets. Although
the AP is not aware of the embedded message, other clients
implementing CoS-MAC in the network can still extract the
embedded message and avoid packet collisions with this
CoS-MAC client. CoS-MAC clients determine the existence
of embedded messages by detecting silent subcarriers. No-
tice that in this case, EBA clients should use the original
802.11 data frame format to communicate with the AP, so
backoff counter information cannot be conveyed. EBA can
work only when the AP is upgraded to implement EBA
because legacy DCF nodes cannot communicate with EBA
nodes that change the 802.11 data packet format. Compared
with EBA, CoS-MAC can more easily be incorporated into
legacy WiFi systems. When legacy DCF nodes and CoS-
MAC nodes coexist in the same WiFi network, the network
performance will be worse than in the WiFi network that
only consists of CoS-MAC nodes.

5.2 Performance Evaluation of CoS-MAC
In this subsection, we use the simulator OPNET (version
14.5) to evaluate the performance of CoS-MAC.

5.2.1 Simulation Setting
In the simulations, we consider a typical WiFi scenario
where clients randomly distribute within a 30 m circle
around an AP. In each generated random network topology,
all clients have no mobility and always have data packets to
transmit (i.e., the saturation state). The carrier-sense range
is set to 65 m, so all clients in a single WiFi network
can sense each other, i.e., they are in a single collision
domain. The channel model incorporates path loss and
multipath Rayleigh fading with a root mean square (RMS)
delay spread of 50 ns [22]. The data packets transmitted
by different clients encounter different channel fading. Each
client selects data rate according to the SNR of its channel
to the AP. For each generated random network topology,
we run simulations for CoS-MAC, DCF, EBA [9], Back2F
[3], and REPICK [23], respectively. Each simulation is run
5 times to collect the average simulation results. When
performing simulations for EBA, Back2F, and REPICK, we
adopt the default parameters presented in their papers. For
example, the batch size is set to 3 in Back2F. Notice that
REPICK works only when the number of clients in a single
collision domain is no more than 16 [23]. Unless otherwise
indicated, we configure the network parameters according
to the default values specified in the IEEE 802.11a standard.
For example, the initial contention window size is set to 32.
RTS/CTS is disabled in our simulations. The default data
packet length is 1000 Bytes.

5.2.2 Results
Overall performance: Fig. 11 plots the network through-
put of CoS-MAC, DCF, EBA, Back2F, and REPICK as the
number of clients increases from 5 to 50. Notice that we
conduct simulations for REPICK only when the number of
clients is no more than 16. In Fig. 11, we observe that in a
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Fig. 11. Network throughput comparison in random network topologies.

single collision domain, CoS-MAC achieves higher network
throughput than DCF and EBA but performs worse than
Back2F and REPICK. Compared with CoS-MAC that is
still a time domain backoff scheme, the frequency domain
contention schemes in both Back2F and REPICK can reduce
idle slots induced by the time domain backoff at the cost of
extra hardware (an additional listening antenna). In Fig. 11,
we also observe that when the number of clients increases,
the throughput gain achieved by Back2F over CoS-MAC
degrades. This is because Back2F cannot totally eliminate
collisions in the frequency domain. Notice that the number
of rounds of contention is set to 2 in Back2F. Both EBA
and CoS-MAC outperform DCF due to backoff counter
exchanges among clients, but CoS-MAC achieves higher
throughput gain over DCF compared with EBA. The reason
is that CoS-MAC is more reliable to transmit backoff counter
from one client to other clients in the network.

Comparisons between CoS-MAC and EBA: To better
understand that the throughput gain achieved by CoS-MAC
over EBA is mainly due to reliable transmissions of backoff
counters, we present more simulation details for the simu-
lation results of Fig. 11. For simplicity, we consider the case
of 10 clients. Table 2 presents the 10 clients’ SNRs of their
channels to the AP. The 10 clients’ data rates are selected
according to the mapping between channel SNRs and data
rates defined in the 802.11a standard. In the simulations for
CoS-MAC, the client 5 and 7 cannot exploit CoS to convey
reserved backoff counters due to their small SNR gaps but
still can extract backoff counters conveyed by other clients.
Let θ denote the ratio of the number of data packets from
which a client can correctly obtain the backoff counters to
the number of its received data packets. Then, we have
θEBA and θCoS−MAC in EBA and CoS-MAC, respectively.
Notice that θEBA and θCoS−MAC do not include the failed
transmissions induced by collisions. Inaccurate detection of
silent subcarriers and receiving data packets from client 5
and 7 affect the value of θCoS−MAC .

Table 2 presents the simulation results of clients’ θEBA

and θCoS−MAC . We can clearly observe that at each client,
θCoS−MAC is significantly larger than θEBA. For example,
at client 4, θEBA is 23.5%, i.e., only 23.5% of the data
packets received from other clients are decoded correctly to
obtain backoff counters, while θCoS−MAC is 79.2%. In other
words, in CoS-MAC, client 4 cannot correctly obtain backoff
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TABLE 2
Simulation Results for Both EBA and CoS-MAC in the Case of 10

Clients.

Client ID SNR Data Rate θEBA θCoS−MAC

1 7.1 dB 12 Mbps 12.1% 57.5%
2 13.1 dB 24 Mbps 25.1% 68.8%
3 25.7 dB 54 Mbps 44.5% 80.1%
4 16.4 dB 24 Mbps 23.5% 79.2%
5 21.1 dB 48 Mbps 23.4% 90.7%
6 15.9 dB 24 Mbps 46.7% 79.9%
7 12.2 dB 24 Mbps 13.5% 89.7%
8 10.5 dB 18 Mbps 33.9% 79.9%
9 11.7 dB 18 Mbps 34.8% 68.4%
10 6.1 dB 12 Mbps 23.6% 46.9%
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Fig. 12. Fairness comparison in random network topologies.

counters from 20.8% of its received data packets. This is
mainly due to receiving data packets transmitted by clients 5
and 7. Table 2 verifies that compared with EBA adopting the
traditional piggybacking scheme, CoS-MAC is more reliable
to transmit backoff counters from one client to other clients
in the network. We take client 4 as an example to analyze the
reasons. The minimum channel SNR required to correctly
decode client 4’s data packets transmitted at 24 Mbps is 12
dB. Therefore, in EBA, a client can correctly obtain client 4’s
backoff counters by decoding theMAC header only when its
SNR is higher than 12 dB. In the contrary, in CoS-MAC, the
minimum channel SNR required to correctly extract client
4’s backoff counters by physical layer energy detection is
4.2 dB. Therefore, some clients in CoS-MAC cannot correctly
decode client 4’s data packets, but they can still correctly
obtain its embedded messages without packet decoding.
Although Table 2 only presents the case of 10 clients, similar
patterns of performance can be observed in cases of other
numbers of nodes.

Fairness of CoS-MAC: In realistic network scenarios,
some clients cannot exploit CoS due to their low SNR gaps,
which favors the throughput of the clients who can exploit
CoS to convey reserved backoff counters to reduce packet
collisions. To evaluate CoS-MAC’s fairness, we measure
each client’s throughput in the simulations. Fig. 12 plots the
Jain’s fairness index [9] of CoS-MAC, DCF, EBA, Back2F,
and REPICK. We can observe that the fairness index of
CoS-MAC is lower than DCF while other schemes sustain
fairness index comparable to DCF, which implies that CoS-
MAC does lose in fairness. However, CoS-MAC’s fairness
index still keeps above 0.87 in the worst case of 45 clients,
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Fig. 13. Throughput gain achieved by CoS-MAC over DCF, EBA, Back2F,
and REPICK for different values of α. The network consists of 10 clients.

which seems to be reasonable.
Next, we conduct simulations to evaluate the effects

of realistic network factors such as SNR gap and channel
fading on CoS-MAC in a single collision domain.

Impact of SNR gap: In CoS-MAC, a client’s SNR gap
depends on its practical channel condition. Let α denote the
number of CoS-MAC clients that cannot exploit CoS due to
their small SNR gaps in a random network topology. For
each number of clients, we generate 30 random network
topologies. Table 3 presents the maximum, minimum and
average α of 30 random network topologies. The value of α
varies with the practical network topology.

TABLE 3
Results of α for different numbers of clients in CoS-MAC.

Number of clients 5 10 15 25 35 45 55
Average α 1.03 1.93 3.20 4.33 6.93 8.80 10.53
Maximum α 3 5 5 8 12 17 11
Minimum α 0 0 1 1 3 3 6

In the simulations investigating the impact of SNR gap
on CoS-MAC’s performance, we adjust clients’ positions in
a generated random network topology with 10 clients so
that we can vary α. Other simulation settings still adopt
the descriptions presented in Section 5.2.1. Fig. 13 plots the
network throughput gain achieved by CoS-MAC over DCF,
EBA, Back2F, and REPICK for different values of α. CoS-
MAC’s throughput decreases with an increase of α. We can
observe that in the ideal case of α = 0, CoS-MAC is slightly
worse than REPICK but performs better than other schemes.
In the worst case of α = 10 where all clients cannot exploit
CoS, CoS-MAC is back to DCF. We also observe that CoS-
MAC performs worse than EBA when α is larger than 6.
The feasibility of CoS depends on the SNR gap, so it has
significant effects on CoS-MAC’s performance.

Impact of deep fading: In CoS-MAC, deep fading leads
to inaccurate detection of silent subcarriers when channel
SNR is very small. Let β denote the ratio of the number
of backoff counters that a client fails to extract due to
inaccurate detection of silent subcarriers to the number of
its received backoff counters. Table 4 presents the maximum,
minimum and average β for clients in each generated ran-
dom network topology. A client’s β depends on the practical
network topology. We observe that in most cases, β is small.
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For example, in the case of 25 clients, the average β is
6.5%. In most cases, the power of an active subcarrier with
deep fading is larger than that of a silent subcarrier that
only contains noise. We can accurately distinguish silent
subcarriers from active subcarriers as long as the noise
floor is estimated accurately. If the message extracted by
a client fails the CRC check due to inaccurate detection of
silent subcarriers, the client ignores the conveyed message,
while other clients can still correctly obtain the message.
Compared with the SNR gap, deep fading has less impact
on CoS-MAC.

TABLE 4
Results of β for different numbers of clients in CoS-MAC.

Number of clients 5 10 15 25 35 45 55
Average β (%) 15.0 13.3 8.1 6.5 8.5 4.4 4.7
Maximum β (%) 25.0 22.2 14.3 16.7 26.5 18.2 16.7
Minimum β (%) 0 11.1 7.1 4.2 2.9 2.3 1.9

In the simulations investigating the impact of deep
fading on CoS-MAC’s performance, each client’s detection
accuracy of silent subcarriers is configured with β rather
than according to its channel fading. Thus, we can vary
each client’s β. The 10 clients in a generated random net-
work topology have the same value of β. Other simulation
settings still follow the one presented in Section 5.2.1. Fig. 14
plots the network throughput gain achieved by CoS-MAC
over DCF, EBA, Back2F, and REPICK for different values
of β. CoS-MAC’s performance degrades with an increase of
β. Notice that the detection accuracy of silent subcarriers
still affects Back2F and REPICK. In Fig. 14, we can observe
that with the increase of β, the throughput gain achieved
by CoS-MAC over DCF and EBA decreases while that over
Back2F and REPICK increases.

Multiple collision domains: In the simulations for the s-
cenario of multiple collision domains, we consider two WiFi
networks, each of which is a single collision domain and
adopts the previous simulation settings presented in Section
5.2.1. The distance between AP 1 and AP 2 is set to 45 m. In
the overlapping area of the two WiFi networks, clients can
hear packet transmissions from both WiFi networks. Some
clients in WiFi network 2 but not in the overlapping area
are hidden nodes to a client in WiFi network 1 because they
cannot hear this client’s packet transmissions but are within
the AP 1’s interference range. Thus, the packet transmissions
of clients in WiFi network 1 may occur collisions at the AP
1 due to its hidden nodes’ packet transmissions in WiFi
network 2. We vary the number of clients in WiFi network 2
while the number of clients in WiFi network 1 is fixed to 10.

Fig. 15 plots the WiFi network 1’s throughput under
CoS-MAC, DCF, EBA, Back2F, and REPICK as the number
of clients in WiFi network 2 increases from 0 to 40. We
can observe that the WiFi network 1’s throughput under
all schemes decreases with the increase of the number of
clients in WiFi network 2. The reason is that the number
of hidden nodes of clients in WiFi network 1 increases.
Fig. 15 also shows that the throughput under Back2F and
REPICK degrades more sharply than other schemes. This is
because the frequency domain contention schemes in both
Back2F and REPICK totally eliminate random backoff in
the time domain, which results in some clients’ consecutive
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Fig. 14. Throughput gain achieved by CoS-MAC over DCF, EBA, Back2F,
and REPICK for different values of β. The network consists of 10 clients.
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Fig. 15. Network throughput comparison in multiple collision domains.
The number of clients in WiFi network 1 is fixed to 10.

collisions due to hidden nodes. REPICK only solves the
hidden node problem in the cases that the receiver (i.e.,
the AP) wins frequency domain contentions [23]. In Fig. 15,
we also observe that when the number of clients in WiFi
network 2 is greater than 15, CoS-MAC performs better than
DCF, EBA, and Back2F.

5.3 Other Applications

In addition to reducing packet collisions, other applica-
tions in WiFi networks also benefit from the free message
transmissions provided by CoS. We can exploit CoS to
achieve contention-free scheduling or polling in a distribut-
ed manner. Specifically, the control message indicating the
next scheduled node can be embedded into the transmitted
packet. Moreover, if the embedded control message includes
the node’s queue length, we can design QoS-based schedul-
ing. Also CoS can be used to design dynamic resource
allocation. The unused channel resources of a node can be
released and assigned to other nodes by embedding extra
resource allocation information into the transmitted packet.
We believe CoS can be used to improve the performance of
various applications, which will be further investigated in
our future work.
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6 RELATED WORK

The work related to our CoS design falls in the following
three areas, and we only present the most closely related
work in each area.

Data rate selection: Various data rate selection schemes
have been proposed. Halperin et al. [11] allocated the same
data rate to all OFDM subcarriers but adopted a new metric,
effective SNR taking into account frequency selective fading,
to select data rate. Several papers [6] [7] investigated the
gap between adjacent data rates and proposed seamless data
rate adjustment schemes. A rate compatible modulation was
designed in [6]. The time domain was added into conven-
tional modulation to achieve 3-Dimensional modulation in
[7]. However, both of these two schemes are complex, which
limits their practical applications. Instead, we exploit, rather
than fill, the existing SNR gap, to design CoS for conveying
lightweight control messages for free.

Harnessing frequency diversity:Han et al. [24] conduct-
ed measurements to study bit error patterns in WiFi net-
works. Rahul et al. [25] proposed FARA that allocates differ-
ent data rates across different OFDM subcarriers to achieve
frequency-aware rate adaptation. However, allocating a dif-
ferent data rate per OFDM subcarrier significantly increases
the system complexity. In [8] [26], frequency diversity was
utilized to achieve unequal error protection where reliable
OFDM subcarriers are selected to transmit important data
bits. Different from the above works, CoS selects weak data
subcarriers induced by frequency diversity to insert silent
subcarriers.

Side channel design: There have been some works
attempting to utilize physical layer techniques to design
side channel. In [18] [27] [28], novel communication schemes
were proposed to enable communications between hetero-
geneous wireless networks such as WiFi and ZigBee. CoS
targets at quite a different application. To avoid overhead
induced by control packets, Magistretti et al. [29] utilized
a dictionary of correlatable symbol sequences to design
control signals. Some papers exploited the link margin (or
interference margin) to convey information. In [30] [31], the
intended inference signal was used to represent information.
However, their schemes have many limitations. First, the
uncontrolled contention in control plane may destroy the o-
riginal data packet, so coordination in the control plane still
needs to be resolved. Second, it is challenging to ensure that
an intended inference signal accurately fall onto a subcarrier
within one OFDM symbol because data packets and in-
tended inference signals are transmitted by different nodes.
In contrast, CoS adopts quite a different communication
mechanism. In CoS, both data packet and control message
are transmitted by the same node, and the intervals between
adjacent silent subcarriers are used to encode information.
Most importantly, the frequency diversity is exploited to
enhance the capacity of control messages. In [32], the idea
of inserting silent subcarriers to encode information was
proposed to reduce energy consumption induced by packet
overhearing. Different from [30] [31], Tan et al. [33] exploited
the link margin to convey a cryptographic signature by
adding authentication tags to modulation schemes at the
physical layer. The idea of interference margin also has been
used for power control in wireless ad hoc networks [34]

[35]. Muqattash et al. [36] enhanced spatial reuse in ad hoc
networks by utilizing interference margin. Chen et al. [37]
leveraged it to obtain spectrum access in cognitive radio
networks.

7 CONCLUSION

In this paper, we exploit the wasted SNR gap to design
CoS, a novel communication scheme, to convey lightweight
control messages for free in indoor WiFi networks. The
key intuition behind CoS is that we can erase a reasonable
number of data bits by inserting silent subcarriers while not
impacting the original data packet. Some practical issues
are resolved in designing CoS. Compared with traditional
piggybacking schemes, CoS is more reliable to transmit
control messages among nodes. Moreover, we design CoS-
MAC, one of the CoS-based applications, to validate the
effectiveness of CoS.

In practical network scenarios, a node may not be able to
exploit CoS to transmit extra messages because its SNR gap
cannot ensure that the number of inserted silent subcarriers
does not corrupt the transmitted data packet. Therefore, CoS
is an opportunistic communication scheme. In other word-
s, CoS-based applications opportunistically exploit CoS to
improve their performance.
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