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Despite all efforts to improve the reliability of aircraft, the possibility of failure occurrences cannot be completely
eliminated, and hence, airplane safety forever remains as a post-developmental concern. In times of peril, flight
crews have a minimal amount of time to detect and determine an occurred fault. An automated fault diagnosis
tool can help timely detect occurred faults and increase the flight crew’s odds of recovering the plane before a

possible crash. As a solution, this paper proposes a diagnosis tool that provides diagnostic information based
upon the pilot’s corrective inputs to level an aircraft’s wings. For this purpose, this paper models a fixed-wing
aircraft as a discrete event system (DES). The constructed model is then used to develop a diagnosis tool, a so-
called diagnoser, for detecting, isolating, and identifying fault occurrences in the ailerons (left and right) of the
aircraft. The developed diagnoser can be asynchronously activated during the aircraft’s operation and provides
diagnostic information in real time.

1. Introduction

Measures such as the rigorous process of certification for the air-
worthiness of an aircraft, the assemblage of the Federal Aviation
Administration (FAA), the improved reliability and readability of air-
craft flight instruments, and robust flight crew training have had a
positive impact on flight safety. Given all of the aforementioned efforts
for flight safety, faults in powered flight still can occur. These faults can
lead to an upset airplane flight mode that unless properly diagnosed
and accommodated, might lead to the crashing of the aircraft.
Survivability of an upset aircraft is directly correlated to the compe-
tence of the flight crew’s diagnosis and chosen recovery actions [32].
The relationship between survivability and crew training impacts cer-
tain aspects of pilot certification carried out by the Flight Standards
District Office (FSDO). This relationship has also motivated the release
of FAA supported auxiliary literature such as the Airplane Flying
Handbook [3], the Pilot’s Handbook of Aeronautical Knowledge [4], the
Airplane Upset Recovery Training Aid [32], and guidance material for the
implementation of upset prevention and recovery training [7].

During training, a flight instructor prepares the pilot to be able to
execute basic flight maneuvers at a level acceptable by the FAA
Practical Test Standards (PTS) [4], or by the Airman Certification
Standards (ACS)[4]. A pilot must be able to perform these basic flight
maneuvers under two types of meteorological conditions: visual me-
teorological conditions (VMC) and instrument meteorological
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conditions (IMC). Under visual meteorological conditions (VMC) (e.g.,
clear sky in the daytime), the pilot is able to fly “visually” and may
reference the earth’s natural horizon for flight guidance. When flying
under instrument meteorological conditions (IMC) (e.g., night over
dark ocean or dense fog), the pilot must fly the plane solely by refer-
encing the aircraft’s mechanical or electronic instruments. When flying
under VMG, it is suggested that only 10% of the pilot’s attention be
directed inside the flight deck, and 90% of the time, the pilot should be
referencing outside of the flight deck [23,24]. Beginner pilots are to get
a feel for the plane, whether it is the sound the plane engine makes
during cruise flight versus climbing or diving, or the feel of different
forces the pilot experiences transitioning from level flight to a banked
turn, etc. This training of site and feel helps to provide the pilot with a
deeper understanding of the pilot’s control actions, and how they affect
the attitude and flight pattern of the plane. A pilot’s control inputs are
based upon an understanding of what the outcome will be. This is what
makes flying under IMC conditions more challenging. Sometimes there
is a lag in the output of the instruments. It is stated that most flight
failures are survivable if correct responses are made by the flight crew
[2,10,32].

This highlights the responsibility of the flight crew during the flight
failures to properly diagnose and react to the occurred failures to re-
cover the plane. However, since fault occurrences during a flight are
rare, even the most prepared and well-trained flight crews may become
startled upon experiencing upset flight conditions. This many times
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Fig. 1. The general structure of the DES fault diagnosis process.

causes the pilot to react before fully analyzing the situation. In some
cases, the fault may only be diagnosed by an in-flight visual inspection
by a flight crew member going and looking at the wing, as it was the
case for a stuck aileron in Continental Airlines Flight 1659 [39]. When
flying strictly using instruments, fatigue and spatial disorientation may
play a factor in the pilot misinterpreting instrument readouts, or pro-
duce sensory illusions where the pilot erroneously determines the air-
craft’s attitude due to the pilot’s inability to correctly orient him/her
self with the aircraft. Fatigue and spatial orientation are believed to
have played a role in the fatal crash of Air Transport International, Inc.,
Flight 805 [38]. These examples highlight the fact that there is always
the need for a tool to automatically diagnose occurred faults and aid the
pilots to promptly react to correctly accommodate faults.

There are different techniques for diagnosing faults including (but
are not limited to) fault tree analysis [6,28], model-based approaches
[16,20,48], development of expert systems [54,56], template structures
[33], [19], and bayesian networks [29]. Applying the diagnosis tech-
niques to flying vehicles, [21] reviews the techniques that are used in
the Airbus 380, which are primarily based on threshold monitoring of
residual signals combined with logical conditions. In [23], a model-
based diagnosis technique is developed by employing an extended
Kalman filter (EKF) to diagnose malfunctioning of an airspeed sensor
when wind speed and propulsion dynamics are unknown. [8] adopts a
sliding-mode observer method to diagnose sensor bias faults in inertial
measurement units (IMUs) of a UAV. [55] develops nonlinear adaptive
estimation technique for diagnosis of an aircraft engines. [41] develops
a set-valued observer (SVO) for diagnosing sensor and actuator faults of
an aircraft. In [27], a model-based technique is employed based on
multiple linearized models, which together approximate the nonlinear
dynamics of an aircraft to diagnose its actuators’ faults. [43] and [45]
use a sliding mode technique and [10] employs a signal processing
approach to diagnose UAVs’ actuators. Other examples include the use
of EKF for diagnosing actuator failures [5] and residual-based fault
diagnosis of control surfaces [13]. A comparison of diagnosis techni-
ques for small aircraft is provided in [47]. While these techniques
provide a great deal of progress toward enhancing the safety of aircraft
systems, in most of these techniques the focus of the developed diag-
nosis techniques is on fault diagnosis of a single component of the
aircraft. Further, most existing methods apply model-based or data-
driven techniques to continuous/discrete-time signal readings. The fact
is that complex engineered systems are usually composed of inter-
connected subsystems with hybrid structures which are monitored and
regulated by both discrete event-driven logical rules and (continuous/
discrete) time-driven estimators and controllers. Therefore, in addition
to the aforementioned time-driven techniques, alternative com-
plementary diagnosis techniques are required to infer fault occurrences
in a system from observation of its high-level event-driven behaviors,
governed by discrete logical rules embedded in its decision-making
unite.

A very effective framework to capture event-driven dynamics of a
system, particularly its high-level decision-making, is Discrete Event
Systems (DESs) framework [15,37]. DES can effectively model a com-
plex system in an abstract way, as opposed to other commonly used
methods (e.g., difference/differential equations). Unique about the DES
framework is that it naturally captures faults as abrupt changes (events)
in the system, which facilitates the analysis of the system’s faulty be-
haviors. More importantly, the structure of a DES model is similar to the
human cognitive process in correlating the systems’ interactions and the

effect(s) of sequences of events. This will help the pilot or the autopilot
system to properly manage normal/faulty situations of the plane to-
ward a desired/safe sequence of events/actions.

Within DES framework, there are different diagnosis approaches
ranging from off-line [31] to automated on-line [44] techniques. Fur-
ther, it is possible to extend DES diagnosis technique to different de-
centralized [36,49] or modular/distributed [17,46] architectures. In
addition, robust and safe techniques exist that can handle imperfect
communications [14,30,34] as well as uncertainties in a system or its
initial conditions [25,50-52]. A comprehensive review of fault diag-
nosis techniques for discrete event systems can be found in [26,53].
Despite the fact that DES provides an effective, abstract, and manage-
able tool for the diagnosis of complex systems, applying the DES fra-
mework to the modeling and analysis of practical systems is limited to a
few cases such as power transmission networks [9], automated manu-
facturing systems [35], and communication networks [11,12].

This paper, therefore, derives a DES model for the flight mechanism
of an aircraft, which is an enabling step toward its fault diagnosis. The
derived DES model will be able to explain normal and faulty behaviors
of the aircraft and can be used for analyzing fault events. We will use
this model to build a diagnosis tool, a so-called diagnoser, that can
detect the occurred faults and identify their types and their location in
the system in a timely manner. Fig. 1 shows the general structure of the
proposed DES diagnoser. As a model-based technique, the developed
diagnosis tool requires a model of the system including its faulty and
normal behaviors. Once derived, the developed diagnoser looks at the
external (observable) behaviors of the plane (modelled by natural
projection to the observable event set of the system) and diagnoses the
faulty behaviors which involves fault detection (detecting the fault
occurrences), fault identification (identifying the type and nature of the
occurred faults), and fault isolation (locating the occurred faults).
Moreover, the online implementation of the developed diagnoser is
investigated. Unique about the developed diagnoser is that it is not
required to be activated synchronously with the control structure of the
plane. This will be achieved using only the plane’s behaviors, observed
after diagnoser activation, enabling the diagnoser to be asynchronously
activated to estimate the status of the system whether it is normal or
faulty. Moreover, if for any reason, the diagnoser misses an observation,
it can be restarted to be able to track the plane’s behaviors, without
requiring the synchronous resetting of the control structure of the plane
itself. The developed diagnoser is capable of diagnosing faults, which
are included in the derived DES model. If a new fault is introduced to
the system, a new model is required to revise the developed diagnoser.

The rest of the paper is organized as follows. Section 2 discusses the
information about basic flight maneuvers that a fixed-wing aircraft may
conduct including the straight-and-level flight, and right and left bank
turns. Section 3 provides the necessary background about the discrete
event systems modeling and develops a DES model for fix-wing flight
maneuvers. In Section 4, a DES fault diagnoser is developed for a fixed-
wing aircraft to detect and isolate the occurred faults in its flight-
maneuvering mechanisms. Section 5 discusses online implementation
of the developed fault diagnoser, and Section 6 concludes the paper.

2. Basic flight maneuvers
2.1. Rotation axes

An aircraft has three axes of rotation. These axes are the lateral axis,
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Fig. 2. Aircraft axes of rotation and control surfaces.

the longitudinal axis, and the vertical axis, whose origin is located at
the center of gravity of the plane, forming together the body frame as
shown in Fig. 2. The lateral axis is parallel to the wingspan of the plane
and is directed towards the right wing tip. The longitudinal axis is
parallel to the aircraft’s fuselage and is extended from the tail to the
nose of the aircraft. The vertical axis of the aircraft passes vertically
through the aircraft’s center of gravity and is directed towards the
bottom of the plane. The angle formed between an aircraft’s particular
axis of rotation and the artificial horizon determines an aircraft’s atti-
tude. Using the gyroscope, an aircraft’s pitch attitude is measured as the
angle between the longitudinal axis and the artificial horizon, and the
bank attitude is measured as the angle between the lateral axis and the
artificial horizon. Yaw attitude is measured as the angle of rotation
about the vertical axis, relative to the magnetic north direction. Mo-
vable airfoils, called control surfaces are utilized to orient the attitude
of an aircraft.

An aileron is a control surface that is typically hinged horizontally
to the trailing edge of an aircraft’s wings. Ailerons are used to rotate the
aircraft about its longitudinal axis (roll). The rudder is a control surface
that is typically hinged vertically to the aft end of an aircraft and is used
to rotate the aircraft about its vertical axis (yaw). An elevator is a
control surface, which is typically attached horizontally to the aft end of
the aircraft that rotates the aircraft about its lateral axis (pitch).

Level flight

Relative wind is the air that flows opposite to the direction of air-
craft movement. When the aircraft is flying, the relative wind produces
various pressures on the control surfaces. The pressure distribution over
the control surfaces (aileron, rudder, elevator) due to the relative wind
flow is influenced by the speed and density of the air moving over the
control surfaces. To produce a desired moment of force on the aircraft,
the pilot will either leave a control surface in its neutral streamlined
position or deflect the control surface to a desired degree of angle. In
this paper, the airspeed, measured in knots (kn), will be the reference
for the speed of the aircraft. When deflecting a control surface, the
aircraft rotates in the same direction regardless of the attitude of the
aircraft. Whether the aircraft is flying with a zero degree bank angle, or
upside down, the required commands of the pilot to deflect control
surfaces in order to rotate the aircraft in a desired direction remains the
same [32]. Thus in this paper, the pilot’s actions are the center of re-
ference and are used to diagnose the performance of the aircraft’s
control surfaces. An aircraft’s attitude is described as upset if any of the
following conditions are true [32]:

o Pitch attitude is greater than 25° nose up,

e Pitch attitude is greater than 10° nose down,

e Bank angle is greater than 45,

e Not within the above range of parameters, but flying at airspeeds

Steeply banked turn

Horizontal
component

Fig. 3. Level flight and banked turn [1].
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inappropriate for the conditions.
2.2. Flight maneuvers

Various versions of a fixed-wing aircraft may have different feel and
response characteristics in reference to a pilot’s flight control inputs. A
modern jet aircraft may be more responsive to the deflection of control
surfaces. Some aircraft are more streamlined than others and can
maintain a constant airspeed. These aircraft may require less rudder
deflection when banking into a turn. Some aircraft have more powerful
rudders than others, or have different tail configurations (e.g., T-Tail or
V-Tail). Rather than presenting flight maneuvers for a particular model
of fixed-wing aircraft, this paper considers flight maneuvers based upon
the fundamental principles of flight to provide a pedagogical baseline of
flight management that is transferable to most fixed-wing aircraft.

In this paper, it is assumed that the understudy system is a multi-
engine aircraft with engines that never fail, and that the engines’ thrust
is always symmetrical. This allows the aircraft to continue the operation
even in case of failures in rotational actuators (ailerons, elevator, and
rudder), without having an immediate crash, providing sufficient time
to the diagnosis tools in order to diagnose occurred faults. Without loss
of generality, our focus in this paper is to diagnose left and right aileron
failures based on rolling behaviors. However, it is straightforward to
extend the result of this paper to the case that elevator or rudder are
faulty as well.

In straight-and-level flight, the heading and altitude of the aircraft
are being held constant. This implies a bank attitude of 0°. A properly
trimmed aircraft will require the pilot to apply little to no deflection of
control surfaces. In order to bank an aircraft to the right, the pilot raises
the right aileron and lowers the left aileron. This is commonly referred
to as the right aileron. To roll the aircraft to the left, the pilot must raise
the left aileron and lower the right aileron. Analogously this is referred
to as the left aileron. If the aircraft is rolling in a certain direction (e.g.,
left) and the pilot desires to roll the aircraft in the opposite direction
(e.g., right), the pilot must apply what is referred to as opposite aileron.

When ailerons are deflected to bank an aircraft, the lowered aileron
increases drag and lift, thus producing a rising wing and the raised
aileron decreases the drag and lift, thus producing a lowering wing.
This difference in drag across the wings causes the aircraft to yaw in the
direction opposite to the desired direction of turn. This is commonly
referred to as the adverse yaw. To counteract this adverse yaw, in ad-
dition to deflecting the ailerons, the pilot must simultaneously deflect
the rudder in the desired direction of the turn. A right turn requires the
coordinated application of the right rudder, and a left turn requires the
coordinated application of the left rudder. If the rudder is not applied
correctly, then the aircraft will produce what is called a sideslip angle.
A sideslip angle is the angle between the aircraft’s longitudinal axis and
the relative wind. When applied correctly, a deflected rudder will
eliminate adverse yaw, producing a zero degree angle of sideslip. This
implies that during the turn, the aircraft’s longitudinal axis is aligned
with the relative wind, meaning that the aircraft is flying straight into
the wind during the turn. This is called a coordinated turn. An aircraft
under uncoordinated flight may become unstable and enter into a fatal
spin [3,32]. The coordinated use of aileron and rudder during a turn is a
common procedure on many types of fixed-wing aircraft including
modern jet transport airplanes. Some modern jet airplanes have systems
that utilize the combination of ailerons and spoilers with yaw dampers
and turn coordinators to diminish the effects of adverse yaw felt by the
pilot, in turn, eliminating the use of rudder input from the pilot during a
normal turn. However, in situations where the yaw damper system is
inoperative and the spoilers are unable to reduce all effects of adverse
yaw, rudder deflection by the pilot is required for a coordinated turn
[32].

A single deflection of the rudder results in sideslip of the aircraft.
During sideslip, the wing facing into the relative wind experiences an
increase in lift, while the wing away from the relative wind receives a

Reliability Engineering and System Safety 193 (2020) 106609

decrease in angle of attack. This produces a differential lift between the
wings, resulting in the aircraft rolling in the direction of the deflection
of the rudder. This is referred to as a rolling moment due to sideslip. If
the rudder solely is deflected to the right, the aircraft will yaw to the
right and place the left wing into the relative wind. This results in the
aircraft rolling to the right. Another scenario of an aircraft rolling due
to the application of the rudder is called rolling moment due to a yaw
rate. When the rudder deflection creates a yaw rate on the aircraft, the
outboard wing experiences greater airspeed relative to the inboard
wing. This produces a rolling moment towards the direction of the in-
board wing. Rudder application to the right will cause a yaw rate to the
right, causing the left wing (outboard wing) to rise and produce a
rolling moment to the right. Analogously, a sole deflection of the rudder
to the left will produce a rolling moment to the left [18,22,32,42]. In
our DES model of the aircraft, we assume that the rudder is capable of
overpowering both deflected ailerons. In other words, full extension of
the rudder is capable of providing a rolling moment greater than the
rolling moment of fully extended ailerons. An example of this situation
was reported by the National Transportation Safety Board (NTSB)
during its investigation of the US Air Flight 427 [40]. Maintaining a
precise rolling moment about the aircraft via rudder deflection is ex-
tremely difficult, and should only be attempted under dire circum-
stances.

Based upon the presented information, we consider two flight
control modes:

1. Straight-and-level flight: For straight-and-level flight control, it is as-
sumed that the aircraft is properly trimmed and its wings are leveled
with respect to the artificial horizon. To maintain a straight-and-
level flight path, a pilot simply applies no pressure to the aileron and
rudder control surfaces, placing them in their neutral position.

2. Bank turn: Completing a banked turn is a four-step process by the
pilot. To initiate a turn, the pilot must first bank the wings into the
direction of the turn. Upon reaching the desired angle of the bank,
the pilot then releases pressure on all control surfaces (neutral ai-
lerons and neutral rudder). Releasing pressure neutralizes the con-
trol surfaces to prevent increasing the bank angle, thus allowing the
aircraft to turn at a constant bank angle. When the aircraft reaches
the completion of the turn, the pilot must then apply opposite ai-
leron to roll the aircraft in the opposite direction. This action rolls
the wings back to level with respect to the artificial horizon. Once
the wings become level, the pilot again releases pressure on all
control surfaces to maintain a straight-and-level flight. Therefore, a
bank turn is a process consisting of four commands:

(1) Roll to desired bank angle

(2) Release pressure on control surfaces to hold bank angle

(3) Roll wings back to level the wings by applying opposite aileron
(4) Release pressure on control surfaces

3. DES modeling of the flight maneuvering mechanism

A DES model of the system utilizes event transitions and states to
provide an abstract representation of a real world system’s behaviours.
Representing a DES system using a finite-state automaton, we can
pictorially sketch the system using a directed graph in which the states
are shown as the nodes and the transitions are shown as the edges. An
event is an input (e.g., an input command or a notable sensor feedback)
which results in a distinct change in the system. A system state may
represent a particular mode of operation. We model the aircraft man-
euvers by an automaton represented by the four-tuple:
G = (X, %, d, xo), where X, %, §, and x, include the system’s state space,
event set, state transition relation, and initial state, respectively. In G,
each event e € T can cause a transition from one state to another one via
the non-deterministic state transition relation 8. The statement x” € §(x,
e) says that it is feasible for G to transition from state x to state x’ if
event e € ¥ occurs when G is in state x. The event set X is the union of



A. White and A. Karimoddini

disjoint sets of observable %, and unobservable events %,. Observable
events, typically are system signals that are captured or measured by
sensors, whereas unobservable events are not captured or measured by
the sensors. Unobservable events may be resulted from the lack of a
sensor or even sensor damage. In our DES modeling approach, we
model fault events as unobservable events f € ¥, C X, whose occurrences
must be diagnosed from the observation of observable events. A con-
catenation of events is called a string of events, or simply a string. The
concatenation of two strings s; and s, is shown by s;.s,. Extending the
transition rule, §, to the strings, it can be recursively defined as

8(,s.e)= |J 8, e). The set of strings that can be generated by G
yES(x,5)
from the state x is Ls(x) = {s € Z*|6(x, s) # @}. The language of the

system, L, is the set of all sequences of strings that can be generated by
the automaton G from the state x,, which can be captured by
Lcxo){s € Z*|6 (xg, s) # @}. The Kleene closure of an event set X is
denoted by X*, which consists of all possible strings formed by the
concatenation of events e € X, including the zero-length string e. Let
seX*. A system trace s and its unobservable extensions originating
from the state x are represented by
UE(s,x) ={s. tit € ¥ and s. t € Ls(x)}.

Table 1 lists and describes the pilot commands which are observable
discrete events for the aircraft. Each event should be read as such: ‘Left
Aileron Position|Right Aileron Position|Rudder Position’. Each subscript
represents the direction of deflection for its corresponding control
surface. For the interpretation of the subscripts, ‘U’ means up-deflec-
tion, ‘D’ means down-deflection, and ‘N’ means no-deflection (neutral).
For example, AyApR; describes left aileron up, right aileron down, and
left rudder. The events ‘Bank Left’ and ‘Bank Right’ represent a co-
ordinated left bank and a coordinated right bank, respectively, and
events ‘Rudder Left’ and ‘Rudder Right’ represent the sole deflection of
the rudder.

3.1. Normal flight mode

Fig. 4 shows the DES model for the normal operation of an aircraft,
which includes the following flight maneuvers:

o Straight-and-Level Flight: Assuming the bank attitude is 0°, the
heading and altitude of the aircraft is constant, the DES re-
presentation of the straight-and-level flight is shown by a self-loop
of ANANRy on state 1 of Fig. 4.

e Banked Right Turn: The right side of Fig. 4 shows the process for a
right banked turn maneuver, which includes the following four
steps:

1. ApAyRp for rolling right to reach the desired bank angle,
2. ANANRy for releasing pressure on control surfaces to hold the
bank angle,

Table 1
Pilot flight commands (observable events).

Description ~ Neutral Bank Right ~ Bank Left  Rudder Right  Rudder Left
Event ANANRN  ApAyRg AvApR, ANANRR ANANR;,
Symbol a B 8 T A

AvAyRy

.
Ll

T
‘ A AR
)

N
< AyApRp
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3. AyApR; for rolling wings back to level the plane by applying
opposite aileron,
4. ANANRy for releasing pressure on control surfaces once wings
become level.
e Banked Left Turn: Similar to the bank right turn, but in the op-
posite direction, the left side of Fig. 4 shows the process for a left
banked turn maneuver.

3.2. Faulty flight mode

In cases during the flight a fault occurs in flap actuators of control
surfaces, the pilot must adapt flight procedures to maintain an attitude
that allows for the safe continuation of the flight. In this paper, for the
sake of simplicity of the presentation of the model, the rudder is as-
sumed to be non-faulty and we only consider faults that may occur in
the left and right ailerons. Therefore, we consider two types of fault: left
aileron and right aileron. The faulty events of each fault type are left/
right aileron stuck up or stuck down. A fault does not occur when ai-
lerons are in the neutral position. Also, these faults are assumed to be
permanent.

We first discuss the faults that may occur during a right bank turn
maneuver. When performing a right turn, there are three possible fault
occurrence scenarios for the pilot: (i) left aileron stuck down, (ii) right
aileron stuck up, and (iii) left and right ailerons simultaneously stuck
down and up, respectively.

Case I. Left Aileron Stuck Down Fault (fip): Upon reaching the
desired angle of the bank, the pilot attempts to neutralize all control
surfaces. Due to the failure in the left aileron, it is stuck down and the
pilot will notice that the plane continues to roll undesirably to the right.
At this point in the process of carrying out the banked turn, the pilot is
not yet aware that a fault exists, for the excess roll may simply result
from a gust of wind, turbulence, ill-trimmed aileron, etc. There is no
readout that tells the pilot that the aileron is stuck. To handle the un-
desirable roll rate the pilot applies the opposite aileron (AyApR;). Since
the left aileron is permanently stuck in the down position it will con-
tinue to produce lift and roll the plane to the right, thus the pilot’s
command (AgApR;) applies opposite aileron in order to maintain con-
stant bank when turning. Upon completing the turn, the pilot may
apply a greater opposite aileron to roll the airplane left to level the
wings. Once the plane is leveled, again the pilot attempts to neutralize
control surfaces to resume the straight-and-level flight (AyAnRy). Due
to the left aileron being stuck down (right aileron is currently neutral),
the airplane will unexpectedly roll to the right, and yaw to the left
(adverse yaw). With a stuck down left aileron that continuously tries to
roll the airplane to the right, and yaw the aircraft’s nose to the left; the
pilot may again apply opposite aileron (AyApR;) to level the wings. This
is now the new flight trim for the faulty plane. To keep the wings as
level as possible with respect to the artificial horizon, the left rudder
and the right aileron are used to produce a left rolling moment to
counteract the right rolling moment constantly being produced by the
stuck down left aileron. The pilot may also turn the aircraft to the right
using only right rudder (ANANRR). Since the left rudder is stuck down,
upon applying only the right rudder, the plane will bank to the right
and the rudder will cancel out the adverse yaw created by the down-
ward deflected left aileron. The right aileron will remain neutral as to
provide resistance to the rate of roll when banking to the right. This is

Fig. 4. DES model of normal aircraft flight maneuvers.

;
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Fig. 5. Flight commands for Left Aileron Stuck Down, fp.

done for the simple fact that the left aileron may no longer be placed in
the neutral position during the banked turn. The pilot does not ne-
cessarily attempt to bank the plane left as it may require overexertion of
the rudder and left aileron to overcome right rolling moment being
produced by the left aileron. For this scenario, a right turn with the
right rudder and a neutral right aileron has a very close resemblance to
a coordinated right turn. Also, an aircraft enters a spin (which may lead
to a downward spiral) in the direction of its yaw. Right rudder coun-
teracts the left yaw being produced by the stuck down left aileron. This
sequence of pilot commands after the occurrence of the fault f;p is
shown in Fig. 5.

Case II. Right Aileron Stuck Up (fry): Upon reaching the desired
angle of bank, the pilot attempts to neutralize all control surfaces
(ANANAN). In case of Right Aileron Stuck Up fault,fzy, like the previous
case, the pilot is unaware of a fault occurrence due to the lack of a
provided readout in the flight instruments. Therefore, to handle the
undesirable roll rate the pilot applies opposite aileron (AyApR;). Since
the right aileron is permanently stuck in the up position, it will produce
less lift than the left wing, causing the aircraft to continue to roll to the
right. The pilot must continuously apply opposite aileron in order to
maintain constant bank throughout the turn. Upon completion of the
turn, the pilot increases the amount of opposite aileron to roll the air-
craft wings. When the aircraft wings are leveled, the pilot neutralizes
the flight surfaces to maintain a straight-and-level flight (AyAxRy). Due
to the right aileron being stuck in the up position, the right wing will
unexpectedly drop, and the aircraft will roll right. The pilot must apply
left aileron command (AyApR;) to raise the right wing and roll the
aircraft level. Since the right wing has less lift, it will continuously
become lower during flight. Treating the right wing similar to a dead
engine (or spoiler), the pilot attempts to fly the plane such that the right
wing is raised at or above the level of the left wing at all times. Thus,
the new trim of the aircraft is held by left rudder AyAnR;. If needed, the
pilot may choose to turn the aircraft to the left by the command
AyApR;. This may be accomplished using opposite aileron and full left
rudder. Since the right wing is producing more drag and less lift, the
aircraft is more stable when the right wing is at or above the level of the
left wing. The pilot does not attempt a right turn in this case, as a right
bank would entail the lowering of the right wing and would require
great control exertion to maintain constant bank angle and raise the
right wing upon completion of a right turn. This sequence of actions to
recover the aircraft from the failure fzy is shown in Fig. 6.

Case III. Left Aileron Stuck Down and Right Aileron Stuck Up
(fipru): Upon reaching a desired angle of bank and after attempting to
neutralize all control surfaces (ANANAN), in case that both left aileron is
stuck down and right aileron is stuck up, the pilot will notice that the
plane continues to roll undesirably to the right. Similar to previous

—u:j_’_'_i_f_j:w:\D AuRe (223 Ay Ay Ry (4 Ay Ap Ry 25 -Ax Ay Rar(6 Ay Ap Ry

cases, the pilot is unaware of a fault occurrence due to lack of provided
readout from flight instruments. To manage the undesirable roll rate,
the pilot applies opposite aileron (AyApR;) to increase the pressure of
left rudder to level the wings. This provides a command readout of
(AyApR;). Upon leveling the wings, the pilot attempts to neutralize the
control surfaces (ANAnRy) for straight-and-level flight. Once the flight
command to neutralize the control surfaces is issued, the airplane will
roll right due to the left and right ailerons being stuck down and stuck
up, respectively. To counter this roll, the pilot must apply opposite ai-
leron (AyApR;) to prevent the aircraft from rolling. Since the ailerons
are permanently stuck, this control action will not be adequate to stop
the aircraft from continuing to roll right. The pilot will be forced to
apply full left rudder (AnAnRy) in order to roll the airplane into the left
direction. This will be the new flight trim. After rolling the airplane left,
the pilot is forced to maintain flight stability with the sole application of
the left rudder. The sequence of actions in Case iii is represented in
Fig. 7.

Cases I-I1I cover faulty behaviours of the aircraft during a right bank
turn as well as corrective actions of the pilot that position the aircraft
into a new trim that allows for sustainable flight. During a bank left turn
maneuver, the following fault occurrence scenarios may happen: (i)
right aileron stuck down, fzp, (ii) left aileron stuck up, f;y, and (iii) left
and right ailerons simultaneously stuck up and stuck down, f;yrp. The
fault cases for bank left turn are analogous to the fault cases of a bank
right turn in that the pilot experiences undesired roll and yaw rates in
directions opposite to those experienced during a bank right turn.

3.3. DES model of an aircraft during the banked turn maneuvers

Putting all together, Fig. 8 presents a DES model of the aircraft
consisting of normal and faulty aircraft banked turn maneuvers. For the
sake of simplicity of presentation, we have used symbols to represent
the events. The list of observable events and (unobservable) fault events
are shown in Tables 1 and 2.

The left side of the DES model in Fig. 8 shows the normal bank right
maneuver and the faulty behaviors when failures f;y, frp, and fiyrp
occur. Symmetrically, on the right side, the normal bank left maneuver

Table 2
Fault events (unobservable events).
Right Up Left Down & Left Down Right Left Up & Right  Left Up
Right Up Down Down
fRU fLDRU fLD fRD fLURD fLU
f f2 fa fa fs fe

T Ay AxRi—>(8)

AvApRp

Fig. 6. Flight Commands for Right Aileron Stuck Up, fry.

= fLERL—"*::E:::—-‘\.\' Ax Ry ‘1’_47, ApRy —"E_'\\ Ax R\_HE"_‘\L ApRi»7)

AvAnFRL

Fig. 7. Flight commands for Left and Right Aileron simultaneously stuck down and stuck up, fipru-
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is shown as well as the faulty behaviors of the plane when failures f;p,
fru, and frpry occur. We use this DES model later for fault detection and
analysis in the next section.

4. Asynchronous diagnosis of flight maneuvers

Having the DES model of the flight maneuvers of the aircraft, we
can now develop a diagnosis tool to detect, identify, and isolate the
faults in the ailerons, based upon the observed maneuvers of the aircraft
system. The general structure of a DES diagnosis process is shown in
Fig. 1. The Diagnoser G4 uses the original system’s observed behaviors
as input and provides an estimation of the system’s state and condition
(faulty or non-faulty) as output. We assume that the number of suc-
cessive unobservable events is bounded, otherwise, the system may be
stuck in a cycle of unobservable events without providing the chance to
estimate the status of the system from its observable behaviors.

The condition of the system is faulty if a fault event has occurred in
the system. This paper assumes that the fault in the system under di-
agnosis does not stop its operation and we have this opportunity to
estimate the status of the system from its post-fault behaviors. We
partition the system’s faults, X5, as the union of m different types Zj,
Z, - 2f,. Correspondingly, for these fault types, we use labels in the
form F = {f}, f,, ....f,,}, where f; is a label for fault type of Z;. We also
use the label N for non-faulty operation condition. The set L = {N} U 2F
represents all possible condition labels for each system state x € X.

The proposed diagnoser can be represented by a deterministic finite-
state DES in the form of the four-tuple G; = (Qq, Z4, &4, q,), Where
Qg C 2L is the state space, £; = %, is the event set, §4 is the state
transition rule, and qq is the diagnoser’s initial state. Each diagnoser
state g€ Qg is a set of ordered pairs providing an estimation of the
original system’s current state and corresponding condition. During
online operation, whenever the system outputs an observable event
e X, the state transition function 84, updates the diagnoser’s estima-
tion of the system’s state and condition.

Assume that the current estimation of the system is
q ={(x1, &), ...(xk, 6)}, where x;e X and €L, j € {1, ..,k}. Upon the
occurrence of a string of one or more events t € £*, the diagnoser’s state
transition function 84 updates the estimate of the system’s state as:

Initialization:

q0 = {(x0, N)};
Step 1: Constructing g
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Sa(g. )= U {0, V(& D)y € (6 1), V(¢ D)}

S M
where the system’s state transition function & is used to provide the
updated state estimation, and the Label Updating Function, V: L X £* —
L, is used to update and provide an estimate of the system’s condition
for the corresponding state estimate produced by §. Consider the cur-
rent condition of the system represented by the label { € L, observing
the new string t, the updated condition of the system will be
¢ =V, t)=:

{N}, if ¢ ={N} and VfeX, f&t,
{f €FIf,€tor IfeX;, fet}, Otherwise )

Unlike traditional diagnosers that are synchronously initialized with the
system under diagnosis, here we use our asynchronous diagnoser de-
veloped in [51], which can be activated asynchronously with the
system, and hence, it relaxes the synchronous initialization constraint
and eases the implementation of the diagnoser. Since the proposed
diagnoser is asynchronously activated at any time instance of the sys-
tem’s operation, initially the diagnoser is unknowing of the system’s
state and condition, and it could be in any of the system’s operation
modes. Therefore, the diagnoser’s initial state will be:

4o ={Cx, €) = (6(x0, 1), V({N}, D)1V t € L(x0)} 3

This initial state of diagnoser takes into account all possible system
conditions for every reachable system state. Starting from this wide
estimation, the asynchronous diagnoser narrows down its estimate of
the system’s state and condition as it sequentially observes events
e €%, evolving by the diagnoser’s state transition relation explained in
Q).

To implement Algorithm 1, we form a state reachability table (SRT).
SRT is a data table which contains all system diagnostic information
needed to construct the diagnoser. This diagnostic information can be
readily retrieved in each table entry. The SRT is constructed row-by-
row. The layout for each row in the SRT is as follows. The first column
entry of each row contains a state x€X and its corresponding diag-
nostic label £eL. All remaining column entries of each row in-
dependently corresponds to e; € ¥,, and provides diagnostic information
for all states x’ € §(x, t), t € UE(e, x). The collection of all entries in the
first column, forms qq for G4. The rest of the columns are the states that

qo := qo UL(x, O)lx € 6(xp, u), u € X, N L(xo), € = V{N},u)};

repeat
for (x,£) € gpand e € £, do

if 5(x, e) is defined, 3t € UE (e, x), and (5(x, #), V(£, 1)) € qo then
q0 = 4o U {(6(x’ t)’ V(fv l))lt € UE(e7 X)},

end if
end for

until There is no new pair (x, /) in g,.

Step 2: Constructing O,
Od = qo;
repeat

forge Qsande € X, do

if 64(q, e) is defined and 6,4(q, €) ¢ O, then

Add 64(q, e) to Qu;
end if
end for

until There is no new state 6,(g, e) for all e € X,,.

Algorithm 1. Constructing an Asynchronous Diagnoser.
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Table 3
State Reachability Table for aircraft DES model in Fig. 8.
State a B 1) T A
IN IN 2N, 41f;, 40f, 396 18N, 35f,, 34fs, 33fs - -
2N 3N - - - -
41, 13f; - - - -
401, 9f2 - - - -
39f3 5f3 - - - -
18N 19N - - - -
35f4 296 - - - -
34fs 25fs - - - -
33fe 20fe - - - -
3N - - 4N, 36f,, 37fs, 38fs - -
13, - - 14f, - -
9> - - 10f; - -
S - - ofs - -
19N - 45N, 44f,, 43f,, 42f; - - -
29f4 - 30f4 - - -
25fs - 26f5 - - -
20fe - 21fe - - -
4N 1N - - - -
36f4 29 - - - -
37fs 25 - - - -
38fe 206 - - - -
14f, 15f; - - - -
10f2 11f, - - - -
6fs 7f3 - - - -
45N 1N - - - .
44f, 13f; - - - -
43f; 9> - - - -
42f 5f3 - - - -
30fs 3lfy - - - -
26fs 27fs - - - -
21fe 22f - - - -
15f, - - 16f1 - -
11f, - - 12f, - -
7f3 - - 8fs - -
31fy - 32f4 - - -
27fs - - 28fs - -
22fe - - 23fe - -
16f1 - - - - 17f,
12f - - - - 12f,
8fs - - - 7fs -
32f4 - - - - 31fs
28fs - - - 28fs -
23fe - - - 24fe -
17f1 - - 16f - -
24fe - 23fe - - -

are reachable from qo, immediately by an observable event e; € Z,,. The
rows of the table also help find the rest of the states of the diagnoser,
reachable from already extracted diagnoser’s states. In Table 3, we have
constructed the SRT for the DES model of the aircraft in Fig. 8, whose
first column is qo, and second, third, fourth, and fifth ones are diagnoser
states g, qs, e, 911, and gs, reachable by events a, 3, , 7, and A, re-
spectively. From these states, we can build the rest of states. For ex-
ample, from q; = {17f;, 12f,, 31f,} with the event § the diagnoser transits
to {16f;} which is called g4. This is due to the fact that among the states
31f4, 12f,, and 17f1, in rows 35th, 39th, and 44th, only 17f; goes to 16f;
by the event 4.

5. Online fault diagnosis

The constructed diagnoser in Fig. 9 provides fault diagnosis by de-
tecting, isolating, and identifying a fault’s occurrence without requiring
the restarting of the system. When the diagnoser is activated, observing
each observable event of the aircraft, the diagnoser proceeds to a new
state in the diagnoser based on the transition rules in (1).

Reliability Engineering and System Safety 193 (2020) 106609

Definition 1. Consider q = {(x, €1),....(Xy, )} € Qq. Then, q is said to
be

e Normal if § = {N} for allk =1, ...,M.
® Fi-certain if f;e §y for all k = 1, .., M.
e Fi-uncertain if 3n, m such that f; € {,, but f; & £,,.

If the system faults that occur pre and/or post diagnoser activation
can be definitively diagnosed, then the system is called asynchronously
diagnosable.

Lemma 1. If there is no cycle of Fruncertain state in the asynchronous
diagnoser, the system under diagnosis is asynchronously diagnosable and the
diagnoser will eventually reach an Fi-certain state during the diagnosis
process [51].

As it can be seen in Fig. 9, the constructed diagnoser G4 does not
have any cycle of Fi-uncertain states and hence can diagnose any fault
of type f; upon the diagnoser reaches an F;-certain state. The developed
diagnoser can be asynchronously activated, and is able to diagnose
faults that occur pre- and post-diagnoser activation.

Next example shows the fault diagnosis for a fault that is occurred
before the activation of the diagnoser:

Example 1. Fault Occurrence Pre-diagnoser activation: Consider the
aircraft DES model in Fig. 8 where
S={a,B, 0, ., A fi, b B o fo fih Zo=1{a, B, 6,7, A},

Zu=% =i, . i fir f5, [}, and Z = {f]}, i = 1, ...,6. Let’s assume the
aircraft has completed a left turn, and commands all control surfaces to
the neutral position (a). Unbeknownst to the aircraft, the right aileron is
stuck up and f; has occurred. Upon initialization of the diagnoser, the
diagnoser is at its initial state go and the aircraft is at state 13. As the
aircraft applies commands to level its wings, and place the aircraft in
coordin(?ted flight by going ghrough the following sequences:

(03

13 14 15 16 —= 17

~N~——

é
, which ends with the aircraft arbitrarily cycling states 16 and 17. The
diagnoser Gy, shown in Fig. 9, observes the sequence of events
Sab(\8)*, and will go through the following sequences:
é el ) A 1 A

40 de q18 q17 q15 44 ds
~_ "

. Based upon its observations of the aircraft, G4 gnters an arbitrarily
cycling between states q, and gs. States g4 and gs are Fj-certain,
concluding that f; has been diagnosed. For this case, upon a finite
number of observations of the aircraft by G4, the occurrence of f; is
detected, and the state location of the aircraft is estimated to be either
state 16 or 17. Indeed, the diagnoser G4 uses the observed sequence of
aircraft commands and eventually reaches an F;-certain state. From this
example one can observe how Gy starts off with a wide estimation of the
aircraft’s state and condition and narrows down its estimation as it
gathers information from the observed aircraft system commands to
diagnose the fault occurrence. Reaching an F-faulty state, the diagnoser
determines both which fault has occurred, and which state the system is
in. This can be also checked for all other fault events and aircraft state s.

In contrast to the previous example, the following example shows
the fault diagnosis for a fault that is occurred after the activation of the
diagnoser.

Example 2. Fault Occurrence Post-diagnoser activation: Consider the
aircraft DES model in Fig. 8 where
S={a,B, 60, ., . b B fo fih Zo=1a, B, 6,7, A},

.= =, 6. £ fin f5o 5}, and X5 ={f}, i =1, ..,6. Let’s assume
again that the aircraft is performing a bank left turn, and that the
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Fig. 8. DES model of a Fixed Wing aircraft including faulty and normal behaviors during the bank turn.

aircraft is completing the turn and applying right aileron command (f3)
to roll the wings back to level. The aircraft system is located at state 19,
and is under normal operation when G, is activated. The aircraft then
goes through the following sequences based on the commands received

B8 f: o a
[T AT ST, S S, S S

AN

-
. This trajectory ends with the aircraft arbitrarily cycling states 7,8.
Upon activation, the diagnoser G, in Fig. 9, observes the sequence of
observable events fada(57)* and starts from the initial state qo, and will

go through the following sequence:
a 6 o 6 T 6
do as 420 19 18 a7 q14 13
~__

from the pilot:

. The observed behavior of the aircraft results in G4 arbitraril‘g/ cycling
between states g4 and q;3. States q14 and q; 3 are Fz-certain, concluding
that f3 has occurred. Again, upon a finite number of observations of the
aircraft by Gy, the diagnoser was able to detect the occurrence of f3, and
estimate the state location of the aircraft to be either state 7 or 8.

Lemma 1 provides a condition, which if meets, the diagnoser can
eventually transit to an F;-certain state and diagnose the occurred fault.
To realize the diagnosis delay (the number of transitions that it take
diagnoser to reach an Fi-certain state), one can count the number of
events that may occur in the system under diagnosis which leads the
diagnoser to transit to an F;-certain state. For this purpose, we can
identify all sequences of F-uncertain state and their corresponding
transitions in the original system under diagnosis. For example, in the
diagnoser G4 in Fig. 9, it can be verified that faults f; and fs upon their
occurrence, require the greatest number of system observations for
diagnosis. Both fault events are diagnosed upon the 6th observation
following their occurrence in the plant. All other faults may be diag-
nosed within an equal or fewer number of observations. Let’s consider
the fault fs. The following sequence consists of the fg-faulty sequence in

the original system under diagnosis:
6 « e} B T

33—20—21—22—23—24
NS

This corresponds to two sequences in the diagnoser Gy

G a B a B T B T
d qr s 420 qo8 Q27 q9 10
~__
B
(03 B (07 B T B T

or G29—=q25—=q26— = q28— (G271 >q9y di0
g

. Both sequences end with the diagnoser state qo, which is Fg-certain.
Therefore, in both possible observed sequences in the diagoser, the
faulty event f¢ is diagnosed once diagnoser G4 reaches gy after at most 6
transitions in the system under diagnosis. Note that with the available
information (the DES model of the system under diagnosis and the
observed observable events), this is the fastest way that one can diag-
nose a fault in the system, unless there is more information available
about the system under diagnosis.

6. Conclusion

This paper developed a DES model for the flight mechanism of a
fixed-wing airplane, which is capable of explaining normal and faulty
behaviors of the plane, including faults in left/right ailerons (stuck up,
stuck down). The derived DES model is then used to develop an asyn-
chronous diagnoser for detecting the occurred faults, the type of the
occurred faults, and estimating the state of the system under diagnosis.
External observations of the aircraft system and the pilot commands are
used to determine whether a fault has occurred in the aforementioned
control surfaces. A unique feature of the developed diagnoser is that it
can be activated any time before or after occurrences of a fault, and can
be restarted any time without requiring the system under diagnosis to
be restarted. Two cases of fault occurrences before and after activation
of the diagnoser were investigated and it was shown that in both cases
the developed diagnoser is able to determine the occurred faults in a
finite number of observations. The developed model can be extended to
include rudder (stuck left, stuck right) faults as well as engine and
elevator failure, when the pilot is planning for straight-level flight, and
banking an airplane to the left or right. Future research, therefore, in-
cludes the extension of the developed method to other system’s faults in
other sensors and actuators as well as engines of an aircraft.
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Fig. 9. The diagnosr Gy for a fixed-wing aircraft DES model provided in Fig. 8.
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