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ABSTRACT

The last decade has witnessed a surge of interest in applying deep
learning models for discovering sequential patterns from a large
volume of data. Recent works show that deep learning models can
be further improved by enforcing models to learn a smooth output
distribution around each data point. This can be achieved by aug-
menting training data with slight perturbations that are designed
to alter model outputs. Such adversarial training approaches have
shown much success in improving the generalization performance
of deep learning models on static data, e.g., transaction data or
image data captured on a single snapshot. However, when applied
to sequential data, the standard adversarial training approaches
cannot fully capture the discriminative structure of a sequence. This
is because real-world sequential data are often collected over a long
period of time and may include much irrelevant information to the
classification task. To this end, we develop a novel adversarial train-
ing approach for sequential data classification by investigating when
and how to perturb a sequence for an effective data augmentation.
Finally, we demonstrate the superiority of the proposed method
over baselines in a diversity of real-world sequential datasets.
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1 INTRODUCTION

The study of sequential data has become important nowadays given
the prevalence of sequential data in multiple applications, e.g., se-
quential user behavior modeling in commercial applications [4, 17],
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semantic analysis in natural language processing [6, 36], and remote
sensing for land cover detection [15, 40]. Consider the analysis of
web browsing data in the domain of e-Commerce, which serves as
one of primary motivations of this work. Effective analysis of the
sequential browsing history assists in better predicting purchase
behaviors and helps ensure better personalized experience.

An Eniormously entertaining/movielike nothingfwe[ve ever|seen before and yet/completely| familiar.

primarily film they lve met overwhelmingly

(a) Perturbations over the entire sentence
An enormously enfértaining movie like nothing we ve ever seen before and yet completely familiar.

awesome film
(b) Perturbations with attention

Figure 1: Illustrative figure of a short movie review from Rot-
ten Tomatoes [34] with adversarial perturbations over (a)
the entire sentence, versus on (b) the proposal model with
discriminative words “entertaining movie". Darker red de-
notes higher attention score, and vice versa. Particularly, the
attention scores of the two most discriminative words “en-
tertaining” and “movie” are 0.62 and 0.12, respectively. We
omit coloring the words whose scores are smaller than 0.1.

Advances in deep learning algorithms have provided unreal-
ized potential for classifying sequential data. Most innovations
come from the domain of natural language processing, where the
recurrent neural networks (RNN) and Convolutional Neural Net-
works (CNN)-based models are frequently used for a variety of
learning tasks, such as machine translation [25], sentiment classifi-
cation [6, 18], and question answering [21, 48]. Given the success
of these techniques in analyzing sequential data, they have been
further applied to other applications [4, 9, 15]. The power of these
deep learning approaches stems from their ability to model un-
derlying dependencies between data at different time steps. These
dependencies across time can provide the context information that
enables learning of different sequential behaviors even for two
identical data points at a single time step. The modeling of tempo-
ral dependencies can also facilitate the extraction of informative
feature representation from the entire sequence.

Recent works have shown that the performance of deep learning
models can be further improved by augmenting data with deliberate
perturbations [11, 31]. These perturbations are selected to adversely
alter the model outputs (ie., along the anisotropic direction), and
they are commonly referred to as adversarial perturbations. The
learning model is then updated to smooth the output distribution
over these perturbed samples. After multiple iterations of data
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perturbation and model update, this data augmentation strategy
can help learn a smooth distribution along every direction around
each data point (i.e., an isotropically smooth output distribution).
For example, the popular adversarial training (AT) approach [11]
adopts the linear-approximation of adversarial perturbations to
update model parameters such that the model predictions are not
easily altered by the perturbations. This method has shown to
successfully improve the generalization performance and the model
robustness against adversarial perturbations.

However, existing AT-based approaches mainly focus on static
data and do not take into account the structural property of se-
quential data. Real-world sequential data are often collected over
a long period of time while only part of the sequence is critical
to the classification. Consider the example of purchase prediction
from web browsing data. A user decides to buy a product mostly
because he/she is attracted by several relevant web pages to this
product while he/she may randomly click on many other web pages.
Hence, these important time steps (i.e., web pages) in sequential
data contain more discriminative information for purchase predic-
tion. Similarly, a movie review can be a long sentence, but only
a few words in this sentence can reflect the sentiment. Consider
the sentence in Fig. 1, the words “entertaining movie" can clearly
reveal that this is a positive review. Prior work has applied AT
to sequential data by directly imposing conventional adversarial
perturbations to the entire sequence [30]. However, as shown in
Fig. 1 (a), this conventional AT method replaces multiple words
that are not relevant for sentiment. Hence, it is less helpful for data
augmentation since these perturbed positions are not critical for
classification.

To develop an adversarial training approach for sequential data,
we need to answer specifically when and how to perturb the se-
quence. In particular, we build a robust sequence classification
model in two stages. The entire framework is depicted in Fig. 2.
First, the proposed model conducts classification with more empha-
sis on the discriminative periods detected by an LSTM-Attention
model (see two panels in Fig. 2). The sequential patterns within
these discriminative periods are more influential for the class label
than those in other periods. Second, we propose an attention-aware
AT method so as to improve the robustness against perturbations
on these discriminative periods (see the yellow and blue arrows and
the dashed box at the bottom of Fig. 2). In this way, we augment
training data by adding more variability to the discriminative pe-
riod. According to Fig. 1 (c), the proposed method perturbs mostly
on the discriminative part of a sequence while also maintaining the
semantics of the sentence. This is equivalent to augmenting the
training data by adding another training sentence with different
but similar discriminative words while maintaining the original
meaning.

Furthermore, an effective adversarial training requires that the
perturbed data are perceptually similar to original data while they
can still alter the model output. Such perceptual similarity is com-
monly defined based on certain structural property of data. For
example, adversarial perturbations in hand-written digits recog-
nition should preserve the structure of digits in the image [38)].
Similarly, the perturbations to graph data should preserve graph
structural property and node attributes [49]. For sequential data, it
is essential to maintain the position of discriminative periods since
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a successful classifier always needs to refer to these periods for
informative patterns. Hence, we define the perceptual similarity of
sequential data based on the obtained attention weights from atten-
tion model, which reflect the position of discriminative periods. The
failure to preserve such perceptual similarity is likely to result in a
drastic change of sequential structure and the semantic meaning of
data, and thus cannot be used for effective data augmentation.

Since the perturbations used for AT are added to multiple time
steps, it is likely that these perturbations can jointly break the
perceptual similarity. To address this issue, we propose two al-
gorithms, Selective Filtering (SF) and Conservative Adversarial
Training (CAT), to enforce that all the adversarial samples used for
training classification model preserve the perceptual similarity.

We evaluate the proposed method on real-world seqeuntial datasets
from threee different domains - Digital Marketing dataset, Movie Re-
view dataset and Remote Sensing dataset. Our results demonstrate
the superiority of our proposed method over multiple baselines in
each domain. We also provide several examples to illustrate the
efficacy of the proposed method.

Our contributions can be summarized as follows:

e We propose a novel approach to augment sequential data
over the discriminative periods. This technique can be ap-
plied to both labeled data and unlabeled data.

e During the augmentation process, we propose two algo-
rithms to effectively prevent drastic change of discriminative
structure within the sequence.

e Our implementations in real-world datasets validate the ef-
fectiveness on augmenting data for a diversity of domains,
including e-Commerce, text and remote sensing.

2 METHOD
2.1 Preliminaries
2.1.1 Adversarial training. Adversarial training (AT) has shown

to be able to improve the performance of sophisticated models by
learning an isotropically smooth output distribution around each
training data point. The AT approach introduces a regularizer to
update model parameters such that model outputs cannot be eas-
ily altered by adversarial perturbations. Adversarial perturbations
are often instantiated as an extra noise r added to the input data
x. Given input features x from labeled data X; and correspond-
ing training labels y, the noise factor r is selected within a small
range € such that the training loss L(x + r, y; §) is maximized after
the perturbation. To improve the model robustness against such
perturbations, the AT approach updates model parameters 8 to
reduce training loss even after adversely perturbing the data. More
formally, this can be expressed as a min-max problem as follows:

min L(x, y; 0) + AL(x + radv, y; 0).
1
Tady = argmax, || <cL(x +1.y;6), W
where A is a hyper-parameter to control the balance between the
standard training loss and the adversarial training loss.
Assuming L, norm constraint is adopted in Eq. 1, previous re-
search [11] computes r by a single-step linear approximation, as:

_ Vxl(x,y;6)

= Vel Ol @

Tadv



Research Track Paper

y

VAT Loss

Aggregation

Original

Perceptual Similarity

KDD 19, August 4-8, 2019, Anchorage, AK, USA

AT Loss

Vadv Perturbed

Aggregation
2 T

Loss (SF / CAT)

i

© Adversarial Perturbation @

Figure 2: The flow of the proposed learning framework. The input sequential data (x!,..xT) and perturbed data (z!,..x7) are
classified using LSTM-Attention networks. The adversarial perturbations (r!,...,rT) are produced based on the loss of AT/VAT
and the loss of the perceptual similarity. The proposed method SF and CAT estimate the loss of perceptual similarity using
the original attention weights (a!,....a”) and the attention weights after perturbation (a; dv ,...,a:dv).

This standard AT method can only be applied to labeled data.
To overcome this limitation, Virtual Adversarial Training (VAT)
approach [31] is proposed, which is an unsupervised extension of
AT. VAT computes the adversarial perturbations using the predicted
labels p(gj|x; #) instead of the ground-truth labels y. Then it mea-
sures the Kullback-Leibler (KL) divergence between the predicted
labels before and after perturbing data. VAT can be applied over
both labeled data X; and unlabeled dat X, as follows:

1 i -
m Z KL[p(g|x; 6c)||p(y|x + rvat; 0)].
X U Xu

rvat = argmax, || < KLp(glx; c)|[p(g]x + r; 6)],

méinL(x,y; )+ Avat

©)
where Nj and N, represent the number of labeled samples and
unlabeled samples, respectively. We use 8. to represent the fixed
model parameters in the current iteration, which are not involved
in the model update.

2.1.2 LSTM-Attention model. The LSTM-Attention model [25, 45]
aims to detect discriminative periods from a sequence and learn rep-
resentative temporal patterns for classification. Given a sequence
of input {x', x%, ... xT}, where x! € RP, the LSTM model generates
hidden representations h! € R at every time step. The hidden
representations at different time steps are then combined by the
attention model via weighted summation for the final classification.
We now briefly introduce the LSTM model and the attention model.

In essence, the LSTM model defines a transition relationship
for hidden representation h? through LSTM cells. Each LSTM cell
contains a cell state ¢!, which serves as a memory and allows the
hidden units h* to reserve information from the past. The transition
of cell state over time forms a memory flow, which enables the
modeling of long-term dependencies. Specifically, the LSTM first
generates a candidate cell state &’ by combining x* and h*~! into a

tanh(-) function, as follows:

¢! = tanh(WSh' ™" + Wix?). 4
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where W' € RHXH and WE € RE*D are weight parameters used
to generate candidate cell state. Hereinafter we omit the bias terms
as they can be absorbed into weight matrices.
Then a forget gate layer ff € RF and an input gate layer g° €
RH are generated using sigmoid functions:
t t-1 t
£ = oW/t s wlxh),
t t-1 t
g :a(th + Wlxh),
where (W] € REH, w ¢ REXD}and (w! e REH w! e
RHE*D} denote two sets of weight parameters for generating forget
gate layer f* and input gate layer g’, respectively. The forget gate
layer is used to filter the information inherited from ¢~1, and the
input gate layer is used to filter the candidate cell state at time ¢ by

entry-wise product ®. In this way we obtain the new cell state ¢’
as follows:

()

cd=fledl+g 0d. (6)

Then we generate the hidden representation h? by filtering the
obtained cell state using an output gate layer of, as:

of = a{tht_l + fot},

h? = of ® tanh(c?), @

where W}‘: € RHXH and W2 € RH*D are the weight parameters
used to generate the hidden gate layer.

After obtaining the hidden representations {h',...,hT } from
LSTM, we utilize the attention model to determine the discrimina-
tive period from the sequential data. The attention model aims to
enforce the classifier to attend to different time steps with differ-
ent attention weights. The higher attention weight at a time step
indicates more expressive discriminative knowledge at this time
step.

Specifically, we measure the attention weight for time t accord-
ing to the similarity between its hidden representation h? and a
sequence embedding v € RY. Here v represents an embedding of
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the entire sequence, which has the same dimensionality with the
hidden representation, and is jointly learned during the training
process [16, 45]. In the simplest case, we can embed xT into v
using another LSTM.

More formally, the attention weight for time step t is computed
as the inner-product between v and h’. To normalize attention
weights over all the time steps, we apply a softmax function on the
inner-product, as follows:

®)
Then we aggregate h’ from all the time steps based on a’, and
apply a softmax function to compute predicted output:

0= soﬁmax(WyZath‘},
T

a' = softmax(v - h?).

©)

where Wy, € REH denotes the parameters to transform aggregated
hidden representation to the output.

Given the labeled data X, we train the LSTM-Attention networks
by minimizing the cross-entropy training loss, as:

1 N
Lat = N Z Zy:‘,klog Uik
ieX; k

where the provided label y is expressed in a one-hot representation

(10)

where y; ;. = 1if the ith sample from the source domain belongs
to the class k, for k=1 to C.

2.2 Adversarial Training for Sequential Data

We first describe the proposed method for augmenting data on the
discriminative period, i.e., when. Then we propose two algorithms
to preserve perceptual similarity of sequential data, i.e., how.

2.2.1 Attention-aware adversarial training. When applied to se-
quential data, the standard AT approach simultaneously perturbs
all the time steps. Such augmentation strategy is less effective for
sequential data because the perturbations are very likely to be
distributed over non-informative periods.

In this work, we utilize the LSTM-Attention networks to detect
the discriminative period. Intuitively, the attention weights indicate
the part of sequence that is most critical for the classification. Then
we add adversarial perturbations to enrich training data with more
variability within the detected discriminative period. After such
augmented training, we anticipate the learned model to be robust
against any slight perturbations to the discriminative patterns in
the sequence.

Specifically, given the attention weights learned from the LSTM-
Attention networks, we allow a larger magnitude for adversarial
perturbations on more discriminative period. The model is then
updated to prevent such perturbations, even selected along the
anisotropic directions, to alter the classification outputs.

The final training loss function combines the standard supervised
loss and the adversarial loss of augmented samples, which is similar
to Eq. 1. If we concatenate the perturbations on all the time steps,
ie,r=[r!,r ...,rT], the proposed approach can be summarized
as follows:

méin Latt(x, y; 0) + ALatt(x + ragy, y; 6)

(11)

Tady = argmax, Lat(x +r,y; 6),

t

st.|Irf|]| < a'e, for t=11o T.
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From the above equation, we can observe that the allowed per-
turbation radius is larger for the time steps with higher attention
weights. It is noteworthy that attention weights are used for both
data augmentation and classification. Hence, the data are aug-
mented over the time periods that seamlessly fit the classification
process.

This method can also be extended to unlabeled data. Since the
learning model can automatically detect the discriminative pe-
riod without requiring training labels, we can add VAT-based per-
turbations over the detected discriminative period, i.e., ||r‘fat|| <
a'e. Then we regularize the KL-divergence between p(ij|x; 6.) and

p(ylx + rvat; 6).

2.2.2 Perceptual similarity. The adversarial perturbations aim to
modify the input data with unnoticeable changes such that the
perturbed data cannot be easily differentiated from original data by
human but get misclassified by the learning model. Hence, these
perturbations should preserve certain important structural proper-
ties of data (e.g., the structure of handwritten digits [38] for digits
recognition) while pursuing the directions that greatly impact the
predictions. If the perturbed data meet this standard, we claim that
the perturbed data preserve the perceptual similarity with original
data.

For sequential data, we expect that the position of discrimina-
tive periods in the sequence should be maintained after applying
perturbations. If the time steps within the discriminative period
become less important after perturbations, it is highly likely that
the structure of entire sequence varies drastically such that the
discriminative patterns of the original class cannot be reflected.

Since we add adversarial perturbations to multiple time steps, it is
possible that these perturbations jointly result in a severe impact to
the discriminative sequential patterns. To address this problem and
maintain the perceptual similarity, we propose two approaches, Se-
lective Filtering (SF) and Conservative Adversarial Training (CAT).
These methods utilize the obtained attention weights to measure
the position of discriminative time steps. To select proper perturba-
tions, they aim to control the variation of attention weights after
adversarial perturbations. We now describe these two approaches
as follows:

Selective Filtering (SF): In each iteration, we first generate all the
adversarial perturbations for every sample x by maximizing the
loss function Lgti(x + r, y; #). Then we remove adversarial samples
that lead to large variation of attention weights. Specifically, we
compute R = ¥, a’log a; 4v for each sample, where a and aadv
denote the obtained attention weights before and after we apply
adversarial perturbations, respectively. A large value of R indicates
that the perturbed sequence has its attention weights a4, similar
to the attention weights ar of original sequence. Then, we select the
adversarial samples with top K% of R values for adversarial training
and filter out the remaining adversarial samples that can potentially
break the perceptual similarity. If we represent the selected samples
as Xy, the training objective can be rewritten as:

mé-nLatl{x, Y; ) + AstLse(x + Fady, 45 6),

Z Z Yi,klog Ji k (12

1
Lgf(x + ragy,y; 0) = "Xl
ieXy k
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Conservative Adversarial Training (CAT): Rather than filtering all
the generated perturbations by the SF approach, an alternative so-
lution is to select perturbations in a more conservative way such
that the generated perturbations raqy can already maintain the per-
ceptual similarity. Formally, we first define a loss for the variation
of attention weights according to R. Then, we select the adversarial
perturbations which maximize the adversarial loss while minimiz-
ing the variation of attention weights, as follows:

rady = argmax, Lat(x +7,4;6) +y ) a'logaly,,
T (13)

st ||rf|| < afe, fort=1to T,

where y is a hyper-parameter to balance between maximizing the
training loss and maintaining perceptual similarity. The obtained
perturbations r,4, are then used for adversarial training.

3 EXPERIMENT

In this section, we evaluate the proposed method on three real-
world datasets from different domains. We begin by describing these
datasets. Then we present our results and discussion pertaining to
the efficacy of the proposed framework on each dataset separately.

3.1 Dataset description

Digital Marketing Dataset: This dataset is collected from Adobe.com,
and contains web browsing records for different users. Our goal is
to predict whether each user finally purchases a product. In total
there are 54,155 sequences in the dataset and 3,388 of them finally
lead to a conversion (i.e., a purchase behavior). Such data skewness
can bring difficulties for effectively training many conventional
learning models. The maximum length of sequence in this dataset
is 732 and the average length is 29.

Movie Review Dataset: This dataset [34] consists of short movie
reviews from Rotten Tomatoes for sentiment classification. There
are totally 10,662 short movie reviews. 5,331 reviews are positive
and the other 5,331 reviews are negative. The maximum length of
reviews is 53 and the average length is 20.

Remote Sensing Dataset: This dataset is a subset of MODIS MOD09A1
multi-spectral data product [1] collected by MODIS instruments
onboard NASA’s Terra satellites. It provides global data for every 8
days at 500m spatial resolution. At each date, MODIS dataset pro-
vides reflectance values on 7 spectral bands for every location. Here
we use MODIS product since it provides better temporal coverage
for discovering sequential patterns. For other higher-resolution
data (e.g., Landsat and Sentinel), they are available much less fre-
quently and over half of the images are blocked by clouds. To better
capture short-term patterns, we concatenate spectral features in ev-
ery 32-days window as a time step and slide the window by 8 days.
Totally we have 43 time steps in a year, and the feature dimension
is 7 X 4 = 28. Our objective is to study temporal growth patterns
to distinguish between corn and soybean in 2016 in southwestern
Minnesota. Corn and soybean are major crop types that take over
90% cropland area in this region. In total we study 25,139 sequences
from different locations, in which 11,911 locations correspond to
corn and 13,228 locations correspond to soybean. The ground-truth
labels are created by combining ground survey and USDA crop data
layer [3].
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For each dataset, we utilize 50% data for training and the remain-
ing for testing. Besides the AT-based approach for the supervised
learning task, we also extend it to the transductive semi-supervised
learning scenario where we apply VAT-based regularization for the
unlabeled test data. In the following we present the results on each
dataset separately. The selection of hyper-parameters is discussed
separately for each dataset in the following sections.

3.2 Evaluation on the Digital Marketing
Dataset

Since each web browsing record is a discrete index of web page, we
first embed these discrete behaviors into real-valued vectors. Specif-
ically, by treating each browsed web page as a “word" and each se-
quence of browsing records as a “sentence”, we embed each browsed
web page into a 120-dimension vector using the Word2Vec [29]
technique. Then we fine-tune the embeddings in the classification
process. The adversarial perturbations are directly applied to these
continuous embeddings. we set the dimension of hidden represen-
tation in the LSTM-Attention model to be 70. The A in Eq. 11 is set
to 1.0. In SF, we use 80% adversarial samples in each iteration. In
CAT, y is set as 0.2.

Since this dataset is imbalanced, we measure the performance in
terms of the Area Under Curve (AUC) score (see Table 1). We com-
pare against variants of our proposed method as well as the state-of-
the-art sequence classification method Temporal Attention-Gated
Model (TAGM) [36]. There also exist other works in e-Commerce
that classify sequential data using similar techniques to the LSTM-
Attention model [33]. The method LSTM+AT corresponds to the
method in the prior work [30]. As we aim to improve the sequen-
tial classification performance through data augmentation by AT,
the works [7, 8, 19, 37] on designing or defending against specific
attacks are out of our scope. We run each method five times with
random initialization and report the mean and standard deviation.

According to Table 1, the proposed method outperforms base-
lines by a considerable margin. Besides, we have several observa-
tions. First, the attention mechanism is helpful compared to the
conventional LSTM model since users randomly view many web
pages. Second, the comparisons between attention-aware AT and
LSTM-Attention model and between LSTM+AT and LSTM demon-
strate that the adversarial training can indeed improve the learning
performance. Finally, we show that using the VAT-based approach
on the unlabeled data can also boost the performance.

Table 1: Performance on the Digital Marketing Dataset.

Method AUC

LSTM 0.6964+-0.0022
LSTM+AT [30] 0.7055+0.0018
LSTM-Attention 0.7079+0.0018

0.7112+0.0018
0.7133+0.0013
0.7142+0.0014
0.7163+0.0016
0.7205+0.0013
0.7218+0.0010
0.7054+0.0017

Attention-aware AT
Attention-aware AT (SF)
Attention-aware AT (CAT)
Attention-aware AT+VAT
Attention-aware AT+VAT (SF)
Attention-aware AT+VAT (CAT)
TAGM [36]
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To demonstrate how the attention-aware adversarial training
helps with data augmentation, we show an illustrative example in
Table 2 for a sequence of browsing behaviors for the Photoshop
product that finally lead to a conversion. Here the attention model
detects that the user is attracted by several tutorial web pages and
a download-survey page which are highly relevant to his purchase

7th and

behavior. We observe that the many tutorial pages (e.g.,
gth behaviors) are highly relevant to professional photography
(PHO). Hence, it is very likely that the user bought this product for
photographic editing. The connections between these detected web
pages and the product conversion are confirmed by domain experts
who developed this product.

Since we have a relatively small amount of data with purchase
behaviors, it would be very helpful to include more data with similar
web browsing patterns. In the right column of Table 2, we can see
that the attention-aware AT method can automatically replace
these most relevant tutorial web pages by other tutorial pages.
We show that the original and replaced tutorial pages in the 7th
and 9" behaviors are both highly relevant to photography (PHO).
The original tutorial page in the 4t" behavior is about a general
operation. Therefore, it is reasonable to replace it by the homepage
of tutorials where all the basic operations are listed. The similarity
between original tutorial pages and replaced tutorial pages are also
confirmed by our collaborators in Adobe. We can conclude that the
perturbed behaviors maintain the same browsing patterns with the

original sequence while also adding more variability.

Table 2: An example in the Digital Marketing Dataset. The
left side shows the original sequence and the right side is the
perturbed sequence by Attention-aware AT. The bold items
represent perturbed items (with high attention weights) in
the sequence. “GEN" and “PHO" represent general image
editing operations and photography-related operations.

ID original sequence Perturbed sequence

1 how-to:sharpen-photos how-to:sharpen-photos

2 downloadsurvey:PS downloadsurvey:PS

3 using:sharpness-blur using:sharpness-blur

4  how-toiremove-obj (GEN) — PS:tutorials

5  how-to:obj-content-aware how-to:obj-content-aware

6  downloadsurvey:PS — forums:PS

7  using:dodge-burn (PHO) — using:adjust-fill-layers (PHO)
8  using:layers using:layers

9  how-to:dodge-burn (PHO) — how-to:sharpen-photos (PHO)

We show the sensitivity test for the hyper-parameters in SF and
CAT in Fig. 5 (a) and (b). When we use no adversarial samples, the
SF approach degenerates into the conventional attention model. In
contrast, when using all the adversarial samples, the SF is equiva-
lent to the attention-aware AT method. As we use more and more
adversarial samples, the performance will first increase as they can
help augment training data. However, the performance starts to
decrease after we include sufficient adversarial samples (>80% in
this task) because additional adversarial samples can potentially
break the perceptual similarity. For the CAT approach, a larger y
can produce adversarial samples that better preserve perceptual
similarity, but cannot fully exploit the nearby region in the feature
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Table 3: Performance on the Movie Review Dataset.

Method Accuracy

LSTM 0.7221+0.0037
LSTM+AT [30] 0.7422+0.0027
LSTM-Attention 0.7566+0.0054

Attention-aware AT
Attention-aware AT (SF)
Attention-aware AT (CAT)
Attention-aware AT+VAT
Attention-aware AT+VAT (SF)
Attention-aware AT+VAT (CAT)

0.7727+0.0016
0.7819+0.0016
0.7803+0.0015
0.7837+0.0014
0.7901+0.0014
0.7878+0.0012

NBSVM [44] 0.7643+0.0003
CNN [18] 0.7795+0.0016
TAGM [36] 0.7592£0.0058

space to find where the classifier can potentially fail. Therefore,
when the value of y is very large, the generated adversarial samples
cannot effectively augment training data.

3.3 Evaluation on the Movie Review Dataset

Since movie reviews are discrete word inputs, we use an extra em-
bedding layer to transform them to continuous embeddings of 128
dimensions. We pretrain the word-embedding layer and LSTM layer
according to previous works [6, 30] using a sequence-to-sequence
autoencoder [6]. The pretraining is conducted using a larger unla-
beled Amazon Reviews dataset [28]. We set the dimension of hidden
representation to be 140. The A in Eq. 11 is set to 1.0. In SF, we use
60% adversarial samples in each iteration. In CAT, y is set as 0.2.

The adversarial training-based methods are then applied to the
continuous word embeddings. Table 3 shows the accuracy of the
proposed method and baselines. The baselines include both the
variants of the proposed method and the state-of-the-art senti-
ment classification algorithms, such as NVSVM [44], CNN [18]
and TAGM [36]. It is also noteworthy that the method LSTM+AT
corresponds to the method in prior work [30].

We can observe that our proposed method brings 8.3% and 9.4%
improvements over the baseline LSTM in the supervised task and
the semi-supervised task, respectively. It can be seen that CNN out-
performs the attention-aware AT because the CNN model utilizes
the pretrained embeddings from Word2Vec Google News. However,
after we further refine the augmentation strategy with SF or CAT,
the data augmentation becomes much more effective and conse-
quently the performance is comparable to or even better than the
CNN baseline which utilizes auxiliary knowledge.

To show how conventional adversarial training can result in
significant changes of discriminative period, we give a positive
review example in Fig. 3 with the original sentence and the per-
turbed sentence by LSTM+AT. Here we map embeddings back to
words by finding the closest words in the embedding space. After
the perturbation, a word “A" is replaced by “B" if the perturbed
embedding becomes closer to word “B" and more distant from the
original word “A" after the perturbations. We demonstrate the suc-
cess of the proposed method in detecting the most important words
since the words “ambitious”, “features” and ‘imaginative” indicate
positive sentiment. However, after conventional adversarial per-
turbations, the word “ambitious" is replaced by “open” which does
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Far more imaginative and ambitious than the trivial
cash in features has made from its other
TV series.

(a) Original:

Far more imaginative and open than the playfully cash
(b) Perturbed: for subtlest has made from its other
animated TV series.

Figure 3: An adversarial sample generated by LSTM+AT in
Movie Review Dataset: (a) the original sentence and (b) the
perturbed sentence. The italic and underscored words are
perturbed words. We mark the top-5 important words de-
tected by the attention model in red color. The darker red
color indicates higher attention weight.

Table 4: Performance on the Remote Sensing Dataset.

Method Accuracy

LSTM 0.8469+0.0083
LSTM+AT [30] 0.8563+0.0075
Attention 0.8566+0.0111
Attention-aware AT 0.8626+0.0022
Attention-aware AT (SF) 0.8721+0.0024
Attention-aware AT (CAT) 0.8692+0.0024
Attention-aware AT+VAT 0.8720+0.0011
Attention-aware AT+VAT (SF) 0.8876+0.0013
Attention-aware AT+VAT (CAT) 0.8825+0.0011
Random Forest [20] 0.8398+0.0126
SeqRep [32] 0.85050.0124
Seg-Recurrent Encoders [40] 0.8618+0.0124
TAGM [36] 0.8623+0.0173

not convey as much positive sentiment as “ambitious”. Hence, the
attention weight of this position gets reduced after the perturbation.
In contrast, the attention weights for non-discriminative positions,
e.g., the word “animated”, get increased. In this way, the perturbed
sentence cannot reflect the correct sentiment by focusing on other
non-informative words. Hence, this adversarial sample cannot be
used for augmenting training data. Since this example results in a
large difference in attention weights after perturbations, it can be
filtered by SF or fixed by CAT.

The sensitivity tests in Fig. 5 (c) and (d) shows the similar patterns
with the performance on the Digital Marketing Dataset.

3.4 Evaluation on the Remote Sensing Dataset

When we implement the proposed method on this dataset, we set
the dimension of hidden representation to be 40. The A4 in Eq. 11 is
set to 1.0. In SF, we use 40% adversarial samples in each iteration.
In CAT, y is set as 0.6.

We compare our method with baselines in Table 4. The baselines
include variants of our method and the state-of-the-art methods
for classifying land covers using remote sensing data, such as Se-
qRep [32], Seq-Recurrent Encoders [40], and TAGM [36]. Since this
work focuses on handling sequential data, we do not compare to
many existing methods using spatial information. It is noteworthy
that the baseline Seq-Recurrent Autoencoder itself also includes
convolutional layers over space. Besides, we compare with the Ran-
dom Forest classifier, which is the most popular method in the
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domain of remote sensing. Standard LSTM is also widely used in
recent remote sensing research [13, 39].

It can be seen that our model outperforms all the baselines. Be-
sides, the attention mechanism performs better than the conven-
tional LSTM model since land covers show their most discriminative
patterns only in a short period while the non-discriminative period
can introduce much noise. For example, a robust model for crop
detection should focus on the period after crops are planted and
before they are harvested. The time steps before seeding can ad-
versely impact the classification, since some farmers plant different
crop types across years and the residues left on the ground before
seeding can belong to a different crop type. After the augmentation
by attention-aware AT, the learning performance is even higher
than all the state-of-the-art methods in remote sensing.
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Figure 4: The NDVI series obtained from (a) the original
corn sample, (b) the perturbed corn sample using LSTM+AT,
and (c) the perturbed corn sample using attention-aware AT.
Pink curves are the average of soybean NDVI for compari-
son. Fig. (d) shows the attention weights obtained from the
original corn sample, and the perturbed sample using differ-
ent methods. (e) illustrative Sentinel images corresponding
to important stages: May. 18 - before seeding, Jun. 24 - most
corns turns green, Aug. 23 - all crops grow up, and Oct. 22
- after harvesting. Below is the attention weights obtained
from MODIS sequential data in 2016. Red color denotes spu-
riously high attention weights.

In remote sensing, the Normalized Difference Vegetation Index
(NDVI) [2] is widely used as a vegetation/greenness level index
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to study vegetation phenology. The NDVI of crop samples will
increase rapidly after they are planted, and then decrease after they
are harvested. In Fig. 4 (a)-(c), we show the NDVT series of a corn
sample to illustrate how adversarial training can cause the variation
of attention weights. Besides the corn sample, we also provide the
average NDVI of soybeans for comparison (pink curve). In Fig. 4 (d),
we show the attention weights obtained from different models. To
better visualize important stages in crop growing process, we show
Sentinel images (in higher resolution than MODIS) corresponding
to these stages in Fig. 4 (e). According to Fig. 4 (d), the attention
weight of the original sample has two peaks at the 22" and the
30th time steps (see Jun. 24 and Aug. 23 in Fig. 4 (e), respectively).
On Jun. 24, it can be seen that corn turns into green while other
crops remain white in the RGB image. On Aug. 23, even if the RGB
images show less difference between corn and soybean, the time
steps around Aug. 23 are most important for classification (using
the full MODIS spectrum) since the model can better capture the
characteristics of corn and soybean after they have fully grown up.

Compared to the original NDVI series (Fig. 4 (a)), in Fig. 4 (b)
the corn sample has lower NDVTI than soybeans during 24th_pgth
time steps after perturbations by LSTM+AT. This violates the phe-
nology that corns should turn into green faster than soybean at
this early growing stage. Moreover, according to Fig. 4 (d) and (e),
the perturbations by LSTM+AT result in spuriously high attention
weights before seeding and after harvest (see attention weights
around May. 18 and Oct. 22 in Fig. 4 (e)). This is because LSTM+AT
cannot perturb data properly at the discriminative time steps. In
contrast, attention-aware AT preserves the most important stages
according to the NDVI series (Fig. 4 (c)) and attention weights (Fig. 4
(d) and (e)).

In Fig. 5 (e) and (f), we show the results of sensitivity test for this
learning task. Compared with previous tasks, the discriminative
period in this dataset is more concentrated in a specific short period
and the perturbations are more likely to impact the perceptual
similarity. Therefore, the optimal performance is achieved using
smaller amount of adversarial samples or a larger value of y.

4 RELATED WORK

In past decades, many researchers have shifted their interests from
static data to sequential data due to the huge potential therein
for discovering knowledge of dynamic patterns. Given that real-
world sequential data are collected over long period of time, the
attention mechanism is proposed to detect the discriminative data
portion [12, 42]. This method has shown to be effective in machine
translation [25], image/video captioning [46], question answer-
ing [24], and health-care analysis [5, 26, 47].

Recent works have shown that complex deep learning mod-
els can produce unreliable predictions with adversarial perturba-
tions [7, 11, 27]. The susceptibility to these perturbations lies in
that the learned unsmooth decision boundary can cause sudden
changes for model outputs. A variety of defense strategies have
been proposed to improve the model robustness against these per-
turbations, such as AT [11], VAT [31], and other gradient-based
approaches [14, 38]. Some defense strategies provide a certified de-
fense or detect adversarial samples given specially designed model
structures [19, 37] or specific data structures [10]. These techniques
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Figure 5: Sensitivity tests with respect to the proportion of
data used in SF and the hyperparameter y in the Digital Mar-
keting Dataset ((a) and (b)), the Movie Review Dataset ((c)
and (d)), and the Remote Sensing Dataset ((e) and (f)).

have also shown much success in a variety of real-world applica-
tions, including spammer filtering [23], malware detection [43] and
medical screening [41].

In this paper, we aim to improve the overall learning perfor-
mance by developing AT-based approaches, which have the poten-
tial to learn a better decision boundary through data augmenta-
tion in anisotropic direction [11, 31]. This differs from some afore-
mentioned works in designing or defending against specific adver-
sarial attacks.

Since most of these methods do not take into account the struc-
ture of sequential data, they cannot be directly used to improve the
robustness of sequential model. Some prior works have explored
using AT-based approaches in text mining tasks by directly apply-
ing AT on the entire sequence [30], or using an extra mean-pooling
layer [35]. Researchers have also developed algorithms to better
interpret adversarial text samples through word swapping [8] and
erasing [22]. However, these methods cannot capture critical po-
sitions and thus the perturbed sequence may not maintain the
discriminative patterns of the original sequence. Therefore, these
methods cannot fully exploit the nearby feature space without
understanding when and how to perturb the sequence.
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6 CONCLUSION

In this paper, we propose a novel attention-aware AT method for se-
quential data by answering the question “when and how to perform
adversarial training?". This method aims to improve the robustness
against any perturbations within the discrimiantive periods. Based
on this learning method, we further propose SF and CAT to main-
tain the perceptual similarity of sequential data. Extensive results
on real-world datasets demonstrate the effectiveness of our method
in improving the classification performance. We give several ex-
amples to show how adversarial perturbations can adversely affect
the discriminative structure of sequence which supports the intu-
ition of SF and CAT. In summary, we believe this work can provide
useful insights for learning robust sequential models and also we
anticipate this to be an important stepping stone towards extending
adversarial training for different types of structured data.
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