


Fig. 2. Round function of SIMON.

Fig. 3. SIMON key expansion for m=4.

and ran through a series of left circular shifts, bitwise XORs,

and bitwise ANDs. At the end of each round, the two word

blocks hold the input text for the next round. In each round,

Xupper performs the operations to compute cipher text, while

the current bits in Xupper are saved into Xlower for use in the

next round. After a certain amount of rounds, depending on

which configuration of SIMON used, the final cipher text is

generated.

B. Key Expansion

The SIMON block cipher uses a different key in each round,

as generated by the key expansion function. The operations

used are bitwise XOR and right circular shifts. Also, a single

bit round constant Zi is used to eliminate slide properties,

circular shift symmetries and introduce randomness [8]. SI-

MON has multiple key functions depending on what security

configuration is chosen (the number of key words m), this

paper uses the key expansion function for m=4. As shown in

Fig. 3, Ki is the key for the current round, which is written to

the highest block Ki+3. All of the keywords are then shifted

one block to the right.

C. Bit Serialized Architecture

Different levels of parallelism (bit level, round level, and

encryption level) can be achieved when designing a block

cipher [13]. In this work, a bit serialized implementation is

used from [14] to achieve the smallest area and lowest power

consumption. This is a FIFO based implementation where the

parallelism level is one bit of one round of one encryption

engine per clock cycle. The round and key expansion functions

for the bit serialized implementation are shown, respectively,

in Fig. 4 and Fig. 5.

Three fully custom SIMON cores are developed in 2D,

transistor-level 3D and gate-level 3D technologies to evaluate

the effect of number of MIVs and various power delivery

Fig. 4. Bit serialized round function.

Fig. 5. Bit serialized key expansion.

networks. The three designs are also characterized in terms

of area and power.

III. PROPOSED IMPLEMENTATION

The proposed implementations in this work utilize a fully

functional PDK and cell library developed for transistor-level

monolithic 3D ICs in the 45 nm technology node [15]. This

library has been extended in this work to gate-level mono3D

implementation. The primary focus is on power delivery and

the effect of number of MIVs on the power supply noise.

It is important to note that current mono3D fabrication

technology causes degraded devices in the top tier due to

stringent process temperature requirements [16]. Thus, the

pMOS devices of the transistor-level design are placed in the

bottom tier (due to inherent lower mobility). The Mono3D

library has two metal layers in the bottom tier and 10 metal

layers in the top tier. Since SIMON is designed in full custom

methodology, the partitioning of the gates among the two tiers

(for gate-level mono3D) is achieved while considering overall

area as well as connectivity among cells (interconnect length).

The gate-level design uses the 45 nm standard cell library from

Nangate [17].

Correct operation of the SIMON cores is verified for

each implementation. The test vectors consist of initial keys

16’h 1918 1110 0908 0100 and plain-text 8’h 6565

6877. The correct output of 8’h c69b e9bb is obtained,

as shown in Fig. 6 for the 2D implementation. Note that the

encrypted output signals from the monolithic 3D implemen-

tations also demonstrate accurate results, but with degraded

power/data integrity (depending upon the power network and
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