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Abstract—The problem of privacy and security threats arising
from images uploaded onto popular social media and content
sharing websites is prevalent now more than ever. As our digital
footprints grow exponentially, the need to find a solution to
these problems has become that much more significant. In
order to address these problems, a lot of research work has
been carried out for image privacy protection through privacy
policy recommendations and configurations. Due to the recent
advancement in the field of computer vision and deep learning
we can now gain more detailed insights about the context of an
image and about the relationships between objects within it, this
makes it possible to better address these problems.

The privacy and security threats arising from an image
uploaded on-line are not only limited to the data owners.
Unlike previous works that are mostly focused on individual
privacy policies, we take into account privacy concerns of
multiple objects depicted on the same photo (even people,
animals or other objects in the background of a scenery photo)
whereby these privacy concerns may not be those from the user
who uploads the photo. Specifically, we first build a general
knowledge base by leveraging convolution neural networks to
classify sensitive and non-sensitive image content and then use
our proposed metadata analysis module to analyze metadata
embedded within the image. Next, we extract objects present in
the photo and validate if there is any privacy violation of the
objects’ privacy concerns. If any sensitive object is found, we
toggle the object and issue a privacy violation alert to the user
who is uploading the image as well as the service provider.

1 Keywords—Image privacy, Geo-location, Convolution Neural
Network, Transfer Learning

I. INTRODUCTION

With the occurrence of any significant event in today’s smart
world, the word is propagated everywhere within no time
through the Internet. The mode of broadcast can vary from
text, voice, image to video. Due to the pervasive use of cellular
cameras, digital cameras and also because of the escalation in
number of content sharing and social networking sites such as
Facebook, Twitter, Instagram, Linkedin, Pintrest etc., and the
ease of access they provide for an user to upload and share
images on-line, the risk of a personal image of an individual or
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an object within it being accessed and misused by an adversary
becomes a growing concern.

Further, the privacy and security threats arising from an
image uploaded on-line are not only limited to the photo
owners. An image, apart from its visual context, can also
contain a lot of sensitive information embedded within itself.
Metadata like time-stamp and geo-tag embedded within an
image can contain sensitive and vital information pertaining to
the people or objects within it, about which the user uploading
the image might be unaware of and disclose it. This can
lead to a lot of potential privacy and security threats that
have not been addressed in the existing works. Specifically,
for a group photo, different people in the photo may have
different privacy concerns and some of them may not want
the photo to be shared publicly. For example, one may upload
images of his/herself in a pub with lots of other people in
the background. The photo owner may have taken certain
precautions like setting up privacy filters that decides who
may or may not view the image to protect his/her privacy
before he/she uploads the photo, but by doing so, the user
might unknowingly be endangering the privacy of other people
in the background of the image who might not wish to be
photographed. Even people in the background of a scenery
image may have their own privacy concerns. For example,
they may not be willing to disclose their locations because of
the scenery images uploaded by others.

The privacy concerns are further extended to other objects in
the photos. There may be sensitive objects in the photo, such as
endangered animal species and military items. Sharing images
containing such sensitive objects may reveal the locations of
these objects and raise threats to these objects. For example,
a user uploading pictures of himself on a safari with an
endangered species in the background, while thinking that he
is just uploading his vacation photo. If the image is uploaded
with its geo-location metadata intact on social media or content
sharing websites, there is a chance of exposing the location
of the endangered species to the poachers who may use this
information to go hunt it down.

Not everyone is aware of the repercussions of images they
upload on-line and privacy and security threats they pose. A



user uploading an image may unknowingly be compromising
privacy and security of another person or object within the
image. This is why there is a need for a system that can detect
sensitive objects within images in real time and warn the users
of any repercussions that may occur if the image is uploaded
on-line. In order to prevent the privacy breach from the
aforementioned cases, we propose a system called RIPA (Real-
time Image Privacy Alert System). Unlike previous studies [1]—
[3] that are mostly focused on individual privacy policies, we
take into account privacy concerns of multiple objects depicted
on the same photo whereby these privacy concerns may not be
only those from the user who uploads the photo. Specifically,
we first build a general knowledge base by leveraging con-
volution neural networks to learn sensitive and non-sensitive
image content and then use our proposed metadata analysis
module to analyze metadata embedded within the image. Next,
we extract objects within a photo and validate if there is
any privacy violation of the objects’ privacy concerns. If any
sensitive object is found, we toggle the object and issue a
privacy violation alert to the user who is uploading the image
as well as the service provider. Specifically, our RIPA system is
composed of the following three major modules: Convolution
Neural Network for image classification, metadata analysis
and Policy Alert Issuance module and the RIPA data storage
system module.

e Convolution Neural Network: To account for image con-
tent, we propose two multi-layered convolution neural
network frameworks. The main CNN is implemented
using Transfer Learning technique and the other CNN
is specifically trained from scratch for facial recognition.
The RIPA system leverages advanced image classification
techniques to classify 81 different classes of images.
We perform supervised learning which uses the spectral
signatures obtained from training samples to classify an
image.

o Metadata Analysis and Policy Alert Issuance: The im-
ages classified as sensitive then go through the metadata
analysis module, which checks for any sensitive metadata
associated with it. If any sensitive data that can give
rise to privacy and security threats are detected, a policy
alert is issued based on it. The metadata analysis module
calculates a security feature depending on which class an
image is classified (this is explained in detail in the later
sections).

o RIPA Data Storage System: RIPA system stores sensitive
location information and user data. The data storage
system is optimally structured to reduce the time taken to
perform data lookup operations as these kinds of opera-
tions in huge databases can cause significant overhead.

The remaining of the paper is organized as follows. Section
IT reviews previous related works that influenced our work.
Section III presents the detailed algorithm of our proposed
system. Section IV reports performance evaluation results.
Finally, Section V concludes the paper and outlines the future
work.

II. RELATED WORK

In this section, we first review existing works on image
privacy, and then discuss the applications of deep learning
since it is one of our building blocks.

A. Image Privacy

Due to the privacy and security concerns posed by content
sharing and social media websites to their users there is a
growing interest for research in this area. However, most of
existing works mainly focus on privacy protection for photo
owners and co-owners. Little work has been done to provide
privacy protection for other sensitive objects in the background
of the photos, and little has explored the location and time
based privacy and security threats users are exposed to due to
the photo sharing on social networking sites.

One representative work on image privacy is by Squicciarian
et al., called A3P [1]. The authors of this paper have used a
dataset which contained five generic image classes and each
of these classes contained an approximate of 100 images.
Content-based classification was implemented using Jacob
algorithm [4]to construct an efficient classifier which assigns
a class to each image, also it generates image signatures.
Whenever a user uploads an image a signature is generated
and is compared with the existing signatures of images in the
current image database and set to the class which has the most
similar signature, but just in case there are no matches another
new class is generated. To verify the accuracy of their model
they tested against a popular classified data-set, image- net.org
[5] and the lowest accuracy was 86.4% for the class scene and
highest being 100% for kids. It is composed of a large number
of highly interconnected processing elements(neurons) work-
ing in unison to solve specific problems. However, this work
mainly consider the privacy of the photo owners, whereas our
work provides a broader privacy protection for any sensitive
objects in the photo.

Another related work is by Fan et al. [2] who leverages deep
learning techniques to better classify sensitive images in order
to generate privacy policies mainly for photo owners. The basic
idea is detection of privacy-sensitive objects automatically for
the images being shared by recognizing classes and identifying
their privacy settings. Once the settings are identified the owner
can we warned about the objects needed to be protected before
sharing. The authors also developed a hierarchical deep multi-
task learning (HD-MTL) algorithm to learn more representa-
tive deep CNNs and more discriminative tree classifier jointly
over the visual tree, achieving fast and accurate detection
of large number of privacy-sensitive object classes. And to
enhance the performance of the hierarchical object detection
by exploiting multiple paths simultaneously a soft prediction
is used. Finally achieving image privacy protection by blurring
the privacy-sensitive objects automatically.

Other works that are related to ours are the following. Ahern
et al. [3] analyzed effectiveness of tags as well as location
information in predicting privacy settings of the photos. Works
by Ames et al. [6], Miller et al. [7] and Besmer et al. [8] also
explored relationship between images and tags associated with



them and how they are often used to communicate contextual
or social information with those viewing the photo. In addition,
several interesting works have been done to automate the
privacy settings in-order to limit the sensitive data of users
from being exposed in social networking sites and to protect
the privacy of the users [9]-[13]. Ravichandran et al. [14]
studied the diverse nature of people’s privacy preferences.
The research was conducted in the context of location-sharing
applications, where they studied how to predict a user’s privacy
preferences for location-based data based on location and time
of day.

Our work also shares some similarities with some recom-
mender systems. Chen et al. [15] proposed a recommendation
framework based on learning latent space representation of
the groups which can then be used to recommend the most
likely groups for a given image shared in online social medial
which can help connect image content with communities.
They characterize images through three types of features:
visual features, user generated text tags, and social interaction,
based on which they recommend the most likely groups for
a given image. [16] proposed a system called SheepDog
which automatically adds photos into appropriate groups and
recommends suitable tags for users on Flickr. They utilize
concept detection to predict relevant concepts of a photo and
probe into the issue about training data collection for concept
classification. By utilizing preexisting information from Flickr,
they implement a rank based method to obtain reliable training
data and provide reasonable group/tag recommendations for
input photos.

B. Deep Learning

Some of the work in computer vision and deep learning that
also influenced work are as discussed. Alex Krizhevsky [17]
et. al proposed a model that was used to classify around 1.2
million images in 1000 different classes. This model contains
5 convolutional layers, followed by some max pool layers and
3 fully connected layers. To perform such huge classification
proper dataset is also required and the largest and the best
datasets available are LabelMe [18] consists of hundreds of
thousands of fully-segmented images and ImageNet [5], which
consists of over 15 million labeled high-resolution images in
over 22,000 categories. One of the points to note from this
model is that a deep convolution neural network can achieve
very good results by using supervised learning.

Hastie et al. [19] proposed Supervised learning. It is a
machine leaning task of inferring a function from supervised
training data. A supervised learning algorithm analyzes the
training data and produces an inferred function, which is called
a classifier (if the output is discrete) or a regression function
(if the output is continuous). The inferred function predicts the
correct output value for any valid input object.

Yi Sun [20] et al. proposed DeepID3 for face recognition
which are two very deep neural network architectures that
are rebuilt from stacked convolution and inception layers
proposed in VGG net and Google net that are suitable for
face recognition. DeepID3 netl contains eight continuous

convolutional layers with four pooling layer after each pair
where as DeepID3 net2 starts with four convolutional layers
with two pooling layers after each pair, followed by a pooling
layer which has three inception layers before it and two after
ending with the last pooling layer. The idea behind the stacking
convolution/inception layers before each pooling layer is that
there is depth of DeepID3 and helps to form features with
larger receptive fields. The pooling layers are fully connected
networks which are provided with supervisory signals(aka
supervised data) which helps to learn better mid-level features
and makes optimization of a very deep neural network easier.
Finally after the model was built the last layer would be trained
on supervised user data which would be used for classification
of the images.

III. SYSTEM ARCHITECTURE

In this section, we present our proposed RIPA system which
consists of three major modules: (i) image classification mod-
ule, (ii) metadata analysis and policy alert issuance module;
and (iii) the RIPA data storage system.

Figure 1 gives an overview of RIPA system. The data
flow in the RIPA is as follows. When a user uploads an
image, the image will pass through the main transfer learning
model, which then categorizes the image as either belong-
ing to sensitive or non-sensitive class. There are two main
types of sensitive classes: (i) human subject class and (ii)
non-human subject classes such as endangered animals and
security sensitive items. If the image is classified as human
subject class, it will be further sent to the facial recognition
module which combines the Histogram of Oriented Gradients
(HOG) methodology and a CNN model. This facial recognition
component will generate identities of the people within the
image. For either type of the sensitive images, it will be further
sent to the second module for metadata analysis. The metadata
analysis includes the analysis of privacy policies of users in
the image and cross checking of geo-location tags against the
sensitive locations flagged by the users. If any potential privacy
violation is detected, the affected object will be toggled in the
image, and an alert will be issued to the image owner as well
as the service provider. The third module in the system is in
charge of data management to speed up the whole analysis
process.

In what follows, we provide more technical details of each
module.

A. Convolution Neural Network for Image Classification

We leverage Convolution Neural Network (CNN) for image
classification since it works phenomenally for this kind of
task and somewhat mimics the Human Visual System [21].
Specifically, we make use of convolution and rely upon max-
pooling and FC layers to reduce the image size and retain
the information. We employ two CNN’s. One is based on
a transfer learning model called MobileNet [22] which is
used as our main model. The other is a new CNN for facial
recognition. Both of our CNN models were built and trained
using TensorFlow [23].
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Fig. 1. Framework of the proposed RIPA model

Construction of the main CNN: We use the transfer
learning technique to leverage the knowledge of pre-
trained MobileNet model [24] and then retrain it on our
collected RIPA dataset for better image classification
accuracy. Transfer Learning [25] is a technique widely
used in deep learning, in which knowledge gained by
a model while being trained on one type of problem is
used to train on a similar type of problem. In our system,
since the first few layers of the deep learning model are
sufficient to identify features of the problem, we remove
the last few layers of the pre-trained model and retrain
it on new layers by using different parameters suited for
our problem. In this way, we utilize the knowledge gain
to make much more accurate predictions.

Construction Facial Recognition CNN: We build and train
our own CNN for the purpose of Facial Recognition. For
this CNN we use ReLU as our activation function which
is denoted by

f(z) = maz(0, x)

We use ReLU because, deep convolutional neural net-
works with ReLU’s train several times faster than their
equivalents with tanh units [17]. Logistic and hyperbolic
tangent networks suffer from the vanishing gradient prob-
lem [26], where the gradient essentially becomes 0 after a
certain amount of training (because of the two horizontal
asymptotes) and stops all learning in that section of the
network. ReLLU units are only 0 gradient on one side,
which empirically is superior. In our system, max
pooling is conducted by applying a max filter to non-
overlapping subregions of the initial representation. Max
pooling [27] is a sample-based discretization process and
its objective is to down-sample an input representation
of an image, hidden-layer output matrix, etc., reducing
its dimensionality and allowing for assumptions to be
made about features contained in the sub-regions binned.
This is done in part to control over-fitting by providing
an abstracted form of the representation. It reduces the
computational cost by reducing the number of parameters
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Fig. 2. Activation functions comparison

to learn and provides basic translation invariance to the
internal representation.

We also adopt Adam Optimization algorithm [28] as
our optimizer as it combines the advantages of two
other extensions of stochastic gradient descent algorithms,
Adaptive Gradient Algorithm (Adagrad) [28] and Root
Mean Square Propagation (RMSProp) [28]. Adam is a
popular algorithm in the field of deep learning because
it yields good results fast. Empirical results [28] demon-
strate that Adam works well in practice and compares
favorably to other stochastic optimization methods.

We employ Dropout [29] for regularization. It is a
regularization technique for reducing over-fitting in neural
networks by preventing complex co-adaptations on train-
ing data. It is a very efficient way of performing model
averaging with neural networks. The term ‘“dropout”
refers to dropping out units (both hidden and visible) in
a neural network.

Moreover, we also define Softmax function which can



map a vector to a probability of a given output in binary
classification. The Softmax function is defined as
1
ho(2) = ———————=—
() 1+ exp(—0Tx)
where, 0 represents a vector of weights, and () is a vec-
tor of input values. This function is used to approximate a
target function in binary classification. The softmax func-
tion produces a scalar output hg(x)eR,0 < hg(x) < 1.
This can be seen as the confidence that the test point
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Fig. 3. Softmax function

has an output value of 1. When —67z is very small,
then the probability y=1 is small. When —67z is very
large, hg(xz) approaches 1 as the probability that y=1
approaches 100%. Softmax is most widely used because
in neural network each neuron receives a vector of outputs
from other neurons that fired, each axon with its own
weighting. These are then linearly combined and used in
the softmax function to determine if the next neuron fires
or not.

e HOG and CNN for face recognition: Our system performs

facial recognition for images that contain human subjects
in it. The goal is to identify these human subjects so
that the system can verify all the human subjects’ privacy
policies are not violated. To achieve this, we combine the
advantages of HOG methodology [30] and a CNN model
trained specifically on our collected dataset crawled using
Google APIL. HOG is a feature descriptor widely used in
the field of computer vision for object detection.

The process of face detection begins by searching for
human eyes. Once detected, we then attempt to detect
other features of the face such as eyebrows, mouth, nose,
nostrils building a template using these set of features.
We count occurrences of gradient orientation which is
computed on a dense grid of uniformly spaced cells and
use overlapping local contrast normalization to improve
accuracy. More specifically, the essential thought behind
the histogram of oriented gradients descriptor is that the
local object appearance and shape within an image can
be described by the distribution of intensity gradients
or edge directions. The image is divided into small
connected regions called cells. For the pixels within each
cell, a histogram of gradient directions is compiled. The

descriptor is the concatenation of these histograms. For
improved accuracy, the local histograms can be contrast-
normalized by calculating a measure of the intensity
across a larger region of the image, called a block. Then,
this value can be used to normalize all cells within the
block. This normalization results in better invariance to
changes in illumination and shadowing. Separated facial
features extracted from the HOG module is then passed
through the CNN module specifically trained for facial
recognition. For our Facial Recognition CNN model, the
learning rate is set to be 0.1 and images of size 32x32x 3
were used.

The image classifier will return the category of the image
being uploaded. If the image belongs to sensitive class, it will
be forwarded to the following metadata analysis module for
more detailed analysis.

B. Metadata Analysis and Policy Alert Issuance

In this module of the RIPA system, it takes the classification
result as inputs from either the main Transfer Learning Convo-
Iution Neural Network or the Facial Recognition CNN model,
and then analyzes the metadata of the images. Depending on
the findings of the analysis, a policy alert may be issued when
a privacy violation is detected.

Algorithm 1 RIPA Algorithm

Step 1: Classify input image I,, using the main transfer
learning model 7,

Step 2: Check if classified Image belongs to sensitive class
S, otherwise perform Step 12

Step 3: If I,,, belongs to S, category check which subclass in
S, it belongs to

Step 4: If I,,, belongs to S, subclasses Endangered Species
Ses or subclass Security Sensitive S, perform Step 10

Step 5: If [,, belongs to S. subclass Privacy Sensitive P;
perform Step 6

Step 6: Identify facial features using HOG, extract individual
faces from I,,, and perform Step 7

Step 7: Identify individual user identity using Face Recogni-
tion model F}.,, and perform Step 8

Step 8: Cross reference F).,, predicted identities with RIPA
data storage system R;s for any matches

Step 9: If matches in Ry; are found perform Step 10 else
perform Step 12

Step 10: Analyze metadata of I,,, to check for any sensitive
information S,,,;4 embedded within the image

Step 11: If S,,;4 found issue privacy alerts accordingly else
perform Step 12

Step 12: Upload Image

Specifically, if the image belongs to sensitive non-human
object category, our system will check if its geo-location tag
is intact and contains detailed location information. If so, our
system will toggle that object on the image and issues a privacy
alert with the explanation of that particular object category.



If the image belongs to human subject category, the process
is a little more complex. We will need to check the privacy
policy for each identified human subject in the photo. Here, we
propose a fine-grained location-aware privacy policy. Each user
in the social network is allowed to specify not only to whom
they would like to share the photos like most existing social
networking sites, but also the sensitive locations if included in
the photo that they do not wish to be shared at all.

Privacy Sensitive
Image

Face
-Recognition
CNN Model

Identity
Predictions

Metadata Analysis
&

Policy Alert Issuer

Fig. 4. Framework of Face Recognition module

The next subsection provides more details of the manage-
ment of such location-aware privacy policies. If a person in the
photo has a privacy policy conflicting with the photo owner’s
sharing plan, we will issue a privacy alert. For example, the
photo owner plans to share the photo publicly to everyone in
the social network. However, another person (who may be
in the background of the photo) has a privacy setting that
clearly flags the location of this photo as sensitive, our system
will issue a privacy alert to the photo owner that he/she may
be violating others’ privacy. The same alert message will be
forwarded to the service provider for record in case any future
dispute regarding privacy violation.

C. RIPA Data Storage System

RIPA uses a PostgreSQL database system to store the
location-aware privacy policies whereby user can specify the

Hashed
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User ID: 1|
User ID: 2|
User ID: 3|

|

I

Fig. 5. RIPA Data Storage schema

Flagged
User locations

sensitive locations that they do not want to disclose. The users
policies are stored in a hash table. Given a user ID, the list of
sensitive locations can be quickly located as shown in Figure 5.
The individual flagged location of the users are geo-hashed and
stored in a sorted order. We then take advantages of this kind
of sorted data set during the search to speed up the process. As
the user IDs are stored using hash functions, the name lookup
function time complexity will be O(1). We then implement the
interpolation search while cross referencing the geo-location
found in the metadata of the image with the location flagged by
the user. The time complexity for the location search would be
O(log log n). The search result is then passed on to the Policy
Alert Issuance submodule which then issues alerts accordingly.

IV. EXPERIMENTAL STUDY

In this section, we give a detailed description of the dataset
used, and then report our experimental findings.

A. Dataset Description

Our RIPA dataset consist of 55,462 images in total. It has 81
classes, with each sensitive image class consisting of around
1000 images. Out of the 55,462 images 40,000 images were
used as training and testing datasets for CNN. The remaining
12,182 images which had metadata associated with them were
crawled using Flickr API, these were solely used to test our
metadata analysis and Policy Alert Issuance module.

To test our facial recognition CNN model we also crawled
3280 images of well known personalities using Google API.
We crawled images for 8 different identities with each identity
consisting of about 400 images each. Of these 2500 images
were used to train the model and the remaining 780 images
were used for testing.

We further refined the images by dividing them into two
main categories: sensitive and non-sensitive. 20 classes were



H Sensitive Category | Number of Images H

Tiger 1,032
Siberian Crane 1,113
Panda 1,072
Rhino 1,211
Gorilla 1,064
Snow Leopard 1,102
Monarch Butterfly 1,002
Axolot 988
Giant ibis 1,041
Angler Fish 1,122
Elephant 1,087
Hawksbill turtle 1,312
Kiwi 1,053
Sloth 1,064
Whale 1,008
Protests 1,132
Military 1,092
Military Vehicles 1,173
Accidents 1,236
fire 1,041
TABLE 1

DATA STATISTICS ON IMAGE CLASSES UNDER SENSITIVE CATEGORY

H Identities Number of Images H
Barack Obama 410
Bradley Cooper 412
Brad Pitt 407
Jennifer Lawrence 412
Julia Roberts 402
Meryl Streep 415
Stephen Hawking 411
Tom Cruise 414

TABLE II

DATA STATISTICS ON DIFFERENT IDENTITIES USED FOR TRAINING FACIAL
RECOGNITION MODULE

classified under sensitive category and the rest were classified
under non-sensitive category. All the images were then resized
to 128 x 128 x 3 dimension to be fed as inputs to the main
Transfer Learning Convolution Neural Network. Images of size
32 x 32 x 3 were used to train the Facial Recognition CNN
module. We mainly focus on the classes of images that come
under sensitive category, using these image classes we derive
some interesting results.

B. Experimental Results

1) CNN Training Details and Results: At the beginning, we
provide the details of the parameters used to train our CNN
models along with the obtained results. We trained our main
RIPA transfer learning model by setting the learning rate to
be 0.01. 81 labels/classes were one-hot encoded and images
of size 128 x 128 x 3 were used. For training we used 30,000
images, and for validation we used 10,000 images. The number
of training steps were limited to 500. Training and validation
phases completed using a GPU took about 30 minutes to finish.
On a CPU with 8 cores, it took about 3.5 hours. Figure 6
shows the computational graph of the main transfer learning
CNN model which represents how the model was trained and
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Fig. 6. Computational graph of the Transfer Learning Mobilenet model
the also gives a brief outline of the Transfer Learning CNN
model flow.
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Based on the above set parameters our main Transfer
Learning model was able to achieve 88% accuracy on training
data and 83.89% accuracy on validation data.

Error rate reduced to 45.80% on the training data, whereas
on validation data it reduced to 48.77%.

We experimented by implementing various parameters and
trained our model on different combinations of parameters to
see which possible combination achieved the best result. We
also trained our model on different learning rate [31] values
and performed grid search to identify which value achieved
higher accuracy.
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learning train validation test

rate accuracy | accuracy | accuracy
1.0 74.5% 71.94% 70.0%
0.5 76.81% 72.38% 71.83%
0.1 80.0% 79.32% 77.61%
0.05 86.41% 81.12% 80.48%
0.01 88.0% 83.89% 83.09%

0.001 95.19% 81.57% 79.3%

TABLE III

LEARNING RATE VARIATION

We found that as the learning rate decreases, the accuracy
increases. However, if we keep too low a learning rate the
accuracy decreases again. Our model was able to achieve the
optimal accuracy when we set the learning rate to be 0.01.
Table III shows the results of our experiment.

The goal of our experiment was to find the optimal point
at which our model converges to something useful while
keeping the learning rate high enough so that we don’t have
to spend too much time training it. Setting too low a learning
rate can not only increase the training time but also cause
overfitting [32]. We observe this when we set our learning
rate to be 0.001. Though the models training accuracy is high,
its validation and test accuracy are low. This is because of
overfitting. Similarly, setting too high a learning rate can cause
underfitting. We observe this when we set the learning rate to
be 1.0.

Figure 9 shows the output yielded by our model. We show
six images belonging to different classes and the probabilities
that our system assigned to them. The facial recognition model
was also trained using the similar configurations as the main
RIPA CNN model. We achieved best accuracy when we set
the learning rate to be 0.1. The facial recognition model was
able to achieve 91.2% accuracy on training dataset and 87%
accuracy on testing dataset. Figure 11 shows the output that
our Facial Recognition CNN model was able to achieve. We
show six images belonging to 6 different identities and the
accuracy our model was able to achieve identifying them.

2) Effectiveness of the RIPA Mobile App: We have de-
veloped a mobile app for the RIPA system. In this round
of experiments, we aim to evaluate its effectiveness. Our
evaluation was based on the knowledge learned from 12,182
test dataset images. These images are of special importance as
they have metadata like geotags, timestamps etc., associated
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Fig. 10. Heat map of testing data images with geolocation metadata

with them.

Figure 10 visualizes the location of each image in the test
dataset as a heat map. These images will enable the user to
test and experience the functionalities of the application to full
extent.

We tested the main interface by creating 5 custom datasets
of 100 images each, of which 50 images belonged to non-
sensitive and 50 images belonged to sensitive categories. We
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Fig. 11. Face recognition CNN evaluation

randomly selected 25 images from the custom dataset and
upload them using the RIPA application to test how the system
handled different inputs. Figure 12 shows the results generated
by the RIPA system when an image containing an endangered
species with group of people in the background was uploaded.

RTCSID RTCSID

(]
Endangered Species tiger image with GeoTag and
Time Stamp detected!!
The image will be uploaced ater removing the metadata.

Do you wart to proceed?

No Yes

Uploading

piss

Browe s |

Fig. 12. RIPA interface

To test the facial recognition interface, we uploaded images of

groups of people which included people whose facial features
the RIPA facial recognition CNN model was trained to identify.
The RIPA Facial Recognition system can recognize multiple
individual faces within an image combining the usage of
HOG methodology and convolution neural network. Using the
predicted results from the Facial Recognition CNN as inputs,
it quickly cross references its results with the RIPA dataset to
check for any privacy and security conflicts, if any security
flags are raised it will then issue privacy and security policies
for the flagged identities. Figure 13 shows the results of the
RIPA facial recognition interface.

RTCSID RTCSID

User conflict detected!!
‘The image can't be

ploaded.
Would you ke to upload a
9

Fig. 13. Facial Recognition interface

V. CONCLUSION AND FUTURE WORK

In this paper, we have proposed a Real Time Image Privacy
Alert (RIPA) System which helps classify and detect privacy-
sensitive objects within the images being uploaded, and issue
privacy alert to prevent the privacy violation. The proposed
RIPA system is unique in that it not only considers the privacy
of the photo owner, but also takes care of privacy preferences
of other human or sensitive objects within the same photo
which may be even in the background of the photo. The RIPA
system combines advantages of deep learning and metadata
analysis techniques to achieve the goal. A mobile application
of the RIPA system is developed and evaluated in a large set
of images.

As future work, we plan to build a multi-label image
classification system using attention based neural network
[33] that can help analyze the context of an image and gain
more detailed insights about the relationships between multiple
objects within the image.
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