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Abstract—In this work, we demonstrate the design and im-
plementation of a novel privacy-preserving blockchain for the

resource-constrained Internet of Things (IoT). Blockchain, by u}j\ j( |
design, ensures trust, provides built-in integrity of information ! ! !
and security of immutability in an IoT system without the [Blocko Block 1+ Block 2]

need of a centralized entity. However, its slow transaction rate,
lack of transaction privacy, and high resource consumption are
three of the major hindrances to the practical realization of
blockchain in IoT. While directed acyclic graphs (DAG)-based
blockchain variants (e.g., hashgraph) improve the transaction
rate, the other two problems remain open. To this end, we
designed and constructed the prototype of a blockchain by
utilizing the benefits of high transaction rate and miner-free
transaction validation process from hashgraph. The proposed
blockchain, coined as PrivLiteChain, implements the concept
of local differential privacy to provide transaction privacy and
temporal constraint to the lifecycle of the blockchain to make it
lightweight.

Index Terms—Blockchain, Storage, Local Differential Privacy,
IoT.

I. INTRODUCTION

Blockchain is a distributed peer-to-peer (P2P) way of
recording digital interactions in a way that it provides built-
in integrity of information, and security of immutability by
design, making it very useful to ensure trust, security, and
transparency in P2P trustless networks of devices. Blockchain,
from its inception as the backbone technology of bitcoin, has
evolved significantly in the last few years. With its highly
significant features, it has shown serious potential as a key
to redesign and improve wireless sensor networks (WSN)-
based Internet of Things (IoT). Such a consideration is quite
promising, as the existing centralized architecture for IoT
systems is incapable of handling the fast-paced growth of
IoT. Despite that, tapping into the benefit of blockchain
is not straightforward as the state-of-the-art implementation
of blockchains are slow in transaction processing, resource-
heavy, and lack transaction privacy.

Over the years, several alternatives have been proposed with
improved transaction rates, including directed acyclic graphs
(DAG)-based hashgraph [1]. Hashgraph uses gossip protocol
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Fig. 1. Fundamental concepts implemented in PrivLiteChain: (a) local
differential privacy in transaction, (b) babble hashgraph as the core blockchain,
and (c) temporal constraint on the lifecycle of the blockchain.

to establish consensus in the network where a node chooses
multiple other nodes in the network to share all its information
on the historical, as well as new transactions. The receiver
nodes repeatedly do the same, which forms ‘“gossip about
gossip”. Such a gossip mechanism impressively eliminates
the need for vote casting or miner selection process, and
subsequently yields high transaction rates. For instance, where
bitcoin and ethereum’s blockchains can process 5 and 15
transactions per second respectively, with enough computing
resources, it is possible to yield a throughput of thousands
of transactions per second with hashgraph [1], [2]. Babble
blockchain [3] is an improvement of hashgraph which projects
a hashgraph onto a blockchain to achieve an immutable
ordered list of transactions while maintaining the high trans-
action rate. Despite this, babble is not suitable for resource-
constrained IoT devices as it requires high storage capacity
and cannot guarantee the privacy of the data of devices shared
in the network.

We address the gap between blockchain, resource-
constrained IoT, and privacy by developing PrivLiteChain, a
babble-based lightweight blockchain platform with a focus on
wireless sensor network-driven IoT systems. It is a part of our
long term research goal to develop a lightweight, scalable, se-
cure, and privacy-preserving blockchain platform for resource-
constrained mobile IoT systems [4], [S]. It exemplifies the
effectiveness of our proposed spatiotemporal mobility-based
lightweight blockchain technique, Sensor-Chain [4].

The system of PrivLiteChain is built around three im-
portant concepts: local differential privacy (LDP) to achieve
transaction privacy, babble’s hashgraph blockchain to achieve
scalability, and controlled lifecycle of the blockchain to make
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it lightweight (Figure 1). In the current implementation,
PrivLiteChain supports 1-dimensional sensor data, such as
environmental data (e.g., temperature and humidity). We also
consider each node is connected with all the other nodes in the
network and transactions are happening in the form of sensed
data broadcast. The sharing of private data over the blockchain
can reveal privacy sensitive information about a node [6] for
which it is important to privatize the data using LDP before
it is released from a node. In a LDP setting, the original
sensed data is made obfuscated by adding properly scaled
statistical noise to it such that an adversary cannot identify
the original data from all the possible values. Theoretically,
a mechanism M satisfies e-LDP (¢ > 0), if and only if for
any input z and 2/, we have, Vy € Range(M) : Pr[M(z) =
y] < ePriM(z’) = yl. In PrivLiteChain, we implemented
Laplace mechanism to achieve e-LDP. If ¢-th node’s original
sensed data is x;, then the broadcasted data (transaction) is
y; = x; +n; where n; is a random noise drawn from Laplace
distribution [7] (Figure 1(a)). This transaction is gossiped
among the nodes in the network and mapped in the blockchain
(the detail of the mechanism can be found in [3]). With
each new release of noisy data for the same sensed original
data (x;) the privacy continues to degrade, which refers to
the concept of privacy budget €;t4;. It defines the maximum
amount of privacy leakage for an original sensed data. Once
the privacy budget is completely consumed, a node needs to
opt out from making transactions for certain amount of time
such that there is a significant difference between the sensed
data in the temporal domain. The third and final concept that
we implemented in PrivLiteChain is a temporal constraint-
based lifecycle controlling mechanism. We introduced this
concept in our previous work on the design of lightweight
blockchain [S]. A temporal constraint, Tipqin, 1S a limit on
how long a blockchain can grow overtime. Let the time of
genesis block creation and current time are ty., and ., and
(tewr — tgen) = Tenqin- Then, at time tq,,, the data over the
blockchain is aggregated locally using a lightweight aggre-
gation method, the existing blockchain is deleted, and a new
chain is started with a genesis block containing the aggregated
information. In the current implementation, the privacy budget
€rotal Of €ach node is reset at each aggregation. However, in
future we will implement a more rigorous technique to decide
the time for privacy budget reset.

II. DEMONSTRATION

In this section, we demonstrate how PrivLiteChain achieves
local differential privacy, scalability, and lightweight-ness. The
current implementation of it is a permissioned one where every
node knows the participants in the network in advance. The
screenshots of the demo are presented in Figure 2. A video
on the demo can be found at https://youtu.be/OWcgsqtjvhs.
The demonstration will use a laptop where the nodes will
communicate with each other over TCP connections.

PrivLiteChain will be demonstrated in three phases. First,
we will show the original babble blockchain for 20 nodes
and how it processes the transactions in the hashgraph. The
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Q NODE 1

Privac; Budéet Used: ©.900000/1.000000
Privacy Budget Used: 1.000000/1.000000

Blockchain size at generation @: 60504 (block count = 17)

Genesis Block Generation: 1

Genesis Block Data: 495.964059

Blockchain aggregated at time: 2019-09-09 21:36:44.934513526 +0000 UTC m=+15
0.041862401

Privacy Budget Used: ©.000000/1.000000

Privacy Budget Used: 0.100000/1.000000

Privacy Budget Used: 0.200000/1.000000

(a) Local differential privacy.
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(b) Timed transactions in the network.

Fig. 2. screenshots of PrivLiteChain: (a) Differentially private transactions
with privacy budget 1 and € = 0.1. (b) Transactions in the ledger of node
1 where “node @ : (x;,y;)” refers to the i-th node’s orginal sensed data and
noisy data, respectively.

nodes generate the transactions at 50% probability. This phase
generates some important statistics on babble blockchain,
including the size of the blockchain, average transaction rate,
average transactions in waiting pool, average block size (in
bytes), average number of transactions per block, and block
creation rate.

In the second phase, we will demonstrate the application
of the Laplace mechanism to achieve LDP in the process of
transaction generation. We will demonstrate it with privacy
budget, €;0tq; = 1. Figure 2(a) shows the privacy budget
consumption by node 1 for each transaction. Figure 2(b)
presents the original sensed data and its corresponding noisy
data in a transaction.

In the final and third phase, we demonstrate the application
of temporal constraint on the lifecycle of blockchain. We
will use Teopqin = 150 seconds in the setting. In this phase,
the demonstration will generate the statistics on the size of
PrivLiteChain. Figure 2(a) shows some important information
on the aggregation.
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