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Abstract. Online social networks provide platforms for people to inter-
act with each other and share moments of their daily life. The online
social network data are valuable for both academic and business stud-
ies, and are usually processed by anonymization methods before being
published to third parties. However, several existing de-anonymization
techniques can re-identify the users in anonymized networks. In light
of this, we explore the impact of user attributes in social network de-
anonymization in this paper. More specifically, we first quantify the
significance of attributes in a social network, based on which we pro-
pose an attribute-based similarity measure; then we design an algorithm
by exploiting attribute-based similarity to de-anonymize social network
data; finally we employ a real-world dataset collected from Sina Weibo
to conduct experiments, which demonstrate that our design can signif-
icantly improve the de-anonymization accuracy compared with a well-
known baseline algorithm.
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1 Introduction

As an innovation of Web 2.0 technology, Online Social Networking (OSN) has
been transforming our daily lives. OSN apps such as Facebook, Instagram, and
Sina Weibo, provide platforms for individuals and organizations to share their
generated original contents such as posts, pictures, and short videos. People
who use OSNs enjoy sharing their life and interacting with online friends. Nev-
ertheless, both the contents generated by users and the social relationships
among them are valuable for business and academic studies. In order to pro-
tect users’ privacy, service providers (i.e., data publishers) usually anonymize
these data before releasing to third parties. Existing anonymization approaches
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can be generally categorized into six classes, i.e., naive identity removal, edge
randomization [8,20], k-anonymity [4,11,21,22], clustering [7,17], differential pri-
vacy [3,5,9,19], and random walk [12], which can partially perturb the network
structure and attributes, and simultaneously preserve a high level of data utility.

However, there exist a series of structure-based de-anonymization algorithms
that are used to re-identify users from anonymized network data [2,14,16,18].
De-anonymization refers to the process of mapping a node from the anonymized
graph to a node in the original social network graph (called reference graph).
Backstrom et al. presented passive attacks and active attacks in [1], in which
attackers who are users of the original social network first find their own entities
in the anonymized network and then de-anonymize others connected with them
(passive attacks), or before publishing the data first fake a number of dummy
“Sybil” users and then link them to the victims to create special structures,
which can be easily discovered in the anonymized network and used to identify
the victims (active attacks). Since active attacks are not scalable, Narayanan
et al. [14] developed a de-anonymization algorithm based on network structure
without involving any dummy “Sybil” users. In [15], a community-enhanced de-
anonymization algorithm was proposed, which divides the whole network into
smaller communities that can be first mapped (community mapping), then de-
anonymizes the users within each community, and finally maps the remaining
users in the entire graph. Besides the structural features as mentioned above,
user attributes are also employed to improve the accuracy of de-anonymization.
In [10], Li et al. analyzed the following two major limitations of the structure-
based de-anonymization algorithms: structure-based algorithms cannot distin-
guish two users with similar friends in the anonymized social networks, and a
specific user with a few common friends in two social networks can affect the
de-anonymization accuracy. To overcome these limitations, the authors intro-
duced an enhanced structure-based de-anonymization scheme leveraging struc-
tural transformation similarity in social networks.

Inspired by the structural transformation employed in [10], we notice that
the attributes of users could also be used to improve identity de-anonymization
in OSNs. Therefore, we examine the attributes of 20 popular OSNs, including
10 OSNs in the USA and 10 OSNs in China, and made the following key obser-
vations: (1) the types of attributes obtained during user registration are very
similar for all the 20 OSNs; (2) each attribute implies a different amount of dis-
criminatory information for de-anonymization. For example, given a dataset of
undergraduate students who are Facebook users from University of Maryland,
the attribute age may not provide much discriminatory information as home
address does; and a fine-grained address, such as a detailed postal address, if
available, is more valuable for user identification than an address only specifying
the state of residency; likewise, the value of attribute sez, i.e., female or male, is
not as important as sex ratio. Based on the above observations, we propose an
attribute-based de-anonymization algorithm in this paper to re-identify users by
quantifying the significance values of their attributes and measuring attribute



460 C. Zhang et al.

similarities between user pairs from the reference and the anonymized social
network graphs. Our contributions of the paper can be summarized as follows:

— Based on the finding stating that attributes in a social graph are not equally
important in de-anonymization, we propose a quantification approach to
quantify the significance value of each attribute.

— Using the significance values of the attributes, we present an attribute-based
de-anonymization algorithm to re-identify user identities in a social graph.

— With the help of a real-world social network dataset collected from the Sina
Weibo, we evaluate the performance of our algorithm; and the experimental
results show that our proposed attribute-based de-anonymization approach
can achieve a better performance compared to a well-known baseline algo-
rithm.

The rest of the paper is organized as follows. In Sect. 2, we present the basic
social network model and the corresponding definitions. In Sect.3, we intro-
duce the existing structure-based de-anonymization methods and the motiva-
tion of our study. In Sect. 4, we quantify the significance values of the attributes
in a social graph and propose an attribute-based de-anonymization algorithm.
Experimental results are reported in Sect.5. Conclusions and future work are
summarized in Sect. 6.

Table 1. Notations

Symbol | Semantics

G Undirected graph

\%4 User set

E Edge set

A Attribute set

U; The 7th user in V'

Ay, The attribute set of the 7th user

ax The kth attribute in A

vgk The jth value of attribute ay

k. The number of attribute values of az

Vig, The value of attribute aj, at user u;

Sa,, The set of users in V that possess the attribute ar € A
Sgk The set of users possessing the value of ng

2 Social Network Model

Given a social network, we build a corresponding undirected graph G(V, E, A),
with vertex (user) set V. = {uy,uz,...,u; ...}, edge (friendship relations) set
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E ={e;; = (wi,uj)|u;, u; € V,i # j}, and attribute set A = {aq,az, ..., a, ... }.
Each user u; has a set of attributes A4,,, including identity, gender, province, city,
etc. We denote ay as the kth attribute in A, vgk as the jth value of attribute
ar', and k, as the number of attribute values of aj. Meanwhile, let Vjq, be the
value of attribute a; for user wu;, Sgk be the set of users possessing the value
of v} , and S,, be the set of users in V' that possess the attribute a; € A. We
summarize the notations and their semantic meanings in Table 1.

Figure 1(a) presents a reference social graph G, (V,., E,, A,) with real iden-
tities and the anonymized social graph G,(V,, F., A,) shown in Fig. 1(b) is
obtained by perturbing G,. In V,, the identities (e.g., name) that can be used to
uniquely identify a vertex are replaced with random characters. Other attributes
in A,, such as address and occupation, are preserved for research and business
purposes. The edge set E, is partially modified by adding or deleting edges from
E, where the red dashed lines in Fig. 1(b) are removed edges and the red solid
lines are added fake ones. Once adversaries obtain the knowledge of G, and G,
they can launch de-anonymization attacks by mapping the users in G, to those
in G,..

e \

1 Alice: 1 A: \
v Pentagon, \ Pentagon, /'
~ _Student . ~ _ Student
- - W

(a) G+ (Vi Ery Ar) (b)) Ga(Va, Ea, Ad)

Fig. 1. Social network model and anonymization process. (Color figure online)

3 Background and Motivation

Structure-based de-anonymization attacks generally involve two phases. The first
phase is called seed identification, where a small number of “seed” vertices in both
the anonymized network and the reference network are identified and mapped
to each other. The second is the propagation phase, in which the algorithm ran-
domly selects an unmapped user u, in V, and computes the similarity value for
each unmapped node u, in V,. at each iteration. The similarity values are usually
calculated according to the topology information such as vertex degree of both
networks. Moreover, eccentricity [10,13,14] is generally employed to measure

! We assume all attribute values are discrete or categorical for simplicity.
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how much a candidate vertex u, “stands out” from the others, which is defined
as
Max1(S) — Maxs(S)
ecc(S) = () , (1)
where S is the set of similarity values between u, and candidate vertices in V.,
Mazi(-) and Mazs(-) are the two highest similarity values in S, and o denotes
the standard deviation of the values in S. User u, is mapped to w, if ecc(S) is
above some threshold and the similarity value of u, and w, equals Max(S).
Structure-based de-anonymization attacks rely heavily on the similarity of
typologies between the reference graph and the anonymized graph. Existing
research considered mainly the topology structure of the graphs, ignoring the
rich information carried by the node attributes. In this paper, we intend to
exploit node attribute values to facilitate de-anonymization and enhance the de-
anonymization success rate for perturbed graphs, which are obtained by adding
edges into or removing edges from the corresponding reference graphs. Based on
our study, we notice that in a social network dataset, different attributes and
different values of the same attribute contribute an unequal amount of discrim-
inatory information to de-anonymization; and the distribution of the attribute
values may illustrate a lot more than the value itself. Therefore, we first present
a method to quantify the significance value of an attribute, which can reflect
the importance of attributes in a social network; then we design a mechanism
based on the attribute significance value to calculate the similarities among
unmapped users u, and u, during the process of de-anonymization; finally, we
implement the above-mentioned attribute-based similarity measurement in the
de-anonymization method to reduce the negative impact of graph perturbation.

4 The Design of Our Algorithm

4.1 Significance Values of Attributes

Intuitively, a widely-distributed attribute with diverse values in a social graph
has great importance. This observation motivates the definition of attribute sig-
nificance values. We first define o7, = J,, /J;, , which approximates the distribu-
tion information of attribute ay, in the graph of a social network. As shown in (2),
Ja, is defined as the ratio of edges between two nodes sharing the same attribute
value of aj to the total number of edges plus that of the nodes possessing the
attribute ay, to the total number of nodes in the social graph. In this case, a large
Ja, implies that ay is widely-distributed in the social graph, and accordingly,
a large number of users possess this attribute. J, shown in (3) approximates
the fraction of edges and nodes for attribute ajr when the attribute values are
placed randomly. A small J;, means that attribute a; has more diverse attribute
values.

_ He=(uiuj) € E: (ui € Sap) A (45 € Sap) A Wiay = Vjar)}] | |Sail
|E| Vi
(2)

Ja
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En ;

ap kn, j :

(22521 15a,1)?

With the calculated distribution information o7, , we define the significance
value o, of an attribute ay as follows,

o, ifol >1,
Oay, :{ * /k (4)

3)

Therefore, o,, quantifies how important ay, is in G' compared with the scenario
where the values of a; are randomly placed. Note that o, is in the range of
[1,]V]], and a larger value indicates that aj plays a more significant role. For
example, let aj refer to the address attribute, and then if coarse-grained address
values of the users are given, such as states or countries, then o,, should be
close to 1, while when fine-grained addresses are provided, e.g., the detailed
postal address, o,, should be close to |V].

@ User | SSN State

ul | 1001 | Virginia
@‘@ u2 | 1002 | Virginia

u3 | 1003 | Maryland

Fig. 2. Example of calculating significance value of attributes.

Next, we present an example to illustrate how to calculate the significance
value of an attribute in a social graph. As shown in Fig. 2, we assume that there
is an undirected social graph with three vertices and three edges. Each user has
two attributes: SSN (Social Security Number) and State, where SSN is unique
for each user while State can be the place where a lot of users live in. Intuitively,
SSN is more important than State. Based on the significance value defined above,
we can calculate the corresponding value of each attribute as follows,

— For SSN: Sagsn = {u1,uz,us}; S;00 = 1; 52992 = 1; S1903  — 1. Since
three users have different SSN, we have J, =1,J% _=1/3,and o] =

SSN assnN assnN
u
JaSSN/J

= 3 > 1. Thus, the significance value of SSN is 0445, = 3

assN . .
— For State: Sag,,,. = {u1, uz,us}; Syiroinia = 2; gMarvland — 7 Since ul and
u2 both live in “Virginia”, we can calculate Jo,,,. = 4/3, Ji.,., = 5/9, and
Ttrgnre = Jasiare/Jassn,. = 2.4 > 1. Finally, the significance value of State is

Casrare = 2.4.

The above calculation results indicate that the attribute SSN has a larger
significance value than State in this example, and SSN is more crucial for identi-
fying users. Next, we leverage the significance values of the attributes in a social
graph to design an attribute-based similarity measurement, which will be further
exploited to improve the performance of social graph de-anonymization.
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4.2 Attribute-Based Similarity Measurement

In this section, we employ the significance values of attributes proposed in the
above subsection to measure the similarity value between two vertices. The
basic idea of is straightforward: for any pair of users, the more number of same
attribute values they have, the more similar they are; moreover, the higher the
significance values of the attributes between two users, the higher the similarity.

More specifically, given G, (Va, E,, Aq) and G-(V,., E,., A;) as the anonymized
graph and the reference one with true user identities, respectively, we can
compute the significance value o,, for each attribute aj; based on the infor-
mation provided by G,. For a vertex u, in V, and a vertex u, in V,, let

{d}, d},...,al,} be the set of their common attributes; then their attribute-based

e an,
similarity value d(,, ., ) can be calculated as follows: we initially set d(,, ,) = 1;
then for each common attribute a}, if two vertices have the same attribute
value (i.e., Viaj = Uj%)7 we define du, u,) = d(u, u,) X Oay; otherwise, we set

Qg ur) = Alug,un) X % Note that the term % indicates that two nodes that
U Uk

have the same attribute but the corresponding attribute values are different have

small similarity values.

4.3 Design of De-anonymization Algorithm

Based on the concepts presented in the previous subsections, we propose a
de-anonymization algorithm for a social graph where each vertex has several
attributes. Our algorithm takes advantage of the existing structure-based algo-
rithms with two phases: seed identification and propagation.

Seed Identification. In this phase, we identify a few “seed” pairs of users
(tg, uy) between G, and G,.. To achieve this goal, several seeding methods such
as k-clique, matching top nodes, and random selection discussed in [6], can be
employed. The next propagation phase starts from these “seed” pairs, and newly
mapped user pairs will become new “seeds”.

Propagation. In this phase, starting from the identified “seeds”, the de-
anonymization algorithm iteratively maps each unmapped vertex u, in G, to
an unmapped vertex u, in G,. We use S = {(u,u’)|u € V,,u’ € V,.} to denote
the already mapped “seed” pairs, and calculate significance values {o,, } for all
attributes in A, of the reference graph G,(V,, E,, A,). At each iteration, we
pick an arbitrary unmapped user u, who has a successfully mapped neighbor
from anonymized social graph G,(V,, E,, Aa), and calculate its similarity values
with all unmapped nodes in V,. who possess at least one successfully mapped
neighbor. This process is detailed in Algorihtm 1 whose inputs include G, G,
significance values {04, }, uq, and “seed” pairs S. We first initialize V4, to be
the collection of seed vertices in V,. and D to be the empty set. Then we pick
up a u, who is not in V, but has a seed neighbor in V,. (Lines 3 and 4), and
calculate the attribute-based similarity value between u, and w, (Lines 6-13)
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based on the similarity parameter d(,, ,,) defined in Sect.4.2. Finally we select
the u, (i.e., the u/. in Algorithm 1) based on the eccentricity measure defined in
(1) as the mapping of u,. This newly mapped vertex pair (u,,u.) is inserted
into S as a new seed pair for the next round of iteration (the next execution of

Algorithm 1).
Algorithm 1. Attribute-based Similarity Calculation
Input : Two social graphs: G,(V,, E4, A,) and G,.(V,., E,., A,.)
Unmapped users: u, € V,
Significance values of attributes: o,,
Seed pairs: S = {(u,u)|u € V, and v’ € V,.}
Output: the newly mapped pair (u,,u.) with u,. € V,

1 Set Vipgp = {¢/|v € V. and J(u, ') € S}

2 set D=1

3 for each v € Viyqp and (v, u,) € E, do

4 if u, ¢ Vipqp then

5 Set attribute-based similarity value: d,, ,) =1
6 for each common attribute aj, € A,, N A,, do
7 // vay (+): attribute value of aj,

8 if va; (ua) = vay (ur) then

9 ‘ d(ua,ur) = d(ua.,ur) X U“L
10 else
11 ‘ A up) = ug,ur) X ”1;
12 end
13 end
14 D=DU d(umur)
15 end
16 end

17 Calculate ece(D) based on (1) and select the node u,. with the highest
d(u,.u) if ecc(D) is above a threshold

18 Set S = S U (uq, ul.)

19 return (ug,u,.)

5 Experiments

In this section, we use a dataset collected from Sina Weibo, a popular social
media in China, to evaluate the performance of the proposed algorithm. The
Weibo social network is based on “following” relationships among users. Our
dataset includes 5663 nodes and 10000 edges. We convert this dataset into an
undirected graph/network with an average degree of 3.5317. Each vertex (user)
in the network has three attributes: province, city, and gender. We duplicate the
network to get an anonymized version and apply Random Add/Del or Random
Switch, which are edge randomization methods proposed in [20], to add noise. For
comparison, we also implement the most influential de-anonymization method
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proposed in [14] to obtain experimental results that can serve as the baseline.
In the seed identification phase, we randomly select nodes from 3-cliques in the
reference graph and employ the corresponding nodes in the anonymized network
as the matching seeds. In other words, there is no error in seed mapping. This
consideration makes us focus on the performance of the propagation phase of
the de-anonymization algorithm.

The performance metric is the de-anonymization accuracy, which is the ratio
of the number of nodes correctly de-anonymized over the total number of nodes
in the whole network. The reported results in the following subsections are the
average of 50 trials.

5.1 Impact of the Number of Seeds

At first, we evaluate the impact of the number of seeds on de-anonymization
accuracy. In this experiment, no noise is added, the eccentricity threshold is set
to 0.1, and the number of seeds varies from 10 to 90. As shown in Fig. 3, when the
number of seeds is increased from 10 to 90, the percentage of vertices correctly
de-anonymized is increased, and our algorithm can correctly de-anonymize more
vertices than the baseline algorithm. More particularly, when the number of
seeds is 10, the results of baseline algorithm and our algorithm are respectively
0.0219 and 0.5890; when the number of seeds is increased to 90, the results are
increased to 0.1636 and 0.7864, respectively.

—e— Attribute-based algorithm
—&— Basedline

10 20 30 40 50 60 70 80 90
Number of Seeds

De-anonymization Accuracy
© o o o o o o o
N T -

°
o

Fig. 3. Impact of the number of seeds on the de-annoynimization accuracy.

5.2 Impact of Noise

Next, we add noises into the anonymized network with two edge randomization
methods. The first one is Random Add/Del, which randomly removes certain
number of edges from a network and then randomly adds the same amount of
edges back into the network. The second one is called Random Switch, which
removes two randomly chosen edges e, , and e, from a network and creates
two new edges e, , and e, ; back into the network. The noise ratio is defined
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to be the ratio of the number of newly added and deleted edges over the total
number of edges in the network. In this evaluation, the noise ratio is increased
from 0 to 0.3 at an interval of 0.05, the number of seeds is fixed to 90, and the
eccentricity threshold is set to 0.1.

Figure 4 presents the accuracy of de-anonymization in the network processed
by Random Add/Del. Since adding or removing edges changes the degrees of
the vertices in the anonymized network, both de-anonymization algorithms are
negatively affected, compared to the case when no noise is added. Nevertheless,
our algorithm has better performance than the baseline. More specifically, when
the noise ratio increases from 0 to 0.3, the result of our algorithm decreases from
0.7864 to 0.5285; while that of the baseline algorithm decreases from 0.1636 to
0.0340.

—e— Attribute-based algorithm
—— Basedline

°
Y

°
o

4
w

De-anonymization Accuracy
o o
N IS

°
o

0 0.05 0.1 0.15 0.2 0.25 0.3
Noise Ratio

°
)

Fig. 4. Impact of noise on the de-annoynimization accuracy in the Random Add/Del
annonymized graph.

Figure5 demonstrates the result of de-anonymization in the network pro-
cessed by Random Switch. From the result we can see that Random Switch has a
little impact on the baseline algorithm but noticeably impacts on our algorithm.
This is because the similarity calculation of the baseline algorithm is based on
the local structure similarity between two nodes, while that of our algorithm is
based on the attribute similarity between two vertices. Random Switch does not
change the degree of vertices, but it disturbs the structure of the network, and
more severely affects the attribute similarity between two vertices. As shown in
Fig.5, when the noise ratio is increased from 0 to 0.3, the result of our algo-
rithm drops from 0.7864 to 0.3880, while that of the baseline algorithm drops
from 0.1636 to 0.1399. Despite this, our algorithm is still more efficient than the
baseline one.

6 Conclusion and Future Work

In this paper, we investigate the impact of attributes on social network de-
anonymization and propose a method to quantify the significance values of the
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—e— Attribute-based algorithm
0.7 —4— Basedline

°
o
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De-anonymization Accuracy
o o
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°
N

o
o

o
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0 0.05 0.1 0.15 0.2 0.25 0.3
Noise Ratio

Fig. 5. Impact of noise on the de-annoynimization accuracy in the Random Switch
annonymized graph.

attributes in social networks. Based on the significance values, we design an
algorithm to de-anonymize social networks based on the attribute similarity of
users. Finally, we evaluate our algorithm on a Sina Weibo dataset processed
by two edge randomization methods. The experimental results indicate that
the proposed algorithm can achieve a much higher de-anonymization accuracy
compared to the selected baseline algorithm. For future research, we can refine
the definition of the significance value by considering different value scopes, such
as a continuous space. Moreover, we can further modify the similarity definition
of two nodes by considering both attribute-based similarity and local structure
similarity.
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