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Abstrace—Analogous to the notions of controllable and unoeb-
servable subspaces, the recently introduced notions of securahble
and unzecurable subspaces for linear dynamical systems have
important operational meaning in the context of secure control
of deterministic linear dynamical systems. Specifically, given a
multiple input, multiple outpot linear dynamical system, an
arbitrary subset of whose sensors and actuators are malicious,
the unsecurable subspace has the operational meaning as the
set of states that the malicious actuators can steer the system to,
without detection of the visit to such a state by the honest sensors
im the system. In this paper, we examine these subspaces from the
standpieint of a fully-ohserved stochastic inear dy namical system,
and establish aperational meanings for them in this context.

[. INTRODUCTION

The study of hnear dyvnamical svstems in temms of certain
distinguished subspaces of its stale space, such as the con-
trollable, unobservable, commlled mvanant, and condittoned
ivariant subspaces, has proven to be beneficial in tackling
many analysis and synthesis problems arising in control the-
ory. Known as the geometric approach to contral, or simply
peometric control, it derives its efficacy, in part, from the fact
that it facilitates an intuitive understanding of the problem at
hamd. The application of this approach in solving standard
comrol problems swch as megulation, tracking, servo, and
niminteracting contral are deseribed in [1].

Cumently, the problem of secunng industrial comml systems
and societal-scale cyberphysical systems is of great imerest
It 15 i this context that recently, the notons of securable
and unsecurable subspaces of a linear dynamical system
have been introduced [2]. Specifically, consider a multiple-
input, multiple-ouput stochastic linear dynamical system, an
arbitrary subset of whose sensors and actuators mav be “ma-
licious." A malicious sensor may not report the measurements
that 1t observes tuthfully, and a malicious actuator may not
adhere o the specified contral law. We use the term “node™
W0 mean i sensor of an actuator. We assume that the honest
nodes 1 the svstem do not know which other nodes in the
system are honest or malicious, but the malicious nodes know
the identity of all other malicious nodes 1n the system. In this
setting, the unsecunhle subspace of a linear dynamical system
15 defined as a certain controlled invanant subspace of the stale
space, and has been shown o have, in detemministic systems,
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the operational meaning as the set of states that the malicious
nodes can steer the system to, without the honest nodes in the
system ever being able w detect, based on their measurements,
that the system had visited that state or that there was any
malicious activity in the system. This interpretation, however,
does not extend 1o systems that are stochastic in nature,

In this paper, we view the securahle and unsecurable sub-
spaces from the standpoint of stochastic hnear dynamical sys-
tems, and establish important operational meanings for them in
the stochastic context. OF the many potential applications that
the results developed in this paper may have, perhaps the maost
significant is in synthesizing comrol systems that are provably
secure by design.

The rest of the paper is organized as follows, Section I gives
i brief account of the related work on this topic. Section 11
formulates the problem, and defines the notions of securable
and unsecurable subspaces of a linear dynamical system. Some
of the content in this section is also reported in [2]. Section
IV is devoted to establishing certain key geometric properies
of the securable subspace. These properties are exploited in
Section V1o establish an opemtional meaning for the securable
and the umsecurable subspace in the context of fully-observed
stochastic systems. Section VI concludes the paper.
Motation: Given a vector x and a subspace W, », denotes
the " entry of x and xy denotes the projection of x n
the subspace W. Given a matrix A, A, . denotes the %
row of A, and A, denotes its ™ column. Given a vectar
x. we denote by x77 the expression x7x. and by x{} . the
EAPIESSIOn x.{.,-xu-.

II. RELATED WORK

Securty of conmrol systems has been a topic of active
research for over a decade now. Some of the carly waorks
focused on defining the problem of secure control. 5 peci fically,
[9] introduce s the notion of survivability, defined as the ability
of a cyber-physical system o provide graceful degmdation of
opertional goals when under attack. The theory of secure
control can benefit from having mathematical models for
different kinds of atacks, and [10] presents such models for
twa specific attacks on a comml system, vie., the Denial of
Service (DoS) anack and the deception anack.

Many techniques have been proposed in the literature to
defend a contmol system against advemarial nodes. A well-
known attack on control systems s the replay attack, which
wis employed in Stuemet [20]. In the replay anack, a subverted
sensor records, for some duration during nommal openting
conditions, the measurements that it ohserves. It then replays
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