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Abstract—We address the problem of security for general
partially ehserved linear stochastic systems, where some of
the sensors and actuaters may be malidious. We consider
multiple-input-multiple-putput linear stochastic sy stems that are
under attack, where an arbitrary subset of its sensors and
actuators are “malicious” A malicious sensor need not report
its measurements truthfully, and a malicious actuator need not
apply inputs in sccordance with the prescribed contrel poelicy.
For any such system, we show that there exists a decomposition
of the state space into two orthegonal subspaces, called the
securable and the unsecurable subspaces, and design a test that
can be used by the henest sensors and actuaters, such that if
the malicious activity is to remain undetected by this test, then
the covariance of the projection of the state estimation error
of the honest nedes on the securable subspace remains at its
designed value regardless of what attack strategy the malicious
semsors and actuators cheose to employ. This test therefore
guarantees that the malicious nedes can degrade the state
estimation performance only along the unsecurable subspace
of the linear dynamical system.

Index Terms—Cyher-Physical Systems, Secure Control, Se-
curable subspace, Unsecurahle subspace.

[. INTRODUCTION

The past decade has wimessed an immense surge in
mnterest in the problem of security of cvber-physical systems
(CP5). This is owing, at least in parl, w0 the [act that
there have been several instances of attacks on indusirial
contral systems and evber-physical svstems in the recent
past. Archetvpal examples include the Swanet anack [1],
the Maroochy-Shire incident [2], the attack on Davis-Besse
nuelear power plant [3], and others such as a demonstrtion
of remate hijacking of an auomaobile [4]. The increasing
frequency of such altacks over the vears has reinforced the
concern of secunty of cyvber-physical systems which has
emerged as one of the primary challenges that needs w be
addressed in order w enable their large-scale proliferation.

Cyber-physical svstems, especially those ansing in safety-
critical applications, warranl deplovments that are secure by
design. This calls for the development of a suitable theory of
security [or control systems. The notions of controllable and
unthservable subspaces introdoced by Kalman [5], and the
theory that has been developed subsequently, have taken cen-
ter stage in the modem stody of linear sysiems. However, this
theory was developed in a “benign”™ age, whene there wen:
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nit adversarial nodes (sensors or actuators) in the system,
and all disturbances alfecting the svstem were stochastic in
nature {with the exception of £, methods). However, as the
recent attacks have shown, these assumptions may no longer
be walid in a modern era where the sensors and actuators in a
system may not be trustworthy, Le., they may be “malicious.”
A malicious sensor need not report the measurements that i
ohserves ina truthful fashion, and a malicions acluator may
min apply inputs in aceordance with the designated control
palicy. In such a setting, even though the overall system may
he ohservable, the honest sensors and actuatons in the system
may not be able w accurately deduce the iniual state of the
svstem in the context of a deterministic linear dynamical
system, and in the context of a stochastic system, may not be
able w deduce the “optimal™ state estimate al any given lime
- agquantity that that they could have deduced had all sensors
amd actuators in the system been honest. This is a result of
the malicious actuators applving emoneous control inputs that
are unknown o the honest nodes, and the malicious sensors
TepaIling INCOMrecl Mmeds urements,

It is against this backdrop that we introduced, analogous
Lo the classical notions of controlluble and unobservable sub-
spaces, the notions of securable and pnsecurable subspaces
of a linear dynamical system [6], [7], which have imporant
operational meanings in the context of secure contral, Specil-
ically, we showed in [6] that given an arbitrary combination
of malicions sensors and actoators, the unsecurable subspace
of a deterministic linear dynamical system has the operational
meaning as the set of states that the svstem could actually be
ever 1 (doe 0 actons of the mabicwons actuators), without
the honest sensors ever detecting that the system visited tha
state, or that there s any malicions actvity in the sysiem.
These subspaces which were introduced in the context of de-
Lerministic systems also have imponant operational meanings
in the context of stochastic systems, Specificall v, we showed
in [7] that in the comext of a perfectly observed stochastic
system, the secumble subspace has the operatonal meaning
as the subspace of the state space alomg which the projection
of the state estimation erroris guarantesd 1o be of 2ero power.

In this paper, we generalize the above results and es-
tablish the operational meaning of the secumble subspace
in the comext of general multiple-input-mul uple-output par-
tially observed stochastie linear dyvnamical svstems with
bath Gaussian pmcess and observation noise, which class
constitules one of the most general models wsed 1n modem
linear system theory. Specifically, we show that for these
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