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Optimizing the Age of Information for Blockchain
Technology With Applications to IoT Sensors

Arnau Rovira-Sugranes and Abolfazl Razi

Abstract—Blockchain is an emerging technology that uses
distributed ledgers for transparent, reliable, and traceable infor-
mation exchange among network nodes. Blockchain and its 3rd
generation Tangle-based implementations quickly extend their
territory beyond crypto-currency to a broad range of applications
using fee-less transactions over the Internet of things (IoT).
However, this technology suffers from sluggishness in consensus-
based validation of information that restricts its applicability to
time-sensitive applications such as smart health. In this letter,
we propose an optimized policy for sampling rate by IoT sensors
that utilize blockchain and Tangle technologies for their trans-
mission with the goal of minimizing the age of information (AoI)
experienced by the end-users, considering both processing and
networking resource constraints. Simulation results confirm the
efficacy of the proposed algorithm compared to the current fixed-
rate update policy. Further, a closed-form solution is obtained
for the optimal sampling rate in a network of homogeneous IoT
nodes as a benchmark system.

Index Terms— Blockchain, age of information, Internet of
things, adaptive scheduling, information sampling.

I. INTRODUCTION

INTERNET OF THINGS (IoT) is an ecosystem of connected
devices that extends Internet connectivity far beyond the

human users to smart devices including sensors, actuators,
processing units, and digital machines. IoT is known to be the
underlying platform for a broad range of applications such as
smart city, smart home, smart health, smart transportation, and
many more yet to come [1].
Blockchain is a recent technology that is primarily used

for bitcoin crypto-currency [2], but quickly extended its ter-
ritory to IoT applications, since it brings new features of
transparency, verifiability, and traceability of information to
the networking methods. Also, tampering data is hard and
there is no need for a central authorization center for secure
information exchange due to using consensus-based validation
methods [3]. The key idea is forming a chain of information
blocks, where each block contains several transactions, and
is appended to the chain after consensus-based validation.
This approach eliminates the need for central authorities to
check data integrity, and authenticity, even in an untrustworthy
environment [4]. The benefits of blockchain are achieved at
the cost of a slow update rate that undermines its scalability
to larger systems. For instance, a block validation time is
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about 10 minutes based on the proof-of-work (PoW) mining
method in the Bitcoin crypto-currency [5]. Later on, several
improved mining methods are proposed to accelerate the
rate of information exchange in the 2nd generation of this
technology [6]. However, it is recognized that the slow update
rate is inherent to blockchain, where the information is stored
as a chain of blocks. To solve this issue, in the third gener-
ation of this technology, blockchain is replaced with Tangle,
a specific directed acyclic graph (DAG) structure, where each
transaction validates two randomly-selected prior transactions
before joining the Tangle that significantly accelerates the
validation rate [7]. The most popular implementation of the
3rd generation tangle-based distributed ledger system is IOTA,
which offers a fast, scalable, tamper-proof and quantum-
resistant information exchange mechanism among the nodes.
IOTA eliminates transaction fees and accommodates both
value transfer and value-less information exchange, which
makes it a suitable platform for IoT applications [8].
Despite the aforementioned techniques to accelerate the

validation process of IOTA, the information access rate can
still be dramatically low if the information generation rate
grows uncontrollably high. Also, IoT sensors with limited
power and computation capacity can quickly run out of
battery by validating prior transactions more frequently than
necessary [9]. The limited communication bandwidth of access
nodes should also be taken into account. On the other hand,
the information update rate in IoT sensors should be pro-
portionate to the actual and meaningful variations of the
parameters under measurement [10]. For instance, one would
need faster updates for patients’ heart rate than their blood
pressure in a smart health application. Most current works
aim to accelerate the information validation rate by improving
the mining/validation process. In this letter, we offer a new
perspective to this problem and enhance the freshness of IoT
data by regulating the information injection rate taking both
processing and communication factors into account.

II. SYSTEM MODEL

Consider an IoT platform that consists of N IoT nodes
(n1, n2, ..., nN ), a wireless network with K access nodes
(a1, a2, . . . , aK) and C cloud-based computational resources,
as depicted in Fig. 1. Each IoT node ni connects through an
access node aj = a(ni) to the entire service network to make
the last state of its parameters accessible to other nodes using
Blockchain/IOTA transmission mechanism.
The age of information (AoI) is typically defined as the

time span from the measurement epoch to the delivery of data
to an intended destination [11]. This concept is a commonly
used performance metric to measure the freshness of data
experienced by the end user that accounts for sampling delay,
transmission latency, and the in-network computation times
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Fig. 1. Conceptual system model: layered IOTA network.

[12], [13]. Likewise, we define the AoI from the measurement
epoch until the respective information propagates through
the network and becomes accessible to the end users after
getting validated by the blockchain/IOTA. The goal of the
proposed optimization framework is to provide the network
users with the most fresh information under communication
and computation constraints.
We assume that each node ni has a time-varying information

vector Si(t) = [Si1(t), . . . , SiLi(t)], where each element
Sij(t) refers to a parameter of type j ∈ {1, 2, . . . , Li} at time
point t. For example, if Si(t) is the inventory of a store in
smart city, then Sij(t) can represent the number of products
of type j in store i at time t. Each information source j

changes independently at time points α
(ij)
k , k ∈ {1, 2, 3, . . .}

under a Poisson process of rate λij ; Equivalently, the interval
between two consecutive changes of Sij follows an exponen-
tial distribution, i.e. Γ(ij)

k = α
(ij)
k − α

(ij)
k−1 ∼ Exp(λij) with

expected value 1/λij . Measurements for node ni are taken at
time points β

(i)
k , with exponentially distributed measurement

intervals Ω(i)
k = β

(i)
k − β

(i)
k−1 ∼ Exp(τi) with expected value

1/τi. Then, an information block Ii
k that contains fresh updates

of all parameters until time point β(i)
k is pushed to the network

and becomes available to the intended users at time point γ
(i)
k

after undergoing a random communication time t
(i)
ck , and a

random processing time t
(i)
vk . Different time components are

illustrated in Fig. 2.

III. OPTIMIZED AGE OF INFORMATION IN IOT

It has been shown that exponential distribution (i.e., t
(i)
ck ∼

Exp(ηi)) is a reasonable model for communication time
(including the link establishment, actual transmission, and
propagation through the network) in modern wireless com-
munication infrastructures [14].1 However, the mean time
(1/ηi) depends on the communication bandwidth of the access
network. If an access node aj covers a set of IoT nodes
Aj = {nj1, nj2, . . . , njNj}, then its total bandwidth BWj

is assumed to be evenly split among the
∑

ni∈Aj
τi active

channel requests (note that the τi is the packet generation rate
of node ni). If PL is the average length of an information
packet, and rc is the effective bitrate per unit bandwidth for
the utilized networking technology, then the expected value

1Note that we use exponential distribution for different time intervals (e.g.,
the time between two consecutive parameter changes, sampling interval,
communication, propagation, and validation time in blockchain), following
previous works and confirmed results [15]. However, arbitrary distributions
with the same mean values can be used in our optimization framework
based on the parameters under measurement, and the utilized communication
infrastructure, and validation method.

Fig. 2. Different components of the AoI for node ni with parameters
Si1, Si2, . . . , SiLi

.

of communication time for packets of user ni, 1/ηi obeys the
following constraint:

E[t(i)ck
] = 1/ηi ≥ PL

rcBWj/
∑

ni∈Aj
τi

=
PL

∑
ni∈Aj

τi

rcBW (a(ni))
, (1)

where BW (a(ni)) represents the bandwidth of a(ni),
the access node serving IoT node ni.
Likewise, the processing time is assumed to be an exponen-

tially distributed random variable tv
(i)
k ∼ Exp(ζi) with mean

time 1/ζi depending on the computational capability of the
nodes that involve in the validation process. There is a clear
distinction between the blockchain and Tangle technologies
in this regard. To cover both technologies, here we take a
general formulation that combines the computational power of
volunteer miners (in blockchain) and sensor nodes (in IOTA).
Let us assume that the computational power of each IoT node
per unit time is ci. In Tangle technology (like IOTA [8]),
each node nl provides verification service for two preceding
transactions (i.e., it contributes 2clτl computation resources)
that yields a total computation power of

∑N
l=1 2clτl for the

entire network. Therefore, the expected value of validation
time for transactions of node ni follows:

E[t(i)vk
]=1/ζi≥

rv(δ+δ̄
∑N

l=1,l �=i τl)

2
∑N

l=1,l �=i clτl

≈ rv(δ+δ̄
∑N

l=1 τl)

2
∑N

l=1 clτl

, (2)

where rv(δ + δ̄
∑N

l=1 τl) is the expected required resources to
validate a transaction in unit time. This includes two parts,
a fixed amount of rvδ and a second part rv δ̄

∑N
l=1 τl that

compensates for the probability of selecting a transaction for
validation, noting the fact that this probability is inversely
proportional to the total number of transaction

∑N
l=1 τl. We

use lower bound to consider computation overheads, and the
approximation becomes equality when N is a large number.
This provides the key advantage of scalability to Tangle-based
methods since the computation time does not increase by
adding more nodes to the network [16].
In the blockchain technology with PoW mining method

(e.g., [4]), it is the opposite. The total cloud-based computation
power of all miners C is evenly distributed among the active
transactions

∑N
l=1 τl. In this case, the average computation

time is lower-bounded as

E[t(i)vk
] = 1/ζi ≥ rv

∑N
l=1 τl

C
, (3)

which obviously increases with the number of users and
transaction rate; hence suffers from the scalability issue.
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For instance, if rv = 108 is the required number of transactions
for a transaction to get selected and validated by the network,
and we have N = 10 users with sampling rate τ = 1 packet
per sec, then the total computation power of rv

∑N
l=1 τl =

109 instructions is required to validate transactions in unit
time. If the network mining power is C = 107 instructions
per second (IPS), then the mean validation time is about
109/C = 107 = 100 secs.
To cover both cases, we assume that a, 0 ≤ a ≤ 1 controls

the portion of processing powers of cloud-based servers versus
IoT nodes. Then, we can combine (2) and (3) into:

E[t(i)vk
]=1/ζi ≥ rv(

(1−a)(δ+δ̄
∑N

l=1 τl)∑N
l=1 clτl

+
a

∑N
l=1 τl

C
), (4)

with a = 1 for blockchain and a = 0 for IOTA, as two extreme
cases. The AoI includes the following components: (i) the time
from parameter change to measurement epoch, (ii) communi-
cation time, and (iii) validation time. For information block Ii

k

and parameter Sij , it is defined as follows:

AoI(Ii
k , Sij) = γ

(i)
k − max{α(ij)

k′ |α(ij)
k′ < β

(i)
k }

= (β(i)
k −max{α(ij)

k′ |α(ij)
k′ < β

(i)
k }) + t

(i)
ck +t

(i)
vk .

(5)

The first term in (5) is the time passed since the
most recent parameter change α

(ij)
k′ = max{α(ij)

k′ |α(ij)
k′ <

β
(i)
k } until the measurement epoch β

(i)
k . Each measurement

epoch β
(i)
k splits the interval between the two parame-

ter change epochs [α(ij)
k′ , α

(ij)
k′+1] into two intervals u =

[α(ij)
k′ , β

(i)
k ] and v = [β(i)

k , α
(ij)
k′+1]. Since the measurement

process {α(ij)
1 , α

(ij)
2 , . . . } is independent of the parame-

ter changes process {β(i)
1 , β

(i)
2 , . . . }, the cut point is uni-

formly distributed in [α(ij)
k′ , α

(ij)
k′+1] and we have E[u] =

E[v] = 1
2λij

. An alternative argument can be made consid-
ering the time-reversal property of parameter change epoch
{α(ij)

1 , α
(ij)
2 , . . . , α

(ij)
k , . . . }, and by reversing this process

around time point β
(i)
k , we again obtain E[β(i)

k − α
(ij)
k′ ] =

E[α(ij)
k′+1 − β

(i)
k ] = 1

2λij
. Therefore, we have:

AoI(Ii
k, Sij)] = E[(β(i)

k − max{α(ij)
k′ |α(ij)

k′ < β
(i)
k })

+ t
(i)
ck + t

(i)
vk ] =

1
2λij

+
1
ηi

+
1
ζi

. (6)

After averaging over all Li parameters, we obtain the follow-
ing expected AoI for the information packets of node ni.

AoI(ni) =
1

2Li

Li∑
j=1

( 1
2λij

+
1
ηi

+
1
ζi

)
. (7)

Finally, we note that it is desirable to set the measurement
interval 1/τi below the average information change interval
1/λi = 1

Li

∑Li

j=1
1

λij
to ensure that the majority of parameter

changes are properly reported. Therefore, we impose the
following constraint as well:

1/τi ≤ 1/λi =
1
Li

Li∑
j=1

1
λij

. (8)

To minimize the average AoI for all nodes by controlling
the vector of measurement rates τ = (τ1, τ2, . . . , τN ), we min-
imize Eq (7) subject to Eqs (1, 4, 8) as follows:

τ∗ =minimize
τ

N∑
i=1

( (1/λi)
2

+
1
ηi

+
1
ζi

)

subject to: ηi ≤ rcBW (a(ni))
PL

∑
nl∈Ai

τl

ζi ≤ 1/
(
rv

((1−a)(δ+δ̄
∑N

l=1τl)∑N
l=l clτl

+
a
∑N

l=1τl

C

))
τi ≥ λi,

τi > 0, for i = 1, 2, . . . , N (9)

This problem does not seem to admit a closed-form solution
but can be solved using numerical methods. To obtain insight-
ful hints, we consider a homogeneous network where (i) all
IoT and access nodes are uniform, and (ii) the association
between the IoT and access nodes is uniform, meaning that
for a network with K access nodes a1, a2, . . . , aK and N IoT
nodes n1, n2, . . . , nN , each access node covers N/K nodes
(i.e. |Ai| = N/K). With these assumptions, we obtain the
following simplified optimization problem:

τ∗ =minimize
τ

1
2λ

+
1
η

+
1
ζ

subject to: η ≤ rcKBW

τNPL

ζ ≤ 1/
(
rv

(
(1 − a)

(δ + δ̄Nτ)
Ncτ

+ a
Nτ

C

))
τ ≥ λ,

τ > 0, (10)

We observe that to minimize the term 1/η + 1/ζ =
Aτ + B/τ in the first two constraints, we need to choose
1/τ =

√
A/B =

√
aN2c

(1−a)(δ+δ̄
�

N
l=1 τl)C

(1 + PLC
aKrcrvBW ).

Noting the other two constraints, we conclude that the mini-
mizer of the objective function is

τ∗=max(λ, 1/

√
aN2c

(1−a)(δ+δ̄
∑N

l=1 τl)C

(
1+

PLC

aKrcrvBW

)
.

(11)

IV. SIMULATION RESULTS

In order to verify the validity of the optimization framework
developed in section III, we obtain the optimal sampling
rate τ from the optimization problem in (10) and compare it
against the simulation results, as depicted in Fig. 3. Note that
we use the mean sampling interval time 1/τ in all figures.
In this regard, we set up a network with uniform nodes and
two different parameter sets shown in Fig. 3(b). First, we find
the the optimal sampling interval 1/τ∗ in (11), which is
1.6227 and 1.2522, respectively for the two scenarios. Then,
we execute intensive simulations with the given parameters
and test values 1/τ = 1 : 0.05 : 2 for both scenarios and
plot the achieved average AoI curves. The simulation results
suggest that the optimal values of the sampling interval is
τ∗ = 1.62 and τ∗ = 1.25 for the two scenarios, respectively.
It is interesting to see that the optimal values of 1/τ obtained
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Fig. 3. a) Optimal sampling interval mean 1/τ that minimizes the age of
information. b) Optimal sampling interval: the solution of the optimization
problem in Eq (11).

from the simulations closely match those offered by the
analytical solution of the optimization problem in (10). In fact,
they are the closest ones among the test values used for 1/τ
in the simulations. This perfect match between the simulation
and analytical results confirms the validity of the developed
analysis to optimize the AoI for IOTA/blockchain technology.
Also, a closer look at Fig. 3(a) confirms the expected valley-

shaped curve for the AoI versus the sampling interval, 1/τ .
For high values of 1/τ , the mean computation time 1/ζ of
IOTA (a → 0) increases due to the lack of sufficient validation
resources, that in turn prolongs the average AoI. The upper
limit for 1/τ is determined by the average measurand update
rate (1/τ ≤ 1/λ) as well. On the other hand, smaller values
of 1/τ mean more frequent packet injection to the system that
can exceed the computation power of blockchain (a → 1) as
well as the bitrate bottleneck of the access node that prolongs
the AoI through increasing both mean communication time
1/η and mean computation time 1/ζ. The proposed policy
has realized a reduction (up to a 10-fold) in the overall AoI,
as seen in Fig. 4.
We analyze the impact of the number of IoT nodes N

on the optimal sampling interval, 1/τ in Fig. 4. As we see,
the optimal 1/τ increases with N . This means that we should
inject fewer packets to the network in large-scale networks.
Due to the limited bandwidth of access nodes, the share
of bandwidth assigned to each IoT node decreases in larger
networks, hence the longer communication intervals raise the
overall AoI. To compensate for this effect, we need to lower
down the sampling rate to produce less simultaneous requests
by active IoT nodes.
Next, Fig. 5 analyzes the variation of the optimal sampling

interval 1/τ with the distribution of processing power between

Fig. 4. AoI versus the sampling interval mean 1/τ and number of IoT
nodes N .

Fig. 5. Sampling interval mean 1/τ for different values of portion of
processing power a and the effect of changing number of IoT nodes N .
1/λ is set to 2.

the cloud-based servers and IoT nodes determined by parame-
ter a. We observe that the optimal sampling interval increases
with a, since larger values of a mean less involvement of IoT
nodes in the validation process (i.e., in Blockchain), hence
longer sampling intervals are required to avoid exhausting the
fixed amount of cloud-based computation power. We also note
that by increasing the number of IoT nodes N , the upper
limit of mean sampling interval 1/τ = 1/λ is reached with
lower values of a, which means that the bulk of the processing
should be performed by IoT nodes when the network scales
up. This confirms the fact that Tangle technology outperforms
the blockchain technology in terms of processing efficiency in
the next generation IoT with massive number of nodes.
Lastly, we evaluate the impact of the sampling rate on the

achieved AoI for the more realistic case of nodes with het-
erogeneous characteristics. We obtain optimal sampling rates
[τ1, τ2, . . . , τN ] by solving the optimization problem in (9)
using four different numerical optimization methods including
particle swarm optimization (PSO), genetic algorithm (GA),
simulated annealing (SA) and gradient descent (GD). First,
we observe that different optimization methods consistently
converge to the same solution and hence yield a similar
average AoI for the whole system, that confirms the validity
of the results. The results for a network with N = 3 nodes
are presented in Table I. We observe that for Blockchain
(a = 1), the sampling rates converge to the limit τi → λi,
whereas for Tangle (a = 0), we obtain different sampling
rates, since increasing the transaction rate would increase the
total available computation resources and hence reduce the
average validation time tv . Optimal rates depend on the node



ROVIRA-SUGRANES AND RAZI: OPTIMIZING THE AGE OF INFORMATION FOR BLOCKCHAIN TECHNOLOGY 187

TABLE I

OPTIMAL SAMPLING RATE τ FOR TWO SCENARIOS (a = 0, AND a = 1)
USING DIFFERENT OPTIMIZATION METHODS. THE REST OF

PARAMETERS ARE N = 3, K = 1, C = 10000, rc = [5, 10, 8],
rv = [500, 400, 800], BW = 10, λi = [0.01, 0.01, 0.01],

Pl = [1000, 500, 300], δ = 0.5, ci = [5, 15, 25]

TABLE II

OPTIMAL SAMPLING RATE τ FOR TWO SCENARIOS (ci = [50, 15, 10] AND

λi = [1, 0.04, 0.1]) USING DIFFERENT OPTIMIZATION METHODS.
THE REST OF PARAMETERS ARE N = 3, K = 1, C = 10000,

a = 0, rc = [5, 5, 5], rv = 500[1, 1, 1], BW = 10, δ = 0.5
WITH λi = 0.01[1, 1, 1] AND Pl = 1000[1, 1, 1] FOR THE

FIRST SCENARIO AND ci = 10[1, 1, 1] AND

Pl = 10000[1, 1, 1] FOR THE SECOND SCENARIO

characteristics. This observation is consistent with the results
in Fig. 5, where we justified this observation.
In order to assess the variation of optimal sampling rates

with different node characteristics, the results of two differ-
ent scenarios are presented in Table II. For each scenario,
we obtain the optimal sampling rate by solving (9) and com-
pare the results with the conventional method of using equal
sampling rates with no optimization for all node (denoted
by NOP in Table II). In order to realize a fair comparison
between the optimized and un-optimized methods, we set
τi = 1

N

∑N
i=1 τ∗

i for NOP. Table II, scenario 1 evaluates the
impact of the nodes’ computation resources ci on the optimal
sampling rate (τ∗

i ). In IOTA technology (a = 0), nodes with
higher ci are assigned with higher sampling rates to offer more
computation resources to the network to accelerate the valida-
tion process in Tangle structure, shown by tv in the Table. In
particular, the optimized sampling rate achieves an average tv
of about 17.9 sec that exhibits an improvement of about 11%
over the unoptimized method with τ1 = τ2 = τ3 = 0.213 and
tv = 20.1 sec. Likewise, scenario II investigates the impact
of the parameter change rate λi on the sampling rate (τ∗

i ).
As expected, the optimized method assigns higher τ∗

i for nodes
with higher λi. The optimized method shows an improvement
of 25% in the overall AoI for the optimized method.

V. CONCLUSION

In this work, we assess the concept of AoI in the IoT when
using blockchain and Tangle technologies for transparent,
reliable, and traceable information exchange. To the best of
our knowledge, this is the first study that offers to adjust
the information injection rate to optimize the average AoI
based on the system configuration, processing power, and net-
working resources. Most other works try to implement faster
mining/validation methods, ignoring the impact of networking
factors. In particular, we confirmed the well-known superiority
of Tangle over blockchain in terms of computation efficacy in
large-scale networks. Our method offers a new guideline to
adjust sampling rate for both blockchain and Tangle infor-
mation exchange methods. The simulation results suggest an
improvement of AoI by a factor of at least 10 compared to the
current fixed-rate methods. We also find a closed-form solution
for a special case of a network with homogeneous IoT nodes,
as a benchmark reference for similar studies.
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