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Abstract—Due to misaligned clock sources, distributed control
in Cyber-Physical Systems (CPS) requires not only synchronous
execution of control algorithms on distributed system com-
ponents, which we refer to as cyber-synchronization, but also
appropriate generation of actuation signals—we refer to this
as physical-synchronization. In this paper, we define general
requirements for cyber-physical synchronization, as well as show
their use on a specific real-world application—distributed motion
control for reconfigurable manufacturing systems. We present
synchronization challenges in such systems and investigate effects
of synchronization errors on the overall system functionality (i.e.,
machining accuracy). Furthermore, we introduce a low-cost
synchronization scheme that can be implemented with of-the-
shelf components and validate it on standardized accuracy tests
with 2D configurations of industry-grade single-axis robots. We
show that our cyber-physical synchronization techniques ensure
minimal accuracy impairment of distributed motion control
without introducing significant cost/overhead to system design.

Index Terms—cyber-physical synchronization, distributed po-
sition control, reconfigurable manufacturing systems

I. INTRODUCTION

Due to the tight interaction between the cyber and physical

components in Cyber-Physical Systems (CPS), synchroniza-

tion of distributed CPS controllers imposes challenges that

span beyond conventional views on synchronous software

execution—i.e., synchronicity of actuation signals directly

affects the behavior of controlled physical elements. For

example, commonly used pulse train-based actuation signals

are generated by hardware components clocked by potentially

unsynchronized clock sources; this affects their frequency or

pulse width and thus may introduce additional misalignment of

actuation signals on distributed control nodes. Consequently,

to achieve the desired quality of control in distributed CPS,

not only does invocation of deployed controllers need to be

synchronized (we refer to this as cyber-synchronization), but

distributed generation of actuation signals must be performed

in a way that ensures their physical-synchronization.

The problem of synchronous software execution (cyber-

synchronization) has been widely addressed, with plethora of

existing synchronization protocols. For example, in the wire-

less domain, the method from [1] employs out-of-band beacon
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signal to achieve sub-20 µs synchronization in a power-

conserving fashion. Control-theoretic approaches (e.g., [2],

[3]) are used to perform synchronization solely based on

synchronization packet arrival times, rather than payloads

containing transmission timestamps, achieving sub-µs syn-

chronization errors. However, this protocol relies on the use

of contention delay-free media access control. Dual clock-

based, virtual high-resolution time, based on special-purpose

hardware, is presented in [4]. Also, very accurate (and ex-

pensive) chip-scale atomic clocks can be used to achieve

ns-level synchronization of clock sources even over wireless

(e.g., [5]). All these methods focus on providing ever-precise

software timestamping or clock synchronization capabilities

(typically for sensing tasks), while understanding of their

effects on actuation and the underlying controlled physical

process remains rather limited.

In general, challenges for cyber-physical synchronization

are platform- and application-specific. For example, the un-

derlying platform determines whether fine-grained tuning of

the oscillator circuitry to provide clock-source frequency

synchronization (e.g., as in [5]) is available, or if soft-

ware timestamping-based methods have to be used (e.g., as

in [6]); similarly, the actuation inputs are typically controlled

by analog voltage (from DA convertors) or timer-generated

pulse frequency/width, which on the other hand imposes

different requirements for physical-synchronization. Thus, in

this work we focus on the synchronization challenges for

commonly used low-cost platforms without clock-source fre-

quency tuning—i.e., where timestamping-based synchroniza-

tion should be performed, and where pulse frequency/width-

controlled actuator drives are employed. To show their ef-

fects on performance of distributed controllers in CPS, we

focus on synchronization problems for a specific industrial

application, with emphasis on architecture-based trade-offs

and challenges. Specifically, we consider distributed motion

control in reconfigurable manufacturing systems; however, the

results presented in this work can be easily generalized to

a wide range of CPS applications and domains that employ

similar actuation stages.

By synchronicity of CPS controllers, we specifically refer

not only to synchronous invocation of control code on dis-

tributed controllers, but also to (1) compensation of actua-

tion signals that must be implemented due to clock-source



Fig. 1. Reconfigurable manufacturing systems composed of single-axis robots
controlled in a distributed manner—tight timing synchronization of distributed
controllers is needed to ensure the desired trajectory accuracy.

skews, and (2) timely administering updates of the actuation

signals in a manner that minimizes physical disturbances in

the controlled process. We start by capturing challenges for

cyber-physical synchronization and present their effects on

the performance of CPS controllers. We provide a low-cost

cyber- and physical-synchronization scheme that minimizes

quality-of-control degradation due to control distribution (i.e.,

moving from centralized to distributed control architecture).

Finally, we implement an instance of distributed position

control on low-cost ARM Cortex-M4F controllers and validate

our implementation on a series of standardized accuracy tests.

This paper is organized as follows. Sec. II introduces the dis-

tributed motion control problem and its specific synchroniza-

tion requirements. Sec. III defines synchronization challenges

for CPS controllers, and captures effects of synchronization

errors on the overall system performance. Sec. IV introduces

a method to address these challenges and minimize cyber-

and physical-synchronization errors. Sec. V describes our im-

plementation and experimental validation, before concluding

remarks are provided in Sec. VI.

II. MOTIVATING APPLICATION: RECONFIGURABLE

MANUFACTURING

We consider the problem of distributed position control of

multi-axis machines (see Fig. 1) whose design should facilitate

system reconfigurability, based on modular components that

are easily integrable and convertible in terms of functional-

ity [7]–[10]. For example, their two-dimensional configura-

tions can be used in conjunction with laser cutters, while

three- and higher-dimensional configurations can be used

for machining or complex assembly tasks; Fig. 1 illustrates

three such configurations obtained with a suitable number of

single-axis robots.

These machines traditionally employ centralized con-

trol [11], which significantly limits their reconfigurability [6].

Recently, in [6] we have shown feasibility of distributed

motion control where each single-axis robot is controlled by its

own networked microcontroller (MCU)-based platform, which

is referred to as the low-level controller (LLC). Specifically,

all low-level control and hard real-time tasks critical for

operation of a single-axis robot (e.g., limit switch monitoring,

position control) are performed by the LLC, while high-level

trajectory planning and scheduling of manufacturing tasks is

executed on an off-machine (potentially an edge- or cloud-

based) high-level controller (HLC). Such LLCs have hard real-

time requirements, with position control (for both centralized

and distributed architectures) implemented as a periodical

interpolation (IPO) routine with a period on the order of

1 − 10 ms [11]. As the typical working cycle for every

axis consists of an acceleration phase, a constant velocity

phase, and a deceleration phase, from the commanded velocity

profile, the IPO routine interpolates the next reference position

and computes the actuation signal for the next period.

Finally, the actuation stage commonly consists of a stepper

motor or variable frequency drive (e.g., [12]) with a corre-

sponding motor; the actuation signal is typically a pulse train

whose frequency or pulse width is controlled by the MCU.

For example, in a stepper-based system, unit displacement of

an axis corresponds to an actuation pulse, and thus the specific

output pulse frequency depends on the desired motion speed.

Synchronization Requirements for Distributed Motion Con-

trol: Any synchronization error between motion controller

executions on different axes (i.e., the IPO routines) introduces

additional machining accuracy impairment. As we show in

Section V, due to the system design, execution times of

the IPO routines do not vary significantly. Thus, instead of

synchronous control updates (i.e., actuation), it is sufficient

to minimize the synchronization error between the IPO in-

vocations on all axes in the system. For example, Fig. 2(a)

illustrates machining accuracy impairment due to a constant

synchronization error between IPO routine invocations on X

and Y axes. We refer to such requirements for synchronous

IPO invocations as cyber-synchronization.

However, distributed position control not only requires

synchronization of the IPO routines on all axes. Specifically,

actuation signals (their frequency or pulse width) are directly

affected by the unsynchronized clocks that drive dedicated

hardware timers used to generate these signals. For instance,

with pulse frequency-controlled actuation, the pulse train fre-

quency is directly proportional to the desired motion speed;

thus, any variation in clock frequency on LLCs implies incon-

sistencies between commanded and obtained velocities, which

in return directly affects trajectory accuracy. This is illustrated

in Fig. 2(b), where a fixed frequency offset in pulse train

generation on X and Y axis controllers introduces trajectory

error. Additionally, regardless of clock-source synchronicity,

in the scenario of the change in motion speed, conducting an

update of the pulse frequency-controlled actuation signal at an

arbitrary point in time may cause undefined behavior of the

motor drive circuitry (e.g., due to a shorter-than-expected high

or low signal level), as illustrated in Fig. 4. Thus, in addition

to cyber-synchronization, it is also necessary to consider

physical-synchronization between distributed controllers (i.e.,

their actuation stages) to limit temporal differences between

the actuation signals used for control.

Therefore, we focus on design challenges related to timing

synchronization for distributed CPS control with emphasis on:

• Control scenarios where ensuring synchronicity

of controller invocations is insufficient (i.e., pulse

width/frequency-controlled actuation stages),

• Effects of utilizing realistic actuation modules (i.e., motor

drives), and














