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A B S T R A C T

This paper addresses the cyber-threat detection and mitigation in a DC microgrid distributed control system. Due
to the deployment of communication and control technologies, a DC microgrid resembles a cyber-physical
system that is highly exposed to cyber-threats. A cyber-threat detection technique is proposed that relies on a
Kullback-Liebler divergence-based criterion. This criterion detects the misbehavior of a compromised
Distributed Energy Resource (DER) control unit and, consequently, calculates an interior-belief factor and
communicates it with its neighboring DERs to inform them of the reliability of its outgoing information.
Moreover, DERs calculate an exterior-belief value related to the trustworthiness of the received information from
neighbors. The cyber-threat mitigation technique at each DER utilizes the neighbors' interior-belief and its own
calculated exterior-belief value for neighboring DERs to slow down and eventually mitigate attacks. The pro-
posed approach requires a communication network with mild graph connectivity. A typical medium-voltage DC
microgrid system is simulated to verify the validity of proposed distributed cyber-secure control scheme. It is
shown that using the proposed cyber-secure approach, the voltage of a critical bus of microgrid is well regulated
and DERs can successfully distinguish cyber-attacks from legitimate events.

1. Introduction

Microgrids as autonomous and controllable small-scale power sys-
tems can operate in grid-connected and islanded modes of operation
and play an important role in increasing the resilience of critical power
infrastructure [1]. Microgrids can be of two main types of AC and DC.
DC microgrids have gained much attention recently due to the in-
creased efficiency compared to AC microgrids in delivering power and
flexibility for the integration of power sources with DC nature (e.g.,
photovoltaic and battery energy storage systems). Similar to AC mi-
crogrids, DC microgrids utilize a hierarchical control structure in-
cluding primary, secondary, and tertiary control levels. Primary control
conventionally utilizes local droop controllers on DERs to maintain
microgrid voltage stability after the islanding. Secondary control deals
with the DC microgrid voltage regulation specially after the primary
control acts and microgrid voltage level slightly drops. Tertiary control
manages the optimal operation of microgrid and the power flow be-
tween microgrid and upstream grid in the grid connected mode [2–6].
As one of the major control objectives in DC microgrids, proper voltage
regulation while satisfying the proportional power sharing among DERs
is of paramount value. The proportional power sharing denotes the

power allocation among DERs based on their converter’s current ratings
and availability of power [7–13]. Voltage regulation can be defined
from different point of views. One can refer the voltage regulation
objective as to synchronizing the average voltage of DC microgrid to the
nominal voltage of microgrid [8]. However, considering the distinct
goal of microgrids to increase grid resilience and provide continuous
high-quality power support for critical loads, this paper defines the
voltage regulation objective as controlling the voltage magnitude at
critical buses that serve as microgrid critical loads.

The secondary control of DC microgrid can be implemented through
a centralized structure. In this structure, the microgrid central control,
located at the control center, is responsible for calculating and sending
the voltage and power setpoints to the individual DERs [9]. However,
this control structure has a reliability bottleneck which is the single-
point-of-failure at the control center. Alternatively, distributed control
architecture has been proposed more recently to increase microgrid
control system reliability, scalability, and resilience [14–18]. Similar to
other cyber-physical systems, distributed voltage regulation of DC mi-
crogrids utilizes nested communication and control platforms which
highly expose the system to cyber-threats and malicious adversaries.
False Data Injection (FDI) attacks target the sensors and control and
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decision-making units which in turn corrupt the data transferred
through the communication links and impact the microgrid data in-
tegrity [19]. Denial-of-Service (DoS) attacks endanger the availability
of communication system services [20]. In this paper, FDI attacks are of
concern.

The FDI attacks in smart grids have been investigated in [21–23]
where state estimation has been utilized to detect compromised data in
Supervisory Control and Data Acquisition (SCADA) or smart grid con-
trol system. In [24], an adaptive cusum method is used for FDI attack
detection in smart grids. FDI attack detection using Kalman filter, state
vectors, graphical methods, model-based techniques, and sparse opti-
mization is addressed in [25–29]. In [30], a sensor fault detection and
mitigation scheme for DC microgrids with a centralized control struc-
ture is proposed. However, all of these techniques address FDI attack
detection in the centralized communication networks. The FDI attack
detection in distributed control systems is addressed in [31,32]. In
[33–35], noise-resilient microgrid control protocols are proposed.
However, these references only focus on the frequency and voltage
control of AC microgrids. Moreover, they don’t consider attack detec-
tion and mitigation. In [36], an observer-based control protocol is
proposed to mitigate the impact of cyber-attacks on the distributed
voltage regulation of DC microgrids. However, the proposed resilient
protocol is not associated with an attack detection scheme and ignores
stochastic uncertainties that come with the communication noise. The
literate review highlights the requirement for a comprehensive attack
resilient control that simultaneously

• facilitates the proper voltage regulation of DC microgrids,

• handles FDI attacks on the distributed control systems,

• accommodates both FDI attack detection and mitigation mechanisms,

• accounts for the stochastic uncertainties associated with the com-
munication noise during attack detection and mitigation.

To this end, this paper proposes a resilient distributed secondary
control for DC microgrids that accommodates FDI attacks detection and
mitigation and accounts for the stochastic uncertainties associated with
the communication noise.

The proposed DC microgrid secondary control scheme controls the
voltage of a critical bus of DC microgrid and ensures that DERs’ power
contributions are based on their current ratings. The attack detection
technique deploys Kullback-Liebler (KL) divergence to measure the
discrepancy between the Gaussian distributions of the actual and ex-
pected local voltage and power ratio neighborhood tracking errors. To
mitigate the negative impact of cyber-attack, an interior-belief, as an
indication of the probability that each DER is affected by an attack is
proposed by utilizing the KL-divergence value. The interior-belief value
is a measure of trustworthiness of the agent’s own outgoing information
and is transmitted to neighboring DERs. Moreover, the trustworthiness
of the incoming information from neighboring DERs is estimated using
an exterior-belief. An exterior-belief between each DER and one of its
neighbors is developed based on the relative entropy between DER own
information and its neighbor’s information. The attack mitigation
technique utilizes interior and exterior-belief values to modify dis-
tributed control protocols for slowing down the spread of attacks. Since
the proposed scheme only relies on the difference between the entropy
of the actual and expected data using KL divergence, it can cover a wide
range of FDI attacks independent of their dynamics.

This paper makes the following contributions:

• A comprehensive attack detection and mitigation scheme for DC mi-
crogrids is proposed.

• The proposed scheme accounts for the stochastic uncertainties as-
sociated with the communication noise. To this end, this paper
presents a novel KL-divergence measure for distributed voltage
regulation of DC microgrids.

The rest of paper is organized as follows: Section 2 provides some
preliminaries on graph theory. Section 3 discusses the distributed vol-
tage regulation protocol. Section 4 discusses the proposed attack
modeling and detection mechanism. The attack mitigation technique is
discussed in Section 5. The proposed cyber-secure voltage regulation
protocol is verified through the simulation of a medium voltage DC
microgrid test system in Section 6. Section 7 concludes the paper.

2. Preliminaries on graph theory

The distributed communication network of a DC microgrid is
modeled by a graph with DERs as graph nodes and communication links
as graph edges. A graph = ( , , )G V E A incorporates a nonempty finite
set of N nodes = …v v v{ , , , }N1 2V , a set of edges or arcs ⊂ ×E V V ,
and the associated adjacency matrix = ∈ ×a[ ]ij N NA which describes
the connectivity among nodes. If there is an edge from node j to node i
v v( , )j i , then node i receives information from node j as the neighboring
node. Each element of adjacency matrix, aij, denotes the weight of edge
v v( , )j i . The set of neighbors of node i is denoted as = ∈N j v v{ |( , ) }i j i E .
The in-degree matrix is defined as = ∈ ×diag d{ }i N ND with
= ∑∈d ai j N iji

. The Laplacian matrix is defined as = −L D A [37].

3. Distributed voltage regulation protocol

In this section, first, the DER model in a DC microgrid is discussed.
Then, the distributed voltage regulation is proposed.

3.1. DER model in a DC microgrid

The block diagram of a DER in a DC microgrid is shown in Fig. 1. DC
microgrids facilitate the smooth integration of power sources with DC
nature (e.g., photovoltaic or battery energy storage systems) through
DC-DC converters. DER converters are operated through the nested
droop and voltage controllers as seen in Fig. 1. The droop controller
prescribes a relationship between DER terminal voltage, vo, and its
output current, io. This technique facilitates the voltage stability in the
microgrid by sharing power among DERs based on the converters’
current ratings. The conventional DC droop technique is [38–40]

= −∗v V r i ,o n d o (1)

where v*o is the DC-DC converter voltage reference; Vn is the droop
reference; rd is the droop coefficient that represents a virtual resistance
for the DER. The voltage reference, v*o, is a control input to the internal
voltage controller in Fig. 1 which calculates the required duty cycle for
the DC-DC converter to regulate DER output voltage to v*o. The droop
coefficients are chosen based on the converter current ratings satisfying

= ⋯=r i r i ,d dN N1 1,max ,max (2)

where ik,max denotes the current rating of kth DER. Eq. (2) ensures that

Fig. 1. DER model in a DC microgrid.
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in a DC microgrid with small line resistances the DER output currents
are proportionally shared based on their current ratings, i.e.,

= ⋯=i
i

i
i

.o oN

N

1

1,max ,max (3)

Moreover, to guarantee that the voltage at the terminal of DC-DC
converters does not violate the maximum acceptable deviation limit,
the droop coefficients are limited by

⩽r
v
i
Δ

,dk
k

k

,max

,max (4)

where vΔ k,max is the maximum allowable terminal voltage deviation at
kth DER.

3.2. Distributed voltage regulation

The droop control of DERs can effectively maintain the voltage of
microgrid in a stable range. However, the microgrid voltage is slightly
deviated from the nominal voltage after the droop control takes action.
In a DC microgrid with critical loads, it is imperative to regulate the
voltage at the critical buses. This crucial task is performed by voltage
regulation framework. This paper proposes a distributed voltage reg-
ulation scheme which is shown in Fig. 2. As seen, the voltage regulation
framework utilizes distributed control protocols on all DERs that can
communicate with each other through a distributed communication
network. The objective of this section is to design these distributed
control protocols such that the voltage of a critical bus of microgrid is
regulated at a reference voltage and the DERs’ current contributions
follow the same pattern as the droop control as shown in (3).

In the proposed voltage regulation framework, a PI controller is
used to create a leading voltage, vleader, as

∫= − + −v k v v k v v dt( ) ( ) ,leader p ref crit i ref crit (5)

where vref is the microgrid reference voltage determined by distribution
system operator supervising the DC microgrid. vcrit is the voltage of
critical bus of microgrid. kp and ki are the PI control parameters. The
leading voltage, vleader, is only required to be shared with one of the
DERs acting as the leader node on the distributed communication
graph.

The distributed voltage regulation protocols at DERs determine the
droop references, Vn in (1). These distributed control protocols, shown
in Fig. 3, are derived by transforming the microgrid dynamics to a first
order multiagent system. For example, for kth DER, this is achieved by
differentiating two sides of droop technique as

= +∗d
dt

V d
dt

v r i d
dt

i( ) ( ) ( ),nk ok dk k k,max ,ratio (6)

where ik,ratio denotes the current ratio at kth DER and can be formulated
as

=i i
i

.k
ok

k
,ratio

,max (7)

Using (6), the droop reference for kth DER is build up based on the
voltage and current ratio local neighborhood tracking errors as

∫=V u dt,nk vk (8)

where

= +u C δ δ( ),vk k vk ik (9)

∑= − + −
∈

δ a v v g v v( ) ( ),vk
j N

kj oj ok k leader ok
k (10)

∑= −
∈

δ a r i i i( ),ik
j N

kj dk k j k,max ,ratio ,ratio
k (11)

where akj denotes the elements of the communication graph adjacency
matrix. Ck is a fixed control gain. It is assumed that the pinning gain
⩾g 0k is nonzero for only one DER that receives the leading voltage

information from microgrid control center. The term uvk is defined as an
auxiliary control input.

4. Attack modeling and detection

This section presents attack modeling and detection mechanism for
the proposed distributed voltage regulation protocol. Attacks can be
classified into two main categories: attacks on controller, FDI attacks,
and attacks on communication channels, DoS attacks. FDI attacks can
be launched by injecting counterfeit signals into DER measurements or
tampering the DER control and decision-making unit by manipulating
control parameters or protocols. FDI attacks can simply gain access to
the DER control and decision-making units through the communication
ports and tamper the algorithms and functionalities of these devices to
cause a major catastrophe in microgrid. A DoS attack on communica-
tion channel can be launched by generating high-amplitude and wide-
bandwidth signals to interfere with the original signal before it reaches
its neighboring DER, or by blocking the communication channel and
preventing transmission of the original signal. However, in a distributed
communication network, the remaining communication links can still
provide voltage regulation as far as the communication graph is con-
nected. In this paper, FDI attacks are considered. No restriction is

Fig. 2. Distributed voltage regulation framework.
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imposed on attack signal.

4.1. Attack detection technique

This subsection presents a relative entropy-based attack detection
approach for the distributed voltage regulation of DC microgrids. More
specifically, KL divergence, a non-negative measure of the relative en-
tropy between two probability distributions is employed to measure the
discrepancy between them.

Definition 1. ((KL divergence) [41,42]). Let X and Z be two random
sequences with probability density function PXand PZ , respectively. The
KL divergence measure between PX and PZ in continuous-time is defined
as

∫ ⎜ ⎟= ⎛
⎝

⎞
⎠

D X Z P θ P θ
P θ

dθ( || ) ( ) log ( )
( )

,KL X
X

Z (12)

with the following properties [41]:

1. ⩾D P P( || ) 0KL X z ,
2. =D P P( || ) 0KL X z , if and only if =P PX z,
3. ≠D P P D P P( || ) ( || )KL X z KL z X .

If the sequences X and Z are Gaussian distributed, then the KL di-
vergence in (12) can be simplified in the terms of mean and covariance
of sequences as [43]

⎜ ⎟= ⎛
⎝

− + ⎞
⎠
+ − −− −D X Z n tr μ μ μ μ( || ) 1

2
log |Σ |

|Σ |
(Σ Σ ) 1

2
( ) Σ ( ),KL

Z

X
Z X Z X

T
Z Z X

1 1

(13)

where μX and ΣX denote the mean and covariance of sequence X , and
μZ and ΣZ denote the mean and covariance of sequence Z . Moreover, n
denotes the dimension of the sequences [43].

It is assumed that there always exists a low-level communication
noise in the distributed communication network of DERs. Therefore, in
the presence of the communication noise, one can write the auxiliary
control uvk of kth DER as

= +ζ u η ,vk vk vk (14)

where η ~ (0, Σ )vk vkN denotes the aggregate Gaussian noise with mean 0
and covariance Σvk affecting the incoming neighbors’ voltage and cur-
rent ratio to kth DER. In noisy scenarios, although DERs cannot reach
exact synchronization, the expected value of the synchronization error
converges to zero with a variance depending on the variance of ηvk (i.e.,
it depends on the statistical properties of the noise).

To design the attack detector, first, the auxiliary control ζvk in (14) is
rewritten with statistical properties and then a novel attack detection
mechanism based on KL divergence measure for distributed voltage
regulation of DC microgrid is presented. It is shown that in the presence
of attack, one can identify different sophisticated attacks based on the
change in the statistical properties of the auxiliary control variables as
functions of local neighborhood tracking errors.

The communication channels are corrupted by some additive noise.
In this paper, it is assumed that the communication noise to be zero
mean white Gaussian which is a standard assumption in the literature.
The noise associated with electronic devices at the receiver end lies
under the category of thermal noise and statistically modeled as
Gaussian. Similarly, the communication channel noise which is gener-
ated by the receiver front end and surrounding noise can be modeled as
an additive Gaussian function [33]. In the absence of attack, since we
consider the Gaussian noise in the communication channel, i.e.,
η ~ (0, Σ )vk vkN , then auxiliary control ζvk in (14) can be written as

= + +ζ C δ δ η( ) ,vk k vk ik vk (15)

with δvk and δik defined in (10) and (11).
In the presence of attacks, the auxiliary control in (14) is denoted as

ζvk
a and can be written as

= + + +ζ C δ δ η f( ) ,vk
a

k vk ik vk k (16)

where fk denotes the overall deviation in the auxiliary control protocol
due to the attacks on the DER controller. From (16), one has the fol-
lowing statistical properties

+ζ μ~ ( , Σ Σ ),vk
a

f f vk k kN (17)

where μ fk
and Σ fk are mean and covariance of the injected overall attack

signal fk, respectively.Now, since both ζvk
a and ζvk have normal Gaussian

distributions, then according to (13) the KL divergence D ζ ζ( || )vk
a

vkKL
between control sequences ζvk

a and ζvk becomes [43]

= ⎛

⎝
⎜ − + ⎞

⎠
⎟

+ − −

−

−

( )

( ) ( )

D ζ ζ tr

μ μ μ μ

( || ) 1
2

log
|Σ |
|Σ |

1 Σ Σ

1
2

Σ ,

KL vk
a

vk
ζ

ζ
ζ ζ

ζ ζ
T

ζ ζ ζ

1

1

vk

vk
a vk vk

a

vk vk
a

vk vk vk
a

(18)

where μζvk and Σζvk denote the mean and covariance of ζvk and μζvka and
Σζvka denote the mean and covariance of ζvk

a .
The average of KL divergence over a window with the length of T is

defined as

∫=
+ −

T
D ζ ζ dkΩ 1 ( || )m m

m T
KL vk

a
vk

1

(19)

to detect the change due to adversarial input. In the following theorem,
it is shown that the effect of attack in a distributed microgrid can be
detected based on the control sequences ζvk

a and ζvk.

Theorem 1.. In a DC microgrid control system, for each DER,

(a) Ωm in (19) becomes zero, if there is no attack on the microgrid dis-
tributed control system;

(b) Ωm defined in (19) is greater than a predefined threshold θ1, if the DER
control unit is subject to an FDI attack.

Proof.. In the absence of attacks, the statistical properties of sequences
ζvk
a and ζvk, respectively, in (15) and (16) are the same because μ fk

and
Σ fk become zero as =f 0k . Therefore, the KL divergence D ζ ζ( || )KL vk

a
vk in

Fig. 3. Distributed voltage regulation protocol at kth DER.
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(18) becomes zero based on (13) which yieldsΩi in (19) to be zero. This
completes the proof of part (a).

For the proof of Part (b), using (16) and (17) in (18), the KL di-
vergence between ζvk

a and ζvk becomes

=
+

+ +− −( )D ζ ζ tr μ μ( || ) 1
2
(log

|Σ |
|Σ Σ |

Σ Σ Σ ).KL vk
a

vk
v

f v
v f f

T
v f

1 1k

k k
k k k k k (20)

Then, using (19), one has

∫=
+

+ + >
+ −

− −( )T
tr μ μ θΩ 1 1

2
(log

|Σ |
|Σ Σ |

Σ Σ Σ ) ,k
k

k T
v

f v
v f f

T
v f

1
1 1

1
k

k k
k k k k k

(21)

where T and θ1 denote the sliding window size and the predefined

positive design threshold, respectively. This completes the proof.

Remark 1.. Once the microgrid distributed control system experiences
an FDI attack, the average KL divergence at each individual DER starts
to deviate from zero. This deviation can be used to identify a possible
attack in the microgrid control system. If a DER is directly exposed to
the FDI attack, its average KL divergence experiences much larger
deviations than the other DERs. The DERs that are farther to the source
of attack experience a lower average KL divergence value. Comparing
Ωm in (19) against the threshold θ1, one can identify if a DER is directly
under FDI attack.

5. Attack mitigation technique

This section presents the cyber-secure distributed voltage regulation
technique for DC microgrids based on the proposed attack detection
algorithm in the previous section. To this end, first we introduce the
notion of interior and exterior belief of DERs about their own in-
formation and neighbor’s information, respectively. Then the presented
beliefs are incorporated in the distributed voltage regulation protocols.

5.1. Belief of DERs about their own measured voltage

To measure the level of trustworthiness of each DER about its own
measured voltage or the voltage value that is transmitted to the
neighboring DERs, an interior-belief is presented. In the presence of
attack, a DER reduces its level of trustworthiness about its own mea-
sured voltage and informs its immediate neighbors about its interior-
belief which prevents the propagation of attack in the microgrid.

Using Ωm in (19) and the threshold θ1, the interior-belief of kth DER
about its own measured voltage is defined as

= ⎧
⎨⎩

<
>

I t
D ζ ζ θ
D ζ ζ θ

( )
1, if ( || )
0, if ( || )

,k
Bel KL vk

a
vk

KL vk
a

vk

1

1 (22)

where I t( )k
Bel is the interior-belief of kth DER. As discussed earlier, ifΩm

is greater than θ1, then a DER is directly under FDI attack. Under this
condition the interior-belief of DER is forced to zero.

5.2. Belief of DERs about their Neighbor’s measured voltage

To evaluate the level of confidence of a DER on its neighbor’s
measured voltage, we introduce the notion of exterior-belief. Exterior-
belief depends on the DER belief on each of its neighbors using only
locally available information. Using exterior-belief, the DERs can
identify the compromised neighbor and discard its information in their
control protocol. In the worst-case scenario, a compromised DER may
always transmit an interior-belief value of 1 to its neighbors to deceive
them. However, neighboring DERs can identify the corrupted DER
based on the exterior-belief values and discard the corrupted DER in-
formation. Using the KL divergence between exchanged information of
the kth DER and its neighbor, one can define the measure Ψm to identify
the compromised neighboring DERs as

∫=
+ −

T
D v m dkΨ 1 ( || ) ,m m

m T
KL oj k

1

(23)

where = ∑∈m vk n N j N oj
1
( )k k

with n(Nk) as the number of DER’s neighbors.
For the neighboring DER under direct attack, the KL divergence
D v m( || )KL oj k becomes very high and exceeds a threshold θ2. Using this
threshold value, the exterior-belief E t( )kj is defined as

= ⎧
⎨⎩

>
<

E t
D v m θ
D v m θ

( )
0, if ( || )
1, if ( || )

.kj
KL oj k

KL oj k

2

2 (24)

Fig. 4. Attack detection and mitigation mechanism.
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Fig. 5. Single line diagram of 4-DER microgrid test system.

Table 1
Specification of DERs.

DER1 DER2 DER3 DER4

Nominal Output voltage (V) 1500 1500 1500 1500
Nominal Output current (A) 40 20 20 40
Nominal power (kW) 60 30 30 60

Table 2
Specification of Loads.

Load 1 (Ω) Load 2 (Ω) Load 3 (Ω) Load 4 (Ω) Load 5 (Ω)

R 150 R 150 R 112.5 R 150 R 150

Table 3
Specification of Lines.

Line 1 (Ω) Line 2 (Ω) Line 3 (Ω) Line 4 (Ω)

R 0.427 R 0.8538 R 0.8538 R 0.427

Fig. 6. Communication graph of 4-DER microgrid test system.

Fig. 7. 4-DER Microgrid distributed voltage regulation without cyber-attack:
(a) DERs’ output current; (b) DERs’ terminal voltage magnitude; (c) critical bus
voltage.
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5.3. The mitigation mechanism using interior and Exterior-belief values

In Fig. 4, the proposed FDI attack mitigation and detection scheme
for distributed voltage regulation of DC microgrids is illustrated. Both
interior and exterior-belief values in (22) and (24) are incorporated to
update the auxiliary control in (9) as

∑

∑

= − + −

+ −

∈

∈

(

)

u

C α t v v g v v

α t r i i i

( )( ) ( )

( ) ( ) ,

vk

K
j N

kj oj ok k leader ok

j N
kj dk k j k,max ,ratio ,ratio

k

k (25)

where =α t a I t E t( ) ( ) ( )kj kj j
Bel

kj
Bel which incorporates the received interior-

belief from jth DER and locally calculated exterior-belief for jth DER. The
term α t( )kj prevents the flow of information from attacked DERs to
healthy ones and has a critical role for slowing down the spread of
cyber-attack impact in the distributed communication network.

Remark 2.. The proposed attack detection and mitigation schemes are
formulated for the attacks affecting the DER voltage measurements.
Without loss of generality, similar formulation can be developed for
interior and exterior-belief values corresponding to DER current ratios.

6. Simulation results

In the following, the simulation results are provided for two dif-
ferent MVDC microgrids to show the scalability of the proposed attack
detection and mitigation scheme.

6.1. Simulation results for a 4-DER MVDC microgrid

The single line diagram of 4-DER MVDC microgrid system is shown
in Fig. 5. Herein, an MVDC system is utilized since MVDC microgrids
have gained much attention in shipboard power systems. The MVDC
microgrid shown in Fig. 5 is built to replicate a typical MVDC ship
power system. Load and generator values are selected accordingly [44].
This DC microgrid system is simulated in MATLAB/Simulink. The

Fig. 8. 4-DER Microgrid distributed voltage regulation with cyber-attack: (a)
DERs’ output current; (b) DERs’ terminal voltage magnitude; (c) critical bus
voltage; (d) average KL divergence for each DER.

Fig. 9. 4-DER Microgrid distributed voltage regulation equipped with cyber-
attack detection and mitigation: (a) DERs’ output current; (b) DERs’ terminal
voltage magnitude; (c) critical bus voltage.
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microgrid includes four DERs and five loads. Load 3 is a critical load
which is highlighted in Fig. 5. vref in (5) is equal to the nominal voltage
of microgrid which is 1500 V. Both kp and ki in (5) are set to 1. The
specification of DERs, lines, and loads are provided in Tables 1, 2, and
3, respectively. It is assumed that DERs communicate through the
communication graph depicted in Fig. 6. We assume zero-mean Gaus-
sian communication noise with following statistical properties

(0, 0.5)N . DER 1 is the only DER that knows the leading voltage in-
formation with the pinning gain g1 = 1. The control gain Ck is set to 10.

Simulation studies include three test cases to verify the performance
of proposed voltage regulation scheme under different scenarios. Case
1.A demonstrates the voltage restoration capability of proposed dis-
tributed voltage regulator in the absence of cyber-attacks. Case 1.B
considers the effect of FDI attacks on the microgrid distributed control
system. Case 1.C verifies the effectiveness of proposed attack detection
and mitigation schemes.

6.1.1. Case 1.A: voltage regulation of DC microgrid in the absence of cyber-
attacks

In this test case, DC microgrid is islanded at t = 0 s. The distributed
voltage regulator is applied at t = 2 s. The DERs’ output current and
terminal voltage magnitudes and critical bus voltage magnitude are
shown in Fig. 7(a), (b), and (c), respectively. As seen, after the micro-
grid is islanded, the droop voltage technique is able to maintain mi-
crogrid voltage stability while sharing the DC microgrid load among
DERs based on their current ratings. However, the critical bus voltage
drops below the nominal voltage of microgrid. After the distributed
voltage regulator is applied, the critical bus voltage is restored to the
microgrid nominal voltage. Moreover, DERs contribute to the microgrid
load based on their current ratings.

6.1.2. Case 1.B: impact of FDI attack on voltage regulation of DC microgrid
In this test case, an FDI attack is applied to DER 2 at t = 2 s. The

simulated attack takes control of DER 2′s control unit and shares an
exponential corrupted value of 1500 + e(t+3) V with its neighboring
DERs. The DERs’ output current and terminal voltage values, critical
bus voltage magnitude, and KL divergence average values in (19) are
shown in Fig. 8(a), (b), (c), and (d), respectively. As seen, before attack,
distributed voltage regulator regulates the critical bus voltage at
1500 V. After the FDI attack is applied, the DERs’ and critical bus
voltage magnitudes start to diverge from the microgrid nominal vol-
tage. The DER 3 and 4 output currents start to increase until the
overcurrent protection of DERs, set to 1.2 pu, is activated and DERs are
shut down. After these two DERs are shut down, microgrid experiences

Fig. 10. Single line diagram of 8-DER microgrid test system.

Table 4
Specification of DERs.

DER1,5 DER2,6 DER3,7 DER4,8

Nominal Output voltage (V) 1500 1500 1500 1500
Nominal Output current (A) 40 20 20 40
Nominal power (kW) 60 30 30 60

Table 5
Specification of Loads.

Load 1,6 (Ω) Load 2,7 (Ω) Load 3,8 (Ω) Load 4,9 (Ω) Load 5,10 (Ω)

R 150 R 150 R 112.5 R 150 R 150
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a voltage collapse.

6.1.3. Case 1.C: microgrid distributed voltage regulation with Cyber-attack
detection and mitigation

In this test case, similar to Case 1.B an FDI attack is applied to DER 2
at t = 2 s. The cyber-secure distributed voltage regulator is applied at
t = 2 s. The thresholds θ1 and θ2 in (22) and (24) are set to 6000 and
3000, respectively. The DERs’ output current and terminal voltage va-
lues and critical bus voltage magnitude are shown in Fig. 9(a), (b), and
(c), respectively. As seen, after the distributed voltage regulator is ap-
plied, the critical bus voltage is restored to the microgrid nominal
voltage. Moreover, DERs contribute to the microgrid load based on
their current ratings. The healthy DERs utilize interior and exterior-
belief values to ignore the compromised DER. Microgrid remains stable
and supplies the loads continuously.

6.2. Simulation results for an 8-DER MVDC microgrid

The single line diagram of 8-DER MVDC microgrid system is shown
in Fig. 10. This DC microgrid system is simulated in MATLAB/Simulink.
The microgrid includes eight DERs and ten loads. Load 3 is a critical
load which is highlighted. vref in (5) is equal to the nominal voltage of
microgrid which is 1500 V. Both kp and ki in (5) are set to 1. The
specification of DERs, lines, and loads are provided in Tables 4, 5, and
6, respectively. It is assumed that DERs communicate through the
communication graph depicted in Fig. 11. We assume zero-mean
Gaussian communication noise with following statistical properties

(0, 0.5)N . DER 1 is the only DER that knows the leading voltage in-
formation with the pinning gain g1 = 1. The control gain Ck is set to 10.

6.2.1. Case 2.A: 8-DER microgrid distributed voltage regulation with cyber-
attack detection and mitigation

In this test case, an FDI attack similar to Case 1.B is applied to DER 2
at t = 2 s. The cyber-secure distributed voltage regulator is also applied
at also t = 2 s. The thresholds θ1 and θ2 in (22) and (24) are set to 6000
and 3000, respectively. The DERs’ output current and terminal voltage
values and critical bus voltage magnitude are shown in Fig. 12(a), (b),
and (c), respectively. As seen, after the distributed voltage regulator is

applied, the critical bus voltage is restored to the microgrid nominal
voltage. Moreover, DERs contribute to the microgrid load based on
their current ratings. The healthy DERs utilize interior and exterior-

Table 6
Specification of Lines.

Line 1, 4, 5, 9, 10, 11 (Ω) Line 2, 3, 6, 7 (Ω)

R 0.427 R 0.8538

Fig. 11. Communication graph of the 8-DER microgrid test system.

Fig. 12. Microgrid distributed voltage regulation equipped with cyber-attack
detection and mitigation: (a) DERs’ output current; (b) DERs’ terminal voltage
magnitude; (c) critical bus voltage.
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belief values to ignore the compromised DER. Microgrid remains stable
and supplies the loads continuously.

6.2.2. Case 2.B: 8-DER microgrid distributed voltage regulation with cyber-
attack detection and mitigation and communication packet loss

In this test case, the packet loss effect in the microgrid voltage
regulation is simulated assuming that the communication links between
(DER 2, DER 3), (DER 4, DER 5), and (DER 6, DER 8) are broken during
[2.95 s, 3 s], [3.95 s, 4 s], [4.95 s, 5 s], [5.95 s, 6 s], and [6.95 s, 7 s]
time intervals. An FDI attack similar to Case 1.B is applied to DER 2 at
t = 2 s. The DERs’ output current and terminal voltage values and
critical bus voltage magnitude are shown in Fig. 13(a), (b), and (c),
respectively. As seen, after the distributed voltage regulator is applied,
the critical bus voltage is restored to the microgrid nominal voltage.
Moreover, DERs contribute to the microgrid load based on their current
ratings. This verifies the performance of proposed attack detection and
mitigation scheme under communication packet loss.

7. Conclusion

This paper proposes a cyber-attack detection and mitigation scheme
for the distributed voltage control of critical loads in DC microgrids.
Distributed current and voltage controllers are implemented in each
DER to implement the voltage regulation scheme. Each DER shares its
voltage and current information with its neighbors on the

communication graph. A relative entropy-based detection and mitiga-
tion scheme for FDI attacks on the DC microgrid distributed control
system is proposed. KL divergence is utilized as a measure to identify
possible FDI attacks on DERs. The negative impact of cyber-attacks is
mitigated though the introduction of interior and exterior-belief values
by utilizing KL divergence. The interior-belief value is a measure of
trustworthiness of the DER’s own outgoing information and is trans-
mitted to neighboring DERs. An exterior-belief value is a measure for
the trustworthiness of incoming information from neighboring DERs.
The attack mitigation technique utilizes interior and exterior belief
values to modify weighted control protocols to slow down the spread of
attacks. The validity of proposed attack detection and mitigation
schemes is verified through simulating a typical medium-voltage DC
microgrid system in MATLAB/Simulink.
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