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Abstract. Distributed Denial of Service (DDoS) attacks has been a persistent
threat for network and applications. Successful attacks can lead to inaccessible
service to legitimate users in time and loss of business reputation. In this paper,
we explore DDoS attack detection using Term Frequency (TF)-Inverse Docu-
ment Frequency (IDF) and Latent Semantic Indexing (LSI). We analyzed web
server log data generated in a distributed environment.
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1 Introduction

Distributed Denial of Service (DDoS) attacks occur by issuing a large number of
requests to a target web server. Existing network layer approaches are not applicable
for detecting DDoS attacks. A number of bots are available in the market that can
automate application layer DDoS attacks. DDoS as a service is now currently
available to mount attacks on legitimate entities [1, 2]. DDoS attacks have been
mounted against various websites such as game (Sony Play Station) [3] and
bitcoin [4]. DDoS attacks can lead to loss in revenue ($5600 per minute), produc-
tivity, and reputation [5]. In this paper, we develop a mitigation approach for DDoS.

We first identify page ranking using a popular Term Frequency (TF)-Inverse Docu-
ment Frequency (IDF) from web server logs. Then, we identify ranking of resources
that are accessed most to build normal profile. For a given web session, we form a query
of accessed resources and find how close it is with respect to the normal profile using
Latent Semantic Indexing (LSI). If a large deviation is identified, the session is identi-
fied as part of DDoS attack.



2 TF-IDF and LSI Approach

TF-IDF is a computation approach to find the importance of word in a set of documents.
It is composed by computing two terms: TF and IDF as discussed below. Term
Frequency (TF) measures how frequently a term occurs in a document.

TF(t) = (# of times t appears in a document) / (Total # of terms in the document) ...
...... (i)

Inverse Document Frequency (IDF) measures how important a term is in all docu-
ment. TF assumes that each is equally important. However, certain term may be com-
mon (e.g., article in sentence). Thus, IDF consider the frequent term as rare and less
occurring term as important.

IDF(t) = log.(Total # of documents /#of documents having t) ... ... (ii)

We apply Latent Semantic Indexing (LSI) technique to perform query and obtain the
close similarity of documents for decision making. We represent access pattern from
sample data in a matrix form to apply LSI, where each row represents specific resource
access for a certain day, and column represents specific words found in log line with
their TF-IDF values obtained from previous step. The columns would not only contain
web page name, but also specific resources such as images, amount of bytes, status
code, browser name.

For DDoS attack detection, we consider building a query obtained from an ongoing
session data. We extract the resources (term) of interests from the log. Log files (docu-
ments) obtained for legitimate traffic for various days are used form Term-Document
matrix. Terms are defined based on words representing resources (php files, image
files) having non-zero TF-IDF value (discussed in previous section). Queries obtained
for given sessions are used to find how close a given day’s log represent for an ongoing
session. Similarity measures are based on cosine metrics. The closer a query vector and
a document is, the higher the distance. Hence, if distance is above certain threshold (d)
level, it is not considered an attack. If the similarity is less than a threshold value, then
the ongoing session is considered as an attack.
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