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Internet of Things (IoT) devices have stringent constraints on power and energy consumption. Adiabatic logic 
has been proposed as a novel computing platform to design energy-efficient IoT devices. Physically Unclonable 
Functions (PUFs) is a promising paradigm to solve security concerns such as IC piracy, IC counterfeiting, etc. 
PUFs have shown great promise for generating the secret bits that can be used in the secure systems in an 
inexpensive way. However, designing a reliable PUF along with energy-efficiency is a big challenge. Therefore, 
for energy-efficient and reliable PUF, we are proposing a novel energy-efficient adiabatic logic based PUF 
structure. The proposed adiabatic PUF uses energy recovery concept to achieve high energy efficiency and 
uses the time ramp voltage to exhibit the reliable start-up behavior. The channel length of the transistors play 
a major role in controlling manufacturing variations. So, in this paper, the circuit simulations are performed 
with 180nm and 45nm CMOS technology in Cadence Spectre simulator to analyze the impact of channel 
length variations. The proposed adiabatic PUF has worst-case reliability of 96.84% and 99.6% with temperature 
variations at 180nm and 45nm CMOS technology respectively. Further, the proposed adiabatic PUF consumes 
1.071fJ/bit-per cycle at 180nm CMOS technology and 0.08fJ/bit-per cycle at 45nm CMOS technology.

CCS Concepts: • Security and privacy → Embedded systems security; • Hardware → Emerging archi-
tectures.

Additional Key Words and Phrases: Hardware Security, IoT Devices, Physically Unclonable Functions (PUFs), 
Adiabatic Computing

1 INTRODUCTION
The Internet of Things (IoT) is the network of physical objects including devices, vehicles, home 
appliances and other items which are embedded with electronics, software, sensors, and actuators 
that are connected through the Internet to exchange data for intelligent applications [2], [17]. IoT-
based consumer electronics are playing a key role in boosting the global economy by improving the 
quality of life, creating new markets, creating new products, and creating new research paradigms. 
Further, smart environments such as smart cities, smart homes, smart transport systems, and smart 
grids are deeply impacted by the research progress on IoT devices and systems. Though IoT based 
smart environment have several advantages, they also equally present challenges related to security 
and privacy.
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Fig. 1. PUF production using inherent variations

Physically Unclonable Functions (PUFs) are a class of circuits that use the inherent variations 
in an Integrated Circuit (IC) manufacturing process to create unique and unclonable Identity bits 
(IDs). PUFs have emerged as a powerful solution to a variety of security concerns such as IC piracy, 
IC counterfeiting, etc.[27]. PUFs play a major role in secure authentication and key management in 
cyber-physical security and IoT devices [20]. A PUF is provided with challenge bits (C) and due to 
the intrinsic variations in the IC manufacturing process, it results in unpredictable outputs called 
response bits (R). The uncontrollable IC manufacturing errors make the PUF response to be unique 
and unclonable. Fig. 1 shows the block diagram for PUF production using inherent variations. 
Hence, a PUF can be considered as a fingerprint for Integrated Circuits.

One of the main application of PUF is to generate the secret key for cryptographic applications 
and to reliably store them without the need of non-volatile memory [25],[9]. However, the PUF 
circuit characteristics vary with the environmental variations such as supply voltage variations, 
temperature etc. The environmental variations affect the repeatability of the responses which is 
referred as reliability in PUF context. Reliability of PUFs is one of the key concern in the design of 
PUFs, as the responses of PUFs are used for key generation in cryptographic applications.
Along with the security, another important aspect of IoT devices are the energy consumption. 

IoT devices are usually small and have limited power density. In the recent years, energy harvesting 
based techniques has been used to power up the IoT devices. Wireless/RF based power harvesting 
techniques have received attention in recent years due to the enormous amount of RF energy around 
the world. Adiabatic logic based circuits has found excellent application in the design of wireless 
energy harvesting circuits [34], [23]. Crypto circuits can be implemented in using existing adiabatic 
logic circuits [13]. However, there is no key generation method utilizing adiabatic principles has 
been investigated so far. This paper investigates the design of PUF which can be implemented in 
adiabatic logic processors, wireless energy harvesting systems employing adiabatic circuits, IoT 
devices, etc.

1.1 Motivation of the paper
PUFs are a class of circuits which can be used to generate secret keys for cryptographic applications. 
However, PUF circuit characteristics vary with environmental variations which affects the reliability 
of the PUF circuit. Fuzzy extractor based Error Correcting Code (ECC) have been used to correct the 
noisy PUF responses. Unfortunately, ECC are computationally intensive and consume high power 
and area which makes them not suitable to implement in IoT devices [8]. The main motivation of 
this work is to design an energy-efficient and reliable PUF using the principle of adiabatic computing 
which can generate reliable key for the cryptographic application in IoT devices. Implementation 
of the proposed adiabatic PUF in small battery operated IoT device can prolong the battery life of 
the device along with the secure key generation.
In the recent years, Further, the proposed design of PUF can also be applicable wireless power 

harvesting systems which is built based on adiabatic logic circuits.
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Fig. 2. SRAM PUF cell

1.2 Contribution of the paper
Adiabatic logic is one of the circuit design technique to design energy-efficient hardware. Time
ramp voltages are used in adiabatic logic technique to recover the energy from each node of the
circuit. In this work, we propose a novel adiabatic logic based PUF that utilizes the unique property
of adiabatic computing of having time ramp voltages to improve the energy efficiency as well as the
reliability. The preliminary version of the paper can be found in [12]. Reliability test is performed
by varying the following parameters:

• By varying the temperature from −40◦C to 80◦C.
• By varying the supply voltages by ±20%𝑉𝑑𝑑 .

Further, we have investigated the security properties of the proposed adiabatic logic based
PUF in metrics of uniqueness and uniformity. The body of the PMOS transistors in the proposed
adiabatic PUF can be connected to either Vdd (constant voltage) or Vpc (power clock). Therefore,
we have also analyzed the impact of body bias effect on the reliability, uniqueness, uniformity and
energy-efficiency of the proposed adiabatic PUF cell. The results of the proposed adiabatic PUF
are compared with the state-of-art PUFs. All the simulations are performed in Cadence Spectre
simulator in 180nm and 45nm CMOS technology nodes evaluate the impact of change in technology
nodes in the proposed adiabatic PUF characteristics.

1.3 Organization of the paper
Section II describes the background of the existing SRAM PUF, adiabatic logic principles and
existing adiabatic SRAM memory that would form the foundation of the proposed adiabatic PUF.
Section III describes the operation of the proposed adiabatic logic based PUF. Section IV presents
PUF evaluation metrics. Section V presents the simulation results of the proposed adiabatic PUF.
Section VI presents the simulation and the analysis of the proposed adiabatic PUF. Further, Section
VI also presents the comparison of the security metrics of the proposed adiabatic PUF along with
state-of-art PUFs. Section VII concludes the paper.

2 BACKGROUND
The background on SRAM PUF and the adiabatic logic technique are described in this section.
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Fig. 3. Adiabatic charging/discharging

2.1 SRAM PUF
Fig. 2 shows the schematic of the 6T SRAM PUF cell [10]. The 6T SRAM cell consists of a bistable
circuit which has two cross coupled inverters (M1, M2, M3 andM4). When the SRAM cell is powered,
current will be start flowing through M1 and M2. Due to the intrinsic variation in the transistors,
the threshold voltage of one PMOS will be higher than the other. So, more current will start flowing
through the PMOS with lower resistance and hence one output will be biased towards logic “1"
while the other output will be at logic “0”. Since both the inverters are designed to be identical in
strength, the output response will be determined by the intrinsic process variations.

Though SRAM PUF has several advantages such as low-power, high density etc., the reliability is
one of the major concerns in the design of SRAM PUF in particular for key generation application.
Cortez et. al [6] has reported that intelligent choosing of time ramp up at a particular temperature
can improve the reliability of SRAM PUF cells. However, this technique requires additional circuitry
to perform the intelligent time ramp up operation to improve the reliability of SRAM PUF cell.
Similarly, Vijayakumar et. al [33] has proposed a majority voting technique to improve the reliability
of the SRAM PUF. However, this technique requires multiple turning on and turning off of the
SRAM cell.

2.2 Adiabatic Logic technique
Adiabatic logic uses time ramp voltages (power clocks) to efficiently recycle the charge stored in the
load capacitor of the output nodes [31]. Adiabatic logic has reduced dynamic switching energy loss
due to the recycling of charge to the power clock. Fig. 3 shows the adiabatic charging/discharging
of the load capacitors. The energy dissipated in an adiabatic circuit when considering the charge is
supplied through a constant current source is shown by [31],

𝐸𝑑𝑖𝑠𝑠 =
𝑅𝐶

𝑇
𝐶𝑉 2

𝑑𝑑
(1)

where T is the charging/discharging time of the capacitor, C is the load capacitor, 𝑉𝑑𝑑 is the full 
swing of the power clock. If T ≫ 2RC (time constant), then the energy dissipated by the adiabatic 
circuit is less than the conventional CMOS circuit. The details of power clock generators for 
adiabatic circuits can be found in [1].
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One of themain limitation of the adiabatic logic is that these circuits can operate energy-efficiently
at frequency less than 1GHz. Further, the usage of the multi-phase clocking increases the overhead
of adiabatic logic based circuits. However, adiabatic logic based circuits finds its application in
wireless energy harvesting based circuits which has reduced area and improved energy efficiency
as compared to the conventional CMOS circuits.

2.3 Adiabatic SRAMmemory
Various research has been performed on developing low-power SRAMmemories using the adiabatic
logic circuits. This section will briefly discusses the existing adiabatic SRAMmemories. For example,
Nakata et al. has proposed a adiabatic SRAM which enables gradual charging during the writing
mode which reduces the problem of electro migration [21] . In this design, authors have not used
any multi-phase clock for the energy savings. Rather, the charges are moved gradually to attain the
energy savings. Takahashi et. al has proposed adiabatic 9T SRAM cell [28]. This adiabatic 9T SRAM
cell uses two trapezoidal waveforms for adiabatic operation and reduces the short circuit current.
From the spice simulation, authors have showed that the adiabatic 9T SRAM cell has lower energy
consumption than the conventional 6T SRAM cell. Kumar et. al has proposed adiabatic SRAM based
on split level charge recover logic [11]. However, this adiabatic SRAM cell requires 8 phase power
clock in order to recover the charge which increases the overall area of the implementation.

3 PROPOSED ADIABATIC LOGIC BASED PUF
Time ramp voltages are used in adiabatic logic technique to recover the energy from each node
of the circuit. In this work, we propose a novel adiabatic logic based PUF that utilizes the unique
property of adiabatic computing of having time ramp voltages to improve the energy efficiency as
well as the reliability. Fig. 4 shows the schematic of the proposed adiabatic logic based PUF cell.
The proposed adiabatic PUF cells consists of the cross coupled inverter (M1, M2, M3 and M4) as
similar to the memory based PUF. Further, the proposed adiabatic PUF cell also consists of a sleep
transistor to enable or disable the PUF cell. When 𝑒𝑛𝑎𝑏𝑙𝑒/𝑑𝑖𝑠𝑎𝑏𝑙𝑒 is “1", then the adiabatic PUF cell
will be at the idle state (no operation will be performed). Fig. 5 shows the time ramp voltage or the
power clock (Vpc) voltage which is used to charge and discharge the output nodes in the proposed
adiabatic PUF cell.

3.1 Operation of the proposed adiabatic logic based PUF cell
Let us try to understand the operation of the proposed adiabatic logic based PUF cell through
different phases of the clock (wait, evaluate, hold and recover). Let us assume that disable is “0", so
the MN0 transistor will be turned ON for the whole operation.

3.1.1 Wait Phase. During the wait phase, power clock (Vpc) will be at gnd. So, the PUF cell will
be at idle state at this phase.

3.1.2 Evaluate phase. During the evaluate phase of Vpc, the Vpc will slowly rise from gnd to
Vdd. When Vpc starts rising from gnd, both M1 and M2 transistors starts conducting. Due to the
imperfections in the manufacturing process, both the transistors will have different threshold
voltages. The transistor which has the lower threshold voltage conducts the current quickly as
compared to the other and the corresponding load capacitor will quickly get charged. This leads
to the flip in the outputs where one of the outputs leads to logic “1” and other to logic “0”. For
example, let us assume that the threshold voltage of M2 is greater than the threshold voltage of M1.
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Fig. 4. Schematic of the proposed adiabatic logic based PUF cell
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Fig. 5. Time ramp voltage or power clock (Vpc) which is used in the proposed adiabatic PUF cell

Since the threshold voltage of M2 is greater than M1, the resistance of M2 will be greater than M1. 
When Vpc is greater than Vtp, both M1 and M2 are turned ON. Since 𝑅𝑀2 > 𝑅𝑀1, the output load 
capacitor will be charged quicker through M1 as compared to 𝑜𝑢𝑡 load capacitor. The operation of 
the proposed adiabatic logic PUF cell during the evaluate phase is shown in Fig. 6 (a).

3.1.3 Hold Phase. During the hold phase of the Vpc, the proposed adiabatic PUF will have stable 
PUF response.

3.1.4 Recover phase. During the recover phase of the clock, the time ramp voltage is slowly 
reduced from Vdd to gnd. During this phase, the charge stored in the load capacitor is slowly 
recovered back to the power clock generator circuit through the M1 transistor. Fig. 6 (b) shows the
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Fig. 7. Inter-chip Hamming distance (HD) variations of the proposed 128 × 100 PUF at different CMOS
technology and with body of PMOS connected to Vdd and Vpc

operation of the proposed adiabatic PUF cell during the recover phase of the clock. Further, it has
to be noted that the redundant voltage will be stored at the out node since M1 will be turned OFF
when Vpc reaches 𝑉𝑑𝑑 −𝑉𝑡ℎ . However, the redundant voltage (𝑉𝑡𝑝 ) will be useful to bias the PUF
cell towards a constant logic“1" or logic “0" in the consecutive cycle of Vpc.

4 PUF EVALUATION METRICS
Themetrics which are used to evaluate the performance of the proposed adiabatic PUF are presented
in this section [4].
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4.0.1 Uniqueness. Uniqueness is used to determine the ability of a PUF to uniquely distinguish
a chip among the group of other chips. The ideal value of the uniqueness metric is 50 %. If two
different PUF instances (i and j), have responses 𝑅𝑖 and 𝑅 𝑗 which is of n-bit length, then uniqueness
is given by,

𝑈𝑛𝑖𝑞𝑢𝑒𝑛𝑒𝑠𝑠 =
2

𝑘 (𝑘 − 1) Σ
𝑘−1
𝑖=1 Σ

𝐾
𝑗=𝑖+1

𝐻𝐷 (𝑅𝑖 , 𝑅 𝑗 )
𝑛

× 100 (2)

where HD(𝑅𝑖 , 𝑅 𝑗 ) represents the hamming distance between 𝑅𝑖 and 𝑅 𝑗 . k represents the total
number of IC chips. In our case, k=100 and n=128. Obtained from the 100 instances of 128-bit PUF,
totally 100 × 99/2 = 4950 comparisons are made to obtain the uniqueness value.

4.0.2 Uniformity. Uniformity is used to measure whether the number of zeros and number of ones
in the response bits are balanced or not. Uniformity is given by measuring number of 1’s in the
proposed 128-bit PUF. The ideal value of uniformity is 50%. Uniformity is given by,

𝑈𝑛𝑖 𝑓 𝑜𝑟𝑚𝑖𝑡𝑦 =
1

𝑛 × 𝑘
Σ𝑘−1𝑖=1 𝑟𝑖,𝑙 × 100 (3)

where 𝑟𝑖,𝑙 represents the l-th bit from PUF instance i.

4.0.3 Reliability. The reproducibility of the response bits from the same PUF instance with the
varying environmental conditions such as temperature and supply voltage is given by reliability
metrics. For 𝑖𝑡ℎ PUF instance, let 𝑅𝑖 be the reference response or the golden response recorded
under nominal operating conditions. Then, applying the same challenges to the same PUF but
under different environmental conditions, n responses are observed. Reliability metric is given by,

𝑅𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦 = 100 − 1
𝑘
Σ𝑘𝑖=1

𝐻𝐷 (𝑅𝑖 , 𝑅
′
𝑖,𝑡 )

𝑛
(4)

where 𝐻𝐷 (𝑅𝑖 , 𝑅
′
𝑖,𝑡 ) is the hamming distance between the golden response and the response

generated by the same PUF instance at different environmental conditions. k represents the total 
number of IC chips. In other words, reliability is the measure of total number of bits flipped 
between the golden response and the response recorded from the same PUF instance with different 
environmental conditions. Reliability is one important PUF metric to be considered while designing 
PUFs for key generation. The ideal value of the reliability metric is 100 %.

In this paper, temperature is varied from -40◦C to 80◦C with 27◦C as the reference temperature. 
Further, the reliability of the proposed adiabatic PUF is also evaluated by varying the peak power 
clock voltages by ±20%𝑉𝑑𝑑 .

5 SIMULATION RESULTS
To analyze the reproducibility of the proposed adiabatic logic PUF, we have designed and imple-
mented a 128 bit PUF in a standard 180nm CMOS technology and simulated using Cadence Spectre 
simulator. Further, the evaluation of the proposed adiabatic PUF is also presented in 45nm CMOS 
technology. In this section, the PUF fingerprint generation is presented. Secondly, the metric which 
is used to evaluate the performance of the proposed adiabatic PUF is presented. Third, simulation 
environments and the experiments are described. Finally, the simulation results are presented.
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5.1 Proposed PUF response
Each bit of the proposed adiabatic logic based PUF response is generated from the individual
adiabatic logic based PUF cell. The major application of the proposed adiabatic PUF cell is to
generate the key for the cryptographic operations, so we have implemented a 128 bit PUF array.
In order to emulate the characterization of 100 IC PUF chips, 100 runs of Monte-Carlo simulation
were performed.

5.2 Simulation environment and experiments
All simulations reported in this paper are performed using Cadence Spectre simulator. The tran-
sient noise is added through the simulation tool. The following parameters are considered for the
proposed adiabatic PUF.

5.2.1 Body effect. In order to consider the body effect, we have simulated all the designs by con-
necting the body of the PMOS to Vdd (constant voltage) and to Vpc (power clock).

5.2.2 Temperature variation. In order to consider the temperature variations, we have varied the
temperature from -40◦C to 80◦C. Simulationswere performed at -40◦C,-20◦C,0◦C,20◦C,27◦C,40◦C,60◦C,
and 80◦C .

5.2.3 Supply variation. We have varied the supply voltage variation by ±20% of the peak voltage
of Vpc.

5.2.4 Technology parameters. In this work, we have considered the variation of PUF metrics by
simulating the circuits at two different technology nodes. The channel lengths of the transistors
play a major role in controlling manufacturing variations. So, in this paper, we consider 180nm
CMOS technology (long-channel) and 45nm CMOS technology (short-channel) analyze the impact
of channel length variations. In first case, we presented all the values at 180nm CMOS technology
and in the second case, we presented the PUF metrics when the circuit is simulated with 45nm
CMOS technology.

Table 1. Simulated and calculated results of uniqueness(%) for the proposed 128 × 100 adiabatic PUF

Technology Body 𝐻𝐷𝑖𝑛𝑡𝑒𝑟−𝑚𝑒𝑎𝑛 uniqueness(%)
180nm Vdd 64.0721 49.5607
180nm Vpc 64.1154 49.5706
45nm Vdd 63.9743 49.4796
45nm Vpc 63.9727 49.4839

5.3 Simulation results and analysis
The simulation results and the analysis are presented in this section.

5.3.1 Uniqueness. Fig. 7 shows the inter-chip Hamming Distance (HD) comparison of each pair of
the proposed 128 × 100 adiabatic PUF at 180nm CMOS technology and 45nm CMOS technology.
Fig. 7 (a) and (b) shows the inter chip HD comparison of each pair of the proposed adiabatic PUF at
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Fig. 8. Gray scale bitmap showing the response of the proposed 128 × 100 adiabatic PUF at 180nm CMOS 
technology when the body of the PMOS devices connected to a) Vdd and b) Vpc. Black pixel represents bit 0 
and white pixel represents bit 1.

180nm CMOS technology with the body of PMOS connected to Vdd and Vpc respectively. Similarly, 
Fig. 7 (c) and (d) shows the inter chip HD comparison of each pair of the proposed adiabatic PUF at 
45nm CMOS technology with the body of PMOS connected to Vdd and Vpc respectively. For the 
calculation purposes, we use the read response values of the proposed adiabatic PUF at the end of 
recovery phase. Based on the responses collected from 100 PUF instances, with each providing 128 
bits, the mean inter chip HD value (𝐻𝐷𝑖𝑛𝑡𝑒𝑟 −𝑚𝑒𝑎𝑛)of the proposed 128 × 100 adiabatic PUF at 180nm 
CMOS technology when the body is connected to Vdd is 64.0721 while when the body is connected 
to Vpc, 𝐻𝐷𝑖𝑛𝑡𝑒𝑟 −𝑚𝑒𝑎𝑛 value is 64.1154. Similarly, 𝐻𝐷𝑖𝑛𝑡𝑒𝑟 −𝑚𝑒𝑎𝑛 value of the proposed adiabatic PUF 
with the body connected to Vdd and Vpc is 63.9745 and 63.9727 respectively.

From the simulation results and calculations, we found that the uniqueness value of the proposed 
128 × 100 adiabatic PUF at 180nm CMOS technology with body of PMOS connected to Vdd is 
49.5607% and to Vpc is 49.5706%. Similarly, the uniqueness value of the proposed 128 × 100 adiabatic 
PUF at 45nm CMOS technology with body of PMOS connected to Vdd is 49.4796% to Vpc is 49.4839%. 
The ideal value of uniqueness is 50%. Table I summarizes the uniqueness result of the proposed 
adiabatic PUF at different CMOS technology.

5.3.2 Uniformity. Fig. 8 (a) and (b) shows the gray scale bit map image of the proposed 128 × 100 
adiabatic PUF simulated at 180nm with body of the PMOS connected to Vdd and Vpc respectively. 
Similarly, Fig. 9 (a) and (b) shows the gray scale bit map image of the proposed 128 bit adiabatic 
PUF with 100 instances simulated at 45nm CMOS technology with body of the PMOS connected 
to Vdd and Vpc respectively. From the simulation results and calculations, the uniformity of the 
proposed adiabatic PUF at 180nm CMOS technology with the body of PMOS connected to Vdd is 
49.7%. The uniformity of the proposed adiabatic PUF at 180nm CMOS technology with the body 
of PMOS connected to Vpc is 49.92%. Similarly, the uniformity of the proposed adiabatic PUF at 
45nm CMOS technology with the body of the PMOS connected to Vdd is 49.45% and the uniformity 
of the PUF at 45nm with the body of the PMOS connected to Vpc is 49.41%. As the probability of
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Fig. 9. Gray scale bitmap showing the response of the proposed 128 × 100 adiabatic PUF at 45nm technology
when the body of the PMOS devices connected to a) Vdd and b) Vpc. Black pixel represents bit 0 and white
pixel represents bit 1.

generating ones is close to ideal value of 50%, it indicates that the proposed adiabatic PUF output is
not predictable and makes it hard to attack. Table II shows the uniformity results of the proposed
adiabatic PUF with different configurations.

Table 2. Simulated and calculated results of uniformity(%) for the proposed 128 × 100 adiabatic PUF

Technology Body uniformity(%)
180nm Vdd 49.7
180nm Vpc 49.92
45nm Vdd 49.45
45nm Vpc 49.41

5.3.3 Reliability. In this paper, we have evaluated the reliability of the proposed adiabatic PUF by
varying the temperature from -40◦C to 80◦C with 27◦C as the reference temperature. Further we
have also evaluated the variation of supply voltage by varying the peak power clock voltage by
Vdd±20%Vdd. Fig. 10 shows reliability of the proposed adiabatic PUF against temperature variations
for all the configurations of the proposed adiabatic PUF simulated at 180nm and 45nm CMOS
technology.

Reliability of proposed PUF at 180nm CMOS technology: The average reliability of the
proposed 128 bit adiabatic PUF with 100 instances at 180nm CMOS technology with body of PMOS
connected to Vdd is 97.7511%while with body of PMOS connected to Vpc is 98.2109%. The worst case
reliability of the proposed adiabatic PUF at 180nm CMOS technology when the body is connected
to Vdd and Vpc is 96.3750% at 80◦C and 96.8438 at 80◦C respectively. Table III summarizes the
average reliability of the proposed adiabatic PUF at different CMOS technologies and at different
configurations.
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Reliability of proposed PUF at 45nm CMOS technology: The average reliability of the
proposed 128 bit adiabatic PUF with 100 instances at 45nm CMOS technology with body of PMOS
connected to Vdd is 99.5368%, while with body of PMOS connected to Vpc is 99.7588%. Theworst case
reliability for the proposed adiabatic PUF at 45nm CMOS technology when the body is connected
to Vdd and Vpc is 99.3281% at 60◦C and 99.6016% at -40◦C respectively. From our simulations and
calculations, it is concluded that the proposed adiabatic PUF at 45nm CMOS technology has high
reliability as compared to the 180nm CMOS technology.

Table 3. Simulated and calculated results of average and worst case reliability(%) of the proposed 128 × 100
adiabatic PUF against temperature variations

Technology Body Average (%) worst case (%)
180nm Vdd 97.7511 96.3750
180nm Vpc 98.2109 96.8438
45nm Vdd 99.5368 99.3281
45nm Vpc 99.7588 99.6016

Reliability of proposed PUF against supply voltage variations: Further, we have also eval-
uated the reliability of the proposed adiabatic PUF against supply voltage variations. The 100
PUF instances were simulated under different supply voltages from 0.8 to 1.2 V for 45nm CMOS
technology and 1.6 to 2 V for 180nm CMOS technology and at three different temperatures, -40◦C,
27◦C, and 80◦C. Reading the responses at the supply voltage of 1.8 V for 180nm technology and 1 V
for 45nm technology as reference, Bit Error Rate (BER) is calculated. Reliability can also calculated
as be expressed in terms of Bit Error Rate (BER).

BER is expressed as,
𝐵𝐸𝑅% = 100 − 𝑅𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦% (5)

Fig. 11 (a) and (b) shows the BER of the proposed 128 bit adiabatic PUF when simulated at 180nm 
CMOS technology with body connected to Vdd and Vpc respectively. From the simulation results, 
we found that the worst case BER for 180nm CMOS technology is less than 6.2% and 6% when 
the body of PMOS connected to Vdd and Vpc respectively. Similarly, Fig. 12 (a) and (b) shows the 
BER of the proposed 128 bit adiabatic PUF when simulated at 45nm CMOS technology with body 
connected to Vdd and Vpc. From our simulation results, we found that the worst case BER is less 
than 0.36% when the body is connected to Vdd while the BER is less than 0.42% when the body is 
connected to Vdd and Vpc respectively.

5.3.4 Aging effect. In this paper, along with the reliability of PUF with respect to environmental 
variations, aging effect of proposed PUF is also investigated. The continuous degradation in the 
functionality of IC is referred as aging effect. Among the various aging mechanisms, the mechanisms 
which impact the threshold voltage of the transistors plays a major role in the determining stability 
of proposed PUF. Negative Bias Temperature Instability (NBTI) and Hot Carrier Injection (HCI) 
stress plays a major role in changing the threshold variations in transistors with respect to time 
[35]. NBTI effect is caused due to constant DC stress on the PMOS transistors while HCI is mainly 
due to the AC stress i.e logic switching in the NMOS devices. Aging based reliability simulations 
for our proposed PUF is performed using Cadence Virtuoso Reliability Simulator. Table IV and 
V shows the average number of bits flipped over years with the HCI and NBTI stress applied at 
180nm and 45nm CMOS technology respectively.

As discussed in [14], NBTI will have minimum effect if the cells are not exposed to continuous 
DC stress. Proposed adiabatic logic based PUF uses the trapezoidal based power clocks to recover
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Fig. 10. Reliability of the proposed adiabatic PUF with the change in temperature at different technology
nodes and with body effect

(a) (b)

Fig. 11. Bit Error Rate (BER) of the proposed adiabatic PUF with the supply voltage variation at 180nm CMOS
technology with PMOS connected to a) Vdd b) Vpc

(a) (b)

Fig. 12. Bit Error Rate (BER) of the proposed adiabatic PUF with the supply voltage variation at 45nm CMOS
technology with PMOS connected to a) Vdd b) Vpc

energy from the load capacitances. Usage of trapezoidal power clock not only used to recover
energy from the load capacitances, also helps in minimizing the NBTI effect on proposed adiabatic
logic based PUF along with HCI stress as the transistors are switching slower.
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Table 4. Average number of bits flippedwith respect to years due to aging effect with 180nmCMOS technology

Years Body= Vdd Body= Vpc
2 0.78% 0.78%
4 0.78% 0.78%
6 1.56% 1.56%
8 2.34% 1.56%

Table 5. Average number of bits flipped with respect to years due to aging effect with 45nm CMOS technology

Years Body= Vdd Body= Vpc
2 1.56% 1.56%
4 2.34% 2.34%
6 3.125% 2.34%
8 3.9% 3.9%

5.3.5 Energy consumption. Energy consumption is a very important parameter in the design
of resource constrained devices. Table VI provides the energy consumption comparison of the
proposed adiabatic PUF along with the state-of-art PUFs. From Table VI, we can see that the
proposed adiabatic PUF is energy efficient as compared to the PUFs listed in the table IV. However,
it has to be noted that the proposed adiabatic PUF has more energy consumption than [22] because
the PUF proposed in [22] is operated at lower technology node and lower voltage than the proposed
adiabatic PUF.

Table 6. Energy consumption comparison of the proposed adiabatic PUF with the state-of-art PUFs

PUF Tech. Vdd Energy/bit
Lim et. al (2005) [15] 180nm 1.8 V 1.37 pJ

Stanzione et. al (2011) [26] 90nm 1.2 V 3.8 pJ
Majzoobi et. al (2011) [18] 90nm 1.2 V 15 fJ

Cao et. al (2015) [3] 180nm 3.3 V 23.9 pJ
Yang et. al (2015) [36] 40nm 0.9 V 17.75 pJ
Neale et. al (2015) [22] 28nm 0.6 V 0.045 fJ
Tao et. al (2016) [29] 65nm 0.6 V 10.3 fJ
Proposed (This work) 180nm 1.8 V 1.071 fJ
Proposed (This work) 45nm 1 V 0.08 fJ

6 DISCUSSION
In this paper, we have employed adiabatic logic for several reasons to design the PUF circuit.
Adiabatic logic technique is used to achieve low power and low energy consumption as compared
to the conventional CMOS circuits. Further, the adiabatic logic uses time ramp trapezoidal voltages
to slowly charge and discharge the load capacitors. The general idea behind adiabatic switching
is to use a constant current source to charge the output load capacitor [31]. However, it is more
practical to use a time ramp voltage source than a current source as shown in Fig. 13.

The trapezoidal voltage ramp (Vpc) (refer Fig. 5) is expressed as,

ACM J. Emerg. Technol. Comput. Syst., Vol. 9, No. 4, Article 39. Publication date: March 2010.
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Table 7. Security metric comparison of the proposed adiabatic PUF with the state-of-art PUFs

PUF Tech. Vdd Key (bits) Uniqueness Uniformity Reliability Energy/bit
[15] 180nm 1.8 V 64 NA NA 95.18% 1.37 pJ
[26] 90nm 1.2 V 256 NA NA 99.9% 3.8 pJ
[18] 90nm 1.2 V 64 NA NA 97% 15 fJ
[3] 180nm 3.3 V 64 49.37 % NA 99.1 % 23.9 pJ
[36] 40nm 0.9 V 256 47.22 % NA ≥ 99.99 % 17.75 pJ
[22] 28nm 0.6 V 128 49.11 % 49.96 % 88.39 0.045 fJ
[29] 65nm 0.6 V 128 50.04 % 49.5 % 98.56 % 10.3 fJ
[29] 65nm 1.1 V 128 49.70 % 51.6 % 94.66 % NA
[5] 40nm 0.9 V NA 50.1% 49.8 % NA NA
[30] NA 4.5 V 263 53.9 % 53.35 % 81% NA
[32] 45nm 1V 256 49.53 % 51 % 97.86% NA
[7] 65nm 1.1 V 128 49.69 % 52.45 % 95.27 % NA
[16] NA NA 128 48.76 % NA 97.72% NA

Proposed 180nm 1.8 V 128 49.97 % 49.92 % 96.84 % 1.071 fJ
Proposed 45nm 1 V 128 49.48 % 49.41 % 99.60 % 0.08 fJ

R

C

gnd gnd

Vpc(t)

Fig. 13. RC network charging using a trapezoidal voltage ramp

Vpc(t) =

0 : t ≤ 0
Vdd.t/T : 0 ≤ t ≤ T
Vdd : T ≤ t

The voltage in the load capacitor is given by,

𝑉𝑐 (𝑡) =

0 : t ≤ 0
C.𝑉𝑑𝑑

𝑇
.(1 − 𝑒

−𝑡
𝑅𝐶 ) : 0 ≤ t ≤ T

C.𝑉𝑑𝑑
𝑇

.(1 − 𝑒
−𝑡
𝑅𝐶 ) .𝑒

−(𝑡−𝑇 )
𝑅𝐶 ) : T ≤ t

By choosing T >> 2RC, it is possible to reduce the energy consumption. Further, it is also
important to point out that some of the IoT devices will operate from KHz to 10’s of MHZ. For
example, RFID devices will operate at 13.56 MHz. Similarly, adiabatic logic has also found huge
applications in the design of wireless medical devices such as implantable devices [24].
The initial idea of adiabatic logic based PUF was proposed in [12]. However, the design in [12]

will always generate a response ‘0’ for the challenge ‘0’. This reduces the complexity of generating
keys which makes the PUF vulnerable to hardware attacks. Further, the PUF presented in [12] has
cascaded PUF cells in to generate multiple response bits. This cascading structure increases the



39:16 S Dinesh Kumar and Himanshu Thapliyal

complexity of the designs. However, in adiabatic logic based PUF proposed in this work, there is 
no cascade connection of cells. Trapezoidal clocks are applied to all cells and response bits are 
generated at one time.
In this paper, we have modified the design proposed in [12] to generate the secure key for the 

cryptographic systems in IoT devices. Further, the reliability of the PUF is an important parameter 
to consider while designing the PUF to generate the reliable keys. Cortez et. al [6] has reported 
that intelligent choosing of time ramp up at a particular temperature can improve the reliability of 
SRAM PUF cells. However, this technique requires additional circuitry to perform the intelligent 
time ramp up operation to improve the reliability of SRAM PUF cell. Similarly, A. Vijayakumar 
et. al [33] has proposed a majority voting technique to improve the reliability of the SRAM PUF. 
However, this technique requires multiple turning on and turning off of the SRAM cell which 
results in additional power consumption. In our adiabatic logic based PUF, time ramp
In our adiabatic logic based PUF, time ramp voltages are used to recover the charge thereby 

reducing the energy consumption. Moreover, the usage of time ramp voltages is also used to 
improve the reliability of the proposed adiabatic PUF as discussed in [6]. The adiabatic clock 
can be generated as discussed in [1]. Further, it is also need to be noted that the adiabatic clock 
generator circuit will also be used to drive the cryptographic processor in the circuit to improve 
the energy-efficiency.
In order to derive a 100% stable key, error correcting codes and fuzzy extractors are used in 

practice. However, the error correcting code and fuzzy extractors can be complicated with the 
decrease in the reliability of the PUF [33]. Complicated fuzzy extractors can lead to increase in area 
and power consumption of overall key generation process [19]. In this paper, we have evaluated 
the energy consumption of a full fledged PRESENT-80 cryptographic algorithm implemented with 
the recently proposed EE-SPFAL based adiabatic logic gates [13] along with proposed PUF for key 
generation. From our simulation, we have seen that the proposed adiabatic PUF consumes about 
26% of energy of the entire cryptographic protocol per cycle along with peripheral circuits. It has to 
be noted that the proposed adiabatic PUF has the worst case reliability of more than 96% for 180nm 
technology while more than 99% for 45nm technology. Hence, the high reliability of proposed PUF 
helps in deploying reduced complex fuzzy extractors and ECC codes for the generation of the stable 
keys for the cryptographic operation.

6.1 Security metric comparison of proposed adiabatic PUF with state-of-art PUFs
Table VII provides the security metric comparison with the proposed adiabatic PUF. All the data 
reported here are obtained from the corresponding paper. NA in the table represents data not 
available. From Table VII, we can see that the PUF proposed in [15] using 180nm technology with 
1.8 V has the worst case reliability of 95.18% with 1.37 pJ of energy consumption per bit. Our 
proposed adiabatic PUF which is simulated in 180nm technology has the worst case reliability of 
96.84% with the 1.071 fJ of energy consumption per bit per cycle. However, PUF proposed in [4] 
using 180nm CMOS technology has better worst case reliability than the proposed adiabatic PUF, 
while consuming 23.9 pJ of energy/bit. The PUF proposed in [26] using 90nm CMOS technology 
has 99.99% of worst case reliability consuming 3.8pJ/bit of energy. The PUF proposed in [18] using 
90nm CMOS technology has lower reliability than PUF proposed in [26] consuming lower energy. 
Similarly, the PUF proposed in [36] has very high reliability of 99.99% but suffers from high 

energy consumption which makes it not suitable to implement in IoT devices. Our proposed 
adiabatic PUF at 45nm CMOS technology has a worst case reliability of 99.68 % with very low 
energy consumption. The high reliability, very low energy consumption and low implementation 
cost make the proposed adiabatic PUF a suitable candidate to implement in battery operated IoT 
devices and medical devices. The proposed adiabatic PUF in 45nm CMOS technology has more



Design of Adiabatic Logic Based Energy-Efficient and Reliable PUF for IoT devices 39:17

energy consumption than [22] because the PUF proposed in [22] is operated at lower technology
node and lower voltage than the proposed adiabatic PUF. However, the reliability of the PUF in
[22] is 88.39% which makes them not suitable to generate reliable key for IoT devices. PUF design
proposed in [5] utilizes the CMOS breakdown operation for generating the PUF response bits.
Further, a DRAM based PUF was proposed in [30]. However, the reliability of the DRAM PUF still
needs to be improved.

7 CONCLUSION
A low cost adiabatic logic based CMOS PUF that generates unique and reliable response bits have
been proposed and evaluated in this paper. The proposed adiabatic logic based PUF uses the time
ramp voltages to recover the charge from the load capacitor to achieve energy efficiency as well
as to improve the reliability. From our simulation results, we have observed that the proposed
adiabatic PUF at 180nm CMOS technology and 45nm CMOS technology has the uniqueness and
uniformity values close to the ideal value of 50%. The reliability of the PUF is also verified by
varying the temperature from -40◦C to 80◦C and also by varying the supply voltage by ±20% Vdd.
Moreover, the proposed adiabatic PUF has significant energy savings as compared to the existing
PUFs. Low energy consumption per bit, high reliability, close to ideal uniqueness and uniformity
values make our proposed adiabatic PUF a suitable candidate to implement in battery operated
IoT devices. Some of the applications of our proposed PUF include secure key generation, device
authentication, memoryless key storage, Intellectual Property (IP) protection etc.
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