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Abstract

Enabling vehicles to communicate with other 
vehicles, infrastructure, pedestrians, and every-
thing for use cases such as road safety, auto-
matic driving, and infotainment is important for 
the future cellular networks. However, some 
vehicle-to-everything (V2X) services need secure 
transmissions and should be prevented from 
eavesdropping. Physical layer security, an informa-
tion-theoretical framework, utilizes the random-
ness of underlying channels to ensure secrecy in 
the physical layer. Different from ground commu-
nications, unmanned aerial vehicles (UAVs) create 
line-of-sight connections to vehicles and mobile 
users making them an ideal platform to conduct 
physical layer security strategies. In this article, 
we embrace UAV to V2X communications to 
enhance the V2X security from the physical layer 
security’s perspective. To be specific, we pres-
ent security problems in V2X systems, highlight 
security threats in V2X networks, and illustrate 
some potential applications of UAVs in V2X secu-
rity. Open problems for UAV-assisted V2X secure 
communications are also discussed.

Introduction
Recently, vehicle-to-everything (V2X) communica-
tion has emerged as a new paradigm for vehicles 
to be connected with everything in the proximity 
including other vehicles, infrastructure, pedestri-
ans, Internet networks, and so on [1–3]. Mean-
while, secure information transmissions become 
critical in current data-oriented life, especially 
for certain services such as credit card informa-
tion transfer, e-paying, health information, and 
particularly for V2X communications of control 
messages, maneuver command, and so on [4, 5]. 
Secure file transfers to customized vehicles also 
require secure V2X communications. Therefore, it 
is important to investigate strategies that facilitate 
more intelligent and secure future transportation 
systems.

Third Generation Partnership Project (3GPP) 
LTE-Advanced Pro spends much effort to address 
the potential security issues in V2X communica-
tions. To be specific, [6] lists a series of potential 
attacks and privacy issues in different V2X appli-
cations. Reference [7] stipulates security require-

ments based on different V2X services and their 
corresponding solutions. For autonomous driving, 
[8] discusses the update of a software module
called the electronic control unit (ECU) that is
responsible for controlling the electronics within
a vehicle system and is of critical importance to
an automatic vehicle. Moreover, security check is
needed in the update process of an ECU to pre-
vent updating from a wrong source and a wrong
version.

Compared to the conventional security meth-
ods for file transfer today, which are based on 
bit-level cryptographic techniques and different 
protocols for the data processing stack, physical 
layer security techniques leverage the fluctuation 
of wireless channels of intended receivers and 
eavesdroppers. There are three major advantages 
of employing physical layer security techniques. 
First, it avoids the cryptographic key distribution 
in a highly complex and distributed wireless net-
work, reducing the probability of filching import-
ant cryptographic information. Second, it does 
not rely on the computational complexity at the 
desired receivers. Third, the transmitters can 
cooperatively transmit information to receivers 
and can proactively interfere eavesdroppers by 
sending artificial noise (AN) jamming signals by 
pointing beams toward the eavesdroppers. On 
the other hand, physical layer security has several 
limitations. For example, it relies heavily on knowl-
edge of underlying wireless channels.

Furthermore, the assumption that the chan-
nel between legitimate transceivers is better than 
that between legitimate transmitter and the eaves-
dropper reduces the applicability of physical layer 
security strategies in practical wireless networks.

In this article, we embrace unmanned aerial 
vehicles (UAVs) to V2X to enhance V2X security 
from the physical layer security’s perspective. 
With UAVs, line-of-sight (LoS) connections can 
be created between UAVs and moving vehicles. 
Accordingly, UAV-assisted V2X communications 
can be used to improve the physical layer secu-
rity of V2X communications [9–11] by greatly 
alleviating major limitations of underlying strat-
egies. In addition, the flexible deployment of 
UAVs enables applications in tracking and point-
ing accurate AN jamming beams toward wire-
tappers [12]. Simple UAV-assisted secure V2X 
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communications is shown in Fig. 1, where UAVs 
act as jammers and/or aerial mobile relays to 
interfere eavesdroppers’ received signals and/or 
enhance the desired signal strength resorting to 
the underlying LoS links.

However, despite various benefits and appli-
cations of UAVs, there are still many challeng-
es for adopting UAVs in wireless networks. For 
example, due to the limited size and payload 
capacity of a UAV, the battery lifetime is con-
strained by the onboard energy. Since the main 
power consumption of a UAV’s battery is to fly 
rather than to communicate, the limited battery 
lifetime prevents long operation time of UAVs. 
Therefore, energy-efficient designs are critical for 
UAV systems.

In this article, we first illustrate security threats 
in vehicle-to-vehicle (V2V) communications con-
sidering passive, active, and collusive eavesdrop-
pers and their corresponding attack patterns. 
Then we present potential applications of UAVs 
in V2X security enhancement. Open problems 
for UAV-assisted V2X secure communications are 
also discussed.

Security Threats in V2V Communications
In this section, we discuss security threats in 
V2V communications under scenarios of pas-
sive, active, and collusive eavesdroppers, shown 
in Fig. 2.

Passive Eavesdroppers

In many cases, eavesdroppers hide their existence 
and attempt to decode the information sent from 
transmitters to receivers. It is envisioned that mul-
tiple-input multiple-output (MIMO) techniques 
will be enabled to enhance the communication 
performance of the underlying V2V link. Since 
roads are generally straight, moving vehicles are 
approximately located in a line. In V2V communi-
cations, potential passive eavesdroppers may be 
on the road driving in the same direction as the 
receiving vehicle, shown at the top of Fig. 2. In 
this case, the information leakage can be extreme-
ly severe since the main lobe of the beamformed 
information covers potential passive eavesdrop-
pers in a certain time period. On the other hand, 
information leakage may be little for the case 
where the passive eavesdroppers are statically 
located along the road. This is because these pas-
sive eavesdroppers may not receive the pointing 
beam coherently sent by transmitting vehicles. 
In addition, passive static eavesdroppers may not 
even know when and which of the moving vehi-
cle will transmit in a short passing time period. 
Meanwhile, the received signal strength at passive 
static eavesdroppers will fluctuate rapidly due to 
the mobility of the transmitter.

Active Eavesdroppers

In the time-division duplex (TDD) mode of 
vehicular MIMO communications, a legitimate 
receiver sends pilot signals to a correspond-
ing transmitter. After estimating the channel, 
the transmitter sends precoded symbols to the 
receiver. However, some eavesdroppers can 
pretend to be legitimate receivers by sending 
the same pilot signals to the transmitter. In 
this way, the beamform will be pointed to the 
eavesdropper instead of the intended receiver, 

as shown most clearly in the middle of Fig. 2. 
This active pilot contamination attack can occur 
when eavesdroppers are statically located along 
the road in V2V communications. Under this 
attack, the eavesdropper can receive consecu-
tive beams during a short passing time period 
with higher signal strength compared to that of 
the legitimate receiver. If the active pilot con-
tamination attack is detected, the transmitting 
vehicle can simply switch to silent mode until 
the legitimate transceivers drive further away 
from the active static eavesdropper. However, 
this “simple” approach reduces the efficiency 
of the underlying V2V communication. When 

Figure 1. UAV-assisted V2X secure communications.

Figure 2. Security threats in V2V communications.
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the active eavesdropper is able to move along 
the road, it can track the legitimate transmitter 
and continuously conduct pilot contamination 
attacks. Therefore, advanced strategies, such 
as UAV-assisted V2V secure communications 
(on account of the agility of UAVs), need to be 
developed and explored to overcome such secu-
rity threats.

Collusive Eavesdroppers

If there are multiple eavesdroppers and they 
can collude to cooperatively exchange and 
decode the wiretapped information, the secre-
cy outage would increase, and the secrecy rate 
may be significantly reduced, as shown in the 
bottom of Fig. 2. In this case, collusive eaves-
droppers experience different channel varia-
tions from the transmitting vehicle, and they 
can utilize techniques like energy accumulation 
or mutual information accumulation to increase 
the interception rate. Furthermore, collusive 
eavesdroppers can redesign their precoding 
and beamforming matrices considering the 
effects of their changed relative positions result-
ing from the relative movement. Therefore, col-
lusive eavesdroppers can filch the information 
cooperatively and achieve improved eavesdrop-
ping performance. Meanwhile, in V2V commu-
nications, due to the moving nature of vehicles, 
collusive eavesdroppers may gather together, 
forming a cluster around the desired receiver 
to cooperatively filch the information. In any 
case, the security performance of the legitimate 
vehicles will decrease dramatically. It is critical 
to design efficient secure algorithms and lever-
age advanced techniques to combat collusive 
eavesdroppers in V2V communications.

Potential Applications of 
UAVs in V2X Security

In this section, we present several potential appli-
cations of UAVs in V2X security.

Aerial Mobile Relays for V2X Communications

There are usually many blockages such as build-
ings and trees between roads. When V2X com-
munications happen on different roads, the 
underlying links are non-line-of-sight (NLoS), 
resulting in low received signal powers. On the 
other hand, when V2X communication occurs on 
the same road with a long transceiver distance, 

other vehicles moving on the same road may act 
as blockages. This impedes the LoS link of the 
legitimate transmitter-receiver vehicle pair, and a 
positive secrecy rate may not be guaranteed. To 
protect the V2X secure communications suffer-
ing from dissatisfying channel conditions of the 
desired signals, we can utilize UAVs as trusted 
relays to increase the secrecy performance by 
providing reliable LoS transmissions of ground-
to-air (G2A) and air-to-ground (A2G) links. In 
addition, when there are other legitimate vehi-
cles in the proximity of an eavesdropper, sending 
AN jamming signals from the UAV may interfere 
with other legitimate vehicles. Therefore, in this 
case, the UAV is expected to perform as an aerial 
mobile relay to forward the legitimate transceiv-
er’s information by using spatial beams, as shown 
in Fig. 3. When a UAV is equipped with multiple 
antennas to perform MIMO communications as 
a trusted relay, according to the 3GPP realistic 
antenna patterns [13], the information leakage by 
the side-lobes at the UAV should be considered 
in the system operation. The optimal altitude and 
the beamforming matrix of the UAV need to be 
carefully designed. It is important to note that the 
scalability of the approach can be improved when 
an aerial mobile relay can serve multiple vehicle 
users using techniques such as multi-user MIMO 
[14].

Security Region Provided by UAV Jammer

When the potential eavesdroppers are unknown 
to legitimate vehicles and assisting UAVs, a UAV 
can act as a friendly jammer in the sky by provid-
ing an effective security region on the ground in 
which the signal-to-interference-plus-noise ratio 
(SINR) at a location point is below a certain 
value statistically. In this case, the transmit power 
and the trajectory of the UAV jammer should 
be carefully designed, since it may increase the 
outage probability of other V2X communications 
when the UAV jammer moves along or hovers 
on the road. A UAV jammer may be refrained 
from extending its protection region due to the 
limited energy availability. Therefore, the posi-
tion of the UAV jammer plays an important role 
in maximizing legitimate users’ coverage prob-
ability and/or minimizing potential eavesdrop-
pers’ intercept probability. In addition, due to 
the mobility of underlying UAV jammers, UAV 
jammers can be scheduled to move to different 
places according to the diverse traffic densities 
on roads and the various required secure ser-
vices by vehicles.

Flying Distributed MIMO
Although UAVs can carry multiple antennas to 
bring the beamforming gain of jamming sig-
nals, the number of antennas at a UAV would 
be limited due to elevating the heavy burden 
of antennas and processing units. On the other 
hand, UAVs can cooperatively exploit the spatial 
domain of A2G fading channels to generate nar-
row jamming beams toward multiple eavesdrop-
pers in a V2X system. The use of simultaneously 
transmitted narrow beams with LoS channel links 
definitely improves the secrecy performance of 
V2X communications by increasing the interfer-
ence at eavesdroppers. Such distributed MIMO 
(cooperative MIMO) communications enables 

Figure 3. UAV performs as an aerial mobile relay in V2V communications.
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UAVs to form self-organizing UAV swarm net-
works. However, forming a UAV swarm to 
perform distributed MIMO communication 
cooperatively is indeed difficult to achieve nowa-
days because it requires increased overhead and 
more energy consumption.

Detecting and Tracking Vehicle Eavesdroppers

Due to the high altitude of UAVs, a UAV can 
detect and locate potential vehicle eavesdroppers 
on the road by using its optical camera and syn-
thetic aperture radar with intelligent image and 
video processing technology and pattern recog-
nition. Furthermore, due to its agility and mobility, 
a UAV can track the moving vehicle eavesdrop-
per in the 3D airspace and provide continuous 
and precise AN jamming signals to the adversary. 
Other than performing proactive detection, a 
UAV can also receive reports regarding the infor-
mation of a known/detected eavesdropper. These 
reports may be obtained from a legitimate trans-
ceiver vehicle pair that already detects the under-
lying eavesdropper. Due to the strong channel 
gain of the underlying LoS A2G links, a UAV can 
provide strong jamming signals to eavesdroppers 
to significantly reduce the interception rate. When 
the number of eavesdroppers increases, UAVs 
may need to cooperate with vehicular jammers to 
improve the scalability.

In the following, we compare the V2V commu-
nication secrecy rate under three cases: A) there 
is a UAV jammer; B) there is a ground jammer; 
and C) there is no jammer. The network scenario 
of case A is shown in Fig. 4. In case B, we consid-
er that the legitimate receiving vehicle serves as 
the receiver as well as a ground jammer. There-
fore, it broadcasts AN jamming signals to its near-
by regions to prevent information interception 
from eavesdroppers.

The V2V secrecy rate is shown in Fig. 5 over 
simulation time. We assume that the velocities of 
transmitter, receiver, passive eavesdropper, and 
UAV are constant: VT = 25 m/s, VR = 20 m/s, 
VE = 25 m/s, and VU = 30 m/s, respectively. The 
bandwidth is 10 MHz, and the noise power is 
–90 dBm. The ground-to-ground communication 
links experience Rayleigh fading, and the path 
loss exponent is 4. The channel model for A2G 
links follows that specified in [15]. The flight 
height of the UAV is 50 m, and the number of 
antennas at the UAV is 4. Transmit powers of 
the legitimate transmitter, the ground jammer, 
and the UAV jammer are 0.5 W, 0.2 W, and 0.1 
W, respectively. The initial distance between the 
legitimate vehicle transmitter and receiver is 500 
m, and the initial distance between transmitter 
and eavesdropper is 100 m. The initial horizon-
tal distance between UAV and eavesdropper is 
300 m. We observe that, compared to cases B 
and C, the secrecy rate of V2V communication 
with the help of a UAV jammer in case A can 
be improved due to the small attenuation of 
jamming signals in the A2G links. At the eaves-
dropper, the received strong AN jamming power 
generated from the UAV jammer impairs the 
eavesdropper’s decoding process of its intercept-
ed information.

Figure 6 compares the V2V communication 
secrecy rate with respect to various UAV flight 
velocities. The results are averaged on the sim-

ulation time T = 400 s. We can observe that 
there is an optimal UAV velocity to maximize 
the V2V communication secrecy rate. This is 
because when the UAV velocity is small, it is 
difficult for the UAV to catch up with the mov-
ing eavesdropper and provide jamming signals. 
On the other hand, when the UAV velocity 
becomes large, the UAV may pass the moving 
eavesdropper quickly. Accordingly, the time 

Figure 4. A UAV sends jamming signals to guarantee V2V secure communications.

Figure 5. Secrecy rate of V2V communications 
over simulation time.
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Figure 6. Average secrecy rate of V2V communi-
cations with respect to the UAV velocity for an 
eavesdropper traveling at constant speed of 25 
m/s.
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duration of the guaranteed V2V secure com-
munication is reduced, which decreases the 
average V2V communication secrecy rate in a 
certain time period.

Challenges and Opportunities
In this section, we briefly illustrate some important 
research challenges and potential opportunities 
for UAV-assisted V2X secure communications. 

Trajectory Design for UAVs

Previous works on UAV trajectory design for cel-
lular security systems assume that the locations 
of ground legitimate users and eavesdroppers 
are fixed while optimizing the UAV’s horizontal 
trajectory. For V2X security systems, the mobility 
characteristics of legitimate vehicles and eaves-
droppers, and the opportunistic NLoS transmis-
sion links due to the changed elevation angles 
should be considered. In addition, the altitude 
of a UAV and its horizontal trajectory should be 
jointly designed for V2X secure communications 
when UAV jammers provide security regions. 
Higher altitude of the UAV jammer leads to less 
interference at legitimate vehicles. However, 
this will also increase the intercept probability of 
eavesdroppers.

Resource Allocation for UAV-V2X Systems

Which types of spectrum resources (licensed, unli-
censed, spectrum sharing) can be used for UAVs 
in V2X communications systems still remains 
open. Efficient spectrum and power allocation 
strategies for different levels of V2X security 
required by various legitimate vehicles are import-
ant to investigate. The coexistence between UAV 
trusted relays and terrestrial communications also 
needs to be carefully studied. In the meantime, 
the interference power at other legitimate vehi-
cles and users generated by UAVs’ jamming sig-
nals should be limited under a certain threshold 
value, which leads to a joint design of resource 
allocation and UAVs’ trajectory.

Precoding and Jamming Vectors Design

For a UAV equipped with MIMO or a flying dis-
tributed antenna system, the transmit and jam-
ming beamforming can be jointly designed to 
enhance the physical layer security. Note that it 
is possible to measure the channel gain between 
UAV and eavesdropper to evaluate the secrecy 
performance, since the LoS link is mainly deter-
mined by the link distance if the locations of the 
potential eavesdroppers are known a priori. Prac-
tical issues for the design of precoding and jam-
ming vectors at a UAV are the frequent channel 
feedback and the reference signal sent by moving 
vehicles. In addition, designing secure approaches 
to defend the pilot contamination attack is also 
important when the adversaries are active eaves-
droppers on and beside the roads.

UAV Deployment and V2X Secrecy Rate

For the network planning and secrecy per-
formance analysis of such UAV-assisted V2X 
communication systems, we can use the tools 
from stochastic geometry to obtain the ergodic 
secrecy rate and to optimize the density and 
altitude of UAVs from a system-level perspec-
tive. The roads can be modeled as a Poisson 

line process, and the vehicles can be modeled 
as 1D Poisson point process, thereby forming 
a Cox process. Network design insights can be 
concluded by deriving the coverage probability 
of legitimate vehicles, the intercept probability 
of eavesdroppers, and the ergodic secrecy rate. 
Such statistical analysis may also shed light on 
capturing the randomness of the locations of 
eavesdroppers as well as the unknown adver-
saries given by the density of eavesdroppers on 
and beside roads.

Network Energy Efficiency

Driven by both economical and environmental 
interests, service providers will pay more attention 
to energy-efficient communication strategies for 
“green communications.” In addition, due to the 
fact that UAVs are always energy constrained, it 
is crucial for service providers to efficiently utilize 
the battery energy carried by UAVs. Therefore, 
security energy efficiency, defined as the ratio of 
the security rate and the total energy consump-
tion in UAV-V2X networks, is a reasonable met-
ric to reflect “green secure communications.” 
With this in mind, energy-efficient algorithms are 
expected to be designed.

Economics in V2X Security

In V2X security systems, additional spectrum and 
power consumption for secure communications 
should be considered by the service provid-
er. Accordingly, V2X security communications 
should be categorized into different security lev-
els and can be treated as customized services 
for V2X communications with different prices. 
As such, the pricing strategy for security services 
and the economic interactions between the 
requester of security communications and the 
service provider are of significance for investiga-
tion. In addition, if the UAVs are possessed by 
private users, auction and/or bargaining-based 
security services offered in such V2X commu-
nications systems are also important research 
topics.

Conclusion
This article discusses the blueprint of applying 
UAVs to V2X secure communications. The secu-
rity threats in V2X communications are presented. 
We further elaborate the roles and the potential 
applications of UAVs in V2X security. Challenges 
and research opportunities are also presented.
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