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Abstract. Online Social Networks (OSNs) have transformed the way
that people socialize. However, when OSNs bring people convenience,
privacy leakages become a growing worldwide problem. Although several
anonymization approaches are proposed to protect information of user
identities and social relationships, existing de-anonymization techniques
have proved that users in the anonymized network can be re-identified
by using an external reference social network collected from the same
network or other networks with overlapping users. In this paper, we
propose a novel social network de-anonymization mechanism to explore
the impact of user attributes on the accuracy of de-anonymization.
More specifically, we propose an approach to quantify diversities of user
attribute values and select valuable attributes to generate the multipar-
tite graph. Next, we partition this graph into communities, and then map
users on the community level and the network level respectively. Finally,
we employ a real-world dataset collected from Sina Weibo to evaluate
our approach, which demonstrates that our mechanism can achieve a
better de-anonymization accuracy compared with the most influential
de-anonymization method.
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1 Introduction

Nowadays, Online Social Networks (OSNs), such as Twitter and Instagram, are
an integral part of daily life. According to the statistics revealed on [1], the world
population reached 7.6 billion in January 2019. Over half the population used
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online social networks via websites and mobile applications every day. These
active users provide a huge amount of valuable data including personal informa-
tion and relationship among them for service providers. And such data also have
a broad application area on academic research [10,14], business applications [18],
homeland security [7], public health care [21], and so on [2]. Therefore, to pro-
tect the sensitive information of users while preserving the value of social net-
work data, service providers usually publish “anonymized” social network data
by removing the Personally Identifiable Information (PII, which are identifiable
information to uniquely identify a user) while retaining user non-personally iden-
tifiable information (non-PII, or user attributes, e.g., gender, age, address), and
modifying relationships before data publishing/sharing.

However, naive anonymized techniques cannot provide good protection,
which have been proved to be vulnerable to de-anonymization attacks. Vari-
ous de-anonymization attacks have been proposed to re-identify users in the
anonymized social network by mapping them to the users in reference social net-
work. Reference social networks include social relationships and real identities of
users that can be collected by attackers via crawling the same social network or
other social networks with overlapping users. Existing de-anonymization studies
consider both the social network structure and attributes associated with users
in social networks. However, most studies require a large number of “seeds” and
often susceptible to a high noise ratio which represents the fraction of modified
edges in an anonymized network.

Based on existing research, in this paper, we explore the impact of attribute
values on users’ privacy, and implement the multipartite graph consisting of users
and attribute values in the anonymized network and the reference network to
improve the accuracy of de-anonymization. Our contributions are summarized
as follows:

— To the best of our knowledge, we are the first to perform de-anonymization
attacks within a multipartite graph consisting of users and user attribute
values in the anonymized network and the reference network.

— We propose an approach to quantify the attribute value diversity of each user
attribute. This value is used to select valuable attributes from the anonymized
network and the reference network to create the multipartite graph.

— Through extensive simulations on a real-world network dataset collected from
the Sina Weibo, which is a famous social media in China, we suggest that
our de-anonymization algorithm without the seeding phase is more robust to
noise and can provide a significant improvement of accuracy compared to the
baseline algorithm.

2 Related Work

Existing de-anonymization attacks could be divided into two main
types, structure-based de-anonymization attacks and attribute-attached de-
anonymization attacks.
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Structure-based de-anonymization attacks aim to de-anonymize the
anonymized social networks leveraging different structure (topology) similari-
ties between the anonymized network and the reference network. This kind of
attack has two branches, seed-based de-anonymization attacks and seed-free de-
anonymization attacks.

— Seed-based de-anonymization attacks consist of seed identification phase and
propagation phase. In the first phase, some users in the anonymized network
are mapped to users with real identities in the reference network, and these
mapped user pairs will serve as “seeds” in the next propagation phase. In
the second phase, unmapped neighbors of seeds from the anonymized social
network will be iteratively mapped to unmapped neighbors of seeds in the
reference network using different structural similarity measurements, and the
new mapped user pair will serve as a new seed pair for the next mapping itera-
tions. In [14], Narayanan et al. proposed a de-anonymization algorithm based
on social network topology to map users in an anonymized Twitter dataset to
users in a Flickr dataset. Nilizadeh et al. [16] proposed a divide-and-conquer
approach to de-anonymize the network from the community level to the entire
network. Ji et al. [10] designed a De-Anonymization (DA) framework and an
Adaptive De-Anonymization (ADA) framework based on proposed structural
similarity, relative distance similarity and inheritance similarity. In [4], Chi-
asserini et al. proposed a degree-driven graph matching (DDM) algorithm
with considering a social network to be represented by a Chung-Lu random
graph [5].

— Seed-free de-anonymization attacks do not require pre-mapped user pairs as
seeds to bootstrap the de-anonymization attacks. Pedarsani et al. [17] pro-
posed a Bayesian model-based probabilistic framework to de-anonymize two
networks. At first, users in each network are sorted by degree (number of
neighbors) in descending order. Then, starting from mapping users with the
highest degree by the bipartite matching, other users are iteratively mapped
based on their degrees and distance to one user mapped in the previous round,
until all users are mapped. Ji et al. [8,9] proposed an optimization-based de-
anonymization (ODA) algorithm. ODA is a single-phase cold start algorithm
and aims at minimizing the neighborhood’s difference between an unmapped
user in the anonymized network and an unmapped user in the reference net-
work.

Attribute-Attached De-anonymization Attacks. By considering the
impacts of user attributes (non-PII), which are published with the social net-
work structure, various stronger attribute-attached de-anonymization attacks
are proposed. Zhang et al. introduced a de-anonymization attack to heteroge-
neous information networks in [22]. They utilized attribute information in user
entity matching and link matching to improve the accuracy of de-anonymization.
In [12], Korayem and Crandall took a machine learning approach which employs
various features based on temporal activity similarity, text similarity, geographic
similarity, and social connection similarity to de-anonymize users across hetero-
geneous social computing platforms. Li et al. [13] took into account the structural
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transformation similarity in social networks to propose an enhanced structure-
based de-anonymization attack. In [19], Qian et al. presented that attacker’s
background information can be modeled by knowledge graphs to enhance the
de-anonymization and attribute inference attacks. To de-anonymize Structure-
Attribute Graph (SAG) data, Ji et al. [11] proposed a new de-anonymization
framework called De-SAG which considered both the graph structure and the
attribute information. In [23], Zhang et al. introduced an approach to quantify
the significance of attributes in a social network. Then, based on the signifi-
cance values of attributes, they proposed an attribute-based similarity measure
to improve the social network de-anonymization performance.

3 Background

In this section, we introduce the definitions of the data model and three types
of graphs as well as the attack model. Moreover, we introduce the community
detection which is a crucial method for multipartite graph partition in our work.
The mathematical notations used in this paper are summarized in Table 1.

3.1 Network Model

In this paper, we model the social network as an wundirected, unweighted,
attributed and connected graph. The terms “network”, “user”, and “link” are
used interchangeably with “graph”, “node”, and “edge”, respectively.

A graph, G(V, E, A) consists of a set of users V = {v1, va, ..., v;, ...} in social
network, a set of edges E = {e; ; = (vi,vj)|vs,v; € V,i # j} that represent social
relationships between users, and a set of attributes (all the non-PII related to
the users in V') A = {a1,a2,...,a,,...}. Each attribute a; has a set of attribute
values denoted by a; = {a},a?, ..., al,...} (in order to simplify the discussion, all
attribute values are discrete). A(v;) denotes the set of attribute values associated
with user v;. Given a graph G, it can be partitioned into a set of communities,
which can be denoted by C = (c1,ca,...,¢;,..). Furthermore, |V|,|E|,|Al,|C|
denote the number of users, edges, attributes and communities, respectively.

Given an original graph G, the anonymized G is denoted by G, =
(Va, Ea, Ag). In G, V,, is obtained by removing the PII from users (V, =V, but
the identities of users in V,, are indistinguishable). The edge set FE, is obtained
by randomly adding and/or removing edges to/from E. The attributes (non-
PII) associated with users are preserved in A,, which means A, = A (it is also
realizable to make A # A, by modifying attribute values from users in V' during
the anonymization process).

A reference graph denoted by G, = (V;., E,, A,.) can be obtained by crawling
the same social network or different social networks with overlapping users, or
by collecting from public databases.

A multipartite graph G.,,(Vyn, Er) is a graph whose nodes can be or are
divided into several independent sets, V,, = {Viu1, Vina, ..o, Vinn }- Er denotes
the edge set.
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Table 1. Notations

Symbol Definition

G,Go,Gr, G Original, anonymized, reference, multipartite graphs

V, Vo, Vi Node (user) set

E,E,, E, Edge (relationship) set

A AL A Attribute set

A(vi), Aa(vi), Ar(vi) | The set of attribute values associated with user v; in
G,Gq,Gr

v; The ith user

a; The ith attribute

a{ The jth value of attribute a;
Community set

Ci The ith community

V|, |E|,|Al|C] The number of users, edges, attributes and
communities.

Sa; The set of users in V' that possess the attribute a;

Sal The set of users possessing the attribute value a?

Deg(v;) The degree of user v;

3.2 Attack Model

Next, in the attack model, we assume that attackers can access two social graphs.
One is the anonymized graph G, including sensitive information associated with
users in V. The other one is the reference graph G, including the true identities
associated with users in V.. In these two graphs, we assume V,.NV, # 0, E,NE, #
0, and A, = A,. Based on these assumptions, the attacker aims to map the users
in G, to those in G, so that they can disclose the private information of users
in G,. This attack can be mathematically defined as a mapping from V, to V.
[8,16]:

fiVa=Ve={(, i) =j)li € Va,j € Vi }. (1)

3.3 Community Detection

Community structure (or clusters, groups) commonly exists in various types of
networks, such as social networks, academic structures like research citations
(Arxiv, Google Scholar), biological networks, etc. Members in the same commu-
nity have a higher probability of being connected and are more likely to have
interaction with each other than with other members from other communities.
As one of the most popular research topics, community detection (or graph
partitioning) has been a fundamental problem in exploring complex network
structures and extracting valuable information.

Many community detection approaches have been proposed and widely used.
In our work, we employ the modularity-based community detection algorithm [6]
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to partition the multipartite graph into small groups, since it has a good balance
between speed and accuracy, and has the ability to partition the multipartite
graph into a set of small and dense communities without a predefined number
of communities. In community detection, modularity [3,15] is a quality index to
assess the quality of a network partition. Networks with high modularity have
dense connections among the nodes within communities but sparse connections
between nodes in different communities. Given an undirected connected graph
G(V, E), it can be partitioned into a set of communities C' which can be used to
calculate modularity M (C) of G by the following equation:

2
|Ec,-| |Ec7, + Zc‘ec |Eci»cj|
M — el J
©=2 |75 2B ’

c;eC

(2)

where |E,,| denotes the number of edges in cluster ¢;, and |E,, ,| indicates the
number of inter-community edges that connect one node in community ¢; with
the other node in community c;, and ¢; # ¢;.

4 Attribute-Enhanced De-anonymization Scheme

The motivation of our work is that attributes with diverse values could better
represent a user if those values of attributes are widely distributed in a social
network.

Network communities can offer an efficient way to divide and conquer
the de-anonymization attack. Based on the attribute with diverse values, the
anonymized graph and the reference graph could be merged into one multipar-
tite graph which provides a fresh idea to conduct de-anonymization attacks. After
dividing the multipartite graph into small communities, some users inside each
community are mapped first, and then the remaining users in the anonymized
graph are mapped to users in reference graph based on the global propagation
which runs on the whole network.

Figure 1 illustrates our approach which has four steps: (1) multipartite graph
generation, (2) multipartite graph partitioning, (3) local mapping, and (4) global
propagation.

4.1 Attribute Value Diversity (AVD)

We first define AV D(a;) which indicates the diversity of attribute value for each
attribute in a social network. This definition borrows the concept of information
entropy. Thus, AV D(a;) is measured as follows:

lai] . .
Sa’ Sa’
AVD(a) = - <|s.l| ><1n|Sf|>, (3)

Jj=1

where a; is the ith attribute in A, |S,,| denotes the number of users in V' that
possess the attribute a; in A, and |Sa]| represents the number of users possess-

ing the value of a{ in a;. |a;| denotes the number of different attribute values
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Fig. 1. An overview of our approach: (1) the anonymized network and reference net-
work are merged into one multipartite graph; (2) the multipartite graph are divided to
small communities; (3) users inside each community are mapped; and (4) the remaining
users are mapped by performing a global propagation on the whole network.

a{ of attribute a;. A large AV D(a;) indicates that attribute a; has large diverse
attribute values. For example, a user in a social network has two attributes:
Gender and Address. For each user, gender only has two possible attribute val-
ues (male and female), while address could be different from one to the other. A
fine-grained address, such as the detailed mailing address, could more precisely
identify a user than the gender. Therefore, we claim that AV D(Address) is larger
than AV D(Gender). In addition, as an important step in our de-anonymization
approach. We apply the attribute value diversity to generate a multipartite
graph.

4.2 Node Similarity

In mapping step and global propagation step, the node v, in V, is mapped
to node v, in V. based on the node similarity sim(v,,v,), which is defined as
follows:

_ |Deg(va) — Deg(v,)|
V/Deg(v,) * Deg(v,)

sim(vg,vp) = —/——————= X (

(4)

where % measures the similarity of attribute values between node v,

and node v,; Deg(v,) and Deg(v,) denote the degree of v, and v, in G, and
G, respectively. As a result, the similarity between two nodes is determined by
their attribute information and structural characteristics.

4.3 Algorithm Detalils

Multipartite Graph Generation: The first step of our approach is to cre-
ate a multipartite graph G,,. As shown in Algorithm 1, given an anonymized
graph G, (V,, E,, A,) and a reference graph G,.(V,., E,., A,.), their user sets V,, V.
are added to G, as nodes sets V,,,; and V,,2, respectively (Line 1-3). For any
attribute a;, it will be removed from A, and A, if its diversity of attribute value
AV D(a;) is smaller than a threshold (Line 4-13), because adding attributes
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with few attribute values into the multipartite graph would make the graph too
complex to get a good graph partitioning quality. This threshold depends on
the number of attributes owned by graphs. For instance, a graph with abundant
attributes would select a large threshold. After that, attribute values of each
user in V, and V,. serve as a set of nodes V;,3 and are added into G,,, respec-
tively. Meanwhile, if a user possesses an attribute value, an edge should be added
between the user and the attribute value (Line 14-25). Finally, the multipartite
graph consisting of user nodes and attribute value nodes are created.

Multipartite Graph Partitioning: As mentioned in Sect. 3.3, we employ
modularity-based community detection algorithm [6]. The partitioning opera-
tion will keep repeating until no community can be split further (or reaching a
maximum number of iterations).

Algorithm 1: Creating a multipartite graph
Input : Two social graphs: Go(V,, Eq, As) and G.(V,., E,., A,)
Output: A multipartite graph G, (Vin1, Vinz, Vins, Em)

1 Set an undirected graph G,, = 0

2 Gy.add_nodes_from(V,, type = V1)

3 Gu.add_nodes_from(V,,type = V;,2)

4 for each attribute a; € A, do

5 if AV D(a;) < threshold then

6 | Aq.remove(a;)

7 end

8 end

9 for each attribute a; € A, do

10 if AV D(a;) < threshold then

11 | A,.remove(a;)

12 end

13 end

14 for each user v; € V, do

15 for each attribute value al € A,(v;) do
16 Gm.add,node(ag, type = Viu3)

17 G .add_edge((vi, al), type = E,,)
18 end

19 end
20 for each user v; € V,. do
21 for each attribute value a! € A, (v;) do
22 Gm.add,node(a{, type = Viu3)
23 Gp.add_edge((v;, a{), type = Ep,)
24 end
25 end
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Local Mapping: After graph partitioning, each community ¢; € C has three
sets of nodes which are V}),;,V, 5, and V,) 5. These three sets are the subset of
Vin1, Vine and V3, where V,,,1 contains V,, V,,2 contains V,. and V,,3 attribute
values, respectively. In each community, an unmapped user v; in V! ; is mapped
to a candidate user v; in V, 5, based on the node similarity calculated by Eq. (4)
in Sect.4.2. Furthermore, during the local mapping, we employ the following

eccentricity [14] to measure the uniqueness of the unmapped user candidate:
max; (D) — maxa (D)

ecc(D) = 5(D) , (5)

where D is the list of similarity scores sim between v; and all candidate users
in Viu2, maxy (D) and maxy (D) are the two highest similarity values in D, and
d(D) represents the standard deviation of the values in D. If the ecc(D) exceeds
a threshold, the users v; is mapped to v; with the similarity equals to max; (D).

Algorithm 2: Local mapping

Input : A set of communities: C
Output: A set of mapped user pairs M
1 Initialize M = ()

2 for each community ¢; € C do

3 ¢ =V, UV UV, . where V|, C V1, V.o C Vipa, Voo C Vins
4 for each v; € V,,; do

5 Initialize D = ()

6 for each v; €V, , do

7 Calculate sim(v;,v;) based on Equation (4)

8
9

D.add(sim(v;, vj))

end

10 Calculate ecc(D) based on Equation (5), if it is above a threshold,
select the user v; with the highest sim(v;, v;)

11 M:MU{(vi,vj)}

12 end

13 end

Global Propagation: This phase is similar to the propagation proposed in [14].
Staring from the identified users M from local mapping, each unmapped user
v, in G, will be mapped to an unmapped user v, in GG,.. At each iteration, we
randomly pick an unmapped user v, who has a successfully mapped neighbor
from anonymized social graph G,, and use similarity measurement Eq. (4) to
quantify its similarity values with all unmapped users candidates in G, who
possess at least one successfully mapped neighbor. Finally, the v, will be selected
based on the eccentricity defined in Eq. (5) to map with v,. The new mapped
pair (vg, v,) will be added into M to serve the next round iteration.
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5 Experiments

In this section, we employ a real-world dataset collected from Sina Weibo, the
most famous social media in China, to evaluate our attribute-enhanced de-
anonymization approach.

5.1 Experimental Setup

We converted Weibo dataset which captures the “following” relationships among
users into an undirected graph with 3859 nodes, 4992 edges and an average degree
of 2.587. Each user in this dataset possesses three attributes including “gender”,
“city” and “province”. We make a copy of the original graph and replace all
user identities with random characters, then employ two edge randomization
methods [20], Random Add/Del and Random Switch on this copy to generate
anonymized graphs. Next, we duplicate the original graph and randomly remove
10% of nodes and their edges to generate the reference network. In our work, we
used the most influential de-anonymization approach [14] as the baseline. The de-
anonymization accuracy is used to evaluate the de-anonymization performance,
which denotes the ratio of the number of users correctly re-identified over the
number of overlapping users of G, and G,.. The following evaluation results are
the average of 30 trials.

5.2 Results

At first, we apply two edge randomization approaches to add noises into the
anonymized network. The first approach is Random Add/Del, which randomly
deletes a number of edges from a network and then randomly adds the same
number of edges into the network. The second approach called Random Switch
randomly removes two edges e; ; and e, 4 from network and then add two edges
e;p and e; 4 to the network. In evaluations, the noise ratio, which decides the
number of added and deleted edges over the total number of edges in the network,
is changed from 0 to 0.3 at an interval of 0.05. Based on experiences from our
experiments, the threshold used in multipartite graph generation is set to the
average value of AVD, and the maximum number of partitioning iterations is set
to 6. The eccentricity threshold used in local mapping is set to 0.1 [16], and the
number of seeds in the baseline algorithm is set to 150 [14].

Figure 2a depicts the result of de-anonymization accuracy in the anonymized
network processed by Random Add/Del. As a result of using degrees of nodes
to calculate a similarity between users, both de-anonymization methods are neg-
atively affected by adding and removing edges, compared to the case without
adding noise. Despite this, our algorithm has better performance than the base-
line. Figure 2b presents the result in the network processed by Random Switch.
As shown in the result, we can see that both our algorithm and the baseline are
impacted by added noises. This is because even though the degrees of nodes are
not changed by Random Switch, the inside structure of the network which both
de-anonymization algorithms rely on is disturbed. In spite of this, our algorithm
is still better than the baseline.
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(a) Random Add/Del anonymized graph. (b) Random Switch anonymized graph.

Fig. 2. Impact of noise on the de-anonymization accuracy in the different anonymized
graphs

6 Conclusion and Future Work

In this paper, we propose a new approach to de-anonymize a social network
with user attributes. Our method merges the anonymized network and reference
network into a multipartite graph and employs a modularity-based community
detection technique to partition the multipartite graph into small and dense com-
munities. After that, the local mapping and global propagation are performed
sequentially to de-anonymize users from the community level and the network
level, respectively. We use a Sina Weibo dataset processed by two edge random-
ization methods to evaluate our algorithm. The evaluation results indicate that
our approach is more efficient than the most influential algorithm. In the future,
we would explore ways to de-anonymize the networks with modified attribute
values and measure the degree of anonymity of users in an anonymized network
with user attributes.
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