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Abstract—We consider the problem of attack detection for IoT
networks based only on passively collected network parameters.
For the first time in the literature, we develop a blind attack
detection method based on data conformity evaluation. Network
parameters collected passively, are converted to their conformity
values through iterative projections on refined L1-norm tensor
subspaces. We demonstrate our algorithmic development in a
case study for a simulated star topology network. Type of attack,
affected devices, as well as, attack time frame can be easily
identified.

Index Terms—Internet of Things, security, L1-norm, data
conformity, tensors, tensor decomposition, principal-component-
analysis.

I. INTRODUCTION

A growing number of diverse physical devices are being

connected to the Internet at an unprecedented rate realizing the

idea of Internet of Things (IoT). IoT enabled physical objects

may sense the environment, and perform tasks together by

communicating with each other to coordinate decisions [1].

An IoT network is not a simple wireless sensor network;

it is a dense integration of the virtual and the real world

where communication between devices and humans takes

place. In a sense, it can be considered as an interwoven

medium of heterogeneous networks of different sizes making

up a large global network. Applications such as transportation,

healthcare, industrial automation, and smart homes are just

some domains which IoT networks will enable or enhance

[2]. IoT shifts from functionality to connectivity and data-

driven decision making. New requirements and constraints

are introduced on the network, on the physical communica-

tion channel, on the end device hardware and software [3].

End devices are tailored to their assigned tasks to have the

lowest possible size, cost, and energy consumption [4]. As
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a consequence, frequently the hardware has low resources in

terms of computation power, memory, battery, transmission

range, throughput, and delay. At the same time, for continuous

secure IoT operations key requirements are fault-tolerance,

self-healing against compromised nodes and attacks, energy

efficiency, scalability, and flexibility for heterogeneous net-

work formation over a wide area [4].

This new heterogeneous networking environment creates

significant challenges in applying known security schemes

to the IoT [3], [4]. Most of the state-of-the-art security

schemes are tailored to common networking standards and

architectures, in contrast with the goals defined in [5]. On

the contrary, a single IoT network could comprise of smaller

sub-networks utilizing different networking architectures and

standards, as well as end devices with different computation,

communications, and security capabilities and requirements.

Recently the research community started investigating the

use of intrusion detection systems (IDS) for the IoT net-

works, in order to tackle some of the security challenges

and successfully identify attacks and affected nodes in wide

wireless networks. Specifically, a complete analysis of an IDS

for WSNs is presented in [6]. The authors utilize the OSI

model and geographical attack propagation to classify attacks.

In [7], the authors analyze different IDS technologies and

provide useful guidelines for potential IDS applications in

WSNs. Descriptions of different WSN attacks are presented

in [4], where the authors provide detailed discussion about

the general concept of WSN security and its challenges.

Machine learning techniques such as principal component

analysis (PCA) for intrusion detection are introduced in [8].

The authors present a dimensionality reduction and clas-

sification system designed to detect malicious activity and

intrusions. Moreover, the work in [9] utilizes machine learning

ideas to capture global knowledge of the traffic patterns in the

wireless networks in order to identify intrusion attacks.
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Fig. 2: The original dataset is converted to element-by-element

conformity values. The lower the value the less conforming the

element.

respect to the first mode of our tensor dataset X(1) ∈ R
D×LN .

First, we calculate R1 principal components of the first mode

X(1) denoted as Q
(1)
1 ∈ R

D×R1 by solving the following

optimization problem

Q
(1)
1 = argmax

Q∈R
D×R,

QTQ=IR

∥∥∥XT
(1)Q

∥∥∥
1
. (1)

The optimization problem in Eq. (1) calculates robust sub-

spaces by explicit L1-norm projection maximization. The

resulting principal components are called L1-norm principal

components, which have been proven to be extremely resistant

to misbehaving data [15]. We utilize this property to calculate

the conformity of our data by defining the L2-norm distance

between each column of X(1) and the calculated subspace

Q
(1)
1 as

d
(1)
1,i =

∥∥∥
(
ID −Q1Q

T
1

) [
X(1)

]
:,i

∥∥∥
−1

2
, i = 1, 2, . . . , LN.

(2)

We expect small d
(1)
1,i values if d

(1)
1,i is an “outlier” and large

if it is a nominal data column. Therefore, the conformity of

each data column of X(1) can be measured as the L2-norm

distance from the calculated subspace, i.e.,

w
(1)
1 =

[
d
(1)
1,1 d

(1)
1,2 . . . d

(1)
1,LN

]T
LN×1

. (3)

The vector w1 is then converted to a tensor, where each

column i is weighted by the same coefficient d1,i, i =

1, 2, . . . , LN .

W
(1)
1 = tensorization

(
w

(1)
1 ◦ 1D×LN

)
(4)

where the “tensorization” operation converts the mode-n ma-

trix back to the original tensor form. After calculating the

tensors W
(1)
1 , we repeat the same process for the two other

modes to obtain W
(1)
2 and W

(1)
3 . Then, we combine in an

additive fashion to form the final data conformity tensor

W
(1) = α1W

(1)
1 + α2W

(1)
2 + α3W

(1)
3 (5)

where αk ∈ R
+, k = 1, 2, 3,

∑
k αk = 1 are weights

corresponding to the prescribed importance of each dimension

of the dataset (for example α1 = α2 = α3 = 1
3 , if all treated

equal). The weight tensor W(1) is then normalized

W̃
(1) =

W(1)

∥∥W(1)
∥∥
1

. (6)

The final weight tensor W̃(1) contains the data conformity

value of each individual element enabling element-wise con-

formity evaluation of the data. Then the L1-norm subspace of

the first mode may be refined by

Q
(1)
1 = argmax

Q∈R
D×R1 ,

QTQ=IR1

∥∥∥QT
(
X(1) ◦ W̃

(1)
(1)

)∥∥∥
1
, (7)

where ◦ is the element-wise (Hadamard) product. The same

holds true for the other modes. The data conformity values can

be iteratively refined until numerical convergence of the data

conformity tensor W̃(l) is observed. In Table I, we present

the complete pseudo-code of the algorithm for a tensor X ∈

R
I1×I2×I3 .

Algorithm 1 Data conformity evaluation through L1-norm

tensor decomposition

Input: X ∈ R
I1×I2×I3 , ranks R1, R2, R3 ∈ Z

+, and weights

α1, α2, α3 > 0

Output: W̃

1: for k = 1, 2, 3 do

2: Q
(0)
k = argmax

Q∈R
Ik×Rk ,

QTQ=IRk

∥∥QTX(k)

∥∥
1

3: Mk =
∏3

i=1,i6=k Ii
4: end for, l = 0

5: while convergence criterion is not met do

6: for k = 1, 2, 3 do

7: d
(l)
k,ik

=

∥∥∥∥
(
IIk −Q

(l−1)
k Q

(l−1)
k

T
)[

X(k)

]
:,ik

∥∥∥∥
−1

2

, ∀ik =

1, 2, . . . ,Mk

8: w
(l)
k =

[
d
(l)
k,1 d

(l)
k,2 . . . d

(l)
k,Mk

]T
Mk×1

9: W
(l)
k ← tensorizationk

(
w

(l)
k ◦ 1Ik×Mk

)

10: end for

11: W̃(l) =
∑3

k=1 αkW
(l)
k

∥

∥

∥

∑3
k=1 αkW

(l)
k

∥

∥

∥

1

12: for k = 1, 2, 3 do

13: Q
(l)
k = argmax

Q∈R
Ik×Rk ,

QTQ=IRk

∥∥∥QT
(
X(k) ◦ W̃

(l)
(k)

)∥∥∥
1

14: end for, l = l + 1

15: end while

TABLE I: Data conformity evaluation through L1-norm tensor

decomposition

IV. CASE STUDY

For testing our algorithm, we choose two attacks which are

most relevant for IoT networks, namely constant jamming and
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