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Abstract
Side-channel analysis is a non-invasive form of attack that reveals the secret key of the cryptographic circuit by analyzing
the leaked physical information. The traditional brute-force and cryptanalysis attacks target the weakness in the encryption
algorithm, whereas side-channel attacks use statistical models such as differential analysis and correlation analysis on the
leaked information gained from the cryptographic device during the run-time. As a non-invasive and passive attack, the
side-channel attack brings a lot of difficulties for detection and defense. In this work, we propose a key update scheme
as a countermeasure for power and electromagnetic analysis-based attacks on the cryptographic device. The proposed
countermeasure utilizes a secure coprocessor to provide secure key generation and storage in a trusted environment. The
experimental results show that the proposed key update scheme can mitigate side-channel attacks significantly.

Keywords Hardware security · Side-channel attack · Correlation power analysis · Electromagnetic analysis · Trusted
Platform Module

1 Introduction

The side-channel attacks can steal the secret key used in
the encryption engine [1]. During execution, the leakage
of physical information (a.k.a. side-channel) is inevitable
and can be utilized to reveal the information based on the
fundamental principle that there is a correlation between the
side-channel leakage and the internal state of the processing
device, which is related to the secret information. In contrast
to invasive attacks which require direct access to the internal
components in the chip, the side-channel attack exploits
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external leaked information, such as power consumption,
electromagnetic radiation, and time delay. Besides, the side-
channel attack is passive which has become a critical threat
to the security of cryptographic chips and devices.

To mitigate the risk of side-channel attacks, countermea-
sures such as message hiding [2] and masking technique
[3, 4] are presented in the literature. The objective of such
techniques is to increase the time required to reveal the
secret key thereby protect cryptographic implementations
from different side-channel attacks.

In this work, we propose a key update scheme with
the integration of a secure coprocessor on the hardware-
based implementation of the Advanced Encryption Standard
(AES) to increase the resilience to different side-channel
attacks.

Contributions This paper makes the following contribu-
tions:

1. We have applied the correlation power analysis (CPA)
attack and the correlation electromagnetic analysis
(CEMA) attack on hardware-based AES-128 and
revealed the secret key successfully to show the
effectiveness of side-channel attacks.

2. We present a flexible key update scheme and prove
that the proposed scheme makes the design resilient to
side-channel attacks by experiments.
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3. We integrate the Trusted Platform Module (TPM) chip
with the FPGA fabric to generate and store secret keys
in a secure environment for protecting the keys used for
encryption.

Paper organization The paper is organized as follows.
Section 2 introduces related work, and Section 3 describes
the attack model. Section 4 explains the proposed coun-
termeasure. The experimental setup and the result are
presented in Sections 5 and 6. The security analysis is fur-
nished in Sections 7 and 8 discusses limitations. Finally,
conclusions are drawn in Section 9.

2 RelatedWorks

2.1 AES Encryption

AES is a US National Institute of Standards and Technology
(NIST) standard for symmetric encryption [5]. AES

supports three key lengths (128, 192, and 256) to meet
different requirements of security strength, using 10, 12,
and 14 rounds of transformations respectively. AES is
widely used in many areas, such as communication and
data storage. In this paper, AES-128 is used as the target
for exploring the resilience to side-channel attacks and the
effectiveness of proposed countermeasures.

Figure 1 shows the encryption process of AES-128.
Firstly, the key is expanded to a unique pseudo-random
key for each round. There are four operations in the AES
algorithm that adds to confusion and diffusion to make the
algorithm resilient to linear and differential cryptanalysis:

– SubBytes: Byte-by-byte substitution with a 16x16
lookup table name S-box.

– ShiftRows: A cyclic shifting in each row by a certain
offset.

– MixColumns: A mix-up of the bytes in each column
separately.

– AddRoundkey: Add the round key to the output of the
previous step.

Fig. 1 AES-128 encryption
process
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In AES encryption, each round performs all four steps
except the last round which only performs SubBytes,
ShiftRows, and AddRoundKey operations.

2.2 Side-Channel Attack

The side-channel attack (SCA) targets physical leaked
information. The device during execution leaks physical
information, which can be used for revealing the internal
operation processed on the device thereby stealing the
secret non-invasively, including power consumption [6, 7],
electromagnetic radiation [7, 8], time delay [1, 9], and
temperature [10].

Power consumption side-channel information can be
used for attacking the encryption engine during computing
extensive operations that produce power transients for
each encryption round. The power consumption of a
device depends on the processed data and the executed
instructions. The power analysis collects the real-time
power consumption of encryption and builds different
mathematical models to find the correlation between the
variation of power and hardware operations on the victim
device thereby reveal the secret key. There are several power
analysis attacks, including:

– Simple power analysis (SPA): A power analysis me-
thod which extracts the secret key by looking at
the variation of power consumption directly. SPA is
inefficient when the noise is huge or on the hardware-
based implementation because of its parallel nature
[6].

– Differential power analysis (DPA): An advanced power
analysis which uses statistical analysis to reduce the
noise and find the correlation between the power
consumption and the key information even the power
variation is very small [6].

– Correlation power analysis (CPA): A more efficient
attack which uses hamming weight to build the model
and Pearson coefficient to evaluate the correlation
between the hypothetical model and the actual power
consumption. The guessed key with the highest
coefficient can be considered as most likely the correct
value of the secret key. The efficiency of the CPA attack
is higher than DPA [11].

Another form of side-channel attack is electromagnetic
analysis (EMA). Electromagnetic radiation is caused by
the internal processing and activity of cryptographic device
hardware. Constant changing states of different elements
inside the hardware, for example, logic gates, flip-flops,
and registers, cause changes in the EM radiation pattern.
By collecting the fluctuation of EM radiation and analyzing
it, the secret key can be also extracted similar to power
analysis. In [8], Gandolfi et al. present an EM side-channel

attack on a smart card chip implementing DES encryption.
Bu et al. [12] modify the EM attack to decrease the number
of total traces required to extract key information using a
pre-processing technique which reduces noise levels.

Countermeasures for side-channel attacks are classified
as hiding technique and masking technique that eliminate or
reduce the correlation of side-channel and the bit switches.

The hiding technique aims at reducing the signal-to-noise
ratio (SNR) for leaked information [13] which can be real-
ized by randomization or equalization. Madlener et al. [14]
apply shuffling techniques to GF(2n) and propose a ran-
domized multiplication scheme by rescheduling algorithm.
In [15], Huss et al. propose a new countermeasure based on
the nature of reconfiguration of FPGA for SCA mitigation.
The physical architecture of the implementation is reconfig-
urable so that the dynamic power variation is randomized
along with the change of data path. For equalization tech-
niques, the core idea is to achieve equal power consumption
at each moment for SCA mitigation. By using dual-rail
pre-charge logic [16], the glitch will be remove; therefore,
the dynamic power consumption is equalized to a constant
value. This technique is also applied in sense amplifier-
based logic (SABL) [17] and wave dynamic differential
logic (WDDL) [18].

Applying key update scheme on cryptographic imple-
mentation has also been explored by existing works. Instead
of relying on one, [19] demonstrates a security model that
switches the secret key randomly to increase the leakage
resiliency. However, the proposed framework is imple-
mented on the software level and the strength of resilience
is not provided. In [20], Medwed et al. propose a re-keying
scheme that uses a key derivation function to generate ran-
dom session keys for every block of the message to prevent
the DPA attack. To meet the demand for multi-party com-
munication, this scheme is modified in [21] which presents
a multi-party key generation process for all the nodes in the
network. In [22], Xi et al. replace the arithmetic key update
function with a strong physically unclonable function (PUF)
to provide the resilience to power analysis.

In contrast to hiding techniques, masking techniques
are applied on the algorithmic level and randomize the
intermediate values of the computation or by adding dummy
instructions to avoid dependencies between the internal
operation and the leaked side-channel information without
changing the original functionality of the design [3, 4]. In
[23], Nikova et al. propose a threshold implementation (TI)
countermeasure against first-order DPA based on secret-
sharing.

2.3 Trusted PlatformModule

Trusted Platform Module (TPM) is a security coprocessor
chip specified by the Trusted Computing Group (TCG) [24]
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and standardized by the International Organization (ISO) for
enhancing the security of hardware devices. A TPM chip
contains a built-in true random number generator (TRNG),
a tamper-resistant non-volatile memory (NVM), and several
functionalities to realize root of trust (RoT).

TPM supports various encryption standards, such as
AES, RSA encryption, and hash function to provide
RoT [25] and authentication for hardware devices and
communication [26]. Compared with TPM 1.2, TPM 2.0
enables greater crypto-agility by supporting more and newer
cryptographic algorithms. Beyond that, TPM 2.0 has a
three-level hierarchy architecture and allows multiple keys
and algorithms per hierarchy. Keys used for encryption and
authentication are derived from the primary keys and can
be stored in the tamper-resistant persistent memory on the
TPM chip. For generating elliptic curve Diffie-Hellman
(ECDH) session keys, TPM can use NISTP256 and BNP256
curves to generate public-private key pairs. The public key
of the communicating node is multiplied with a node’s own
private key to generate a symmetric AES key.

3 AttackModel

In this work, we demonstrate the power analysis and
electromagnetic analysis-based side-channel attacks on
AES-128 engine implemented on FPGA.

3.1 Correlation Power Analysis

1. The power traces are normalized using pre-amplifier
and collected by oscilloscope during the execution of
the processing encryption.

2. Make the key prediction. The original key is divided
into 16 subkeys. For each subkey, guess every possible
value.

3. Predict the power consumption using the Hamming
weight leakage model to extract dynamic power
consumption which reflects the data moving and
operation. Hamming weight model presented in [27]
states the correlation between data processed by the
CMOS device and the electricity consumed at the
same time. The mathematical equation for the hamming
weight model is defined as:

E = aH(x) + b (1)

where E is the electricity consumption and H(x) is the
Hamming weight of the data.

4. Evaluate the correlation between the modeled power
and the actual power trace by using the Pearson

correlation coefficient ρ which is defined as:

ρ(A, B) = cov(A, B))

σAσB

= E[(A − μA)(B − μB)]
√

E[(A − μA)2]√E[(B − μB)2] (2)

where A and B are variables, cov denotes the
covariance, σ denotes the standard deviation, μ is
the mean value, and E is the expectation value. In
this work, two variables are the hypothetical value
and the actual power trace, so the Pearson correlation
coefficient is applied in this way:

C(h, t) =
∑D

d=1[(hd − h̄)(td − t̄ )]
√∑D

d=1(hd − h̄)2
∑D

d=1(td − t̄ )2
(3)

where h is the hypothetical value of the subkey, t is
the power trace, and D is the total number of collected
power traces.

The guessed subkey with the highest coefficient is
considered as most likely the correct subkey used in the
encryption.

3.2 Correlation Electromagnetic Analysis

To verify the effectiveness of EMA on the FPGA-based
implementation of AES-128, the correlation electromag-
netic analysis (CEMA) is also performed. EM emissions are
the direct cause of the energy consumption of the CMOS
device and as described in [8], a correlation exists between
EM signal peaks and the data under process. Hence, we can
consider EM emission instead of power consumption in the
equation given in [27] and use hamming weight to build
EM leakage model. The CEMA attack is similar to the CPA
attack with the following differences:

– Different from the passive probe used in CPA attack,
the CEMA attack uses a specialized EM probe.

– The process of EM capture is non-contact and the
EM radiation is more susceptible to the environmental
noise, so the amplification factor in EM capture is
higher than power collection.

– Because the trigger signal also produces EM radiation
(the first peak and the second peak in Fig. 7), the
encryption process starts from the third clock cycle.

4 Proposed Countermeasure

In this work, we propose a secure design based on the
key update scheme integration with tamper-resistant secure
coprocessor for a resilient AES implementation.

Author's personal copy
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4.1 Key Update Scheme

Different side-channel attacks require varying sizes of
sample traces to achieve a successful attack that results in
different amounts of time to capture and analyze leaked
information. This time period is called measurement To
disclose (MTD) period which denotes the time from the start
of the physical information collection process to the end of
the successful attack.

We use the least needed power/electromagnetic traces
(LNT) to quantify the least amount of time needed for
a successful attack. In other words, the less the amount
of collected traces used for revealing the key, the higher
efficiency the performed attack has.

To mitigate the risk of side-channel attacks, the main
target in this work is to increase the LNT. We propose a
key update scheme to achieve this goal. The proposed key
update scheme is to change the value of the key used in AES
encryption before the last used key can be revealed by the
side-channel attack and also preserve forward secrecy. This
scheme is applied and implemented on both the sender side
and the receiver side.

The following are the steps of the proposed scheme
which is also shown in Fig. 2:

1. Determine the LNT for single key (LNTS) of the target
hardware. This process is repeated several times and
the average value will be used as LNTS to remove the
random variation.

2. Generate a list of random secret keys for encryp-
tion/decryption on TPM and share the key list with the
receiver.

3. Set the update period (UP) which is less than LNTS and
share it with the receiver.

4. Start the encryption process with the first key and
change the key following the order of the key list when
the value of the counter reaches the value of UP on
both sender side and receiver side. The counter ECT
and the counter DCT are used for recording the number
of encryption processes have been completed with the
current key on the sender side and the receiver side,
respectively.

4.2 Secure Key Generation and Storage

The key update scheme requires multiple keys, so the
security of key generation and key storage is critical.
The keys can be generated on the fly using embedded
structures such as a strong PUF [22], or can be stored in
non-volatile memory or the secure memory on processor.
The memory on processor is vulnerable to readout using
the test structures such as scan-chain [28] and JTAG [29]
used for testing the hardware. Even with the secure design
components, the keys may be vulnerable to side-channel
analysis techniques that reveal key location or behavior
during execution [10].

In this work, we integrate the TPM chip with the FPGA
fabric which provides secure key generation and storage

Fig. 2 Proposed key update
scheme
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for the key update scheme. TPM supports encryption
and authentication, also has a tamper-resistant non-volatile
memory for key storage. The integration can be done
at different levels of abstraction that is hardware bare
metal or supported to core operating system functions.
We demonstrate the integration on the Microblaze-based
system, consisting of a PL-based Serial Peripheral Interface
(SPI) core that is connected to the Microblaze with the
help of the AXI interconnect. A memory interface generator
(MIG) is used to connect the onboard DDR RAM. Pins from
the SPI core are connected to the TPM’s SPI interface.

To provide the support for the TPM chip, we set up the
Microblaze core with Petalinux and interface with TPM
interface specification (TIS). The TIS is provided by the
device file, on which the wrappers are defined using the
TPM software stack (TSS) [30, 31]. The TSS is cross-
compiled and set up on the target system.

Figure 3 shows the integration of FPGA design fabric
with the encryption (AES) engine and the controller over the
SPI interface with TPM for the secure key generation and
storage. The controller coordinates the co-work between
the FPGA fabric and the TPM throughout the encryption
process, including communication with the TPM and key
update. All the keys in the key list are generated by the
built-in TRNG and stored in the tamper-resistant NVM
on the TPM chip. All the data communications between
the FPGA fabric and the TPM chip, including instruction
transmission and key exchange, are realized through the SPI
interface.

5 Experimental Setup

5.1 Power Analysis

To capture and collect power traces of the AES encryption
engine process on hardware, the following devices are used
in this work:

– Sakura-X experimental board [32] which has two
onboard FPGA chips: a Kintex-7 chip where the AES-
128 implemented and a Spartan-6 chip for controlling
and triggering

– LNA-1050 low noise amplifier [33]
– DSA 70404C oscilloscope [34]
– E3612A DC power supply [35]
– Agilent N2862B Passive Probe [36]

The experimental setup of power capture is shown in
Fig. 4. The AES-128 encryption engine is implemented on
the Kintex-7 FPGA chip and the trigger is implemented on
the Spartan-6 FPGA chip. The power consumption is cap-
tured and recorded by the oscilloscope as shown in Fig. 5.

5.2 Electromagnetic Attack

For collecting EM radiation, we used CW505 Planar H-field
EM probe [37]. The setup of EM capture is shown in Fig. 6.

To test the resilience to EM attack, we collected 30,000
EM traces with the same set of plaintexts and keys used
in power collection for performing CEMA attack. Figure 7
shows an example of EM trace of the whole AES encryption
process.

5.3 TPM Configuration

The process of key generation and storage is performed in
a trusted environment on the TPM. All the keys used in the
key update scheme are generated by the TRNG on the TPM
and stored in the non-volatile memory.

Figure 8 shows the experimental setup of TPM integra-
tion on the Sakura-X board. TPM supports several interfaces
such as Low Pin Count (LPC), SPI, and I2C. The TPM
chip used in this work is Infineon OPTIGATM TPM 2.0
SLB9670 which is encapsulated in Iridium 9670 Evaluation
Boards [38] and connected with the Sakura-X board via the
SPI port.

Fig. 3 Integration of FPGA
fabric and TPM
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Fig. 4 Experimental setup of
power capture

Fig. 5 Power trace of first three
rounds in encryption

Fig. 6 Experimental setup of
EM capture
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Fig. 7 EM trace of AES
encryption. The yellow line is
EM radiation of the chip and the
blue line is the trigger signal

The high quality of random bit-sequences generated by
the TRNG on the TPM chip has been proved by the NIST
test in the previous work [39]. A software driver was written
to provide the support for the integration.

6 Experimental Results

6.1 Power Analysis

We first applied the CPA attack on the first subkey of the
AES key with the collected power traces. We used four
random keys and ran the AES-128 encryption with the same
set of 30,000 random plaintexts for each key.

Figure 9 shows the result of CPA attack on the first
subkey used in the AES encryption with four different keys.
The first subkey of the 1st key 1D 22 BF 01 AC 77 D9 21
EA 34 15 F5 36 89 10 A2 is revealed correctly with around

Fig. 8 TPM configuration on the Sakura-X board

7000 power traces, and the first subkeys of the 2nd key (F0
1E D2 3C B4 5A 96 78 09 AF 81 EB 27 CD 1F A9), the 3rd

key (97 45 C3 73 1D AD 77 B1 17 B5 76 F4 5B 4C 1E E0),
and the 4th key (2B 7E 15 16 28 AE D2 A6 AB F7 15 88
09 CF 4F 3C) can also be revealed with around 5000, 6000,
and 5000 power traces, respectively.

6.2 Electromagnetic Analysis

We also applied CEMA on the first subkey of the AES key
with the collected EM traces to explore the efficiency of the
EM-based side-channel attack. The EM traces collected for
the CEMA attack used the same set of plaintexts and the 4th

key used in the CPA attack (2B 7E 15 16 28 AE D2 A6 AB
F7 15 88 09 CF 4F 3C). The result is shown in Fig. 10.

For the 4th key, the LNTS of EMA attack is around
15,000 which is much higher than LNTS of CPA (5000).
There are two reasons: (1) The EM probe used in this
experiment does not have enough sensitivity. (2) The level
of environmental noise is too high.

However, if the environmental noise can be isolated
and the probe is sensitive enough, the CEMA attack can
reach the same level of efficiency as CPA [7]. The EM-
based side-channel attack is more threatening because it is a
non-contact attack comparing with power analysis attacks.

6.3 Applying Key Update

To mitigate the risk of the side-channel attack, we applied
the proposed key update scheme. Based on the result of
CPA attack on AES-128 encryption with different keys,
the lowest LNTS is around 5000 and the highest LNTS is

Author's personal copy
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Fig. 9 The result of CPA attack on the first subkey used in the AES encryption with four different keys

around 7000 which is much less than the CEMA attack on
EM traces collected with the same key and the same set of
plaintexts. (Under ideal conditions, the CEMA attack can
reach to the same level of efficiency as CPA [7].) If the
proposed key update scheme can mitigate the CPA attack,
it must also be efficient on CEMA mitigation. To remove
the influence of random deviation, we set the value of the
update period (UP) to 3000 traces (40% less than the lowest
LNTS). The sender begins the encryption process with the
first random key, then changes the key to the next one after
every 3000 full encryption processes following the loop
order:

1st key → 2ndkey → 3rdkey → 4thkey → 1st key · · · · · ·
The receiver also updates the key following the same

order shared by the sender for data decryption. We applied
the same CPA attack on the collected power traces with the
same set of plaintexts using key update scheme to verify
the effectiveness. The 1st key was used for encryption in
three time periods in this experiment (1st -3000th, 12001st -
15000th, 24001st -27000th), it means that totally 9000
power traces using the 1st key are collected for CPA attack.

Similarly, the 2nd , 3rd , and 4th keys are used for encryption
at regular intervals with 9000 (3001st -6000th, 15001st -
18000th, 27001st -30000th), 6000 (6001st -9000th, 18001st -
21000th), and 6000 (9001st -12000th, 21001st -24000th)
random plaintexts, respectively.

Fig. 10 The result of the CEMA attack on the first subkey of the 4th

key used in the AES encryption
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The result is shown in Fig. 11. After applying the
proposed key update scheme, none of the subkeys is
revealed even with up to 30,000 power traces totally, and
up to 9000 traces for a single key (the 1st and the 2nd

key). In contrast, the first subkeys of the 1st key and
the 2nd key can be extracted correctly with around 7000
power traces and 5000 power traces without applying the
proposed key update scheme. This means that, even with a
deterministic update order, the proposed key update scheme
is still secure to mitigate correlation-based attacks because
the accumulative correlation model built with previous keys
is disturbed continuously every time the new key is applied.

6.4 Key Generation on TPM

Figure 12 shows the process of key generation on TPM.
In this experiment, 8 random keys were generated by the
TRNG which can be used for the key update scheme in the
encryption process. The average time to generate 8 random
keys is 0.014 s in 100 runs. The size of the key list and
the length of each key are controllable for meeting different
security needs.

7 Security Analysis

The encryption engine during execution is vulnerable to
side-channel attacks and has been shown in Section 6. The
vulnerability of cryptographic devices roots in the high
correlation between the leaked information and the static
implementation of the encryption engine. In this work, we
propose a key update scheme which is resilient to side-
channel attacks.

One advantage of the proposed scheme is that the
strength of security is completely controllable by changing

Fig. 11 The result of CPA attack on the first subkey used in the
encryption after applying the key update scheme

the length of the key list, modifying the update order, or
adjusting the update period. A longer key list (more random
keys) or a higher update frequency (reduce the update
period) can enhance the resilience to SCA attacks further,
but also leads to higher overhead. To ensure the security of
the proposed scheme, in this work, the sharing process of
key list is expected to be performed in a trusted environment
before the data communication process.

In [20, 21], Medwed et al. propose a re-keying scheme
that generates random keys using a key derivation function.
However, the key derivation function is implemented on
the same fabric with the encryption engine which brings
an extra area overhead and risk of tampering attack. The
state-of-the-art FPGA devices natively support key rolling
to encrypt the bitstream which allows the user to break
up the bitstream into multiple AES encryption messages,
each encrypted with its own unique rolling key which are
derived from the initial key [40]. However, the on-chip AES
logic cannot be used for any purpose other than bitstream
encryption/decryption and the initial key is stored in the
RAM or eFUSE which is still readable by laser stimulation
techniques [10]. Moreover, the size of bitstream and the time
delay are greatly increased along with activating the key
rolling scheme. By comparison, the proposed key update
scheme in this work is a general solution scheme and all
the keys are generated based on a primary key which is
never visible outside of the TPM [41]. In [42], a shifter is
used for producing randomness for the key rotation scheme.
However, the shifting-based random number generator can
only produce pseudo-random numbers. In contrast, we use
the built-in TRNG on the TPM to produce true random
numbers and the quality has been proved by the NIST test
[39]. The use of true random numbers can enhance the
strength of key update scheme. To protect the process of
key generation, [22] uses a strong PUF to generate keys
based on the subthreshold current array proposed in [43].

Fig. 12 The process of key generation on TPM
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The proposed PUF shows good performance but it is only
resistant to simple power analysis.

As an efficient countermeasure, masking is widely used
for mitigating side-channel attacks. In [44], an order 1
perfectly masked algorithm is presented which masks
original secret data with an additively masked value to
reduce the correlation between the intermediate values and
the input. To increase the efficiency and the security of
masking, threshold implementation (TI) is proposed in
[23] which combines the ideas of secret sharing, threshold
cryptography, and multi-party computation protocols. The
original secret data is divided into multiple shares using
Boolean addition and processed independently, and cannot
be revealed unless the number of leaked shares is higher
than the preset threshold. However, the area overhead of
threshold implementation is very high. For example, the
area overhead after applying the countermeasure based on
threshold implementation proposed in [45] is higher than
350%.

In this work, an independent TPM chip is used for key
generation. All the keys are generated by the TRNG and stored
in the tamper-resistant NVM on the TPM chip so that the risk
of tampering attack is reduced significantly. The area overhead
of the proposed design is incurred by the storage for
multiple keys used in the key update scheme and depends on
the length of each key and the key list. All the keys are stored
on the TPM chip, so there is no extra area overhead incurred
by key storage on the FPGA fabric. For AES-128, the size
of each key is 16 bytes. The size of NVM on SLB9670
TPM2.0 chip is 6962 bytes [46] which is able to store up
to 435 AES-128 keys. For time overhead, the result shows
that the average time to generate one random key is less
than 2 ms. Considering the enhancement of security brought
by the proposed scheme and the TPM chip, the overhead is
fairly small. In addition, TPM supports different sizes and
types of keys (RSA, ECC, and AES). This feature makes
the proposed scheme more flexible and practical in different
scenarios to fulfill various users’ needs.

8 Limitations

As shown in Fig. 3, the FPGA fabric communicates
with the TPM chip via the SPI interface, including
sending commands and key exchange. Currently, the SPI
interface and the communication process are unprotected
as shown in Fig. 8. As a result, the attacker can perform
the eavesdropping attack on the communication process
directly to steal the secret data.

To mitigate this risk, one practical solution is to integrate
the TPM chip into the system on chip (SoC). A commercial
form of this integration is Intel Platform Trust Technology

(PTT) which implements TPM in system firmware. PTT
supports full TPM 2.0 specification but uses the existing
processor on the SoC. Benefit from the highly integrated
nature of PTT, the difficulty of performing eavesdropping
attacks on TPM is increased significantly. Integrating TPM
into the main fabric can also reduce the risk of optical
attack based on thermal laser stimulation (TLS) because the
backside of the TPM chip is not directly exposed anymore
after integration.

9 Conclusion

In this paper, a key update scheme is proposed as a
countermeasure for side-channel attacks. The keys are
updated during short intervals to reduce the correlation and
dependence between the leaked information and the secret
key. By calculating the least needed power/EM traces (LNT)
of the target device and updating the key before any subkey
can be revealed on each node synchronously, the risk of
the power analysis attack and the EM analysis attack is
mitigated as shown in the experiments.

To protect keys from tampering attacks, the keys are
generated and stored securely on the TPM. The length
of each key and the number of keys are controllable
which means that the proposed scheme supports various
encryption standards and the security strength is flexible to
meet different demands.
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