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A Spatiotemporal Approach for Secure
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Abstract— Database-driven Dynamic Spectrum Sharing (DSS)
is the de-facto technical paradigm adopted by Federal Commu-
nications Commission for increasing spectrum efficiency, which
allows licensed spectrum to be opportunistically used by sec-
ondary users. In database-driven DSS, a geo-location database
administrator (DBA) maintains spectrum availability information
over its service region in the form of a Radio Environment
Map (REM), where the received signal strength from the pri-
mary user at every location is either directly measured via
spectrum sensing or estimated via statistical spatial interpo-
lation. Crowdsourcing-based spectrum sensing is a promising
approach for periodically collecting spectrum measurements over
a large geographic area but is unfortunately vulnerable to false
spectrum measurements. Despite a large body of prior work
on secure cooperative spectrum sensing, how to construct an
accurate REM in the presence of false measurements remains an
open challenge. In this paper, we introduce ST-REM, a novel
spatiotemporal approach for securely constructing an REM
in the presence of false spectrum measurements. Inspired by
the self-label techniques developed for semi-supervised learning,
ST-REM iteratively constructs an REM from a small number of
spectrum measurements from trusted anchor sensors and many
more measurements from mobile users. During each iteration,
the DBA evaluates the trustworthiness of each measurement by
jointly considering its spatial fitness with other trusted measure-
ments and the mobile user’s long-term behavior. By gradually
incorporating the most trustworthy spectrum measurements,
the DBA is able to construct a REM with high accuracy. Extensive
simulation studies using a real spectrum measurement dataset
confirm the efficacy and efficiency of ST-REM.

Index Terms—Dynamic spectrum sharing, crowdsourcing,
spectrum sensing, radio environment map, security.

I. INTRODUCTION

ATABASE-DRIVEN Dynamic Spectrum Sharing (DSS)
is the de facto technical paradigm adopted by Fed-
eral Communications Commission (FCC) for meeting the
ever-growing spectrum demand by allowing secondary users
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to opportunistically access licensed spectrum bands without
causing interference to primary users’ transmissions [2], [3].
In a database-driven DSS system, a geo-location database
administrator (DBA) maintains the spectrum availability in its
service region and manages spectrum access from secondary
users. Any secondary user who wants to access a licensed
spectrum band is required to inquire the DBA, which may
either grant or deny the spectrum-access request based on the
spectrum availability at the desired time and location.

Effectively enhancing spectrum utilization requires accurate
spectrum availability information, for which a widely advo-
cated approach is to let the DBA construct and maintain a
Radio Environmental Map (REM) over its service region. The
REM concept [4], [5] was originally proposed as an abstraction
of radio environments represented by a distributed database for
storing information and knowledge of the radio environment
to support a wide range of spectrum-related functionalities.
Following the recent work [6], we consider an REM as a
map characterizing primary users’ radio activities, in which
the received signal strength (RSS) from the primary user
at every location of interest is either directly measured via
spectrum sensing or estimated using proper statistical spatial
interpolation techniques.

Maintaining an accurate REM requires the DBA to peri-
odically collect many spectrum measurements over a large
geographic region, which can be accomplished in mainly two
ways. A straightforward approach is to deploy a network of
spectrum sensors for detecting radio activities on licensed
spectrum bands. However, it is well known that large-scale
sensor networks are expensive to deploy and difficult to
operate and maintain. Therefore, it has been widely advocated
that the DBA only needs to deploy a small number of
dedicated spectrum sensors at strategic locations [7], [8] and
outsource the majority of spectrum-sensing tasks to ubiquitous
mobile users. The feasibility of this approach lies in the deep
penetration of mobile devices into everyday life and the wide
expectation that future mobile devices can perform spectrum
sensing via either internal spectrum sensors or external ones
acquired from other parties like the DBA [9]-[15].

Crowdsourcing-based REM construction is, unfortunately,
vulnerable to false spectrum measurements, which contain
RSS values much higher (or lower) than the true RSS mea-
surements. In particular, mobile users cannot be fully trusted
and may submit false spectrum measurements due to various
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reasons. For example, a good mobile user may submit false
spectrum measurements because of faulty spectrum sensor.
As another example, a selfish mobile user may submit forged
spectrum measurements without actual sensing to save battery.
Last but not the least, a malicious mobile user may be hired
by the DBA’s business competitor to submit false spectrum
measurements to damage the DBA’s reputation. Since most
existing techniques for REM construction [16]-[20] rely on
statistical interpolation techniques, eg. Ordinary Kriging, that
are known to be sensitive to outliers [21], even a small number
of false measurements can heavily distort the REM, leading to
either missed spectrum opportunities or harmful interference
to primary users’ transmissions.

Despite the large body of work on secure cooperative spec-
trum sensing against false spectrum measurements [9]-[11],
[22]-[27], how to construct an accurate REM from possibly
false spectrum measurements poses new challenges. In par-
ticular, secure cooperative sensing aims to decide whether
a primary user at a known location is transmitting or not,
whereas REM construction intends to estimate the RSS from
the primary user at every location of interest where the
primary user’s transmission activity is known. The unique
challenges brought by REM construction render prior solutions
[9]-[11], [22]-[27] inapplicable. These situations call for
sound solutions to construct REM with high accuracy in the
presence of false spectrum measurements.

To tackle this challenge, we introduce ST-REM, a novel
spatiotemporal approach for securely constructing REMs
in the presence of false spectrum measurements. Inspired
by self-labeled techniques [28] originally developed for
semi-supervised learning, ST-REM constructs highly accurate
REMs from a small number of trusted measurements and many
more untrusted measurements via iterative statistical spatial
interpolation. Specifically, an initial REM is constructed using
only the trusted measurements from dedicated spectrum sen-
sors and then gradually refined by incorporating the most
trustworthy measurements from the remaining ones. The key
ingredient of ST-REM is a novel mechanism for evaluating of
the trustworthiness of every spectrum measurement submitted
by mobile users, which jointly considers the measurement’s
spatial and temporal trustworthiness. The former is evaluated
based on the measurement’s spatial fitness with other mea-
surements that have already been deemed trustworthy. The
latter, on the other hand, is evaluated by tracking the mobile
user’s long-term behavior, which provides strong indication for
the quality of the measurement he/she submits in the current
epoch. Using the most trustworthy spectrum measurements,
the DBA is able to filter out false ones and construct an REM
with high accuracy. Our contributions in this paper can be
summarized as follows.

o To the best of our knowledge, we are the first to study
secure crowdsourced REM construction in the presence
of false spectrum measurements.

o We introduce ST-REM, a novel approach for constructing
REM from a small number of trusted measurements
from dedicated spectrum sensors and many more from
untrusted mobile users. The accuracy of the resulting
REM is achieved by jointly considering the spatial
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and temporal trustworthiness of the measurements from
mobile users and constructing the REM using only the
most trustworthy ones.

o The efficacy of ST-REM is confirmed via extensive simu-
lation studies using a real spectrum measurement dataset.
For example, our simulation results show that even when
twenty percent of the measurements are false, ST-REM
can produce an REM with mean absolute error (MAE)
of 2.75 dB, which is only 2.83% higher than the case
where all false measurements are known in advance and
excluded by the DBA.

The rest of this paper is structured as follows. Related work is
discussed in Section II. We introduce the system and adversary
models along with the design goals in Section III. Section IV
presents the design of ST-REM. We evaluate the performance
of ST-REM in Section V. Section VI concludes this paper.

II. RELATED WORK

In this section, we discuss prior work in several areas that
are most germane to our work.

A. REM Construction via Statistical Spatial Interpolation

There have been a number of attempts to improve the spec-
trum estimation accuracy at the DBA by constructing an REM
or detailed PU coverage map from spectrum measurements
through statistical spatial interpolation, for which a recent
survey can be found at [29].

Ordinary Kriging is the most popular statistical spatial inter-
polation technique for radio mapping. Alaya-Feki ef al. [16]
introduced a solution for constructing a map of received
signal strength from radio measurements using Ordinary
Kriging. In [17], Achtzehn et al. conducted a large-scale
measurement campaign and demonstrated that spatial inter-
polation techniques such as Ordinary Kriging outperform
well-known propagation models in predicting transmitter’s
signal strengths in the TV whitespace. Another measurement
study was reported in [18], in which Phillips et al. used
Ordinary Kriging to estimate the coverage of a 2.5 GHz
WiMax network in a US university campus. A similar study
appeared in [30], which showed that the accuracy of TVWS
geo-location database can be improved by predicting the
primary user’s signal strength with a relatively small num-
ber of measurements using Ordinary Kriging. The advantage
of Ordinary Kriging over model-based predication such as
Longley-Rice model, FCC F-Curves, and k nearest neigh-
bor, is later reconfirmed by another measurement study in
Seattle, WA in [19]. Crowdsourcing-based REM construction
using Ordinary Kriging was firstly studied in [20], in which
Ying et al. introduced an incentive mechanism to stimulate
mobile users’ participation.

Other statistical spatial interpolation techniques have also
been used for radio mapping. Ojaniemi et al. explored several
methods, including Ordinary Kriging, Cokriging, and spatial
simulated annealing, for integrating field measurements into
radio propagation model [31]. Dai and Wu [32] proposed
a framework for integrating spectrum sensing results and
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spectrum database via Delaunay triangulation. Delaunay trian-
gulation was also used in [30] to predict the signal strengths
at unmeasured locations.

All these works assume that all the measurements are
trusted, while it is well known that these statistical spa-
tial interpolation techniques are sensitive to outliers due to
masking and swamping effects. For example, it was shown
in [21] that even a small number of false measurements can
significantly affect the predictions at unobserved locations.

B. Secure Cooperative Spectrum Sensing

Secure cooperative spectrum sensing has been studied
extensively in the past decade, for which the goal is to
determine whether or not a PU at a known location is transmit-
ting from potentially false spectrum measurements. Existing
solutions can be generally classified into three categories.

The first category detects and filters out false spectrum mea-
surements via statistical anomaly detection. In [23], Min ef al.
proposed an attack-tolerant distributed sensing protocol by
exploring shadow fading correlation to detecting abnormal
spectrum sensing results. A Bayesian-based approach was
introduced in [33] to evaluate the suspicious level of spectrum
sensing reports whereby to filter out potential false ones.
In [34], Wang et al. introduced a joint spectrum sensing and
access framework based on statistical hypothesis testing to
cope with false spectrum sensing reports. A secure cooperative
spectrum sensing scheme was introduced in [35] to detect false
sensing reports with M-ary quantized sensing data.

The second category uses reputation system to track sen-
sors’ long term behaviors to differentiate bad sensors from
good ones. Typically, every sensor’s reputation score is com-
puted based on the accuracy of their past sensing measure-
ments [22] or whether its local decision matches the global
network decision [25]. A sensor is considered misbehaving if
its reputation score drops below certain threshold. For exam-
ple, a reputation-based detection scheme is introduced in [36]
in which sensing reports from a sensor would be excluded
from the fusion process if its reputation score exceeds certain
threshold. More recently, reputation score is incorporated
into learning process to determine possible punishment for
secondary users with poor sensing performance [37].

The third category relies on machine learning techniques
to differentiate false measurements from good ones. In [11],
the authors proposed to train a classifier using Support Vector
Machines from reliable sensing reports whereby to detect and
filter false spectrum measurements. A reinforcement-learning-
based user selection method is proposed in [37] to select
secondary users according to their past performance.

Finally, it has been shown in [26], [27] that trusted sen-
sors can be used to defend against false measurements. For
example, PUET [26] is a technique that explores a trusted
transmitter transmitting test signals to detect sensing data falsi-
fication attacks. Reputation-based mechanisms have also been
integrated with trusted users in [25], [27]. Furthermore, trusted
measurements are also used as training data for machine
learning solutions [11].

Radio Environmental
. Map (REM)
Geo-location Database R o=
Administrator (DBA) , —ad
7

Service region

V 4=
Primary user

O Good mobile sensor @ Faulty/malicious mobile sensor

% Anchor spectrum sensor

Fig. 1. An exemplary database-driven DSS system.

As discussed in Section I, none of these solutions can be
applied to the problem of secure REM construction, in which
the PU’s location and transmission activity are known but its
signal strength need be estimated at every location of interest.

C. False Data Injection Attack in Mobile Crowdsensing

The attack tackled in this paper can be viewed as a special
case of the false data injection attack in general crowdsensing
systems, which has been studied in other contexts in the
past. Yang er al. [38] introduced an unsupervised learning
approach to filter out anomalous sensing data by evaluating
mobile users’ sensing qualities and long-term reputations.
A similar scheme was introduced in [39] to improve data
trustworthiness in crowdsourcing-based positioning systems.
More recently, data poisoning attack was studied in [40], [41],
where Miao et al. introduced several attack strategies to allow
malicious workers to maximize attack utility while evading
detection. Xie et al. [42] detect false sensing data according
by exploiting the observation that the matrix formed by real
measurements has lower rank than that of the false data. None
of these works can be directly applied for secure crowdsourced
REM construction.

III. PROBLEM FORMULATION

In this section, we first introduce the system and adversary
models and then our design goals.

A. System Model

Fig. 1 shows an exemplary database-driven DSS system.
We consider a DBA that provides spectrum access service to
secondary users in its service region D. While there could
be multiple PUs in D, we assume that there is one primary
user transmitting in every epoch and that the locations and
transmission schedules of all primary users are known to the
DBA. For simplicity, our subsequent discussion considers a
single primary user.

The DBA estimates the spectrum availability through spec-
trum sensing and constructing and periodically updating an
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REM over D. As in [10], [27], we assume that the DBA
deploys a small number of stationary spectrum sensors at
strategic locations, referred to as anchor sensors hereafter.
Anchor sensors can be remotely attested by the DBA and
excluded if they are detected as compromised. Due to cost
constraints, the DBA cannot afford to deploy too many anchor
sensors to cover the entire service region and still relies on the
spectrum measurements from the majority of mobile users,
referred to as mobile sensors hereafter to ensure the accuracy
of the REM. We subsequently denote by O, the set of anchor
sensors and ©,,, the set of mobile sensors.

We assume that the time is divided into epochs of equal
length. At the beginning of each epoch, every sensor i €
0,J©,, submits a spectrum measurement R; = (Z;,x;),
where Z; is the measured RSS (in dBm) at location x;.
We assume that the service region D is divided into N
non-overlapping cells of equal size. Some cells may not have
any measurement taken, and the locations at which measure-
ments are taken may not be the center of any cell. Given
the set of spectrum measurements R = {R;|i € O, O},
the DBA’s goal is to construct an REM by estimating the RSS
at the center of every cell.

B. Adversary Model

The DBA is trusted to faithfully perform all system oper-
ations, and the spectrum measurements submitted by anchor
sensors are trusted. In contrast, mobile sensors may submit
false spectrum measurements due to faulty spectrum sensors,
forging spectrum measurements to claim the reward at the
DBA without actual sensing, or being hired by the DBA’s
business competitor to damage its reputation. We do not
differentiate between noisy measurements submitted by users
with faulty sensors and forged measurements submitted by
malicious users but regard both of them as false measurements,
which may contain RSS values arbitrarily different from the
true RSS measurements. Similarly, we do not specifically con-
sider spectrum measurements with forged locations because
such measurements are equivalent to false measurements at
the claimed locations. We assume that the attacker can submit
false RSS measurements in different epochs following arbi-
trary strategy unknown to the DBA. We also assume that the
number of false measurements is unknown to the DBA in
advance.

Our subsequent discussion focuses on REM construction in
the presence of false spectrum measurements. We assume that
communications between anchor/mobile sensors and the DBA
are secured via standard cryptographic techniques such as
TLS [43]. Moreover, we do not consider incentive mechanism
design for stimulating mobile users’ participation or other
attacks targeting general DSS systems such as jamming attack,
for which resort to existing rich literatures such as [44], [45].

C. Designed Goals
ST-REM is designed with the following goals in mind.

o Resilience against false spectrum measurements:
ST-REM should produce an REM in the presence of
unknown number of false spectrum measurements with

IEEE/ACM TRANSACTIONS ON NETWORKING

high accuracy. In particular, it should produce an REM
with much higher accuracy than either using only trusted
spectrum measurements from anchor sensors or blindly
using all spectrum measurements.

o Low deployment cost: ST-REM should only require a
small number of anchor sensors to ensure sufficiently
high accuracy of the resulting REM.

IV. ST-REM: A SPATIOTEMPORAL APPROACH

In this section, we first give an overview of ST-REM and
introduce the background of Ordinary Kriging, the interpola-
tion technique used by ST-REM. We then detail the design of
ST-REM.

A. Overview

ST-REM is designed to construct highly accurate REMs
using a small number of trusted measurements and many
untrusted measurements via iterative statistical spatial inter-
polation. This approach is inspired by the self-labeled tech-
niques [28] proposed for semi-supervised learning with the
goal of exploring a small amount of labeled data and a
large amount of unlabeled data for classification [28]. In self-
labeled techniques, an initial classifier is trained based on
the labeled data only, which is then applied to the unlabeled
data to generate more labeled samples as additional input to
refine the classifier. Self-labeled techniques have been shown
to surpass the classification performance achieved by either
supervised learning where all unlabeled data are discarded or
unsupervised learning where all label information is ignored.

As an analogue to self-labeled techniques, ST-REM con-
structs an REM in an iterative fashion. In each epoch,
on receiving all the spectrum measurements, an initial REM
is constructed using only the trusted measurements from
anchor sensors. In each subsequent iteration, a fixed number
of remaining measurements deemed most trustworthy are
incorporated to refine the REM. This process continues until
certain terminal condition is met, at which point all remaining
measurements are discarded and the final REM is produced.

A key component of ST-REM is the evaluation of the
trustworthiness of measurements from mobile users. In partic-
ular, ST-REM calculates a spatial trust score and a temporal
trust score for every measurement. The spatial trust score is
computed based on the measurement’s spatial fitness with the
REM constructed from the measurements that have already
been deemed trustworthy. The temporal trust score, on the
other hand, is computed from the mobile sensor’s past perfor-
mance, which provides strong indication for the quality of the
measurement he/she submits in the current epoch. The overall
trust score of the measurement is obtained by combining its
spatial and temporal trust scores.

While ST-REM is general in the sense that it can be
integrated with different statistical interpolation techniques,
we take Ordinary Kriging [46] as an example to illustrate its
design for Ordinary Kriging’s overwhelming popularity and
satisfactory performance in REM construction [16]-[20], [47],
[48]. In what follows, we first briefly introduce the background
of Ordinary Kriging and then detail the design of ST-REM.
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B. Background on Ordinary Kriging

Kriging [46] is a class of geo-statistical spatial interpolation
techniques originally developed for mining but have been
increasingly being used for radio mapping. Under Kriging,
the RSS at any location x is modeled as a Gaussian random
field in the form

Z(x) = p(x) +d(x), (D

where y(x) is the mean RSS capturing path loss and shadow-
ing, and §(x) represents possible sampling error.

In Ordinary Kriging [46], Z(x) is further assumed to be
intrinsic stationary in the sense that

E[Z(x)] = p(x) = p,

E[(Z(x1) = Z(x2))?] = 2v(h), )
for all x € D, where E[-] denotes expectation, y is an unknown
constant, h = ||x1 — x3l|| is the distance lag between two

locations x7 and xa, and 7(-) is the semivariogram function
that models the variance between two locations as a function
of their distance. The assumption of intrinsic stationary may
not hold for spectrum measurements but has been found
acceptable in the literature [16], [17], [19], [20], [47], [48],
especially after removing possible source of nonlinear trend
from measurements through a proper detrending process [18].

C. Detailed Design of ST-REM

In each epoch, the DBA constructs an REM from the set
of measurements R = {R;|i € O,0O,,} it receives in
three steps. First, the DBA performs detrending process to
the measurements to remove possible nonlinear trend from
the measurements so that the residue measurements fit the
Ordinary Kriging model better. Second, the DBA constructs an
REM from the detrended measurements in an iterative fashion.
Finally, the DBA adds the detrended values back to generate
a final REM.

1) Detrending: Detrending is the process of removing any
non-linear trend from the original spectrum measurements,
which is usually preferred as the resulting detrended mea-
surements would better fit the Ordinary Kriging model [49].
Specifically, given an original spectrum measurement R; =
(Zi,x;) from a mobile or anchor sensor, the corresponding
detrended measurement is given by R} = (.S;,x;), where

is the residue RSS at x;, and P(x;) is the RSS at x; predicted
by a suitable radio propagation model. ST-REM does not
rely on any particular detrending procedure but assumes the
existence of a suitable one for the received measurements.
For completeness, we will present an exemplary detrending
procedure adopted from [18] in Section V-B.

2) Iterative Measurement Selection: Given the set of
detrended measurements {R}|i € ©,J©O.}, the DBA grad-
ually selects a set of measurements in an iterative fashion for
REM construction. Specifically, the DBA maintains a trusted
sensor set ©; and a candidate sensor set ©,. at all time, where
O, = 0O, and ©. = O,, initially. In each iteration, the DBA
does the following in sequel.

First, for every candidate measurement R;, j € 0O
the DBA calculates a trust score T’;. The process of calculating
T; is deferred to Section IV-C.3. Second, the DBA finds
the ¢ measurements with the highest trust scores, denoted
by ©,, where ¢ is a system parameter that represents the
tradeoff between computation overhead and accuracy of the
final REM. Third, the DBA moves O, to the trusted sensor
set, i.e., O, =0, JO, and O, = O, \ O,.

The selection process is terminated if the ratio between
the number of trusted measurements and the total number of
measurements reaches a predetermined threshold 7, i.e.,

94|
6,06, =" @
All the remaining candidate measurements {R’[j € O} are
then discarded.

3) Spatiotemporal Trustworthiness Evaluation: A key com-
ponent of ST-REM is a novel method to evaluate the trust-
worthiness of a candidate measurement by jointly considering
its spatial fitness with other trusted measurements and the
sensor’s past performance. Specifically, for every candidate
measurement R;, j € O, the DBA calculates a spatial trust
score and a temporal trust score and then combine the two
into an overall trust score.

Spatial Trust Score: The spatial trust score of a measurement
R;- ,J € O, characterizes its spatial fitness with current trusted
measurements {R;|i € ©,}. The key idea is to construct an
REM using the current trusted measurements whereby to pre-
dict the RSS value at the candidate measurement’s location x;.
The smaller the difference between the reported RSS value
and the predicted RSS value, the better R; fits the current
trusted measurements, the more trustworthy of the candidate
measurement, and vice versa. In particular, the spatial trust
score of each measurement R;- is calculated as follows.

First, the DBA builds an empirical semivariogram (k) from
the current trusted measurement set { R.|i € ©,}. Specifically,
the DBA computes

R 1
0= St 2

(xi,xx)EP(h)

(S; — Si)?, ®)

where P(h) = {(xi,xx)|i,k € Oy, ||x; — xx|| = h} is the
set of location pairs with distance h. The DBA then fits Y(h)
with a suitable parametric model. There are several popular
parametric models in Ordinary Kriging, such as Gaussian,
Cauchy, and Spherical models [50]. In this paper, we choose
the commonly used exponential model, which is given by

(ki) = an(1 - exp(Z0)), ©)
where oy is related to the variance of the spectrum mea-
surements, and «s scales the correlation distance of the
model. These parameters can be obtained from the estimated
semivariogram via least squares estimator.

Second, the DBA estimates the residue RSS at location
x; at which candidate measurement 1 was taken using the
empirical semivarogram model 4(-). Specifically, the DBA
predicts the residue RSS at location x; as a linear combination

Authorized licensed use limited to: UNIVERSITY OF DELAWARE LIBRARY. Downloaded on July 18,2020 at 04:12:35 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

of the trusted residual measurements {R|i € ©;} given by
S(xj) = > wi- S, @)
€0

where ), o, w; = 1 are normalized weights. The estimation
error is given by

e(x;) = S(xj) = S(x5)
= (wla s Weys _1) : (Sla EREE) S\@t\7S(Xj))) (8)
where S(x;) is the true RSS residue at x; that may be different

from the reported residue S;. It is easy to see that the above
estimator is unbiased as

E[G(Xj)] = Z wiE[Si] - E[S(XJ)]
1€0;
= 3 wElS )] - ES(x))

1EO,

=) wip—p
1E€EO,
= 0. )
Let h; ,, = ||x;—xy|| forall i,k € ©, and h; ; = ||x; —x;|| for
all i € ©4,j € ©,,. Since minimizing the prediction variance
of an unbiased predictor is equivalent to minimizing the mean
squared error, we have

Varle(x;)] = E[(S(x;) — S(x;))?]
= Z Z w;wrE[S(x;) S (xx)]
1€Q; k€O,

—2> " wiE[S(x:)S(x;)] + E[(S(x;))?]

€O

— —% 3D wiwE[(S(xi) — S(xx))’]

1€EO: kEO,
+ ) wiE[(S(x;) — S(x;))?]
1€,
== > > waorA(hig)+2 Y wid(hiy) (10)
1€EO: k€O, €O
To find the optimal weights {w;};co,, the DBA solves the
following optimization problem

mininize — Z Z wiwgY (hi k) + 2 Z wiy(hi,;),
1€O, kEO, 1€,

subject to Z w; = 1.
€0

Y

The Lagrangian associated with the optimization problem is
given by
Low,v) ==Y > wiwpA(hir) +2 Y wid(hi )
1€0; k€O, 1€,
+r()wi—1), (12)
i€0y
where v is the Lagrange multiplier. Taking the partial deriva-

tives of £(w,v) with respect to the {w;};co, and v, we can
obtain

oL =0, Vi€ 0y,
o 0
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The solution to the above optimization problem is given by

w1 v(h11) Y(hije,) 1 v(hi )
wye,| v(hje,),1) Y(hje,1e:) 1 v(he,,;) 7
v 1 1 0 1

(13)

where v is a Lagrange multiplier used in the minimization to
honor the unbiasedness condition.

Under the optimized weights given in Eq. (13), the dif-
ference between the reported RSS value S; and predicted
RSS value S; is given by |}, o wiS; — S;|. Intuitively,
the smaller the difference, the better measurement R;- fits
with other trusted measurements {R}|i € ©,}, and vice versa.
Let €nax be the maximum estimation error, which we set to
be the maximum detrended RSS among all anchor sensors,
i.e., max{S;|j € ©,}. We define the spatial trust score of the
measurement R2; (or corresponding detrended measurement
R}) as

17

o | Zie@t w"SZ - S]|
- ’

61’1’1(‘1}(

(14)

where {w;};co, is given in Eq. (13).

Temporal Trust Score: Unlike spatial trust score that con-
siders a measurement’s spatial fitness with other trusted
measurements, the temporal trust score of a candidate mea-
surement captures the mobile sensor’s long-term behavior.
As a mobile sensor participates in spectrum sensing in many
epochs, its past performance can provide strong indication
for the quality of spectrum measurement it submits in the
current epoch. Recall that the DBA gradually incorporates
candidate spectrum measurements into trusted measurement
sets to construct the REM in each epoch. Intuitively, the earlier
a measurement is added into the trusted measurement set,
the better the measurement fits with existing trusted measure-
ments, the higher quality of the measurement, and vice versa.

Based on the above intuition, the DBA maintains a temporal
trust score T]’? for each mobile sensor j € ©,,, where
0 < T]’? < 1. When each mobile sensor j first joins the
system, the DBA assigns an initial temporal score T; =,
as the DBA does not know whether or not its first mea-
surement would be added to the trusted measurement set
when iterative measurement selection terminates. At the end
of each subsequent epoch, the DBA updates TJ’? based on the
quality of measurement he submits. Consider epoch [ as an
example. Assume that measurement I2; from sensor j is the
r;th measurement moved from the candidate measurement
set to the trusted measurement set, where we postulate that
rj = |©,,| if measurement R; is discarded in the end. The
DBA updates mobile sensor j’s temporal trust score as

t __ t
T!=aT! + (1 - a) (15)

i
|®m,| '
where « € [0, 1] is a system parameter that controls how fast
past performance is forgotten.

Overall Trust Score: The overall trust score of a candidate
measurement is a linear combination of the corresponding spa-
tial trust score and temporal trust score. Specifically, we define
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the trust score T; of candidate measurement R as

T; = wI? + (1 - w)TY, (16)

where w € [0, 1] is another system parameter indicating the
weight given to the spatial trust score.

4) Final REM Construction: After the above process ter-
minates, the DBA constructs a final REM using the trusted
measurements {R}|j € ©;}. In particular, the DBA refits
the empirical semivarogram model using {R}|j € ©;} as in
the evaluation of spatial trust scores. For every cell center
Xc,¢ € {1,..., N}, the DBA predicts it residue RSS S(x.)
using Eq. (13) and outputs its estimated RSS as

Z(x.) = S(x.) + P(x.),

where P(x.) is the predicted RSS at location x. given in
Eq. (3).

A7)

D. Discussion

Terminal Condition: As mentioned before, the DBA ter-
minates the process if the ratio between the number of the
trusted measurements and the total number of measurements
reaches a predetermined threshold 7. This terminal condition
assumes that the ratio of false measurements is small, and
the DBA intends to defend against up to 1 — 7 ratio of false
measurements.

There are another two possible terminal conditions with
each corresponding to a different assumption about the
attacker. First, the iterative measurement selection process
may terminate when the number of trusted measurements
reaches a predefined threshold, i.e.|©; > 7y, where 17y €
[1©4], 104 UBOm]] is a system parameter. This terminal con-
dition assumes that there are sufficient good measurements,
while the ratio of the number of false measurements over
the total number of measurements could be potentially large.
Using this terminal condition, the DBA intends to construct an
REM with sufficiently high accuracy with just enough trusted
measurements even if there are additional good measurements
that can be explored. Second, the iterative measurement selec-
tion process may terminate when no remaining candidate
measurement has a trust score exceeding 73, where 73 € [0, 1]
is a system parameter. This terminal condition assumes that
false measurements exhibit high inconsistency in comparison
with trusted measurements, i.e., with large 7. Note that under
this terminal condition, the last iteration may add fewer than
q candidate sensors to the trust sensor set.

Computation Complexity: We now analyze the computa-
tional complexity of the proposed ST-REM. In comparison
with constructing an REM using the standard OK, ST-REM
involves an additional iterative measurement selection pro-
cedure. The computational complexity of each iteration is
dominated by computing the estimated RSS at each of the
|O.| candidate measurement locations according to Eq (2).
Assuming that the Gauss—Jordan elimination is used for matrix
inversion, computing each estimated RSS has a computation
complexity of O(|©;|*). Since there are at most |©.|/q
iterations with each involving computing |0.| estimated RSS.

Let © = O, 0O, Since |0 < |O] and |O.| < |O] for

o [
4001} o S O%Z&) %M
40.008 00
i 9 080 b0+ @
5 40.006 g © % o
7 A
—40.004 % 0870 ©
40.002 1| ¢ Measurement o %
* Primary user o()

40— ‘ ‘
-105.275 -105.27 -105.265 -105.26
Longitude

Fig. 2. The locations of measurements and the PU in cu/wimax dataset.

every iteration, the overall computation complexity introduced
by ST-REM over the standard OK is upper-bounded by

o(le[*/q).

V. PERFORMANCE EVALUATION

In this section, we firstly introduce the spectrum measure-
ment dataset used for evaluation and the detrending procedure
that we use. We then report our simulation results.

A. Dataset

We use the CRAWDAD cu/wimax dataset [51] for
the simulation studies, which was also used in [18]. The
cu/wimax dataset was collected at the University of Col-
orado Boulder (UC) and contains the Carrier to Interference
plus Noise Ratio (CINR) measurements of the WiMax network
consisting of 5 base stations serving the UC campus taken
by a portable spectrum analyzer. The measurements were
taken on a 100m equalateral triangular lattice and additional
measurements taken at random and optimized points. In our
simulation studies, we choose the measurements for channel
308 and BSID 3674210305, which includes 145 measurements
at different locations. Fig. 2 shows the locations of the
measurements and the PU.

B. Measurement Detrending

We follow the detrending procedure in [18] to remove the
potential source of non-linear trend from the measurements.
Specifically, for each CINR measurement Zn(x) at loca-
tion x, we first convert it into the corresponding path loss
value by computing

Zp] (X) =T + Gtx - N — Zcinr(x)7 (18)

where 7 = 40 dBm is the PU’s transmission power, Gy =
10 dB is the receiver antenna gain, and N = —95 dBm is the
constant noise floor value. Second, we compute the predicted
pass loss using an empirical log-distance path loss model as

P(x) = al0log;,(d) + 201log,o(f) + 32.45+¢€, (19)

where d is the distance between x and the PU, f = 2578 MHz
is the PU’s transmitting frequency, 32.45 (dB) represents the
free-space path loss, @ = 1.22 and ¢ = 2881 dB are
the path loss exponent and the offset obtained by fitting the
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TABLE 1
DEFAULT SIMULATION SETTINGS
Para. | Val. | Description.
|©;| 10 | The number of trusted measurements
|®.] 90 | The number of candidate measurements
w 0.5 | Weight of spatial trust score
20 | The number of false measurements
T 5 dB | Attack strength
q 10 | Step length
n 80 | Terminal condition 1
m 0.8 | Terminal condition 2
m 0.8 | Terminal condition 3

measurements, respectively. The detrended measurement is
then given by

S(x) = Zp(x) — P(x), (20)

where P(x) is given by Eq. (19).

C. Simulation Settings

We divide the 145 measurements into two sets: a testing
set R; with 100 measurements and a validating set R, with
45 measurements as the ground truth. From the 100 test-
ing measurements, we randomly choose 10 measurements as
trusted ones and another 20 measurements as the false ones.
Moreover, we say a false measurement R; has an attack
strength T (dB) if it reports a Z; + T" where Z; is the true
measurement [23]. Table I summarizes our default simulation
settings unless mentioned otherwise.

We primarily use Mean Absolute Error (MAE) to evaluate
the performance of ST-REM. In particular, for each mea-
surement R; € R,, let Z; and Zi be the reported RSS and
estimated RSS, respectively. The MAE is defined as

ZRiERU |Z'L - ZA'L|
R

Since ST-REM is the first solution for secure REM con-
struction against false spectrum measurements, we compare
its performance with the following three strategies.

MAE = 21

o Trusted measurements only (TMO): the DBA constructs
the REM using the measurements submitted by anchor
sensors only.
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(c) AM. (d) ST-REM.

Exemplary REMs constructed by TMO, AM, ABFM, and ST-REM with 10 trusted and 20 false measurements.

o All measurements (AM). the DBA constructs the REM
constructed using all measurements, including false ones.

o All but false measurements (ABFM): the DBA constructs
the REM constructed using all the measurements except
for the false ones. Note that since the DBA does not know
which measurements are false in reality, the accuracy
achieved under ABFM can be viewed as the upper bound
of any mechanism that can achieve.

D. Simulation Results

We now report the simulation results for comparison of
TMO, AM, ABFM, and ST-REM.

1) Exemplary REMs Constructed by TMO, AM, ABFM, and
ST-REM: Fig. 3 shows four exemplary REMs constructed by
ABFM, TMO, AM, and ST-REM, respectively, where attack
strength 7" is 5 dB. For each REM, we first estimate the
path loss value at the center of every cell in the region and
then convert the predicted path loss value back into RSS by
computing

Z(x) =T + Gy — (S(x) + P(x)).

Fig. 3a shows the REM constructed by ABFM using all the
good measurements, which can serve as the baseline for the
other three mechanisms. Generally speaking, the closer the
REM to the one constructed by ABFM, the more resilient
the mechanism against false spectrum measurements. Fig. 3b
shows the REM constructed by TMO using only the 10 known
trusted measurements from anchor sensors, which is very
coarse and different from the REM constructed by ABFM.
On the other hand, Fig. 3c shows that the REM constructed
by AM using all the measurements is highly distorted by
the 20 false measurements, which highlights the detrimental
impact of even a small number of false measurements. Finally,
Fig. 3d shows the REM constructed by ST-REM. As we can
see, the REM is very close to the REM constructed by ABFM
shown in Fig. 3a, indicating the high resilience of ST-REM to
false measurements. These exemplary REMs demonstrate that
the significant advantage of ST-REM over TMO and AM.
2) Impact of Attack Strength T': Fig. 4 show the MAEs
under ABFM, TMO, AM, and ST-REM with the attack
strength T varying from 0 dB to 30 dB. The MAEs under
TMO and ABFM are not affected by the change in the attack
strength and are plotted for reference only. As we can see,
the MAE under ABFM is approximately 2.67 dB, which can
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Fig. 5. MAE vs. # of false measurements.

be considered as the lower bound of the MAE of the REM con-
structed using Ordinary Kriging and coincides with the results
obtained in the recent measurement study [17]. In addition,
the MAE under TMO is around 4.86 dB, which again shows
that the REM constructed from only a small number of trusted
measurements is highly inaccurate. Moreover, the MAE under
AM increases nearly linearly as the attack strength increases.
In contrast, the MAE of ST-REM is very close to that of
ABFM, which shows that ST-REM can effectively filter out
false measurements and demonstrates its resilience against the
change in attack strength.

3) Impact of the Number of False Measurements: Fig. 5
shows the MAEs under ABFM, TMO, AM, and ST-REM
with the number of false measurements varying from 0 to 50,
where the MAE under TMO stays at 4.86 dB and is plotted for
reference only. We can see that the MAE under AM is the same
as that under ABFM when there is no false measurement and
increases nearly linearly as the number of false measurements
increases. This is anticipated, as the adverse impact of false
measurements on the MAE grows as the number of false
measurements increases. On the other hand, the MAE under
ABFM slightly increases as the number of false measurements
increases, which is caused by the corresponding decrease in
the number of good measurements. In addition, the MAE
under ST-REM initially declines as the number of false
measurements increases. The reason for the initial decline is
that ST-REM may terminate too early when there are only
few false measurements, i.e., some good measurements are
excluded from being used to improve the accuracy of the
REM. As the number of false measurements approaches 20,
fewer good measurements are discarded, and the MAE under
ST-REM approaches that under ABFM. As the number of
false measurements further increases from 20, the MAE under

# of trust measurements

Fig. 6. MAE vs. # of trust measurements.

ST-REM deteriorates but is still much lower than that under
AM. This is also expected, as ST-REM would include some
false measurements in the final REM under such situations.

4) Impact of the Number of Trusted Measurements: Fig. 6
compares the MAEs under ABFM, AM, and ST-REM with
the number of trusted measurements, i.e., anchor sensors,
varying from 10 to 80, where the MAEs under AM and
ABFM are not affected and are plotted for reference only.
As we can see, the MAEs under AM and ABFM are 3.38 dB
and 2.67 dB, respectively. In addition, the MAE under TMO
decreases from 4.86 dB to 2.67 dB as the number of trusted
measurements increases from 10 to 80. This is anticipated,
as the more good measurements, the higher the accuracy
of the resulting REM, and vice versa. Moreover, while we
can see that the MAE under ST-REM decreases as the
number of trusted measurements increases, the gain resulted
from the additional trusted measurements is quite small. For
example, the MAE under ST-REM is 2.76 dB with 10 trusted
measurements and decreases to 2.73 dB with 10 additional
trusted measurements. These results show that ST-REM only
requires a small number of trusted measurements to produce
an REM with high accuracy.

5) Impact of Step Length q: Fig. 7 shows the MAEs under
ST-REM with the step length ¢ varying from 2 to 20, where
the MAEs under AM, TMO and ABFM are not affected by the
change in the step length and are plotted for reference only.
As we can see, the MAE under ST-REM slightly increases
as the step length increases. The reason is that the initial
REM constructed from the measurements submitted by anchor
sensors is quite coarse, and using the initial REM to estimate
the trustworthiness of other measurements and add too many
other measurements at once may have some false measurement
included. This would lead to higher MAE of the final REM.
As the step length further increases from 15 to 20, the MAE of
the final REM slightly fluctuates. Overall, the change in step
length has very limited impact on the accuracy of resulting
REMs under the default settings.

6) Impact of Anchor Sensor Placement: We also evaluate
the impact of anchor sensors’ placement. Specifically, we con-
sider the following four strategies for placing anchor sensors.

e 1/4-Grid—Random: Divide the whole area into four
square grids of equal size and randomly select 2 or
3 measurements in each grid to form the 10 trusted
measurements.
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e Random: Randomly select 10 measurements in the whole
area as the trusted measurements.

e Random-500m: Randomly select 10  measure-
ments within 500 meters of the PU as the
trusted measurements.

e Random-300m: Randomly select 10 measurements
within 300 meters of the PU as the trusted measurements.

Generally speaking, anchor sensors are distributed most evenly
under 1/4-Grid-Random, followed by Random, Random-
500m, and Random-300m.

Fig. 8 compares the MAEs under the four anchor sensor
placement strategies for ST-REM. The median MAEs under
1/4-Grid-Random, Random, Random-500m, and Random-
300m over 100 runs are 2.79 dB, 2.82 dB, 2.94 dB, and
2.97 dB, respectively. Generally speaking, the more unevenly
anchor sensors are distributed, the higher the MAE, and vice
versa. However, the difference among the four placement
strategies are relatively small. Given the limited size of our
dataset, we leave further investigation of the optimal anchor
sensor placement as our future work.
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Fig. 10. CDF of MAE under TSO in 5th epoch.

7) Comparison of SSO, TSO, and ST-REM: Since ST-REM
relies on both spatial and temporal trust scores to rank and
select candidate measurements, we also compare it with the
following two variants to better understand their effectiveness.

o Spatial trust score only (S§50): The spatial trust score
in ST-REM is given an weight of one, i.e., w = 1 in
Eq. (16).

o Temporal trust score only (TSO): The spatial trust score
in ST-REM is given zero weight, i.e., w = 0 in Eq. (16).

Fig. 9 shows the Cumulative Distribution Functions (CDFs)
of the MAEs under SSO under different attack strengths
across 100 runs, where the CDF of the MAE under ABFM
is plotted for reference. As we can see, the MAE under SSO
decreases as the attack strength increases. In particular, when
the attack strength is 15 dB, 94% of MAEs are higher than
3 dB. In contrast, when the attack strength is 10 dB and
5 dB, the percentage drops to 87% and 31%, respectively.
This is due to the fact that when the attack strength is small,
e.g. 5 dB, the differences between false measurements and
good measurements are quite small, making it difficult to
differentiate them and resulting in a relatively high MAE.
It also indicates that SSO is most effective if the attack strength
is large.

Fig. 10 shows the CDFs of the MAEs under TSO under dif-
ferent attack strengths, where the CDF under ABFM is plotted
for reference only. We can see that when the attack strength
keeps 5dB in previous four epochs, the MAE under TSO in the
fifth epoch is much higher than that under ABFM. In contrast,
when the attack strength is 15dB in previous four epochs,
the CDF of the MAEs under TSO matches closely with that
of ABFM in the fifth epoch. This is anticipated, because the
larger the attack strength, the later a false measurement is
added into the trusted measurement set, the higher temporal
trust score of the false measurement, and vice versa. It is thus
easier for TSO to differentiate false measurements from good
ones when the attack strength is high.

8) Impact of Sudden Change in Attack Strength: To evaluate
the effectiveness of spatial and temporal trust scores in filtering
out false measurements in the presence of sudden change in
the attack strength, we further consider the following two
exemplary attack strategies.

o Attack Strategy I-sudden decrease in the attack strength:
The attacker chooses an attack strength of 15dB in the
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first four epochs and changes the attack strength to 5 dB
in the fifth epoch.

o Attack Strategy 2-sudden increase in the attack strength:
The attacker chooses an attack strength of 5dB in the first
four epochs and changes the attack strength to 15 dB in
the fifth epoch.

Fig. 11 shows the CDFs of MAEs in the fifth epoch under
ST-REM, SSO, TSO, and ABFM under Attack Strategy 1,
where the CDF of the MAE under ABFM is plotted for
reference only. We can see that the MAE under ST-REM is
very close to that under TSO and much lower than that under
SSO. In particular, the CDF of MAEs under ST-REM and TSO
are close to the one under ABFM, while the CDF of the MAEs
under of SSO is quite far from that under ABFM. In addition,
the CDF of the MAEs under TSO overlaps with the one under
ABFM. The reason is that as the attack strength in the previous
epoch is relatively high, e.g., 15 dB, false measurements
are easier to be filtered out by SSO and ST-REM, which
result in lower temporal trust scores for false measurements
in the current epoch. In contrast, since the attack strength is
relatively small, i.e., 5 dB, in the current epoch, the spatial
trust score of false measurements are relatively small, making
it difficult to filter out false measurements by SSO, leading to a
higher MAE under SSO. Although SSO alone is less effective
under Attack Strategy 1, ST-REM is still able to differentiate
false measurements from good ones by jointly considering the
temporal trust scores of the measurements.

Fig. 12 shows the CDFs of the MAEs under ST-REM,
SSO, TSO, and ABFM under Attack Strategy 2, where the
CDF of the MAE under ABFM is again plotted for reference.
We can see that ST-REM outperforms TSO, but it is less
effective than SSO. The reason is that under Attack Strategy 2,
the attack strength in each previous epoch is 5dB, which is

2 4 6 8 10 12 14 16
Epoch

Fig. 13. MAE under gradually ascending attack strength.

too small to always assign high temporal trust scores for false
measurements. Thus, the CDF of MAEs under TSO is far
from the CDF of MAEs under ABFM. In contrast, since the
attack strength in current epoch is 15dB, which is large enough
to filter out false measurements correctly, the CDF of MAEs
under SSO is very close to the ideal case. In this circumstance,
although the temporal trust score is not reliable, ST-REM is
also powerful to exclude false measurements with the benefit
of spatial trust score.

These results indicate that SSO is most effective in filtering
out false measurements when the attack strength is high in the
current epoch, while TSO can differentiate false measurements
from good ones as long as the attack strength is high enough
in previous epochs. By jointly considering the spatial and
temporal trust scores, ST-REM can effectively filter out false
measurements as long as the attacker chooses a high attack
strength in any epoch.

9) Impact of Dynamic Attack Strength: We also evaluate
the impact of dynamic attack strength by considering grad-
ually ascending attack strength, gradually descending attack
strength, and static attack strength.

Fig. 13 shows the MAE under ST-TEM with the attack
strength gradually increased from 0 by 2 dB in each epoch
for 15 epochs and different ws, where the MAEs under
ABFM is plotted for reference. We can see that the MAE
under ST-REM initially increases and then gradually decreases
until reaching the MAE under ABFM under all weight ws.
In addition, the higher the weight w, the earlier the MAE under
ST-REM starts to decrease and thus the earlier converge to that
under ABFM. The reason is that when the attack strength is
small, e.g., 2 dB in the second epoch, false measurements
are very similar to good ones, and ST-REM is unable to
filter out all false measurements. As the attack strength further
increases, while false measurements become easier to filter out
by ST-REM, some false measurements are still deemed trusted
by ST-REM, and their overall impact on the MAE increases
due to higher attack strength. As the attack strength keeps
increasing, more and more false measurements are detected
by ST-REM and excluded from the final REM, resulting in
the overall decrease in the MAE under ST-REM. In addition,
we can see that the higher the weight w, the earlier the MAE
starts to decrease, and vice versa. This is because spatial trust
score is more effective than temporal trust score in filtering
out false measurements with increasing attack strength.
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Fig. 13 shows the MAE under ST-TEM with the attack
strength gradually decreased from 30 dB by 2 dB in each
epoch for 15 epochs and different ws, where again the MAEs
under ABFM is plotted for reference. We can see that the
MAE under ST-REM is the same as that under ABFM
for the first eight epochs for all ws. This is because false
measurements with large attack strength, e.g., 16 dB in the
eighth epoch, are very different from good ones and can be
easily filtered out by ST-REM. As the attack strength further
decreases, the MAE under ST-TEM first increases and then
decreases under different ws. The reason is that as the attack
strength becomes smaller, some false measurements will be
deemed trusted under ST-REM, leading to the increase in the
MAE. As the attack strength keeps decreasing, while more
false measurements will be added to the trusted measurement
set under ST-REM, their accumulative impact on the MAE
becomes smaller. Moreover, we can see that the higher the
weight w, the larger the maximum MAE the attacker can
achieve over the 16 epochs. This is because the spatial trust
score alone is less effective in filtering out false measurements
with small attack strengths and the smaller the weight given
temporal trust score, the less likely a false measurement can
be filtered out by ST-REM.

Fig. 15 shows the average temporal trust score of good and
false measurements over 15 epochs, where the attack strength
stays at 5 dB, 10 dB, and 15 dB for all epochs. We can see
that the average temporal trust score of good measurements
decreases rapidly in the first few epochs and then remains
stable thereafter. In contrast, the average temporal trust score
of false measurements increases in the first few epochs and
becomes stable in the following epochs. The reason that the
average temporal trust scores of good and false measurements
change slower in later epochs is as follows. In the first epoch,
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all the measurements are assigned the same initial temporal
score 77, and whether a measurement is added to the trusted
measurement set depends solely on its spatial trust score. The
order in which the measurements are added to the trusted
measurement set results in the update of their temporal trust
scores. In each subsequent epoch, false measurements with
higher temporal trust scores will have higher overall trust
scores and be added to the trusted measurement set even later
than in the previous epoch, if ever. This process leads to the
continuous decrease in the average temporal trust score of
good measurements and the continuous increase in that of false
ones. Finally, the larger the attack strength, the larger the gap
between the average temporal trust scores of good and false
measurements, and vice versa, which is expected.

10) Impact of the Weight w: Fig. 16 shows the MAE of
ST-REM with the weight of spatial score w varying from
0 to 1, where the MAEs under TSO (w = 0 ) and SSO (w = 1)
are plotted for reference. Here we assume that the attack
strength in current epoch is 5 dB and that in the previous three
epochs is 5 dB, 10 dB and 15 dB, respectively. We can see that
as w increases from 0 to 0.1, the MAE under ST-REM first
decreases sharply from 3.34 dB under TSO to 3.14 dB, 2.71 dB
and 2.67 dB when attack strength in previous epoch is 5 dB,
10 dB and 15 dB, respectively. As w further increases from
0.1 to 1, the MAE under ST-RE gradually increases to 3.14 dB
achieved by SSO under all three attack strengths in previous
epochs. This result shows that there is always an optimal
weight w assignment under which ST-REM outperforms both
SSO and TSO.

11) Running Time: Fig. 17 shows the running time of
ST-REM with the step length ¢ varying varying from 1 to
20. As we can see, the running time decreases as ¢ increases,

Authorized licensed use limited to: UNIVERSITY OF DELAWARE LIBRARY. Downloaded on July 18,2020 at 04:12:35 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

HU AND ZHANG: SPATIOTEMPORAL APPROACH FOR SECURE CROWDSOURCED REM CONSTRUCTION 13

which is anticipated. As discussed in Section IV.D, the com-
putation complexity of the iterative measurement selection is
inversely proportional to ¢g. Moreover, the running time is
less than 0.2 s when ¢ is above five, which is very practical.
In addition, recall from Fig. 7 that the change in step length
has limited impact on the accuracy of the final REM, thus a
relatively large ¢ can be selected in reality.

VI. CONCLUSION

In this paper, we have introduced the design and evalua-
tion of ST-REM, a novel spatiotemporal approach for secure
crowdsourced REM construction in the presence of false
spectrum measurements. Inspired by self-labeled techniques,
ST-REM constructs an REM using a small number of trusted
measurements and gradually incorporating measurements from
mobile sensors that are deemed most trustworthy by jointly
considering each measurement’s spatial fitness of trusted mea-
surements and the long-term behavior of the mobile sensor.
Extensive simulation studies using a real spectrum measure-
ment dataset confirm that ST-REM can produce an REM with
sufficient accuracy in the presence of false measurements.
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