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Abstract
Three-dimensional (3D) integration facilitates to integrate an increasing number of transistors into a single package. Despite 
improved performance and power efficiency, the integration of multiple dies in the same package potentially leads to new 
security threats, such as 3D hardware Trojans. This work conducts a thorough survey on hardware Trojans reported in 3D 
integrated circuits (ICs) and systems, and proposes a comprehensive characterization of 3D hardware Trojans. Several case 
studies are performed to validate the feasibility of 3D hardware Trojan implementation. Our experimental results indicate 
that 3D ICs indeed provide a better environment for inserting stealthy thermal-based Trojans than 2D ICs. Multiple FPGA 
boards are utilized to conceptually emulate the stacked 3D ICs that experience multi-tier hardware Trojans. The stealthiness 
and effectiveness of the proposed multi-tier Trojans are validated in our case studies. The emulation results further show that 
the existing current-based self-referencing Trojan detection method designed for 2D Trojans will result in a lower detection 
rate in 3D scenarios.

Keywords  Three-dimensional integration · Hardware Trojan · Trojan model · Side-channel analysis attack · Interconnect · 
Power distribution network (PDN) · Network-on-chip (NoC)

Introduction

Three-dimensional (3D) integration is an emerging technol-
ogy to ensure further growth in transistor density and perfor-
mance of future integrated circuits (ICs) [1, 2]. It has been 
demonstrated that 3D techniques can be leveraged to reduce 
package size and power consumption while significantly 
improving bandwidth [3–5]. Unfortunately, 3D techniques 
also bring in unique and unexplored security threats to 3D 
ICs [6]. Due to higher integration density and wider process/
voltage/temperature (PVT) variation [7, 8], it may be more 
challenging to address the security threats in 3D ICs than in 
2D planar chips [9].

Since 2007, hardware Trojans inserted in 2D ICs have 
been well studied in the literature [10–14]. To facilitate 
Trojan detection, researchers categorize hardware Trojans 
based on their distribution, structure, size, and logic type. 
Depending on the activation mechanism, a hardware Trojan 
can be classified as internally or externally triggered. Based 
on how often hardware Trojans are triggered, the work [15] 
presents three types of Trojans: always-on, combinational 
condition triggered, and sequential condition triggered. Once 
the Trojan trigger condition arrives, the Trojan payload will 
execute the defined malicious operations, such as transmit-
ting confidential information, modifying function, degrading 
performance, and consuming extra power.

Thanks to the mature models for 2D Trojans, various 
functional testing and side-channel analysis approaches have 
been proposed to detect different kinds of hardware Trojans 
in 2D ICs [11, 16–18]. However, Trojan detection meth-
ods for 3D Trojans have not been widely explored yet. One 
important reason for that is the lack of a well-established 
3D Trojan model. Due to the vertical integration of multiple 
tiers, 3D Trojans appear with different characteristics than 
2D Trojans [19]. Thus, the commonly used Trojan detection 
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methods for 2D Trojans may not be effective to protect chips 
from 3D Trojans.

The preliminary version of this work introduces four 3D 
hardware Trojan models. In this work, we highlight the dif-
ference between 2D and 3D Trojans using architectural com-
parison and quantitative assessment with practical imple-
mentations. More specifically, the main contributions of this 
work are summarized as follows. 

1.	 Together with the preliminary version [19], our work does 
the first thorough survey on hardware Trojans in 3D ICs. 
Security threats and hardware Trojan models reported in 
the existing literature are compared in this work.

2.	 Four representable high-level 3D hardware Trojan cases 
are characterized. Practical examples for each Trojan 
model are provided for quantitative analysis. The differ-
ence between 2D and 3D Trojans are highlighted in our 
study.

3.	 As the thermal issue is prominent in 3D ICs, we 
designed a thermal-induced 3D hardware Trojan and 
examined its triggering speed and resilience against 
Trojan detection in a 3D environment for a pass-code 
authentication.

4.	 Multiple FPGA boards were utilized to emulate the 
multi-tier collaborative hardware Trojans, through which 
attackers can manipulate the function of the target tier 
without direct tampering on the victim circuit.

5.	 We examined the success rate of an existing 2D hard-
ware Trojan detection method in the context of 3D ICs. 
Our simulation results show that the 2D approach oper-
ated in 3D chips is not as effective as it works in the 2D 
scenario.

6.	 Comparing to our preliminary work [19], this work pro-
vides new simulation and FPGA emulation examples 
for case 2 and case 3 Trojan models and also examines 
the Trojan detection rate of an existing 2D-level Trojan 
detection in the 3D scenario.

The rest of this paper is organized as follows: Sect. “Our 
Survey on Existing Hardware Trojans in 3D Integrated Cir-
cuits and Systemss” summarizes the security threats and 
hardware Trojan models for 3D ICs discussed in the exist-
ing literature. Section “Proposed Comprehensive Charac-
terization of3D Hardware Trojans” proposes comprehensive 
characterization models for 3D Trojans and their practical 
implementations. Simulation and emulation results for the 
3D Trojans are presented in Sect. “Proposed Comprehensive 
Characterization of3D Hardware Trojans”, too. The effec-
tiveness of a 2D hardware Trojan detection method applied 
in the scenario of 3D IC is examined in Sect. “Examination 
of A 2D Trojan DetectionApproach in 3D IC”. This paper 
is concluded in Sect. “Conclusion”.

Our Survey on Existing Hardware Trojans 
in 3D Integrated Circuits and Systems

The increased number of dies in 3D ICs and vertical-dimen-
sion integration potentially leaves more attack surfaces open 
for adversaries to implement hardware Trojans. As multiple 
dies are vertically integrated into 3D systems, additional 
manufacturing steps are needed in 3D IC fabrication flow 
than in their 2D counterparts. Multiple foundries for dies 
and vertical interconnects will be involved in the 3D inte-
gration. In the current semiconductor business model, more 
and more chip designs are outsourced for fabrication. As a 
result, neither all single die fabrication foundries nor verti-
cal interconnect manufacturers are trusted [6, 20–23, 26]. 
The die-to-die bonding may be performed in an untrusted 
foundry, too. In Fig. 1, we label the possible attack surfaces 
for 3D Trojan insertion. Trojans can be placed by the single-
die manufacturing foundries, independently or cooperatively. 
Since the bonding foundries have access to all the single 
dies, they have a more likely-hood to implement a Trojan 
involving multiple dies.

Based on the existing literature, we categorize the 3D 
Trojans in Table 1, where we highlight the threat model 
with special emphasis on threat source and attack target. In 
addition to Trojan trigger and payload mechanisms, we also 
identify Trojan locations in 3D ICs. From Table 1, we can 
see the nature of the 3D IC structure creates new opportuni-
ties for hardware Trojan design, for instance, thermal-based 
Trojans and cross-tier Trojans. In the next three subsections, 
we discuss the existing literature listed in Table 1 according 
to their special trigger mechanisms and Trojan locations.

Thermal‑Triggered 3D Trojans

The fact of poor heat dissipation in a stacked 3D IC can 
be exploited to develop Trojan triggers. Although the tech-
niques such as heat sink, liquid cooling, thermal-driven 
floorplanning and routing, and thermal TSV insertion [27] 
could address the thermal issue in 3D ICs at certain degree, 
the heat dissipation along a path could harm the tiers and 
degrade the chip performance [28]. The heat generated and 
accumulated in the chip will change the electrical param-
eters of transistors and the switching speed of logic gates. 
Thus, the system may have new (and unspecified) transition 
states. The unexpected transition glitches can be employed 
to design Trojan triggers. As indicated in [20, 21], thermal-
triggered Trojans can be inserted by any malicious foundries 
with access to the layout of designs. Those Trojans likely 
congregate near the middle tier, where heat dissipation is 
harder than in other tiers [21]. The work [6] demonstrates 
that a thermal triggered Trojan may be hidden in 3D inter-
posers. Thermal Trojans can speed up circuit component 
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aging and consequently lead to a Denial-of-Service (DoS) 
attack [6].

Cross‑Tier 3D Trojans

The multiple-die structure of 3D ICs allows attackers to 
spread the circuit for a Trojan to multiple tiers. This type 
of Trojans could be inserted by untrusted die manufac-
turers, interconnect foundries, and unified foundries. The 
cross-tier concept means that either the trigger and payload 
circuits of cross-tier Trojans are separated into different 
tiers, or the trigger circuit split in multiple tiers is acti-
vated jointly to enable the payload [22]. The cross-tier Tro-
jans may not be detected by functional testing performed 
on each individual die since the Trojan trigger condition 
is extremely rare. The work [23] demonstrates a Trojan 
located in a different tier than the encryption unit facili-
tates to leak the secret key. Even if the untrusted foundry 
only has partial knowledge of the 3D chip, they can launch 
cross-tier Trojan attacks.

Trojans Exploiting Other 3D Features

The work [24] envisions a new hardware Trojan in stacked 
3D ICs: a malicious die is placed between other tiers in 
the 3D stack. That malicious die, carrying Trojan circuits, 
may interrupt normal operations in other 3D tiers or store 
secret information passing through the Trojan tier. Due to 
the prominent process variation in 3D chips, it is not easy 
to differentiate the extra delay induced by the 3D hardware 
Trojan. This type of Trojan can be inserted by untrusted die 
assemblers. For instance, the work [25] describes that attack-
ers from the bonding foundry could leverage outsourced 
dies to implement 3D Trojans. In [26], the adversary is an 
untrusted die manufacturing foundry with access to GDSII 
files.

Proposed Comprehensive Characterization 
of 3D Hardware Trojans

The existing literature mentioned in Table 1 showcases 
diverse 3D Trojans, but they neither have a thorough dis-
cussion on the exact Trojan models nor provide quantitative 
impact assessment. This work fills the gap by characterizing 
four representable 3D hardware Trojan cases and quantita-
tively analyzing their practical examples in the following 
sections.

The major difference between 2D and 3D hardware Tro-
jans is whether or not the Trojan trigger and payload circuits 
are located in the same tier where the target circuit resides. 
In 2D chips, the Trojan circuit co-exists with the victim in 
the same tier. One could perform testing or side-channel 
analysis to detect the presence of 2D Trojans. In contrast, 

Table 1   Existing work on hardware Trojan in 3D ICs

Work Threat model Trojan model

Threat source Attackers’ access Trigger Payload Location

 [20] Untrusted die foundries GDSII files Thermal effect caused
transition glitches

No special requirement Any tiers in 3D ICs

 [21] Untrusted die foundries GDSII files Thermal effect caused
transition glitches

No special requirement Middle tier in 3D ICs

 [6] Untrusted interconnect foundries
Untrusted single die manufacturers

GDSII files Thermal effect,
Aging effect

Voids leading to DoS
Partially filled TSVs

Interposer
TSV

 [22] Untrusted interconnect foundries
Untrusted single die manufacturers
Untrusted unified foundries

GDSII files Remote circuits,
Distributed circuits

Impacts on target’s power
Impacts on target’s delay

TSV
Multiple tiers

 [23] Untrusted single die manufacturers Lease critical die Low-activity nets Leak key from
encryption unit

Trojan in different tiers
with encryption unit

 [24] Untrusted assemblers No legitimate dies No special requirement Interrupt normal function,
Leak information

Extra Trojan die
in 3D ICs stack

 [25] Final bonding foundries Entire layers Internal nets No special requirement Any tiers in 3D ICs
 [26] Untrusted single die manufacturers GDSII files No special requirement No special requirement Any tiers in 3D ICs

Fig. 1   3D hardware Trojan insertion in untrusted foundries
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conventional testing on 3D chips is typically done in a 
separate fashion. The die for each tier is tested individually 
before 3D integration. Once the good dies are stacked verti-
cally, limited testing will be performed to detect the defects 
between die-to-die connections, rather than extensively 
examining the correctness of the 3D system’s behavior [29].

Based on our survey in Sect. “Our Survey on Existing 
Hardware Trojans in 3D Integrated Circuits and Systemss”, 
we characterize the 3D hardware Trojan with four cases 
shown in Fig. 2. To the best of our knowledge, our prior pub-
lication [19] and this work are the first efforts that introduce 
comprehensive characterization for 3D hardware Trojans. 
The following subsections present four 3D Trojan cases in 
detail.

Case 1: Cross‑tier Trojan Trigger

Characteristics

In case 1, the trigger circuit of the 3D Trojan is placed in 
tier 1 while the payload circuit is located near the Trojan 
target. This type of 3D Trojan is similar to the 2D Trojans 
that are triggered by an external signal [30], but it is more 
difficult to mitigate compared to the 2D Trojan. In 2D 
chips, the passive attack from the external trigger signals 
can be alleviated by adding shielding material or using 
unit isolation. In contrast, in 3D ICs, the external attack 
may be originated from the adjacent tiers, which are not 
removable after the 3D chip fabrication is completed. As 
heterogeneous 3D integration emerges, varieties of exter-
nal trigger mechanisms could be implemented in the other 
3D tiers, thus challenging the prevention of 3D Trojans. 
Moreover, since the payload circuit may never or rarely 

be enabled without the valid cross-tier trigger signal, the 
symptom of Trojan attacks will not be observed in typical 
functional testing. Thus, this type of Trojan is stealthy.

We illustrate the case 1 Trojan with an example shown 
in Fig. 3. The trigger circuit is a heat generator in the top 
tier. The payload circuit is a temperature-sensitive resis-
tor, which is built in the authentication unit in the middle 
tier. When the heat from the top tier propagates to the 
middle tier, the temperature-sensitive resistor could alter 
the delay of the critical path or cause timing violations, 
thus resulting in a malfunction of the authentication unit. 
As reported in [21], the heat from the middle tier of a 3D 
vertical stacking structure is accumulated easily due to the 
relatively long dissipation path to the heat sink. Hence, the 
thermal triggered Trojans will be more likely deployed in 
3D integrated circuits and systems than its 2D counterpart.

We performed a transistor-level simulation in Cadence 
Virtuoso to demonstrate the impact of middle-tier heat 
dissipation on neighboring tiers. We collected the transient 
current of the nodes for load connection in the middle tier 
of our 3D power distribution network (PDN) model [9] 
to evaluate the thermal effect. Our target module for the 
thermal effect investigation is an 8-bit S-box module of 
AES. In the middle tier, we had 30 load nodes arranged 
as 5 rows by 6 columns and then captured the current of 
each node for 10 ns. The current collected in the 8th ns is 
shown in the contour graphs in Fig. 4. Generally, the 3D 
PDN carries greater currents than the 2D PDN. Although 
the highest current for both 2D and 3D cases appears in 
the bottom left area where the S-box is located, the cur-
rent distribution near the S-box is different in the 3D PDN 
compared to the 2D PDN. We highlight the difference with 
red dashed rectangles in Fig. 4a, b. Those observations 
make sense because any single tier in the 3D chip is not 
isolated but impacted by its neighboring tiers. Since the 
thermal dissipation of a circuit is proportional to its cur-
rent, it is reasonable to believe that the temperature sur-
rounding our target is influenced by its neighboring tiers.

Fig. 2   Proposed characterization of 3D hardware Trojans Fig. 3   Thermal-triggered cross-tier Trojan
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Example Analysis

To perform quantitative analysis for the cross-tier 3D 
hardware Trojan, we conducted a case study on a plat-
form composed of Xilinx Nexys3 Spartan-6 FPGA, TI 
MSP430FR6989 LaunchPad board, IRF540 MOSFET 
transistor, and an NTC thermistor. The purpose of this case 
study is to verify the implementation feasibility of the ther-
mal Trojan (similar to the one shown in Fig. 3) and compare 
its activation efficiency between the scenarios of 2D and 3D 
ICs. The overview of our experimental setup is depicted in 
Fig. 5. The main component of the heat generator circuit is 
a MOSFET driven by the FPGA board. The MOSFET could 
burn when its gate voltage exceeds a voltage threshold and 
the MOSFET temperature can be as high as 175 ◦ C. The 
sensor circuit composed of an NTC thermistor and multi-
ple resistors in series is powered by the TI microcontroller. 
When the thermistor senses an increase in the temperature in 
the surrounding air, its resistance starts to drop. This leads to 
a reduction in the voltage across the thermistor. To emulate 
the 2D scenario for comparison, we added a heat sink for 
the heat generator circuit, to provide a better heat dissipation 
which is commonly available in 2D ICs.

An authentication system is programmed in the micro-
controller to examine the password provided externally. The 
microcontroller also detects the voltage level of the thermis-
tor. A Trojan trigger logic is programmed in the FPGA to 
monitor the two input signals controlled by the two switches 
on the FPGA board. The triggered Trojan turns on the MOS-
FET (thus it starts to burn) to heat the temperature in the 
surrounding area. Once the thermistor senses the increased 
temperature, the microcontroller detects the change on volt-
age and then drives the authentication system to jump to the 
password reset status, which is usually only available to legal 
users. We successfully mimicked a 3D thermal-triggered 
hardware Trojan and overwrote the authentication password 
in our hardware demo [31].

Next, we compared the activation speed of the thermal-
triggered Trojans for 2D and 3D scenarios. We used the 
microcontroller to implement a threshold comparator to 
examine the voltage level of the thermistor. If the voltage 
of a thermistor exceeds the threshold, the Trojan payload 
will reset the authentication password. We warmed the air 
surrounding the thermistor with and without the heat sink 
to mimic 2D and 3D scenarios, respectively. A timer is used 
to measure the time that the thermistor takes to drop the 
voltage below the threshold for each case. The results shown 
in Table 2 indicate that the Trojan activation time in the 
2D scenario is almost twice compared to the 3D case. This 
means it is easier to implement thermal-triggered Trojans 
in 3D ICs than in 2D chips. We also measured the speed of 
temperature changing, which is reflected in the resistance of 
the thermistor. The dropping trend of the resistance in Fig. 6 
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Fig. 4   Current contour maps of a 2D and b 3D PDNs

Fig. 5   Experimental setup for the emulation of thermal-triggered 
hardware Trojan in 3D ICs
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implies that the NTC thermistor’s resistance for the 3D case 
drops faster than the 2D. This fact further confirms that heat 
can be better accumulated in 3D than 2D. Thus, 3D ICs will 
provide a better environment to facilitate the implementation 
of thermal-based Trojans than 2D ICs.

Case 2: Cross‑tier Trojan Payload

Characteristics

In the Trojan described in case 2, the payload is located in 
the top tier (tier 1), from where it is relatively easy to probe 
and measure side-channel signals than from the middle tier. 
The motivation of this type of 3D Trojan is to steal confiden-
tial information from the victim unit. Essentially, the stacked 
structure of 3D ICs provides a reliable medium for attackers 
to collect information from the middle and bottom tiers. In 
addition, as the payload resides in another tier, the effect of 
this kind of Trojans will not be observable while testing on 
the individual tiers. Here, we assume that the trigger circuit 
is small enough to hide its area, delay, and power overhead. 
This assumption is as reasonable as what we usually have 
in 2D ICs.

The cross-tier Trojan can facilitate the development of a 
covert channel to leak information. The victim unit could be 
an encryption engine, such as the one shown in Fig. 7. The 
crypto key is loaded from the volatile memory in the top 
tier. To prevent the leaked key from being visible during the 
middle tier testing, the pilfered key is first transformed into 
another format (i.e., obfuscated key), and then the Trojan 
passes the obfuscated key to the rarely used main memory 

in the top tier. When we test the top tier, the main memory 
functions normally. The separated testing on the middle tier 
will not reveal the presence of the 3D Trojan because the key 
is obfuscated. However, the key will be leaked by the covert 
channel built by the cross-tier 3D Trojan since the attacker 
knows how to de-obfuscate the key.

Example Analysis

In this subsection, we use a combination of transistor-level 
simulation and FPGA emulation to demonstrate the feasi-
bility of leaking the AES secret key via cross-tier Trojans. 
We implemented the cross-tier hardware Trojan and the 3D 
system shown in Fig. 8 in Cadence Virtuoso with a 45 nm 
NCSU FreePDK technology [32]. The PDN in each tier of 
the stacked 3D structure is mainly composed of a global 
power grid and a virtual grid. TSVs connect the global 
power grids in nearby tiers. The parameters for the TSV 
and wire model are listed in Table 3. The parameters are 
verified by [32, 33]. Our transistor-level 3D circuit nearly 
matches the practical 3D IC. The crypto unit adopted here 
is a transistor-level AES S-box. To ensure the unipolarity 
of the channel between key and TSV, a buffer is located in 
the middle of the channel (not shown in the diagram) so 
that we can prevent the power data from being transmitted 

Table 2   Trojan activation 
efficiency

Emulation 
scenarios

Time to trigger 
the Trojan 
(min)

2D 11:12
3D 6:52

Fig. 6   Resistance dropping of the thermistor used in Fig. 5

Fig. 7   An example of key leaking via the covert channel formed by a 
hardware Trojan in a stacked 3D IC

Table 3   Parameters for TSV and wire model

TSV Model (per TSV)   [32]

Diameter Height Pitch Resistance Inductance Capacitance
10 �m 60 �m 20 �m 20 m Ω 34.94 pH 283 fF
RC Model for Local Wire Interconnect (per mm) [33]
Resistance Capacitance
3.31 k Ω 170.59 fF
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back to the S-box to hinder normal operation. The hardware 
Trojan shown in Fig. 8 stealthily passes the secret key to 
a nearby 3D tier. The main component of the Trojan is a 
capacitor connected with the PDN. Each key is assigned to 
one Trojan capacitor. The Trojan capacitors are charged or 
discharged based on the key bits transmitted through TSVs. 
The charges stored in the Trojan capacitor CT will facilitate 
the side-channel analysis for the crypto key retrieval. The 
capacitor CT acts like a decoupling capacitor, which can keep 
the supply power stable. In this way, the normal function of 
the nearby tier will not be affected so that the stealthiness of 
the inserted Trojan can be achieved.

In our experiment, we set the key bits to “11111111”, and 
varied CT from 10fF, 1132fF, to 11320fF. The power con-
sumption of the S-box without Trojan or with different Tro-
jan loads was measured and compared. As shown in Fig. 9a, 
a smaller Trojan capacitor leads to a smaller power change, 
but the power difference induced by the Trojan is still less 
than 2.5% even though we increase CT to 11320fF. How-
ever, the power profiles for different Trojan capacitors are 
consistent. The slight but consistent variation on the power 
profile is an important quality to ensure the stealthiness of 
the cross-tier Trojan. We kept the capacitance of the Tro-
jan as 11320fF but changed the key bits from “11111111”, 
“00000000”, “01010101”, to “01001011”. The power con-
sumption for these four cases is shown in Fig. 9b. It can be 
observed that the power consumption for each key is unique. 
Thus, we can correlate the new power profile with the key 
used in the crypto unit.

Next, we used a SAKURA-G FPGA assessment kit to 
conduct a side-channel analysis on an AES affected by 
the cross-tier Trojan. The Trojan model AES-T1000 pub-
lished on Trust-hub was modified to mimic the 3D Trojan 
described in Fig. 8. The main difference is, we used FPGA 
pins to mimic the Trojan capacitors. Each key bit addition-
ally drives eight FPGA pins. Due to the capacitor induced by 
the Trojan, the total power consumption of the AES module 
is slightly changed. However, the power difference due to 
the Trojan accelerates the correlation power analysis (CPA) 

attack. The key retrieval processes for cases of without Tro-
jan and with Trojan are shown in Fig. 10. The red lines rep-
resent the 16 key bytes of AES. As the number of analyzed 
traces increases, the red lines are getting out of the green 
zone, which means the key bytes are being retrieved. As 
a result, the CPA attack on the AES with Trojan is able to 
retrieve all the key bytes within the use of 6000 power traces. 
Given the same amount of power traces, the CPA attack 
without Trojan retrieves only 14 key bytes out of 16 since 
two lines are still buried in the green zone. This indicates 
that the Trojan implemented in this example could ease the 
CPA attack.

Case 3: Multi‑tier Collaborative Trojan

Characteristics

There may emerge another kind of 3D Trojan, multi-tier 
collaborative Trojan, which is more sophisticated than the 
cross-tier Trojan trigger and payload. The multi-tier Trojan 

Fig. 8   Experimental setup of key leaking via a cross-tier Trojan 0 200 400 600 800 1000 1200
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in case 3 shown in Fig. 2 is activated by the two trigger 
circuits from tiers 1 and 2, respectively. Compared to hard-
ware Trojans in 2D ICs, the multi-tier Trojan trigger has 
significantly lower Trojan triggering probability due to a 
larger pool of trigger signals. Moreover, the collaborative 
Trojan trigger could be a combination of different trigger 
mechanisms (e.g., temperature, voltage level, and electro-
magnetic flux). Multi-tier collaborative Trojans represent 
the scenario that attackers exploit the security weaknesses 
of other tiers in the 3D system to breach the target tier with 
strong security mechanisms, instead of compromising the 
target tier directly. In terms of cost and effectiveness, multi-
tier Trojans are more likely to appear in 3D chips than a 
single-tier Trojan.

We implemented an example of a multi-tier collaborative 
Trojan in a 3D system with four tiers. Two FPGA boards, 
each including two FPGA chips, were utilized to emulate 
the 3D system. The schematic diagram and FPGA setup are 
shown in Fig. 11a, b, respectively. Tiers 1 and 2 are weak 
in the sense of resistance against hardware Trojan insertion. 
Thus, two hardware Trojan triggers were placed in those 
two tiers. The 3D Trojan manipulates the signals passing 
images from tiers 1 and 2 to tier 3. Due to their low trigger 
probability, sequential hardware Trojan (SHT) triggers were 
applied in this example. When the SHT trigger is active, 
the vertical data communication is compromised such that 
the valid indication signals vda and vdb will allow improper 
operands a and b to propagate to tier 3. Consequently, the 

compromised inputs ṽda and ṽdb lead the Trojan target circuit 
to behave differently ( ̃g ) than the normal specification (g). 
Once the valid signals are compromised by the 3D Trojans, 
the integrity of the images received by tier 3 will be sabo-
taged. As a result, image-based authentication will fail.

Example Analysis

In the FPGA platform, we connected those FPGA chips with 
external wires so that the tier-to-tier communication can be 
manipulated and observed via the oscilloscope. Figure 11c 
illustrates that the square-wave signal from tier 1 (the yel-
low line on the top) is not passed to tier 3 (as the blue signal 
on the bottom is flat). When the Trojan is triggered, a por-
tion of the yellow line is copied to the blue signal as shown 
in Fig. 11d. This indicates that the multi-tier collaborative 
Trojan manipulates the signal filter, which is controlled by 
the valid signal, and transfers invalid or even malicious data 
to the target tier. Assume tier 3 in the 3D system examines 

Fig. 10   Correlation power analysis for the AES a without Trojan and 
b with Trojan

Fig. 11   Multi-tier collaborative hardware Trojan. a Conceptual dia-
gram, b multi-FPGAs experimental setup, c normal output, and d 
Trojan affected output
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whether the images from the top two tiers are highly cor-
related and then enables the critical mission programmed 
in tier 3. If the valid signals vda and vdb are tampered by the 
multi-tier collaborative Trojan, dummy image rows will be 
dumped to tier 3. Five images shown in Fig. 12 are adopted 
for correlation analysis in the 3D system mentioned above. 
Clearly, Fig. 12b–e are different than Fig. 12a, thus the 
image correlation cannot get close to 0.9. However, when the 
valid signals for enabling image transfer between tiers are 
compromised, the image correlation could approach to 0.9 
if the hardware Trojan is able to manipulate vda and vdb for 
a time period long enough to dump 100 dummy image rows.

Case 4: Multi‑tier Synergic Trojan Payload

Characteristics

When an IC is expended from planar to vertical dimension, 
the corresponding Trojan payload will be distributed to 
multiple tiers as well. In case 4 shown in Fig. 2, the Tro-
jan circuit snoops the data (or even the side-channel signal) 
available in tier 2. As a result, the confidential information is 
leaked from tier 2 to other tiers. Often time, both the Trojan 
trigger and payload are located in the different tiers than 
the target one. Alternatively, a thin Trojan tier can be inte-
grated into the 3D stack structure to provide flexible and pre-
cise control on the snooped information without incurring 

noticeable delay overhead [24]. We further envision that a 
3D Trojan payload could achieve a synergic attack effect 
in multiple tiers, rather than influencing each tier indepen-
dently. In summary, a multi-tier synergic Trojan has the 
potential to impact a bigger area than a 2D Trojan. It will 
be challenging for module-level testing for a subsystem to 
identify the underlying security threat in the 3D system. 
The symptom of a synergic Trojan may seem benign from 
the viewpoint of a small local area. More importantly, the 
increased impact area of the synergic Trojan payload will 
make the technique of isolating malicious hardware ineffec-
tive or unrealistic since multiple tiers are involved.

Example Analysis

3D network-on-chip (NoC) [34, 35] has been demonstrated 
as a promising infrastructure to integrate increasing tran-
sistors in multiple tiers. 3D NoC eliminates the need for 
long global interconnects and reduces the voltage droop 
and power consumption on long wires. A rogue 2D NoC 
leads to information leaking and bandwidth depletion [36]. 
If NoC-based 3D ICs have a synergic Trojan placed in some 
IP cores or 3D switches, that Trojan leads to a similar con-
sequence, as shown in Fig. 13. The rogue IP core sends an 
NoC instruction packet to the rogue switch. Next, the rogue 
switch passes that malicious packet to the victim IP core in 
the bottom tier. As a result, the multi-tier synergic Trojan 

Fig. 12   Impact of multi-tier col-
laborative hardware Trojans in 
an image authentication applica-
tion. a Image generated in tier 
1, b–e images for comparison 
provided by tier 2, and f correla-
tion analysis results obtained 
from tier 3
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eventually causes the victim IP core to have malfunctions. 
Or, the rogue switch in the middle tier could trigger a live-
lock between the middle and bottom tiers. The proposed 
multi-tier synergic Trojan is stealthy because the hardware 
of the rogue IP core and switch has high similarity with the 
normal ones and the ‘rogue’ feature is only visible at the 
arrival time of special NoC packets. Figure 13 illustrates 
another practical example of the case 4 Trojan model. The 
rogue switch and IP core tampered by a hardware Trojan 
monitor the special packet transferring through the middle 
tier and the packet of interest in the rogue IP core is stored 
for future use and analysis. In the case of passing malicious 
packets in NoCs, the rogue IP core is the Trojan trigger to 
initialize the attack by issuing the malicious instructions. 
The rogue 3D switch is the payload, which causes malfunc-
tion by delivering malicious instructions to the victim IP 
cores. The trigger and payload are from different tiers but 
none of them is in the same tier where the victim locates. 
In the case of information leaking, the payload formed by 
a rogue 3D switch is responsible for leaking NoC packets. 
Although the trigger and payload for this case are in the 
same tier, they remotely control the victims in other tiers. 
The Trojan type proposed in this subsection is non-invasive. 
Moreover, the snooping attack is hidden in the normal data 
transmission of the middle tier. Side-channel analysis of the 
entire system may not be able to detect the presence of such 
hardware Trojans.

Examination of a 2D Trojan Detection 
Approach in 3D IC

The existing Trojan detection methods are mainly designed 
for the Trojans in 2D ICs. Due to the unique characteristics 
of 3D Trojans, as analyzed in Sect. “Proposed Comprehen-
sive Characterization of3D Hardware Trojans”, they may 
not work well in 3D scenarios. Split manufacturing may 
impact the hardware Trojan insertion in 3D ICs at some 

level. However, the adversaries in untrusted foundries with 
partial design details might be able to reverse engineer the 
whole design. Once the design is recovered, attackers can 
continue to insert Trojans. On the other hand, split manufac-
turing is not for securing the stacked 3D ICs in which every 
single tier is complete. This type of 3D IC is addressed in 
this work. New countermeasures specifically for 3D Trojans 
are needed.

In this section, we applied an existing approach [11], 
originally designed for 2D Trojans, to a 3D system and 
compared the effectiveness of Trojan detection in 2D and 
3D ICs. As 3D chips have severe internal noise, we suspect 
that Trojan detection using side-channel signals will lose its 
detection accuracy. Thus, we chose a current based Trojan 
detection method.

Description of Trojan Detection Method for 2D ICs

The Trojan detection method we examined is Temporal 
Self-Referencing (TeSR) [11]. In TeSR, a special test vec-
tor generator offers the input sequence to ensure the system 
go through the identical state transitions in a period of time. 
A Trojan-free system should obtain identical current signa-
tures in two consecutive time windows when it goes through 
the same state transitions. Any mismatch between the two 
current signatures will indicate the presence of a hardware 
Trojan. This method may not work well in 3D scenarios 
because of the greater internal noise in 3D ICs.

Targeted Hardware Trojan

In the following experiment, we inserted the same MOLES 
Trojan mentioned in [37] to the 2D and 3D circuits. The 
MOLES Trojan is composed of a set of registers as a ring 
generator to generate a series of random numbers, which 
will be XORed with the key information. The XOR out-
puts will drive a set of capacitors. Attackers who know the 
implementation details of the ring generator can decode the 

Fig. 13   Multi-tier synergic 
hardware Trojan payload caus-
ing malfunction, communica-
tion livelock, and information 
leaking
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obfuscated key information via power analysis. However, the 
power consumed in the load capacitors seems like noise if 
the random sequence is unknown. In the 2D case, MOLES 
was implemented as an external circuit on the same tier of 
the target circuit. In the 3D scenario, MOLES and the victim 
circuit were placed in two different tiers.

Efficiency of TeSR Trojan Detection Method in 2D 
and 3D ICs

We adopt the metric point-wise Euclidean distance (PWED) 
between the two current signatures to assess Trojan detection 
efficiency, following the similar process used in the work 
[11]. The PWED for the Trojan-free case (i.e. TrojanFree) 
is considered as the noise threshold. If the PWED measured 
from the Trojan injected case (i.e., PWED

TrojanIn
 ) is higher 

than that measured from the Trojan-free case (i.e., 
PWED

TrojanFree
 ), the hardware Trojan is detected.

We implemented the TeSR Trojan detection method in 
the transistor-level 3D IC model built with a 45nm NCSU 
FreePDK technology  [32]. The detailed setting is as same 
as what described in Sect. “Example Analysis”). One, two, 
four, six, and eight S-boxes were applied for the purpose of 
sweeping the size of the victim circuit. The number of regis-
ters in the MOLES ring generator was varied to observe the 
impact of Trojan size on Trojan detection efficiency. 

Our simulation results shown in Fig. 14 confirm that the 
TeSR Trojan detection method is generally less effective in 
the 3D scenarios than in the 2D cases. The inserted MOLES 
Trojan can be successfully detected in the 2D environment 
for all victim sizes tested in the experiment. In contrast, the 
Trojan in the 3D scenario is not detected in most of the cases 
because the 3D PWED

TrojanIn
 is lower than PWED

TrojanFree
 . We 

further zoom in the PWEDs for different test cases and 
define the confidence level of Trojan detection ConfidenceHTD 
as the expression shown in Eq. (1).

Table 4 shows ConfidenceHTD for all the test cases reported 
in Fig. 14. A positive percentage means that the Trojan is 
detected. A higher percentage stands for better confidence in 
the detection result. If the positive percentage is too small, 
our detection conclusion may be changed by the interruption 
from some internal noise or process variations. Although 
TeSR achieves a positive confidence value in the 3D Tro-
janIn with 2 S-boxes case, the percentage of 12.61% is not 
as high as that in most of the 2D cases. A negative percent-
age in Table 4 indicates that the TeSR fails to capture the 
Trojan. To conclude, the MOLES Trojans in most of the 3D 
scenarios are not recognized by the TeSR approach.

(1)ConfidenceHTD =

PWED
TrojanIn

− PWED
TrojanFree

PWED
TrojanFree

Next, we swept the size of the MOLES Trojans from 20 to 
80 registers and obtained the corresponding PWED shown 
in Fig. 15. As can be seen, the PWED for all 3D TrojanIn 
cases is less than the TrojanFree case. This indicates that the 
TeSR approach fails to detect the MOLES Trojans inserted 
in the 3D circuits even if the Trojan size increases. Another 
observation we had from our case study is, the PWED does 
not monotonically increase or decrease with the Trojan size. 
This is summarized in Table 5.

Conclusion

Three-dimensional integration techniques for integrated cir-
cuits leverage vertical-dimension space to increase the chip 
density and provide better performance than two-dimensional 

Fig. 14   Trojan detection results achieved by the TeSR approach 
applied in a 2D and b 3D ICs with different sizes of victim circuits

Table 4   Trojan detection confidence for different victim sizes

1 S-box 2 S-boxes 4 S-boxes 6 S-boxes 8 S-boxes

2D +31.07% +11.84% +12.80% +80.06% +48.00%
3D -21.99% +12.61% -61.30% -24.32% -28.74%
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chips. However, the increased number of transistors in a small 
footprint leaves more exploration space for attackers to insert 
stealthy hardware Trojans. Trojans in planar integrated circuits 
are well modeled and understood, but there is limited work 
available to investigate hardware Trojans specifically in 3D 
ICs. This work summarizes the existing effort on 3D hardware 
Trojans. To improve the awareness of potential attacks that 
could succeed in 3D ICs, this work characterizes four repre-
sentable 3D hardware Trojan cases and provides practical sim-
ulation/emulation examples for each model. To the best of our 
knowledge, this is the first comprehensive work that analyzes 
the 3D Trojan models, especially for cross-tier and multi-tier 
Trojans, and demonstrates their impact with the quantitative 
assessment. Our experimental results show that 3D Trojans 
are feasible to be implemented in 3D integrated circuits and 
systems. We advocate the research community to investigate 
unique Trojan detection methods for 3D hardware Trojans.
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