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Abstract

This one-day workshop aims to explore ubiquitous
privacy research and design in the context of mobile
and IoT by facilitating discourse among scholars from
the networked privacy and design communities. The
complexity in modern socio-technical systems points to
the potential of utilizing various design techniques
(e.g., speculative design, design fiction, and research
through design practices) in surfacing the potential
consequences of novel technologies, particularly those
that traditional user studies may not reveal. The results
will shed light on future privacy designs for mobile and
IoT technologies from both empirical and design
perspectives.
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Introduction

Privacy research has been a key research theme in the
HCI/CSCW community. The research paradigm within
the SIGCHI community generally: 1) focuses on user
experiences and technical feasibility, and 2) relies
heavily on empirical data collected from users. With the
increasing popularity of mobile devices and the Internet
of Things (IoT), privacy research is facing a new era
characterized by a complex and sophisticated eco-
system where new threats and challenges are emerging
beyond what was previously imaginable. Considering



Program Committee:

¢ Norah Abokhodair,
Microsoft Learning

e Louise Barkhuus,
University of Copenhagen

e Sanchari Das,
Indiana University

¢ Apu Kapadia,
Indiana University

¢ Jen King,
Stanford Law School

o Lorraine Kisselburgh,
Purdue University

« Bart Knijnenburg,
Clemson University

e Priya Kumar,
University of Maryland

¢ Mainack Mondal,
Cornell University

e Airi Lampinen,
Stockholm University

¢ Weijia He,
University of Chicago

¢ James Pierce,
California College of the
Arts

e Florian Schaub,
University of Michigan

¢ Irina Shklovski,
University of Copenhagen

e Eran Toch,
Tel Aviv University
Innovation Lab

the multitude of ubiquitous devices and sensors, ever-
changing social contexts, power dynamics, and needs
of different stakeholders, this revolution is transforming
our understandings of privacy in ways that are uniquely
relevant and timely for the SIGCHI community.

Research methodologies from the design community
provide different perspectives in understanding this
complicated eco-system and offer alternative
opportunities for privacy designs. For example,
speculative design allows researchers to critique the
status quo, imagine and experience an alternative
future where they are free from the current market and
technology limitations, and raise questions for future
technology development [6]. More importantly, it helps
to surface other potential (often social and political)
issues and consequences that are not obvious through
traditional user studies. However, such methodology is
yet to be widespread in the networked privacy
community. Therefore, by bringing the privacy and
design communities together, this workshop aims to
explore the following themes in the context of mobile
devices and the Internet of Things:

1) How does the evolution in IoT and mobile devices
transform our expectations of privacy designs?

2) What can privacy researchers learn from the
various design methodologies to broaden their
research and provide alternative privacy designs?

3) How can design researchers proactively facilitate
and deepen the privacy-related aspects in their
design work?

The first theme focuses on exploring the characteristics
of ubiquitous privacy designs in the context of mobile

and IoT, while the second and third themes emphasize
how privacy researchers and design researchers can
learn from one another to enhance their research and
come up with alternative privacy designs. The
outcomes of this workshop will be: 1) privacy design
heuristics considering the evolving landscape of mobile
devices and IoT, and 2) an agenda for how privacy
researchers and design researchers can collaboratively
move forward in a mutually beneficial way.

Privacy in Mobile and IoT

In this section, we review relevant literature related to
ubiquitous privacy designs in the context of mobile and
IoT devices, as well as some examples in the
intersection between privacy and design.

Privacy in Mobile Contexts

Privacy researchers have studied and predicted user
behavior, as well as designed and user-tested multiple
ways to increase users’ awareness about their mobile
privacy and security. For instance, Safi et al. [19] found
that asking a user to reflect on their comfort level of
their past location sharing behavior is one of the
strongest predictors of future location sharing privacy
behaviors. Privacy Facts, a “just-in-time” privacy
display designed by Kelley et al., warns users when
sensitive information (e.g., location) is collected by
their phones [12]. AImuhimedi et al. designed a system
to notify users of the data collection behaviors of the
apps on their phones, which nudged users to deny or
permit app permission on their phone [2]. Jackson and
Wang designed a privacy discrepancy interface to
nudge users to make app permission decisions based
on the discrepancy between individual users’ general
privacy preferences of mobile apps and the privacy
risks of these apps [10]. Meanwhile, Lin et al.’s study
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leveraged the power of “the crowd” to show that users
rely on the ratings of other users to understand the
degree to which permission violates users’ privacy
expectations in mobile applications [14].

A common theme among these studies is the focus on
the individual’s user experience with mobile privacy
leading to calculated improvements in design. There is
a need to move beyond the user to employ creative
design methodologies that generate innovative, and
potentially disruptive, tools that can better meet the
needs of different types of users, groups of users, and
other stakeholders.

Internet of Things (IoT) Privacy

For privacy designs in the IoT context, we observe a
similar trend. For example, drawing from drone
controllers’” and ordinary citizens’ privacy perceptions of
drones [20,24], Yao et al. proposed a number of
technological and policy-oriented privacy mechanisms
for drones, arguing that an app that facilitates the
communication between drone controllers and ordinary
citizens had the potential to be well perceived and
accepted by both groups [25]. Emami-Naeini et al.
designed privacy labels for IoT devices (i.e., a security
camera, a smart toothbrush, and a smart thermostat)
to present various privacy and security factors related
to IoT devices (e.g., collected data, purposes of data
collection) and found the final versions of the labels to
be useful in providing necessary privacy-related
information to users [7]. Yao et al. adopted a co-design
approach in which the researcher worked together with
smart home users to come up with privacy designs for
smart homes. Their study discovered a number of
factors that should be considered in privacy designs for
smart homes [23]. Page et al. proposed the use of a

hybrid design approach that balances “user-centric”
and “agentic view” of different types of IoT users [16].

We argue that the novelty and increasing complexity in
mobile and IoT systems points to the potential and
need for exploring the design space beyond existing
privacy designs. In this workshop, our goal is to take a
deeper dive into speculative and interrogative privacy
design [6] for mobile and IoT technologies to address
the new challenges and opportunities that will present
themselves within the next 5-10 years of ubiquitous
privacy design. Through our workshop, we aim to
develop privacy design heuristics for mobile and IoT
systems to guide future research and practices.

Bridging Privacy and Design

Moving beyond user studies and current technical
feasibility, Wong and Mulligan discussed multiple ways
that design can be used in relation to privacy along
three dimensions, including: 1) the purpose of design,
2) the actors who do design work in these settings, and
3) the envisioned beneficiaries of design work [21].
They argued that, in addition to the traditional privacy
research paradigm in which researchers create designs
to solve privacy issues, privacy research should utilize
values- and critically oriented design approaches to
surface social values and help define privacy spaces. In
this way, research from the design community can
complement traditional privacy research. For instance,
Briggs and Thomas adopted an inclusive, value
sensitive design approach and identified a number of
common values of future identity technologies that
were commonly recognized by people from different
communities (e.g., young people, older adults, etc.)
[3]. Wong et al. leveraged a design workbook of



speculative design fictions to elicit values of different
stakeholders [22].

In parallel, research through design has explored
privacy in mobile and IoT systems through design-led
inquiries. For example, Pierce conducted a design study
to develop a theoretical framing of types of privacy
concerns related to smart home cameras [17]. Lindley
and Coulton used a design fiction to surface policy and
privacy implications of drone use in public spaces [15].
The IKEA Catalogue project used a design fiction in the
form of a catalog to surface questions about data use in
relation to instrumented home furniture [4]. Fox et al’s
speculative menstrual catalog used speculative design
to analyze privacy concerns around menstrual tracking
mobile apps [8]. The orientations and uses of design
work varies: sometimes to help surface and analyze
issues of privacy, sometimes to speculate the future of
technology development, and sometimes to synthesize
or imagine design concepts and solutions [17].

A number of studies have also hinted the privacy needs
and expectations of people other than the direct users
of a system, such as incidental users (guests and
children) of smart speakers [13], and bystanders of
lifelogging devices [9] and Augment Reality glasses [5].
Others have stressed the importance of moving beyond
individual needs towards a more collaborative approach
where design meets the privacy needs of communities,
groups and organizations [18]. For instance, Aljallad et
al. [1] proposed a community-based approach to help
people make informed privacy decisions about their
mobile app security. Similarly, in a study on sharing
smart-home devices with people outside of one’s home,
users often wanted to share their smart home security
systems with friends and family members in the case of

emergencies, but this technical capability is currently
not feasible in most smart home systems [11].

Thus, it is critical that we begin to imagine new use
cases and re-imagine existing mobile and IoT privacy
designs in a way that can move us strides beyond the
status quo. We aim to bring together the expertise and
varied approaches of privacy researchers, practitioners,
and designers to achieve this goal. Additionally, we
intend to build an agenda for how these different
communities can work together to move forward.

Contributions

This workshop contributes to privacy and design
research by developing privacy design heuristics for
mobile and IoT contexts. Moreover, it brings
researchers and designers together to discuss privacy
norms, design methodologies, frameworks in the ever-
evolving landscape of IoT and mobile devices and how
to incorporate these ideas into HCI for Ubiquitous
Privacy Design. This workshop will also provide
resources to researchers and designer from various
disciplines on how to work collaboratively and broaden
their expertise. For more information on the workshop
and the workshop co-organizers, go to:
https://privacydesigncscw2019.wordpress.com/
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