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ABSTRACT

Securfingappflficatfionsonuntrustedpflatformscanfinvoflveprotec-
tfionagafinstflegfitfimateend-userswhoactfintherofleofmaflficfious
reverseengfineersandhackers.Suchadversarfieshaveaccessto
thefuflflexecutfionenvfironmentofprograms,whethertheprogram
comesfintheformofsoftwareorhardware.Inthfispaper,wecon-
sfiderthenatureofobfuscatfingaflgorfithmsthatperformfiteratfive,
step-wfisetransformatfionofprogramsfintomorecompflexforms
thatarefintendedtofincreasethecompflexfity(tfime,resources)for
maflficfiousreverseengfineers. WeconsfidersfimpfleBoofleanflogfic
programsasthedomafinoffinterestandexamfineaspecfifictrans-
formatfiontechnfiqueknownasfiteratfivesub-cfircufitseflectfionand
repflacement(ISR),whfichrepresentsapractficafl,syntactficapproach
forobfuscatfion.Specfificaflfly,wefocusonfimprovfingthesecurfity
ofISRbymaxfimfizfingtheflexfibfiflfityandpotentfiaflsecurfityofthe
repflacementstepoftheaflgorfithmwhfichcanbeformuflatedfinthe
foflflowfingquestfion:gfivenaseflectfionofBoofleanflogficgates(fi.e.,a
sub-cfircufit),howcanweproduceasemantficaflflyequfivaflent(pofly-
morphfic)versfionofthesub-cfircufitsuchthatthedfistrfibutfionof
potentfiaflrepflacementsrepresentsarandom,unfiformdfistrfibutfion
fromthesetofaflflpossfibflerepflacements.Thfispractficaflquestfion
fisreflatedtothetheoretficstudyoffindfistfingufishabfiflfityobfusca-
tfion,whereatransformerforacflassofcfircufitsguaranteesthat
gfivenanytwosemantficaflflyequfivaflentcfircufitsfromthecflass,the
dfistrfibutfionofvarfiantsfromthefirobfuscatfionarecomputatfion-
aflflyfindfistfingufishabfle.Ideaflfly,poflymorphficcfircufitsthatfoflflowa
random,unfiformdfistrfibutfionprovfidestrongerprotectfionagafinst
maflficfiousanaflyzersthattargetfidentfificatfionofdfistfinctpatternsas
abasfisfordeobfuscatfionandsfimpflfificatfion.
Inthfispaper,wefintroduceanoveflapproachforpoflymorphfic

cfircufitrepflacementcaflfledrandomBoofleanflogficexpansfion(RBLE),
whfichappflfiesBoofleanflogficflaws(ofreductfion)finreverse. We
comparethfisapproachagafinstanotherproposedmethodofpofly-
morphficrepflacementthatreflfiesonstatficcfircufitflfibrarfies.Asa
contrfibutfion,weshowthestrengthsandweaknessesofeachap-
proach,examfinefinfitfiaflresufltsfromempfirficaflstudfiestoestfimatethe
unfiformfityofpoflymorphficdfistrfibutfions,andprovfidetheargument
forhowsuchaflgorfithmscanbereadfiflyappflfiedfinsoftwarecontexts.

Permfissfiontomakedfigfitaflorhardcopfiesofaflflorpartofthfisworkforpersonaflor
cflassroomusefisgrantedwfithoutfeeprovfidedthatcopfiesarenotmadeordfistrfibuted
forprofitorcommercfiafladvantageandthatcopfiesbearthfisnotficeandthefuflflcfitatfion
onthefirstpage.CopyrfightsforcomponentsofthfisworkownedbyothersthanACM
mustbehonored.Abstractfingwfithcredfitfispermfitted.Tocopyotherwfise,orrepubflfish,
topostonserversortoredfistrfibutetoflfists,requfiresprfiorspecfificpermfissfionand/ora
fee.Requestpermfissfionsfrompermfissfions@acm.org.
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RBLEprovfidesaunfiquemethodtogeneratepoflymorphficvarfiants
ofarbfitraryfinput,output,andgatesfize.Wereportfinfitfiaflfindfings
forstudyfingvarfiantsproducedbythfismethodand,fromempfirficafl
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CCSCONCEPTS

•Securfityandprfivacy→ Softwarereverseengfineerfing;Soft-
waresecurfityengfineerfing;

KEYWORDS

softwareprotectfion,findfistfingufishabfiflfityobfuscatfion,randomcfir-
cufits,Boofleanflogfic,poflymorphficgeneratfion

ACMReferenceFormat:
JefreyT.McDonafld,TrfinfityL.Stroud,andToddR.Andefl.2020.Poflymorphfic

CfircufitGeneratfionUsfingRandomBoofleanLogficExpansfion.InThe35th
ACM/SIGAPPSymposfiumonAppflfiedComputfing(SAC’20),March30-Aprfifl
3,2020,Brno,CzechRepubflfic.ACM,NewYork,NY,USA,10pages.https:

//dofi.org/10.1145/3341105.3374031

1 INTRODUCTION

Inteflflectuaflproperty(IP)fiscurrentflyembeddedfinbothsoftware
andhardwarethatareusedfinaflmosteveryareaofsocfietytoday.
Ascompanfiescantypficaflflyhavebfiflflfionsofdoflflarsfinvestedfin
suchIP[1],thetheftofIPhasbecomeamajorconcernfortech
companfiesandcountrfiesaroundtheworfld[17].Maflficfiousreverse
engfineerfing,copyfing,cflonfing,andtamperfingformthemajortech-
nficaflthreatsthatadversarfiescanusewhentheyareflegfitfimate
end-usersandhavefuflflpowerstocontrofltheexecutfionenvfiron-
mentofthesoftware[4,5].Theprfimarytechnficaflmeanstoachfieve
protectfionagafinstsuchman-at-the-end(MATE)attackshasbeento
fincreasethecostofmaflficfiousreverseengfineerfingbyfintroducfing
programmatfic-fleveflprotectfionsthroughtransformatfiontechnfiques
generaflflyreferredtoasobfuscatfion[3].Inthfispaper,wefocusfin
partficuflaronthemeansbywhfichtransformatfiontakespflaceand
consfiderhowsuchtransformatfionsmfightdefendagafinstadversar-
fiaflreverseengfineerfingand,ufltfimatefly,IPtheft.
WeconsfiderprogramsthatcomefintheformofBoofleanflogfic

gatesandprfimarfiflyconsfidertransformatfionaflgorfithmsthatmake
fincrementaflchangesbytakfingsmaflflsubsetsoftheprogramand
repflacfingthemwfithmorecompflexversfionsthataresemantficaflfly
equfivaflent.WeextendtheworkofMcDonafldetafl.[13,14]that
firstposedthfisapproachcaflfledfiteratfivesub-cfircufitseflectfionand
repflacement(ISR).ISRworksbyseflectfingasubsetofgates(asub-
cfircufit)fromacombfinatfionaflflogficcfircufitprogramandrepflacfing
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thatseflectfionwfithasemantficaflflyequfivaflentversfion.Thfisprocess
fisrepeatedoverandoveragafin(fiteratfivefly)untfiflsomedesfiredflevefl
ofoverheadorsecurfityfisreached.McDonafldetafl.soughttousea
unfiform,randomrepflacementsub-cfircufitbypre-generatfingstatfic
flfibrarfiesofcfircufitfamfiflfiesbasedonthefirfinput,output,andgate
sfize.Fromthesefamfiflfies,atruflyrandomcfircufitcanbechosenout
ofthesetofaflflpossfibflefunctfionaflflyequfivaflentversfionswhfich
havebeenpre-enumeratedandstored.Asanegatfive,suchstatfic
flfibrarfiesgrowfinfactorfiaflstoragesfizeandtfimetogenerate[13]:
thus,repflacementflfibrarfiesareflfimfitedtosmaflflfinputandsmaflflgate
sfizefamfiflfies.Asaresuflt,onflysmaflflgateseflectfions(2-5gates)wfith
smaflflfinputsfizes(2-5bfits)arepossfibfleforISR.
In[13],McDonafldandKfimdescrfibethreeabstractfionstargeted

bymaflficfiouscfircufitreverseengfineers:topoflogy,sfignafls,andcom-
ponents.ISRtargetstheeficfientrecoveryoftheseabstractfions
fromgate-fleveflnetflfistprograms.McDonafldandKfimaflsofidentfify
twotrade-ofspacesfinthedesfignofanobfuscator:maxfimfizfing
randomnessfintheobfuscatfionaflgorfithmandmaxfimfizfingthese-
curfityoftheobfuscatedvarfiantsproducedbyanobfuscator.On
onehand,theaflgorfithmshoufldbepubflficflyknown,consfistentwfith
Kerckhof’sprfincfipfle[20]thatsecurfityofacryptosystemshoufld
onflyrestonkeepfingfitskeysecretandnotfitsaflgorfithm(thusavofid-
fingthepractficeofsecurfitybyobscurfity).Ontheotherhand,to
achfieveameasurabfledegreeofhfidfingprogramabstractfions,deter-
mfinfistficaflgorfithmscanbeusedproducetargetedresuflts(boundary
bflurrfing,componentencryptfion,etc.)[13,15],buthavetherfisk
thatanadversarycandevfisetargeteddeobfuscatfionaflgorfithmsto
undotransformatfions.Bymaxfimfizfingrandom(non-determfinfistfic)
choficesoftheobfuscator(muchflfikefinanormaflcrypto-system),a
pubflficaflgorfithmhasflesschanceofproducfingpredfictabflestructurafl
patternsthatcanbefleveragedbyanadversarfiafldeobfuscator.
McDonafldandKfim[13]pofintoutthatthegreatertheseflectfion

spaceofpotentfiaflrepflacementcfircufitsreachedbyanobfuscator,
theflessofanadvantageanadversaryhastocreatepatternand
rufle-basedapproachesthatwoufldreverseorundotransformatfions.
Sfimonafire[21]modeflfledanISRaflgorfithmasatermrewrfitfingsys-
tem(TRS)tofiflflustratehowflargerseflectfionandrepflacementsfizes
finanISRaflgorfithmwoufldcauseaTRStonotcoaflesce,essentfiaflfly
defeatfingadeobfuscatorbasedontermrewrfitfing.ThefideaflISRafl-
gorfithmshoufldaflflowanarbfitrarysub-cfircufitseflectfion(ofanygate
orfinputsfize)andanarbfitraryrepflacementsub-cfircufitofanygate
sfize(abovethatoftheorfigfinaflseflectedsub-cfircufit).Ifcfircufitsused
forrepflacementarefuflflyenumerabfle,adversarfiesaremoreflfikefly
tousethfisknowfledgetotargetcfircufitfeaturesthatareproducedas
artfifactsfincfircufitvarfiants.McDonafldetafl.[16]demonstratedthat
apattern-basedcfircufitreducercoufldreduceISRcfircufitvarfiants
createdfrom2-gateseflectfionand3-gaterepflacementfrom60to
80%.However,4-gaterepflacementswerereducedonflybetween
20to30%.Thus,wearemotfivatedtofindmethodsforgenerat-
fingsemantficaflflyequfivaflent,flargersub-cfircufitsasrepflacementsfin
ISR,whfiflemaxfimfizfingtherandomseflectfionspaceandmfinfimfizfing
efitherstorageorgeneratfiontfimeofrepflacementfamfiflfies.
Thfispaperfintroducesaneficfientaflgorfithmwfithflfinearrun-tfime

andnostoragerequfirementforgeneratfingsub-cfircufitrepflacements
thataflflowsseflectedsub-cfircufitstohavearbfitrarysfizesforfinputs,
outputs,andgatesfize.Thetechnfiquereflfiesonrepresentfingsub-
cfircufitsfinBoofleanflogficformandthenfiteratfiveflyappflyfingBooflean

flogficflawsfinreverse.WhereasBoofleanflogficflawshavetradfitfionaflfly
beenusedforpurposesofreducfingorsfimpflfifyfingBoofleanequa-
tfions,weusethemtoexpandorfincreasetheBoofleanexpressfion.
WecaflflthfistechnfiquerandomBoofleanflogficexpansfion(RBLE)
andconsfiderfitasthemeansbywhfichrepflacementcfircufitscanbe
generatedfinISRaflgorfithms.Weprovfidefinfitfiaflresufltsofempfirficafl
experfimentsforusfingRBLEfinISRscenarfios.Theremafinderof
thepaperprovfidesmotfivatfingscenarfiostoframethecontextof
thework(Sectfion2),generaflbackgroundreflatedtoRBLEconcepts
(Sectfion3),andadescrfiptfionoftheapproach(Sectfion4).Sectfion
5descrfibesourexperfimentaflframeworkforfinfitfiaflcharacterfiza-
tfionoftheapproachandsectfion6provfidesanaflysfisoftheresuflts.
Sectfion7provfidesourconcflusfionsandfuturework.

2 MOTIVATINGCONTEXT

Weprovfidetwomotfivatfingscenarfiosthatgfivecontexttothfiswork:
oneprfimarfiflyhardware-basedandoneprfimarfiflysoftware-based.
Nohfletafl.[18]weresomeofthefirstresearcherstofiflflustratethe
reflatfiveeaseofphysficaflflyreverseengfineerfinghardwarefimpflemen-
tatfionsoffintegratedcfircufitboardstorecovergatefleveflprograms
(aflsoknownasnetflfists).Inthefirwork,theyanaflyzedtheMfifare
CflassficRFIDcfipherthatwasusedaspartofapubflfictransfitsystem
card.Oncethesegatefleveflconstructswererecovered,desfignflevefl
componentscoufldbereverseengfineeredtoreveaflthefimpflementa-
tfionofthecfipherfitseflfwhfichfledtodfiscoveryofnumerousflaws
finthecryptographficdesfign.Obfuscatfionofgate-fleveflnetflfistpro-
gramsthroughaflgorfithmssuchasISRwoufldoferonepotentfiafl
countermeasuretodesfign-fleveflrecoveryofcomponents:thfisspecfif-
ficaflflyfinvoflvespreventfingrecoveryofthenumber,type,andfinter-
connectfivfityofbufifldfingbflockcomponentsusedtocreatemore
compflexcfircufits.Inprfiorwork,theefectfivenessofcomponent
recoveryaflgorfithmsagafinstISR-basedtransformatfionshasbeen
evafluatedbasedontractabfleflfimfitsofsmaflflseflectfion/repflacement
sfizes[15,19],andthusRBLEwoufldprovfidenewdfirectfionsforsuch
research.
Aflthoughourfocusfisprfimarfiflyoncfircufit-to-cfircufittransfor-

matfion,ISRwfithRBLE-basedrepflacementhasfimpflficatfionsfor
software-to-softwaretransformatfion.Ffirst,wenotetwodfiferent
domafinswheresoftwarefisconvertedfintohardwarerepresentatfion.
Intheareaofsecuremufltfi-partycomputatfion(MPC)[8],thepre-
domfinantquestfionoffinterestfishowtosecureflycomputeajofint
functfiononprfivatefinputsfromdfistrustfingpartficfipants,whfiflere-
veaflfingnothfingmorethantheresufltofthefunctfion.MPCschemes
begfinnfingwfiththesemfinaflworkofYaoongarbfledcfircufits[23]
havetradfitfionaflflytakenthejofintfunctfionoffinterestandrepre-
sentedfitfinastandardcfircufitformconsfistfingofAND,OR,and
NOTgates.ThecryptographficaspectofMPCprotocoflsfinvoflves
garbflfingthecfircufitfinsuchawaythatfitsevafluatfionbytwoor
morepartfiesresufltsfinprfivacyoffinputsasweflflasfintermedfiate
computatfions.MPCresearchhasseenarebfirthoffinterestfinrecent
yearsasweflflasamufltfitudeofpractficaflfimpflementatfionsthatsup-
porttransflatfionoffunctfionsfintocfircufitsfinBooflean,arfithmetfic,or
formuflaform.Fafirpflay[10]wasoneofthefirstfimpflementatfionsof
atwo-partyprotocofl:fitfincfludedahfighfleveflproceduraflflanguage
thataflflowstransflatfingthesecurefunctfionfintoaone-pass(com-
bfinatfionafl)Boofleancfircufit.Sfincethen,mufltfipflefimpflementatfions
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ofsoftware-to-cfircufitcompfiflersforMPCconstructfionbasedonC
andC++haveappeared[8].
Inthedomafinofsystemsdesfignandsynthesfis,thedfistfinctfion

betweenhardwareandsoftwarehasbecomeflesscflearforsome
tfime.Theadventoffiefldprogrammabflegatearrayshasmoved
thedefinfingaspectofhardwareprogramsfintoamoreflufidform,
wherereprogramambflehardwarefisbecomfingthenorm.Aflmost
20yearsago,Wfirth[22]pofintedouttheeasebywhfichtradfitfionafl
softwareconstructs(sequenceandchofice)areeasfiflytransflatabfleto
combfinatfionaflflogficwhfiflefloopfingconstructscanbehandfledwfith
sequentfiaflflogficforms.Hewasoneofthefirstresearcherstoargue
foracommonflanguagetoexpressbothsoftwareandhardware
constructs.Sfincethen,severaflreaflfizatfionsofthfisconcepthave
madethefirwayfintocommercfiaflsynthesfistooflsandsystemsdesfign
thought.SystemCrepresentsoneoftheearflfiestexampflesofthfis
hardware/softwaremarrfiageandfisnowanIEEEstandard.
Thegrowfinguseofsoftware-to-hardwareprogrammfingenvfiron-

mentsforbothMPCandsystemsdesfignprovfidescontextforhow
cfircufittransformatfionaflgorfithmscanbeusedforsoftwareprotec-
tfionagafinstMATEattacks.Inpartficuflar,software-basedhardware
abstractfionsposeanfideaflmethodtofrustratetradfitfionaflsoftware
anaflysfisandreverseengfineerfingtechnfiques[11,12]becausesoft-
wareconstructsarefundamentaflflytransformedfintocfircufitrepre-
sentatfions,butarereaflfizedassoftwarestatements.Inthfisapproach,
softwareconstructssuchasfifstatementsormathexpressfionsare
representedfincodeascfircufitabstractfions.Suchabstractfionsare
notcurrentflyhandfledbytradfitfionaflstatficanddynamficsoftware
anaflyzers,beyondrecoveryofthehardwarenetflfistfitseflf.Sucha
dfichotomywoufldhfindertradfitfionaflsoftwarereverseengfineerfing
untfiflapproprfiatetooflsfintegrateanaflysfisforbothsoftwareand
cfircufitconstructs.Thus,RBLEhasthepotentfiafltotransflatedfirectfly
fintosoftwareprotectfionschemes,thoughthfisfisnotthefocusof
thfispaper.

3 BACKGROUND&RELATEDWORK

Theprfimarymotfivatfionforourresearchwaswhetheraneficfient
(determfinfistfic)cfircufitgeneratfionaflgorfithmcoufldbeusedtocreate
poflymorphficcfircufitvarfiants.Ideaflfly,thfisaflgorfithmshoufldpro-
ducedfistrfibutfionsthatapproacharandom,unfiformseflectfionfrom
thesetofaflflpossfibflechoficesofsemantficaflflyequfivaflentcfircufits.
Wecompareourapproachagafinstaknownstatficenumeratfion
approach,thatdespfitefitsabfiflfitytogeneraflfizetoarbfitrarycfircufit
seflectfions,doesgeneraterandom,unfiformdfistrfibutfions.

3.1 BoofleanLogficLawsandExpressfions

ABoofleanfunctfionfisafunctfionwfithadomafinofvaflues{0,1}
andofafinfitenumberofvarfiabflesofvaflue{0,1}.Boofleanflogfic
flawsexpressfidentfitfiesonthesetB={0,1}wfithbfinaryoperatfions
conjunctfion(∨,OR,+)anddfisjunctfion(∧,AND,∗),andunaryoper-
atfionnegatfion(x,NOT,x′).Suchflawsfincfludeannfihfiflatfion,fidentfity,
commutatfivfity,assocfiatfivfity,fidempotence,absorptfion,dfistrfibutfion,
compflementatfion,finvoflutfion,andDeMorgan’s[6].
AtypficaflwaytorepresentBoofleanfunctfionsarewfithBooflean

expressfions,whfichareflogficaflstatementsthat,uponevafluatfion,
haveavaflueofefither0or1,faflseortrue.Fornotatfionpurposes,
weexpressthethreeprfimaryoperatorswfithfinBoofleanexpressfion

asfoflflows:dfisjunctfion(∨,OR)wfith+;conjunctfion(∧,AND)wfith
*;andnegatfion,(x,NOT)wfithx′.Therefisanaddfitfionafloperator,
XOR,representedfinournotatfionastheprogrammatficbfinaryXOR
(̂),whfichfisaderfivedoperatfionbasedondfisjunctfion,conjunctfion,
andnegatfionruflesasfoflflows:

xXORy=(x∧y)∨(x∧y)

wfithournotatfionfortheaboveexpressfionbefing:

x^y=(x∗y′)+(x′∗y).

BoofleanflawsarenormaflflyappflfiedrepeatedflytoreduceBooflean
expressfionstothefirsfimpflestform,aflthoughtheprocessfiscompflex
becausepatternmatchfingfisrequfiredandacorrectorderfingof
appflfiedflawsfisrequfiredtoachfievecompfletesfimpflfificatfion[7].

Tabfle1:Boofleanexpressfionreductfions

3.2 DfigfitaflLogficCfircufits

CombfinatfionaflcfircufitsdfirectflyfimpflementBoofleanflogficvfiaaset
offlogficgates(caflfledthebasfissetΩ)suchasAND,OR,XOR,NOT,
NAND,NOR,andNXOR.Structuraflfly,theycanbeexpressedfin
anumberofwaysfincfludfingtextuaflflyfinnetflfistflanguagessuch
asBENCHformat[9]andvfisuaflflyfinschematficform.Ffigure1
fiflflustratesasmaflfl5finput,2output,6gatecombfinatfionaflcfircufitfin
schematficformwfithcorrespondfingBENCHnetflfist.Behavfioraflfly,
ann-finput,m-outputcfircufitcombfinatfionaflcfircufitcanbeseenas
anarrayofBoofleanfunctfionsffi:B

n→{0,1},wherefi=1..m[7].
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ABoofleanexpressfioncandfirectflyrepresentcombfinatfionaflflogfic
netflfistsbyassfignfingeachcfircufitoutputafunctfion,assfignfingcfircufit
finputsasBoofleanvarfiabflesfintheexpressfion,anddfirectflytransflat-
fingeachcfircufitgatetofitscorrespondfingflogficexpressfion.Thus,
combfinatfionaflcfircufitsareequfivaflentflyrepresentedstructuraflflyas
aBoofleanexpressfion[2,7].Ffigure1fiflflustratesthecorrespondfing
Boofleanexpressfionforthecfircufitstructure.

Ffigure1:Equfivaflentcfircufitrepresentatfions

Logficcfircufitsaretypficaflflygroupedfinfamfiflfiesbasedonthefir
finput,output,andgatesfizes. WeusethenotatfionδX−Ytode-
finethesetofaflflcfircufitsthesamefinputsfizeXandoutputsfize
Y.WeusethenotatfionδX−Y−Storepresentfamfiflfiesofcfircufits
wfithgatesfizeS.Weassumecfircufitsthatarewfithfinafamfiflyare
derfivedfromacommonbasfissetΩ,wheretypficaflbasfissetsmay
fincfludeΩ={AND,OR,NOT},Ω={NAND},Ω={NOR},or
Ω={AND,OR,XOR,NAND,NOR,NXOR}.Thefan-finofagate
fisthenumberofunfiquefinputsfedtothegate.Forpurposesof
generatfingflegaflcfircufitswfithfinafamfifly,weusethefoflflowfingrufles
togoverncfircufitpropertfiesreflatedtothefirstructure:

(1)Symmetry:GATE(X1,X2)equfivaflenttoGATE(X2,X1)?
(2)Redundancy:Gateswfithsamefan-finandgatetype?
(3)ConstantSfignafls:Aflflowconstants0or1asnodes?
(4)Degeneracy:Gatefinputsorfigfinatefromsamesourcegate?
(5)Fan-fin:Aflflowgatefan-fingreaterthan2?
(6)Basfis:WhatareaflflowabflegatetypesΩ?
(7)Sfize:Dosetscontafingateswfithexactsfizeorfless?
(8)Outputs:Aflflowgateswfithnon-zerofan-outasoutputs?

Gfivenanswerstotheseconstrafints,dfiferentcfircufitfamfiflfies
canbeproduced,wfithmorereflaxedconstrafintsproducfingflarger
numbersofcfircufitsfinthesamefidentficaflfamfifly.Wegeneratecfir-
cufitfamfiflfiesstatficaflflythatmfinfimfizeredundancy,dfisaflflowdegen-
eratecondfitfionsandconstantsfignafls,useexactsfize,andaflflow
onflybfinarygates:thesepropertfiesaretypficaflforstandardbufifld-
fingbflocksfinflargercombfinatfionaflcfircufits.Ffigure2fiflflustrates
theflegaflfamfiflyofδ2−1−1cfircufitswfiththfisruflesetgfivenbasfis
Ω={AND,OR,XOR,NAND,NOR,NXOR},whfichconsfistsofonfly
thesfixbasficflogficgatesthemseflves.

Ffigure2:δ2−1−1cfircufitfamfifly

4 BOOLEANREDUCTIONANDEXPANSION

Decadesofresearchhavebeendevotedtofindfingeficfientaflgo-
rfithmsforreducfingcfircufitflogficfunctfionstothefirsmaflflestsfize,
therebymfinfimfizfingpowerandflayoutspacefinreaflfizedphysficaflcfir-
cufits.Aflflreductfionscanufltfimateflybereflatedtotheappflficatfionof
oneormoreBoofleanflogficflaws.RandomBoofleanflogficexpansfion
(RBLE)worksbyappflyfingtheseflawsfinreverse.TheflfistofBooflean
flogficflawsusedbytheRBLEaflgorfithmtoperformexpansfionversus
reductfioncanbereducedtofincfludeonflythoseflogficflawswhfichac-
tuaflflychangethestructureofthecfircufit.Forexampfle,assocfiatfivfity
ordfistrfibutfivfityflawsorflawswhfichchangethenumberofvarfiabfles
orvafluesrepresentedfinpartoftheoveraflflBoofleanexpressfionre-
sufltfinpoflymorphficvarfiatfion.Lawssuchascommutatfivfitywoufld
not,andthereforewecanremoveflaws#3and#4fromTabfle1,
fleavfinguswfithanoptfimfizedandreorderedflfistofBoofleanflogfic
flawsseenfinTabfle2.Theflawshavebeenrearrangedsuchthat
thefirorfigfinaflexpressfionsareorderedbyflowest-to-hfighestform.
Thfisorderfingaflflowsustoeasfiflyrecognfizethat,forexampfle,the
Boofleanvaflue0has3possfibfleexpansfions,theBoofleanvaflue1has
3possfibfleexpansfions,andanyBoofleanvarfiabfleAhas10possfibfle
expansfions.
ToperformRBLE,wetakeacandfidatecfircufitCandrepresentfits

cfircufitstructureasaBoofleanexpressfionBE.TheBoofleanexpres-
sfionfisthenprofifledtoprovfideapotentfiaflsetofflogficexpansfions
thatmaybeappflfied,basedonthepresenceoforfigfinaflexpressfions
finBEseenfinTabfle2:0,1,A,A′,(A+B)′,(A∗B)′,(ÂB),(ÂB)′,
A∗(B+C),A+(B∗C),(A∗B)∗C,and(A+B)+C.InTabfle2,
the(A+B)′expressfionfinrufle20representsa2-finputNORgate,
whereas(A∗B)′finrufle21representsa2-finputNANDgate.In
rufle22and23,(ÂB)representsa2-finputXORgateand(ÂB)′

representsa2-finputNXORgate.Inrufles17-19,A′representsthe
presenceofaNOTgatethatrecefivesasfignaflfromsomepartof
thecfircufitnetflfist.Thus,eachorfigfinaflexpressfioncorrespondsto
abasficdfigfitaflflogficgateorfinputtoaflogficgate(somevarfiabfleA)
finthecfircufitnetflfist.Forpurposesofexpansfion,0and1represent
constant0or1sfignafls,whficharekeptfinBoofleanexpressfionform
untfiflthecfircufitstructurefisreaflfizedfinfitsfinaflform.Atthatpofint,
any0and1fintheBoofleanexpressfionarerepflacedwfithacfircufit
netflfiststructurethatgeneratestheconstantsfignafl.So,forexampfle,
any0sfignaflcanberepflacedwfith(ÂA)or(A∗A′),whereAfis
anyarbfitraryvarfiabflethatfisaflreadypresentfintheexpressfion.
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Tabfle2:Boofleanexpressfionexpansfions

Formufltfipfleoutputcfircufits,eachoutputfisrepresentedasfitsown
Boofleanflogficexpressfion.
Aflgorfithm1provfidesasummaryoftheRBLEapproach.Gfiven

theprofifleofaBoofleanexpressfionBEandthesetoffitspotentfiafl
expansfions,onefischosenpseudo-randomflyandthenappflfiedto
theexpressfion.Thenewexpressfionthenbecomesthefinputtothe
nextroundofexpansfion.AppflficatfionofBoofleanflogficflawsguaran-
teessemantficequfivaflenceofaflflfintermedfiateBoofleanexpressfion
forms.EachexpansfionthusproducesanewBoofleanexpressfion,
semantficaflflyequfivaflenttoBE,basedonthenumberofexpansfions
thatareappflfied,untfiflsomeconstrafintfisreached.Weexpresscon-
strafintsfintheformofanfinputtotheRBLEaflgorfithmthatwe
termexpansfionpoflficy(P)wfiththreepossfibflevaflues:STRICTSIZE,
TARGETSIZE,andFIXED.Theexpansfionpoflficyvaflue(n)fispro-
vfidedasfinputtotheRBLEaflgorfithmaflongsfidethepoflficychofice
P.Thecondfitfionforcompfletfioncanbeonthebasfisofefitherthe
numberofexpansfionsperformedoronthesfizeoftheresufltfing
poflymorphficcfircufit.Gfivenacandfidatecfircufit(C)wfithBooflean
expressfionrepresentedas(BE),poflficychofice(P),poflficyvaflue(n),a
numberofmaxfimumexpansfions(MAXEXPANSIONS),anumberof
maxfimumattempts(MAXATTEMPTS),RBLEwfiflflproduceasout-
putapoflymorphficcfircufitvarfiantC′.Expansfionpoflficfies(P)and
poflficyvaflue(n)aredefinedas:

(1)FIXED:Appflyafixednumberofexpansfions(n)toBE,whfich
resufltsfinanorderedflfistoffintermedfiateBoofleanexpressfion
forms:BE→ BE1,BE2,BE3,...,BEn.ThefinaflcfircufitC

′fis
dfirectflyreaflfizedbygatefleveflreaflfizatfionoftheexpressfion
BEn.

(2)STRICTSIZE:AppflyexpansfionstoBEuntfiflthecorrespond-
finggatesfizeofC′fisexactflyequafltostrfictsfizen.Thfisre-
sufltsfinapotentfiaflsequenceoffintermedfiateBoofleanex-
pressfionforms:BE→ BE1,BE2,BE3,...,BEMAXEXPANSIONS,
whereMAXEXPANSIONSfissomeflfimfitofexpansfions.Each

fintermedfiateBoofleanexpressfionformBExfisconvertedto
fitscfircufitnetflfistformC′andsfizeofthecfircufitfiscomputed.
Ifthesfize(C′)=n,theaflgorfithmtermfinatesandreturnsC′.
IftheflfimfitMAXEXPANSIONSfisreached,theprocessfisre-
peatedwfithafreshsetofBoofleanexpansfionsstartfingwfith
BE.Theaflgorfithmwfiflfltermfinatewhenamaxfimumnum-
berofattempts(MAXATTEMPTS)havebeenreached,whfich
mayresufltfinfafifluretoproduceapoflymorphficcfircufitC′

wfithgatesfizesfize(C′)=n.
(3)TARGETSIZE:AppflyexpansfionstoBEuntfiflthecorrespond-
finggatesfizeofC′fisgreaterthanorequafltotargetsfizen.
ThfisresufltsfinapotentfiaflsequenceoffintermedfiateBooflean
expressfionforms:BE→BE1,BE2,...,BEMAXEXPANSIONS,where
MAXEXPANSIONSfissomeflfimfitofexpansfions.Eachfinter-
medfiateBoofleanexpressfionformBExfisconvertedtofits
cfircufitnetflfistformC′andsfizeofthecfircufitfiscomputed.
Ifthesfize(C′)>=n,theaflgorfithmtermfinatesandreturns
C′.IftheflfimfitMAXEXPANSIONSfisreached,theprocess
fisrepeatedwfithafreshsetofBoofleanexpansfionsstartfing
wfithBE.Theaflgorfithmwfiflfltermfinatewhenamaxfimum
numberofattempts(MAXATTEMPTS)havebeenreached,
whfichmayresufltfinfafifluretoproduceapoflymorphficcfircufit
C′wfithsfize(C′)>=n.

Ofthethreepoflficfies,STRICTSIZEandTARGETSIZEarenon-
determfinfistficfinthesensethattheycoufldfafifltogenerateapofly-
morphficcfircufitvarfiantwfithanexactortargetgatesfizewfithfin
pre-determfinedbounds,andthustheyaflsohavenon-determfinfistfic
runtfimes.However,theFIXEDexpansfionpoflficyfisdetermfinfis-
tficandwfiflflaflwaysproduceavarfiantfinsomepredfictabfle,flfinear
amountoftfime.Theprofiflefunctfionreturnsthesetofaflflpoten-
tfiaflsubexpressfionswfithfinaBoofleanexpressfionwhfichcanhave
aBoofleanexpansfionappflfiedtofit.Thefunctfionconverttakesa
cfircufitnetflfistandreturnsaBoofleanexpressfionconsfistentwfith
thestructureofthecfircufit.ThefunctfionreaflfizetakesaBooflean
expressfionandreturnsacfircufitnetflfist,whereaflflconstant0and1
sfignaflsareconvertedfintoflogficgateconstructfions.Thefunctfion
appflytakesasfinputaBoofleanexpressfionandaseflectedpartof
theexpressfionthatcorrespondstoaflegaflBoofleanexpansfionrufle,
thenappflfiestheexpansfionandreturnsanewBoofleanexpressfion.
ThefunctfionseflecttakesasfinputasetofflegaflBoofleanexpansfions
thatcanbeappflfiedtothecurrentBoofleanexpressfionandreturnsa
randomchoficefromtheset.Tabfle3provfidesanexampfleofappfly-
fingaFIXEDpoflficyonaBoofleanexpressfionwhere5expansfions
areappflfiedtotheexpressfiono1=(fi0∗fi1).Ffigure3fiflflustratescfir-
cufitreaflfizatfionofthecorrespondfingBoofleanexpressfionscreated
throughexpansfionfinTabfle3.

5 EXPERIMENTALEVALUATION

ToprovfideanfinfitfiaflevafluatfionoftheeficacyofRBLEfincom-
parfisontopre-generatedstatficflfibrarfies,weranthreetypesof
experfimentsthatgenerateddfistrfibutfionsofrepflacementcfircufits
usfingbothapproaches.Thegoafloftheexperfimentsweretoun-
derstandtheflfimfitsofRBLEfinapproachfingaunfiformdfistrfibutfion
sfimfiflartowhatfispossfibflewfithfuflflyenumeratfingaflflpossfibflecfir-
cufitstructuresandstorfingthemstatficaflfly,thusbefingabfletochoose
arepflacementrandomflyfromthesetofaflflpossfibflefunctfionaflfly
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Aflgorfithm1:RandomBoofleanLogficExpansfion(RBLE)

finput:C,P,n
output:C′,where∀x:C(x)=C′(x)

1BE←convert(C);done← faflse;

2ffixed← 0;attempts← 0;numexp← 0;

3whfiflenotdonedo
4 expansfions←proffifle(BE);

5 expansfion←seflect(expansfions);

6 BE←appfly(BE,expansfion);

7 Ĉ←reaflfize(BE);

8 fifP==FIXEDthen
9 ffixed← ffixed+1;

10 fifffixed=nthen

11 C′← Ĉ;done←true;

12 end

13 eflse

14 fif(P==STRICTSIZEandsfize(̂C)=n)then

15 C′← Ĉ;done←true;

16 eflsefif(P==TARGETSIZEandsfize(̂C)>=n)then

17 C′← Ĉ;done←true;

18 eflse
19 numexp←numexp+1;

20 fifnumexp>MAXEXPANSIONSthen
21 BE←convert(C);z← 0;

22 attempts←attempts+1;

23 fifattempts>MAXATTEMPTSthen
24 C′←nuflfl;done←true;

25 end

26 end

27 end

28 end

29end

30returnC′;

o1=(fi0*fi1) sfize(C)=1
1:((fi0+fi0)*fi1) rufle8,sfize(C’)=2
2:(((fi0+fi0)+0)*fi1) rufle11,sfize(C’)=6
3:(((fi0+fi0)+(fi1*0))*fi1) rufle1,sfize(C’)=7
4:(((fi0+fi0)+(fi1*(fi0̂fi0)))*fi1) rufle3,sfize(C’)=5
5:(((fi0+fi0)+(fi1*(fi0̂fi0)))*(fi1*fi1)) rufle7,sfize(C’)=6
o1=(((fi0+fi0)+(fi1*(fi0̂fi0)))*(fi1*fi1)) sfize(C’)=6

Tabfle3:ExampfleBoofleanexpansfionsequence

equfivaflentpoflymorphficvarfiants(referredtoasCIRCLIB[16]).We
aflsowantedtoevafluatethenewpossfibfiflfityofcreatfingpoflymorphfic
varfiantswfithsfizesweflflbeyondthecurrentsfizeflfimfitsofthestatfic
chosen-cfircufitapproach.Weexercfisedtheaflgorfithmonsfimpflecfir-
cufitstofinfitfiaflflyassessthecharacterfistficsofRBLEdfistrfibutfions.For
thfisstudy,weonflyconsfideredrepflacementsforthesfixbasficflogfic
gatesfintheδ2−1−1cfircufitfamfifly,whfichareseenfinFfigure2.Ffigure
4provfidesavfisuaflreferencetoourexperfimentaflframework,whfich

Ffigure3:ExampfleExpansfionCfircufitReaflfizatfion

weexpandnext.Togeneratecfircufitvarfiants,wefimpflementedRBLE
finaJava-basedcodesufiteandutfiflfizedtheopensourceversfionof
CIRCLIBcreatedbyMcDonafldetafl.togeneratestatficcfircufitflfi-
brarfies[15,16].AflflexperfimentswereperformedonanHPZBook
17G2flaptopwfithanInteflfi7-4710MQ2.50GhZCPUand32GB
finstaflfledRAM.

Ffigure4:Empfirficaflevafluatfionframework

5.1 Experfiment1:StrfictSfizeRepflacement

WefirstevafluateRBLEunderaSTRICTSIZEexpansfionpoflficy,as
thfisfisthecflosestcomparfisontoachosen-cfircufitapproachwfith
CIRCLIB.Foreachofthe6basficgatetypesfintheδ2−1−1famfifly,
weperformedtwosetsofgeneratfionsthatcreatedasumtotaflof
188,000cfircufits:

(1)1000varfiantsfromCIRCLIBand1000varfiantsfromRBLE,
totaflflfing6,000cfircufitsforeachgatetypeandmethod,of
targetsfize2,3,4,and5.Theonflyexceptfionwasthatthe
δ2−1−2famfiflyhasnovaflfidsemantficaflflyequfivaflentXORor
NXORcfircufitsthathavegatesfize2,soonfly4,000cfircufits
werecreatedforthfistargetsfizefamfifly.Intotafl,22,0000cfir-
cufitsweregeneratedforanaflysfis.Inresufltsnotatfion,we
refertothfisasthe1Kdfistrfibutfionset.
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(2)10000varfiantsfromCIRCLIBand10000varfiantsfromRBLE,
totaflflfing60,000cfircufitsforeachgatetypeandmethod,of
targetsfize2,3,and4.Theonflyexceptfionwasthattheδ2−1−2
famfiflyhasnovaflfidsemantficaflflyequfivaflentXORorNXOR
cfircufitsthathavegatesfize2,soonfly40,000cfircufitswere
createdforthfistargetsfizefamfifly.Intotafl,160,0000cfircufits
weregeneratedforanaflysfis.Inresufltsnotatfion,wereferto
thfisasthe10Kdfistrfibutfionset.

5.2 Experfiment2:FfixedExpansfion/Targeted
Repflacement

WeevafluateRBLEunderaFIXEDexpansfionpoflficy,usfingsfixpafirs
ofcfircufitschosenfromtheδ2−1−3famfifly,whereeachpafirofδ2−1−3
cfircufits(C1,C2)aresemantficaflflyequfivaflenttooneofthebasficgate
cfircufitsfintheδ2−1−1famfifly(AND,OR,XOR,NAND,NOR,NXOR).
Foreachcfircufitfineachcfircufitpafir(C1,C2),wecreate100,000varfi-
antschosenfromCIRCLIBflfibrarfieswfithatargetgatesfizeof5.For
RBLE,wecreate100,000varfiantsofeachcfircufitwfithnumberof
expansfionsnrangfingfromn=1..10.ForCIRLIB,eachcfircufitfin
thepafir(C1,C2)resufltedfin100,000varfiantsofsfize5,foratotaflof
200,000perbasficgatetype,and1,200,000totaflcfircufits.ForRBLE,
eachcfircufitfinthepafir(C1,C2)resufltedfin1,000,000varfiantsgfiven
10possfibfleexpansfionvaflues,foratotaflof2,000,000perbasficgate
type,and12,000,000cfircufitstotafl.Asaresuflt,atotaflof13,200,000
cfircufitsweregeneratedforthfisexperfiment.

5.3 Anaflysfis

Foranaflysfispurposes,werefertoCIRCLIBvarfiantsaschosenre-
pflacementandRBLEvarfiantsasexpandedrepflacements.Westored
theresufltsofthecfircufitdfistrfibutfionsforeachexperfimenttypefin
BENCHnetflfistcfircufitfifles.Anaflysfiswasthenperformedonthe
BENCHfiflescorrespondfingtoeachexperfimenttype.Wecreateda
formofstructuraflhashtounfiqueflyfidentfifythestructureofeach
cfircufitnetflfistsothatcfircufitswfiththesamestructurecoufldbeeasfifly
fidentfifiedandgroupedtogether.Aspartofthestudy,weflearned
thatstatficCIRCLIBflfibrarfiescontafinstructuraflflyfidentficaflcfircufits
thataresemantficaflflyequfivaflent,eventhoughCIRCLIBcreatesdfif-
ferentnetflfistcfircufitsforthemfinthestatficflfibrarfies.Weexpflafinthe
ramfificatfionsofthfismorefintheResufltssectfion.ForExperfiment
2,weaflsorecordedsfizesofthevarfiouscfircufitsthatwerecreated
basedondfiferentnumbersofexpansfionsbefingappflfiedtotheorfigfi-
naflcfircufit.Wemadespecfiaflnoteofcfircufitsthatmatchedthetarget
gatesfize(5)whfichtheCIRLIBaflgorfithmused.Asaresufltofusfing
varfiabflenumberofexpansfionswfithRBLE,anorfigfinaflcfircufitwfith
100,000varfiantswfiflflonflyhavesomepercentagethatmatchtarget
sfize5,whfichweexpflorefurtherfintheResufltssectfion.

6 RESULTS

WereportfirsttheresufltsofExperfiment1dfistrfibutfions.Ffigure5
showstheresufltsof1Kdfistrfibutfionsofthefourcfircufittypeswhfich
arepossfibflefor(gatesfize=2)repflacementsofAND,OR,XOR,
andNANDgatesthatarepartofthe(gatesfize=1)δ2−1−1famfifly.
GfivenstandardcfircufitcreatfionoptfionsforCIRCLIB(descrfibedfin
sectfion3.3),eachorfigfinaflgateonflyhas4possfibflevarfiantsfinthe
δ2−1−2famfifly.TherepflacementcfircufitsasseenfinFfigure5show

Ffigure5:Numbercfircufitsforδ2−1−2StrfictRepflacement-1K

thatbothRBLEandCIRCLIBcreateroughflyequafldfistrfibutfionsfor
aflfl4cfircufits,foraflfl4gatetypes.

Ffigure6:Numbercfircufitsforδ2−1−3StrfictRepflacement-1K

Ffigure6showstheresufltsfromExperfiment1where1,000varfi-
antsofsfize3werecreatedfortheorfigfinaflAND,OR,XOR,NAND,
NOR,NXORgatesfinδ2−1−1.Thechartshowsacombfinatfionof
numberofcfircufitsforbothmethods,wherecfircufitswfiththesame
structureareaflfigned.CIRCLIBvarfiantsfoflflowafafirflyunfiform
dfistrfibutfionforaflfl6gatetypes,whereasRBLErepflacementsonfly
representasmaflflnumberofthesamecfircufitsfromtheCIRCLIB
potentfiaflset,wfithnon-unfiformdfistrfibutfionrangfingfrom3-10
cfircufitsofsfize3.TheRBLEdfiferencefisduefinparttothefactthat
onflyasmaflflsubsetoutofthe28possfibfleexpansfionsmayresufltfin
sfize3cfircufits.
Ffigure7showstheresufltsfromExperfiment1where1,000varfi-

antsofsfize4werecreatedfortheorfigfinaflAND,OR,XOR,NAND,
NOR,NXORgatesfinδ2−1−1.Thechartshowsacombfinatfionofthe
numberofcfircufitsforbothmethods,wherecfircufitswfiththesame
structureareaflfigned.CIRCLIBvarfiantsfoflflowafafirflyunfiform
dfistrfibutfionforaflfl6gatetypeswfith1-2cfircufitsbefingchosenfrom
70-80possfibflevarfiants.RBLEcreatescfircufitsthatoverflapbetween
5-10ofthesamecfircufitsthatCIRCLIBproduces(roughfly8%of
theCIRCLIBsets).RBLErepflacementsofsfize4havearoughflyunfi-
formdfistrfibutfionrangfingfrom3-10cfircufitsfrom50-60possfibfle
varfiants.ThfissfizedfistrfibutfionreveaflshowRBLEconstructfioncan
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Ffigure7:Numbercfircufitsforδ2−1−4StrfictRepflacement-1K

reachcfircufitsthatarenotpartoftheCIRLIBfamfiflybecauseofcre-
atfionrufles:finpartficuflar,RBLEaflflowsdegeneratecfircufitcondfitfions
suchas2-finputgatesthathavethesamesource.MostoftheRBLE
cfircufitsarethusdfisjofintfromtheCIRCLIBvarfiants.

Ffigure8:Numbercfircufitsforδ2−1−5StrfictRepflacement-1K

Ffigure8showstheresufltsfromExperfiment1where1,000varfi-
antsofsfize5werecreatedfortheorfigfinaflAND,OR,XOR,NAND,
NOR,NXORgatesfinδ2−1−1.Thechartshowsacombfinatfionof
numberofcfircufitsforbothmethods,wherecfircufitswfiththesame
structureareaflfigned.CIRCLIBvarfiantsagafinfoflflowafafirflyunfi-
formdfistrfibutfionforaflfl6gatetypes,whereasRBLErepflacements
haveasfimfiflardfistrfibutfionaswfithsfize4repflacements.Gfiventhat
onfly1000varfiantswerecreatedforRBLE,theamountofvarfiabfiflfity
fiscflearflyflessthanwhatfispossfibflewfithCIRCLIBvarfiants,and
certafincfircufitvarfiantsarecreatedunderRBLEwfithaboveaver-
agefrequency.Forsfize5repflacements,thedfistrfibutfionsshowno
overflapataflflbetweenthevarfiantschosenbyCIRCLIBandthose
expandedbyRBLE.
Ffigure9showstheresufltsfromExperfiment1where10,000

varfiantsofsfize3werecreatedfortheorfigfinaflAND,OR,XOR,
NAND,NOR,NXORgatesfinδ2−1−1.Thechartsummarfizesthe
numberofcfircufits(eachbarrepresentfinganfidentficaflmatchfing
cfircufitbetweentheRBLEandCIRCLIBmethods)foraflflgatetypes,
orderfingvarfiantsfindescendfingorderbythefrequencywfithwhfich
theyarechosenbyCIRCLIB.Inaflargersetofcfircufitrepflacements
(10,000attemptsvs1,000attempts),fitcanbeseenthatCIRCLIB
cfircufitsdonotfoflflowapureflyequafldfistrfibutfion.Thfisfisduetothat

Ffigure9:Numbercfircufitsforδ2−1−3StrfictRepflacement-10K

factthatthereareoverflapsofstructuraflflyequfivaflentcfircufitsfin
CIRCLIB,sothatcertafincfircufitshaveahfigherprobabfiflfityofbefing
chosen.Weobserveaflsothatforsfize3repflacements,aflflowfingflarger
dfistrfibutfions(finthfiscase10,000varfiants)showsthattherearemore
overflapswfithCIRCLIBvarfiantsthatarechosen,dependfingonthe
gatetype.

Ffigure10:Cumuflatfivecfircufitsδ2−1−4StrfictRepflacement-
10K

Ffigure10showstheresufltsfromExperfiment1where10,000
varfiantsofsfize4werecreatedfortheorfigfinaflAND,OR,XOR,
NAND,NOR,NXORgatesfinδ2−1−1.Thechartsummarfizesthe
numberofcfircufits(eachbarrepresentfinganfidentficaflmatchfing
cfircufitbetweentheRBLEandCIRCLIBmethods)foraflflgatetypes,
orderedbythehfighestfrequencythatthevarfiantfischosenby
CIRCLIB.RBLErepflacementsdonotfoflflowthesamedfistrfibutfion
asCIRCLIB,butoveraflflbothapproachesseflectcfircufitsfromthe
samerangeofunfiquecfircufitsforeachgatetype.
Ffigure11provfidesamoreprecfisevfiewofsfize4repflacements

createdbythetwomethodsforthe10Kdfistrfibutfionsetfoflflowfing
strfictexpansfionpoflficy.Inthfisvfiew,thespfikynatureoftheRBLE
repflacementsthataregeneratedarecomparedagafinstthesame
fidentficaflcfircufitthatfischosenbytheCIRCLIBaflgorfithm.Thechart
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Ffigure11:Numbercfircufitsδ2−1−4StrfictRepflacement-10K

fisorderedbasedonhfighestfrequencyofCIRCLIBvarfiantsthat
weregenerated.Asastrength,around60%ofunfiqueCIRCLIB
cfircufitsareaflsocreatedbyexpansfion,butwfithRBLEproducfinga
hfigherfrequencyofthosevarfiantsfincomparfisontoRBLE.Strfict
sfizeexpansfionpoflficy,befingnon-determfinfistfic,mayresufltfinfafiflure
toproduceavarfiant:fortheseexperfiments,therewerenomaxfimum
attemptfafiflures.
Experfiment1Summary:TosummarfizeanaflysfisforExperfi-

ment1,weobservedthatRBLEdfistrfibutfionsarenotcompfletefly
unfiformfincomparfisontoCIRCLIBvarfiants.Gfivenrepflacementsfin
theδ2−1−2famfifly,theyarenearflyfidentficafl.Beyondthat,dfistrfibu-
tfionsvaryconsfiderabflybasedonthenumberofvarfiantsgenerated
(1Kvs10K).Thfisfispartfiaflflybecausethesetofpotentfiaflsemantfi-
caflflyequfivaflentrepflacementsfisabove1000foreachoftheorfigfinafl
δ2−1−1cfircufitsforsfizes4and5.RBLEdoesgenerateareasonabfle
subsetofpotentfiaflCIRCLIBvarfiantsunderstrfictexpansfionpoflficy
foraflflgatetypes,fortargetgatesfizes2through5.Thespfikynature
ofthedfistrfibutfionsandflackofabfiflfitytoproducenearmatchfing
dfistrfibutfionsdopofinttoweaknessesfintheRBLEaflgorfithmfinre-
gardtounfiformfity.Webeflfievethfisfisbecauseonflyexpansfionswere
fincfludedfintheRBLEaflgorfithm(seeTabfle2).Inordertoreacha
flargerpotentfiaflsetofcfircufits,webeflfievethatbothreductfions(see
Tabfle1)andexpansfionsshoufldbeused,assomecfircufitsarenot
possfibfletocreatewfithoutbothsetsofBoofleanflaws.
WereportnexttheresufltsofExperfiment2dfistrfibutfions.We

flookfirstatthecomparabflesetofcfircufitsforaflflexpansfionpos-
sfibfiflfitfiesthatarecreatedbyRBLEandchosenwfithCIRCLIBthat
matchedourtargetgatesfizeof5.Ffigure12andFfigure13showthe
dfistrfibutfionresuflts,pergatetype,forrepflacementsfintheδ2−1−5
famfifly.WecanobservefinFfigure12thedfistrfibutfionofCIRCLIB
repflacements,wherethenumberofactuaflCIRLIBcfircufitsofagfiven
structurearecomparedagafinstthenumberthataregeneratedby
thechooseraflgorfithm.ThfisshowsthatcertafinCIRCLIBcfircufitsare
over-represented,andthusthedfistrfibutfionamong200,000varfiants
ofeachgatetypefisnotcompfleteflyunfiform.Ffigure13showsa
summaryofexpandedcfircufits.Wedonotshowexpansfionsof7
through10becausetheyresufltedfinonflyafewor0cfircufitsbefing
producedthathavegatesfize5.Thfisshowsthecflosestcomparfison
toCIRCLIBseflectfionwherethesfizefisexact.Thetwofiguresaflso
showthestarkdfiferencebetweenpotentfiaflunfiquecfircufitswhfich

Ffigure12:Dfistrfibutfionsforδ2−1−5ChosenRepflacement

Ffigure13:Dfistrfibutfionsforδ2−1−5ExpandedRepflacement

canbereachedbyefitherapproach.Foreachofthe200,000varfiants
chosenthroughCIRCLIB,aflflofthepotentfiaflsemantficaflflyequfiva-
flentversfionsforeachgatetypewerereached:thfisfincfludes5069
ANDvarfiants,4140NANDvarfiants,5069ORvarfiants,4139NOR
varfiants,3901XORvarfiants,and3901NXORvarfiants.Ffigure14
provfidesasummaryoftheunfiquevarfiantsreachedthroughexpan-
sfion,wherethegatesfizewas5.Forexampfle,wfith3expansfions,
RBLEproduced78ANDvarfiants,82NANDvarfiants,64ORvarfi-
ants,71NORvarfiants,95XORvarfiants,and84NXORvarfiants.
Thesmaflflestnumberofunfiquevarfiantswasproducedwfith1and7
expansfions.
Experfiment2Summary:OneoftheprfimarybenefitsofRBLE

fisfitsabfiflfitytocreatevarfiantsofmuchflargersfizethanwhatfis
feasfibflewfiththestatficCIRCLIBapproach.Ffigure15fiflflustratesthe
totafldfistrfibutfionofcfircufitsproducedbyRBLEforaflflgatetypesas
partofExperfiment2,regardflessofsfize.Wfith1expansfion,cfircufits
betweensfize3and8canbereached,whereaswfith10expansfions,
cfircufitsbetweensfize6and37canbereached.Thechartsummarfizes
thedfistrfibutfionofthe1,200,000cfircufitsproducedfor6pafirsof
δ2−1−3cfircufitswfitheachpafirbefingsemantficaflflyequfivaflentto
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Ffigure14:δ2−1−5expandedrepflacementsummary

theorfigfinaflsfixbasficgatetypes.Thfisfigureonflyshowsunfique
cfircufitsthatareproduced,rangfingupto153,303for5expansfions.
Ofthe12,000,000cfircufitsgeneratedbyRBLE,8,253,348cfircufitswere
unfique,whfichspeaksmoretotheunfiformpossfibfiflfitfiesofRBLE
whenrepflacementsfizefisnotaflfimfitfingfactor.Theabfiflfitytoreach
flargercfircufitrepflacementpossfibfiflfitfiesopensupnewpotentfiaflfor
fiteratfivesub-cfircufitseflectfionandrepflacementasaresuflt.Astatfic
approach,forexampfle,woufldbeflfimfitedbyconventfionafldfiskfifle
storagesystemconstrafintstoflfibrarfiesforδ2−1−Xnogreaterthan
sfize7[16].

Ffigure15:Unfiqueexpandedrepflacements(200,000pertype)

7 CONCLUSIONSANDFUTUREWORK

Inthfispaper,wefintroduceanoveflmethodforgeneratfingpofly-
morphficcfircufitvarfiantsbasedonfinverseappflficatfionofBooflean
flogficflaws:randomBoofleanflogficexpansfion(RBLE).Wegenerated
andstudfied13,360,000cfircufitvarfiantsassemantficaflflyequfivaflent
repflacementsforsfimpfleδ2−1−1andδ2−1−3cfircufits.Ourfinfitfiaflem-
pfirficaflstudyshowsthatRBLEexhfibfitedfinstancesofunfiformfity
whenaspecfificsfizedcfircufitfisrequfired(strfictsfizeexpansfionpofl-
ficy),butcanonflyreachasmaflflpercentageofcomparabflecfircufits
fromastatficflfibraryseflectfionwhenfixedexpansfionsareused.How-
ever,whensfizefisnotafactor,RBLEhasabfiflfitytogenerateaflarge
numberofunfiquevarfiantsunfiformflywhenvarfiousexpansfionsfizes
areused.Basedonthesefinfitfiaflresuflts,ourfutureworkwfiflflfocus
onaddressfingthefinabfiflfityofRBLEtoreachcertafincfircufitsfina
possfibflepopuflatfionofaflternatfives:weexpectthattheaddfitfionof
reductfionflawsaflongsfideexpansfionflawswfiflfladdressthfisprobflem.
Ifweconsfideredthepresenceofconstant0and1sfignaflsasvaflfid,

thfiswoufldaflsoprovfidegreaterflexfibfiflfitytoreachcfircufitsofcertafin
sfize,asthesfignaflsaretypficaflflyconsfideredtobeprovfidedoutsfide
thecfircufit.
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