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Abstract— Recent trends show that the popularity of online
social networks (OSNs) has been increasing rapidly. From daily
communication sites to online communities, an average person’s
daily life has become dependent on these online networks. Hence,
it has become evident that protection should be provided to these
networks from unwanted intruders. In this paper, we consider the
data privacy on OSNs at the network level rather than the user
level. This network-level privacy helps us to prevent information
leakage to third-party users, such as advertisers. We propose a
novel scheme that combines the privacy of all the elements of a
social network: node, edge, and attribute privacy by clustering
the users based on their attribute similarity. We use an enhanced
equi-cardinal clustering (ECC) as a way to achieve k-anonymity.
We further improve k-anonymity with l-diversity. Our proposed
enhanced ECC ensures that there are at least “k” users in any
given network as well as the attributes in each cluster has at least
l-distinct values. We further provide proofs on how the proposed
ECC ensures k-anonymity and the maximum information loss.
We consider a weighted directed social network graph as an input
to our method to consider the existing complexities in a social
network. With the help of two real-world data sets, we evaluate
this method in terms of privacy and efficiency.

Index Terms— Anonymization, clustering, equicardinal, online
social network (OSN), privacy.

I. INTRODUCTION

SOCIAL media has become a way of communication in
today’s world. Social network penetration worldwide is

ever-increasing. According to [1], in 2017, 71% of internet
users were social network users, which is 2.62 billion users.
With over 1.86 billion monthly active users, Facebook is
currently the market leader in terms of reach and scope.
It has become the way of communication both directly and
indirectly. While direct communication happens through chat-
ting, indirect communication happens through posts on the
network. These posts are generally made public for everyone
to see and are the attracting points to various attackers. People
share the places they have visited, restaurants, movies, travel
information, as well as personal photos and thoughts. Although
this information is private to one’s friend list, many social
networking sites allow this information to be accessed by

Manuscript received January 1, 2019; revised May 11, 2019; accepted
July 2, 2019. Date of publication July 25, 2019; date of current version
August 8, 2019. This work was supported in part by the NSF under Grant
1704287, Grant 1252292, Grant 1741277, Grant 1829674, Grant 1704274,
Grant 1704397, and Grant 1912753. (Corresponding author: Zhipeng Cai.)

M. Siddula, Y. Li, and Z. Cai are with the Department of Computer Science,
Georgia State University Atlanta, GA 30302 USA (e-mail: zcai@gsu.edu).

X. Cheng is with the Department of Computer Science, George Washington
University, Washington, DC 20052 USA.

Z. Tian is with the Department of Computer Engineering, George Mason
University, Fairfax, VA 22030 USA.

Digital Object Identifier 10.1109/TCSS.2019.2928324

Fig. 1. Social network as a graph.

the third-party advertisers for profits. Advertisers use this
information to broadcast tailored advertisements. Although
this process seems innocuous, it might be misused when the
information leak happens to the unwanted attackers [2]–[4].
Some of the most common attacks are behavioral advertising,
identity theft, and online stalking.

As shown in Fig. 1, any social network can be represented as
a graph, where each user profile can be represented as a node
and friendship between the two users is represented by an edge
between those two nodes. As can be seen from Fig. 1, a node
can have multiple edges: user to user nodes, a user to attribute
nodes, and attribute to attribute nodes. Hence, we have three
ways to anonymize the social network graph, i.e., we can
anonymize users, links, and attributes. However, the main aim
of any anonymization technique is that it should not remove
too much information that causes structural information
loss (IL) and utility of the original graph.

One of the significant concerns in protecting the privacy of
online social networks (OSNs) is identity disclosure. A simple,
naive anonymization technique is to replace a user’s name
with random identifiers. However, the intruders can exploit
the structural information of such an anonymized graph. For
example, in a given neighborhood, such as a school depart-
ment, the node(s) with the highest number of edges can be
identified as the head of the department with confirmation
from sensitive attributes, such as age, health condition, and
salary. Hence, the network should be anonymized in such a
way that trusting advertisers can benefit from it but still is
useless to anyone who wants to steal personal information of
individual users.

There are two crucial details in a network that should be
protected: 1) information about a user’s sensitive attributes and
2) connection/edge information of the users. While sensitive
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attributes can be removed during anonymizing, edge infor-
mation is hard to eliminate. Most of the advertisers depend
on the user-attribute edge information to send personalized
advertisements. Hence, we need an anonymization technique
that protects the details, as mentioned earlier in a given
network.

Researchers have studied the mechanisms of protecting
nodes from identity disclosure when an adversary has back-
ground information about the graph structure around a node
of interest. In these approaches, each node has structural
properties that are the same as the ones of a small set of
other nodes in the graph [5], [6]. Often achieving neigh-
borhood similarity requires considerable structure distortion.
Link disclosure refers to inference about the existence of a
link between two known individuals and in the focus of this
paper. Since complete removal of the links to keep structural
properties private would yield a disconnected graph, the edge
modification technique proposes edge addition and deletion
to meet the desired constraint [7]. k-isomorphism [8], [9]
is a way to achieve such structural similarity, where the
original graph is transformed into “k” disconnected pairwise
isomorphic subgraphs through link insertion and deletion.
Another approach proposed an edge modification algorithm
that achieves k-automorphism anonymity [10]. In general,
considerable structural distortion is required to provide the
desired structural similarity.

In this paper, we propose an enhanced equi-cardinal clus-
tering (ECC) method to anonymize the users of a given
network. A simple clustering method ensures that there is no
more individual information that can be retrieved from the
anonymized network. This mechanism ensures both vertex and
edge anonymization without the loss of much information.
All similar users can be grouped into a single cluster. For
example, all the Ph.D. students from the computer science
department in a given city can be grouped. This ensures that
the common (non-sensitive) attributes of all such users are
now represented with a single cluster head. Assume a scenario
where a user’s profile is nothing, but their location information
that is their current address, for example, 〈Bob, Apt 1234,
123 Main St., Bay Area, California, USA〉. If the user uses
this information for any location-based service (LBS) query,
his address can be retrieved by an attacker. However, by using
the proposed method, we find “k” users of the social network
whose geographical locations are close. Assume all of them
live in the Bay Area but might be on different streets and
different apartments. The generalized profile now would be
〈1, Bay Area, California, USA〉. Using this generalized profile,
the user asks for an LBS query. Thus, even if the attacker
retrieves this information, there are “k” other users living in
the same area, and also the exact address is still protected for
all the users. However, the results might vary, that is, the utility
drops. Hence, we aim to preserve the utility and provide the
highest obfuscation. However, it is to be noted that a simple
clustering method will not ensure that all the clusters are of
equal size. This is to ensure that there are no information
leaks due to the difference in the anonymization between the
users. Hence, we enhance a simple clustering algorithm, such
as k-means, to ensure that every cluster contains a minimum

of “k” users. This, in turn, also ensures that each user cannot be
distinguished from “k−1” similar users and, hence, guarantees
k-anonymity.

As a method of clustering data, the k-means algorithm is
widely used because of its simplicity and ability to converge
extremely quickly in practice. Hay et al. [5] applied structural
generalization approaches that groups nodes into clusters,
by which privacy details about individuals can be hidden
properly. Reasons for choosing k-means clustering (KMC) is
explained in detail in Section IV. To ensure node anonymity,
they proposed to use the size of a partition as a basic guar-
antee against re-identification attacks. However, the solution
introduces considerable uncertainty in the released networks.

Following are our contributions.
1) To the best of our knowledge, we are the first to consider

the privacy of all the elements of a network (nodes,
edges, and attributes) while proposing an anonymization
technique.

2) This paper ensures that all k-anonymities are maintained
for all the users in the network.

3) Proposed enhancement for l-diversity ensures that there
are no sensitive attributes in the generalized attribute set
of the cluster head.

4) This paper also takes into consideration the knowledge
graph attack and provides defense against it.

The rest of this paper is organized as follows. Section II
reviews the related work on the privacy-preserving OSN
models. The problem statement is defined in Section III.
Proposed novel ECC is explained in Section IV. The per-
formance metrics and the privacy-preserving analysis of our
algorithm are provided in Section V. Section VI discusses the
computational analysis. In Section VII, we evaluate the algo-
rithm experimentally using the real-world data sets. Finally,
conclusions and future work are discussed in Section VIII.

II. RELATED WORK

Privacy in OSNs is a new research area that is still under
development. Most of the research in this field is based on a
computing perspective. We are discussing some of the methods
that were proposed in the area and that are relevant. The
predominance of the OSN privacy research considers an OSN
as a network with nodes and links. According to [11]–[13],
there are three areas, in which privacy has to be maintained
to provide OSN privacy: node, link, and attribute privacy.

Node anonymization is achieved in different ways in the
past. A naive and straightforward anonymization technique
is to replace all the nodes with random numbers and alpha-
bets [6], [14], [15]. Perturbation is another technique, in which
we add or delete existing nodes to achieve the required
anonymity [6]. As this simple method is prone to infiltration,
there are more sophisticated algorithms proposed. If two nodes
are structurally similar, then they are said to be automor-
phically equivalent. Automorphic equivalence partitions the
graph, whose members have identical properties. This ensures
that even if an adversary gets hold of these subgraphs, they
cannot be distinguishable among the users in that subgraph.
Thus, the anonymity is obtained by the “hidden in the crowd”
technique.
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Link anonymization can also be achieved in various ways.
A similar perturbation technique can be done to achieve link
privacy [16]–[18]. Another way to achieve link anonymiza-
tion is through random walks [19], [20]. In this technique,
a random initial node and direction are selected. With the
initial node and direction, a walk is performed until the desired
length is reached. At the end of this walk, a new edge is
added. Dwork [16], Dwork et al. [17], and Krishnamurthy
and Wills [21] have introduced the Laplacian noise to achieve
link anonymization. Methods, such as in [22]–[24], use the
neighborhood as a measure to obtain links in the neighborhood
and perturb them.

Attribute anonymization, though have not been explored
heavily, is an important part in achieving social network pri-
vacy. Users have sensitive attributes that need to be protected
even if the node and links have been anonymized. These
attributes cannot simply be removed, as they provide important
information for advertisers. All the anonymization techniques
proposed previously have been summarized in [25]–[27].

Structural similarity is one of the best methods in achiev-
ing network anonymity. To achieve structural similarity,
we need to ensure that the proposed method should follow
k-anonymity [28]–[30]. k-anonymity ensures that the given
user is indistinguishable among “k” other users. If the chosen
“k” is large enough, we maintain the privacy of the user.
A graph is called k-anonymous if there exist at least “k − 1”
users in the graph with the same degree as a given user. Zhou
and Pei [31] proposed one of the earliest methods involving
k-anonymity. This method selects nodes based on a cost
function and, randomly, adds and removes edges to achieve
the desired degree. Other methods proposed in [6] and [32]
have also concentrated on adding and removing edges in
different ways. Some of the method that utilized the concept
of k-anonymity include [33]–[37]. We chose this metric in
our method as it is a simple and effective way of achieving
user privacy. l-diversity is another mechanism to preserve the
privacy that is been proposed in [38]. Domingo-Ferrer and
Torra [39] have focused on anonymizing a database using
l-diversity principle, in which it overcame the problems of
k-anonymity.

Knowledge graph [40] is the most effective way of
de-anonymizing a graph that has been anonymized using the
above-described techniques. This technique considers that an
attacker can obtain knowledge from many sources, including
common sense, publicly available data, personal information,
and network structural data. When all such information is
combined, we form a knowledge graph that can be used to
infer some of the data from the anonymized graph.

There are very few methods that have considered
clustering to achieve k-anonymity preserving privacy.
Skarkala et al. [24], Liu and Yang [41], Liu and Terzi [42],
and Kayes and Iamnitchi [43] have done node grouping that
takes into consideration of edge weights. Although edge
weights are an important metric for clustering, this method(s)
does not ensure that the users with similar qualities are
grouped. For advertisers, two users with a similar profile can
be seen as a single node rather than users with the same
number of friends. In other methods, such as in [44] and [45],

Fig. 2. Users connected in a network are clustered based on attribute distance.
(a) Users connected in a network. (b) Clustered users.

authors have applied perturbation along with aggregation.
In this method, simple clustering methods are combined
with perturbation to maintain the graph structural similarity.
This method does not ensure the equal division of users
among clusters as well as remove the critical information.
Hay et al. [5] have proposed partitioning methods based on
the topology of a given graph. This method does not consider
user profile for clustering either.

Zhou and Pei [31] and Zhang et al. [46] have enhanced the
traditional k-anonymity and l-diversity methods to anonymize
the social networks using both node and link perturbations.
All these works have either considered node or edge privacy
but not both. Also, attribute anonymization has not explicitly
been proposed.

III. PROBLEM STATEMENT

Let us assume that we have a social network graph G =
(V , E), where V represents the users and E represents the
edges between them. V = {u1, u2, u3, . . . , un} and |V | = n.
Every user, ui , has a set of attributes, represented by A, values
associated with it {ai1, ai2, . . . , aim}. Edges are directed and,
hence, are represented as E = {e12, e21, e13, . . . , en,n−1} and
|E | = n ∗ (n − 1). Here, an edge e12 represents an edge
from vertex 1 to vertex 2, which is not same as e21, an edge
from vertex 2 to vertex 1. In addition, every edge has a
corresponding weight.

This paper aims to anonymize graph G, such that the
anonymized graph G = (V , E) with anonymized vertex set V ′,
anonymized edge set E ′, and anonymized attribute set A′
follows two objectives.

1) Given a constant k, for each node “u,” the probability
that an attacker re-identifies u is at most (1/k).

2) Minimize IL while maximizing the degree of anonymity.
This paper follows the clustering method to cluster users,

which are closely related, to form meaningful clusters of
users. The users belonging to a single cluster, let us say “k”
users, will be represented with a single cluster head “c.” This
clustering allows us to anonymize “k” users with a single node,
thus allowing the k-anonymity. This can be seen in Fig. 2.

IV. PROPOSED METHOD

The proposed method aims to cluster users whose profiles
are similar. For example, two students studying at University A

Authorized licensed use limited to: Georgia State University. Downloaded on July 26,2020 at 02:12:24 UTC from IEEE Xplore.  Restrictions apply. 



812 IEEE TRANSACTIONS ON COMPUTATIONAL SOCIAL SYSTEMS, VOL. 6, NO. 4, AUGUST 2019

should be grouped than two students studying in different
universities. KMC is one such method that groups users
based on their closeness. The main advantage of k-means is
that it is fast and produces tighter clusters. The k-medoids
algorithm, a similar yet powerful technique, is an alternative
to a k-means algorithm, where we need to reduce the sum
of squared distances (SSD) between the cluster points and
their corresponding cluster heads. Although k-medoids give
us a smaller SSD value than k-means, it will not provide us
better privacy in our scenario. This is because k-medoids are
calculated based on the principle that a medoid is calculated
for a cluster rather than mean. A medoid is one of the data
points in a cluster. In our scenario, data points represent the
user’s profile. Thus, selecting a medoid as the cluster head
indicates that we are choosing one of the user’s profiles as the
cluster head. Thus, we are exposing the exact user’s attribute
values. However, the main aim of this paper is precisely the
opposite. In addition, since the k-values are not large, a simple
brute force attack will reveal the exact user to which this
profile is linked.

Another advantage with k-means is its tolerance to outliers.
We have used a k-means algorithm to consider outliers as
a part of our system. In the problem statement, we have
mentioned that the network we use contains user’s profiles
that have been scanned for any possible Sybil users. As there
will not be any Sybil users in the system, all the users are
genuine users of the social network. Hence, we need to provide
the same privacy level to everyone. If we use a clustering
technique that leaves out outliers, it means we are leaving
out users just because they live in a far area, or their likes
and dislikes are different from other users. However, in fact,
such users require more privacy than the rest and the attacker
who identifies that a user lives in a far area can be vulnerable
to theft. Hence, using k-means avoid ignoring outliers and
provides similar privacy for all of them.

Once the initial clusters are obtained using k-means, we per-
form our ECC method to produce clusters of equal size.
To cluster users, we need a distance metric to calculate how
near or far users are. Section IV-A describes the method to
compute the distance between any two given users.

Knowledge graph attacks can be avoided with the proposed
method, as the attributes are generalized. Therefore, even if
the attacker has a background knowledge, no individual in the
anonymized graph has a single attribute whose values are the
same as their exact attribute value.

A. Computing Distance Matrix

In this method, we explain how a distance matrix is cal-
culated. Our initial step is to compute the clusters based
on the KMC algorithm. To calculate distance as a part of
k-means, we use the attributes between users. Once the algo-
rithm finishes on the initial data, we have clusters with the
users. We use the user attribute mean as the attributes for
these initially formed clusters. Then, we have to calculate the
distance of each user again with the cluster centroids as a
part of re-assigning them. Following method describes how to
calculate such a distance matrix.

Let us assume that the user vector
−→|ui | represents all the

attributes associated with user ui , and let “R” is the number
of attributes. Similarly, let

−→|ui | and
−→|c j | be user “i” and

centroid “ j .” Distance between them can be calculated in an
R-dimensional space as

D2
i, j = |Pi − C j |2 =

R∑

n=1

(pi,n − c j,n)
2. (1)

One problem by clustering the users using KMC is that the
resulting clusters can be of uneven size. This is a significant
problem in our scenario, as not all users are protected with the
same level of privacy. Hence, we need clusters of equal size
to ensure the even privacy distribution over all users. Hence,
to achieve overall k-anonymity, let us construct a distance
matrix in ascending order. Let DA represents this ascending-
ordered distance array. The values in this array are described
in the following:

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎝

Di1, j1
Di2, j2
Di3, j3

.

.

.
Dim , jm

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎠

. (2)

The array DA is of size nk ∗1. This method is explained in
detail in Algorithm 1.

Algorithm 1 Calculate Distance Matrix
1: Input: N → Set of users, C → Set of cluster centroids, A
→ Set of attributes

2: Output: DA → Ordered distance matrix
3: for doi = 1 to n
4: for do j = 1 to k
5: D(ui , c j ) = �a∈Adist (uia ,c ja)

|A|
6: endfor
7: endfor
8: m ← 1;
9: for i do = 1 to n

10: for j do = 1 to k
11: DA(m, 1)← D(ui , c j )
12: DA(m, 2)← i
13: DA(m, 3)← j
14: m ← m + 1
15: endfor
16: endfor
17: DA ← MergeSort(DA) based on first column

B. Equi-Cardinal Clustering

In the proposed method, the main aim is to anonymize
all the users in the network in such a way that they cannot
be distinguished among “k” other users. To achieve this,
we should make sure that the anonymity of each user is greater
than or equal to “k.” In our method, we are achieving this
anonymization using clustering. Also, “k” is calculated based
on the best utility, that is, the value of “k” is determined based
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on the number of users, their attributes, and the values of
the attributes. The anonymization degree of the user ui is the
number of users in the cluster that ui belongs to. To maintain
k-anonymity, we should make sure that each cluster has at
least “k” users. However, let us assume that there are two
clusters C1 and C2. C1 has “k” users, and C2 has “l = 10 ∗ k”
users. Then, all the users in C1 are k-anonymous, while users
in C2 are l-anonymous. This difference in anonymization
level increases the probability of information leakage. Hence,
to prevent any such information leaks, we maintain equal
anonymity levels to all the users. Therefore, we create clusters
that are of almost the same size as that of ECC.

To achieve ECC, we rearrange the users into different
clusters. The primary aim of this method is to rearrange users
into similar size clusters with minimal increase in IL. Hence,
we aim at removing users from the clusters that contain more
than 	n/k
 users and place them in the next best cluster.
However, also, we have to consider users who least belong
in an existing cluster, thereby reducing the increase in IL.

To achieve this, let us start from the first element in the
ascending-ordered distance array, Di1, j1 , and assign user ui1
to cluster C j1 if it satisfies the following two conditions.

1) Size of cluster C j1 should be less than or equal to 	n/k
.
2) User ui1 is not assigned.

Since all the clusters should be of equal size, the maximum
number of users allowed per cluster is 	n/k
. If any user
cannot be assigned, we ignore and forward with the next
element in the array. This process is explained in Algorithm 2.

Algorithm 2 Equi-Cardinal KMC
1: Input: N → Set of users, k → number of clusters,

A → Set of attributes
2: Output: C → Culsters with assigned users
3: C ← k-meansClustering(N ,k)
4: DA ← CalculateDistance(N ,C ,A)
5: assigned ← n ∗ 1 zero matrix
6: C ← k ∗ 1 array of empty lists
7: for each element m in DA do:
8: u ← DA(m, 2)
9: c ← DA(m, 3)

10: if assigned(u) �= 0 AND length(Cc) ≤ 	 n
k 
 then

11: Cc ← append u
12: assigned(u)← 1
13: endif
14: endfor

C. Enhancing k-Anonymity by l-Diversity

k-anonymity is efficient and straightforward but suffers from
its drawbacks. One of the significant disadvantages is that
it is vulnerable to attribute disclosure. Numerous researchers
have worked on this drawback to improvise the algorithm
(see [47], [48]). Two other notable attacks were identified
in [49]: homogeneity and background knowledge attack.

According to [49], an equivalence class is said to have
l-diversity if there are at least l “well-represented” values

for the sensitive attribute. In this method, the term “well-
represented” can be interpreted in many ways. In this paper,
we use entropy as the information-theoretic notion and employ
the concept of entropy l-diversity. We use this metric to
measure the diversity of each cluster

Entropy(E) = −
∑

s∈S

p(E, s) logp(E, s)

where S is the set of sensitive attributes and p(E, s) is the
fraction of records in E that has sensitive value s. If the set S
is divided into two sub-blocks Sa and Sb , then Entropy (S) ≥
min [Entropy(Sa), Entropy(Sb)]. Thus, to achieve l-diversity,
we need to maintain an entropy of at least log(l) for the entire
table. The process of this enhancement is explained in detail
in Algorithm 3.

Algorithm 3 Post-Process to Ensure l-Diversity
1: Input: C → Culsters ensuring k-anonymity, l → desired

diversity
2: Output: C → Culsters ensuring k-anonymity and l-

diversity
3: for each cluster c in C do:
4: D[c] ← diversity of cluster ‘c’
5: endfor
6: remove all elements from D whose value ≥ l
7: while any value in D < l do
8: H ← cluster with high diversity value
9: L ← cluster with least diversity value

10: M ← H + L
11: C ← C − {H, L} + M
12: endwhile

In this algorithm, we first compute the diversity of each
cluster and save them in an array called “D.” However, any
cluster that is at least l-diverse does not have to go through the
post-processing step. Hence, we remove such clusters from our
processing algorithm. The remaining clusters are then sent to
the processing. Since this is a greedy algorithm, we combine
the most, and the least diverse clusters to verify the combined
cluster is l-diverse. Once we combine those two clusters, there
are two outcomes: formed new cluster is “l”-diverse or it is
not. If it is l-diverse, it is removed from the processing step and
continue with the remaining clusters. If the new cluster still is
not “l”-diverse, we now have new clusters in the processing
algorithm and continue with our step. We keep doing this until
all the clusters are at least “l”-diverse. In all of this process,
since we are not removing any elements from the cluster, our
k-anonymity principle still holds for the newly formed clusters.

D. Edge Anonymization

It is also important to observe that the information leak
can happen through edges. By observing how the nodes are
connected in a graph, an attacker can gain insight on whose
that node might be if the related background information is
provided [50]–[53]. Hence, it is imperative to conceal the
link information between nodes. Our clustering technique will
group users with similarity. Now, all the users in a single group
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are represented by a single cluster head. Hence, the edges
between the users belonging to two clusters can be modified
into super edges. Let us say there are two users u1 and u2 in
cluster c1 and two users u3 and u4 in cluster c2. Our initial
OSN contains edges between the users u1 → u2, u1 → u3,
and u2 → u4. Therefore, there are two edges between clusters
c1 and c2 and one edge inside cluster c1. Since we are
clustering all the similar users into a single cluster; we ignore
all the edges between them. However, we have to focus on
inter-cluster edges. Since there are two such edges, we now
have a super edge with weight 2. Also, to impede more
information from the attacker; we neutralize the weight by
averaging with the number of users in both clusters. The final
super edge between the clusters cm and cn can be calculated as

ecm ,cn =
∑

eucm ,ucn

|cm | + |cn| (3)

where eucm ,ucn
is an edge, where one node of the edge belongs

to user in cluster cm and the other belongs to user in cluster
cn , and |ci | is the number of users in cluster ci .

E. Weighted Directed Graph

A real-world social network has edges that are weighted and
directed. Many social networks, such as Twitter, Instagram,
and Reserchgate, have a concept called followers and followed.
Every user has some followers, and he/she might be following
other people. This concept raises the need of direction for
the edges. A celebrity with 1000 followers and following a
single person is different than a regular person who follows
1000 celebrities and is followed by a single person. Thus,
we give an outward directed edge for the concept “follows”
and an inward directed edge for the concept “followed by.”
In the previous example, the celebrity has 100 inward directed
edges and one outward directed edge, while the regular person
has 100 outward directed edges and one inward directed edge.

For such social networks, ignoring the direction of edges
results in huge IL. Hence, we propose to maintain two
different edges between the clusters. There will be two edges
between any two given clusters having both outward-directed
and inward-directed edges. The edge weights of both the
edges are calculated using the edge anonymization technique
discussed in Section IV-D. This process is explained in detail
in Algorithm 4.

V. PRESERVATION

To evaluate the proposed algorithm, we intend to measure
its performance based on two metrics: IL and degree of
anonymization (DA).

A. Degree of Anonymization

According to k-anonymity [28], a graph is k-anonymous
if for every node “v,” there exist at least k − 1 other nodes
in the graph with the same degree as “v,” that is, the user
degree is the same as the degree of its assigned cluster.
There are �n/(k − 1)� more users with the same degree.
Hence, we say that by assigning the users to clusters with

Algorithm 4 Edge Anonymization for a Weighted Directed
Network
1: Input: C → Culsters ensuring k-anonymity and l-diversity,

E → original edge set of all users
2: Output: C → Culsters ensuring k-anonymity and l-

diversity and are edge anonymized
3: for each cluster pair c, c′ in C do:
4: n → number of users in cluster c
5: m → number of users in cluster c′
6: outward = 0
7: inward = 0
8: for each outward edge eout from c to c′ do:
9: outward = outward + eout

10: endfor
11: for each inward edge ein in C from c to c′ do:
12: inward = inward + ein

13: endfor
14: Outward edge weight from c to c′ → outward

|m+n|
15: Inward edge weight from c to c′ → inward

|m+n|
16: endfor

the algorithm mentioned in Algorithm 2, we obtain an (n/k)
degree anonymous graph. We calculate DA as

DA = Degree(Cui ) ∗ l. (4)

B. Information Loss

According to [54], IL can be calculated as

Information Loss(L) = SSE

SST
(5)

where SSE is the sum of squares within group and SST is the
sum of squares between the groups

SSE =
k∑

i=1

ni∑

j=1

(xi j − Cl)
′(xi j − Cl) (6)

where K is the number of clusters, ni is the user n that belongs
to cluster Ci , and Ci is the average data vector over the whole
set of users belonging to cluster Ci

SSA =
k∑

i=1

t2
i

ni
− t2

n
(7)

where ti is the total sum of users in cluster Ci , T is the grand
total of all clusters, ni is the user n that belongs to cluster Ci ,
and n is the total number of users.

Now, let us analyze the privacy preservation of the proposed
mechanism.

Theorem 1: For each node u, the probability that an attacker
re-identifies “u” lies in the range (�n/k2�, 	n/k
).

Proof: Let us consider the initial graph or the
un-anonymized graph G = (V , E), where V is the user set,
E is the edge set, and |v| = n. Let us assume the anonymized
graph as G = (K , E), where K is the number of clusters and
E is the modified edge set. Also, according to the proposed
algorithm, each cluster has at least �n/k� users. Let us assume
that the attacker has background knowledge of a user ui , which
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means that |ui | is known. From the anonymized graph G,
we know each cluster and its corresponding vector. Thus,
an attacker can identify the cluster a user belongs to with
the following probability:

p =
⎧
⎨

⎩
1, if ui ∈ C j
1

k
, otherwise.

(8)

If an attacker correctly identifies the cluster, there are still
�n/k� or 	n/k
 users in C j , and hence, the probability that
the attacker identifies the right user is

p =

⎧
⎪⎨

⎪⎩

(⌊n

k

⌋
,
⌈n

k

⌉)
, if ui ∈ C j(

1

k

⌊n

k

⌋
,

1

k

⌈n

k

⌉)
, otherwise.

(9)

Hence, the range can be guaranteed as ((1/k)�n/k�,
	n/k
) ≈ (�n/k2�, 	n/k
).

Lemma 1: Objective 1 holds.
Proof: For a given constant “c,” choose the number of

clusters “k” in such a way that

1

c
≥ n

k2 . (10)

This can be further reduced as

k = 	√cn
. (11)

Theorem 2: For a given set of users (n) and defined number
of clusters (k), the minimum anonymity degree for any user ui

in the network is

D(ui ) = n − (k − 1) ∗
⌈n

k

⌉
. (12)

Proof: According to the proposed algorithm, the distance
between user ‘i ’ and cluster centroids are

D(ui , ca) ≤ D(ui , cb) ≤ D(ui , cc) ≤ · · · ≤ D(ui , ck). (13)

By (13), it is clear that user ui is the closest to cluster center
ca , and hence, it should be assigned to cluster ca . However, let
us assume that cluster ca already contains 	n/k
 users. Then,
ui will be assigned to the next best option, that is, cluster cb.
Therefore

maximum number of users per cluster =
⌈n

k

⌉
. (14)

Let us assume the worst case scenario of the ordered
distance matrix DA , that is, all the users are nearest to the
single cluster centroid. Also, assume that γ = 	n/k
. Then

⎛

⎜⎜⎜⎜⎜⎝

Di1, j1
Di2, j1
Di3, j1

...
Din , j1

⎞

⎟⎟⎟⎟⎟⎠

⎛

⎜⎜⎜⎜⎜⎝

Di1, j2
Di2, j2
Di3, j2

...
Din , j2

⎞

⎟⎟⎟⎟⎟⎠
. . .

⎛

⎜⎜⎜⎜⎜⎝

Di1, jk
Di2, jk
Di3, jk

...
Din , jk

⎞

⎟⎟⎟⎟⎟⎠
. (15)

According to the proposed algorithm, users u1, u2,
u3, . . . , uγ will be assigned to cluster c1, users uγ+1, uγ+2,
uγ+3, . . . , u2γ will be assigned to cluster c2, and users
u(n−1)(γ+1), u(n−1)(γ+2), u(n−1)(γ+3), . . . , un will be assigned
to cluster ck .

Thus, clusters c1–cn−1 have 	n/k
 users. Remaining users
belong to cluster ck . Total number of users in c1 = 	n/k
.
Total number of users in c1 through ck−1 = (k − 1)	n/k
.
Remaining users = n − (k − 1)	n/k
 according to [2]

n − (k − 1)
⌈n

k

⌉
≤ k

⌈n

k

⌉
. (16)

Hence, the lower bound on data anonymity is

D(ui ) ≥ n − (k − 1)
⌈n

k

⌉
. (17)

VI. COMPUTATIONAL ANALYSIS

Theorem 3: Dividing the nodes into “k” clusters is a subset
of edge partitioning problem for the number of users n ≥ 3,
which is NP-complete.

Proof: Given a graph G = (V ; E), our problem is to
determine whether the edge set E can be partitioned into
subsets E1, E2, . . . in such a way that each Ei generates
a subgraph of G isomorphic to the complete graph Kn on
n vertices. Our main result is that the problem E Pn is
NP-complete for each n ≥ 3. From this, we can deduce
that several other edge-partition problems are NP-complete.
To show that E Pn is NP-complete, we can reduce our problem
to 3SAT problem, which is known to be NP-complete. A set
of clauses C = {C1, C2, . . . , Cr } in variables u1, u2, . . . , us

are given, each clause Ci consisting of three literals, li,1, li,2,
and li,3, where a literal li, j is either a variable uk or its negation
uk . The problem is to determine whether C is satisfiable, that
is, whether there is a truth assignment to the variables that
simultaneously satisfy all the clauses in C . A clause is satisfied
if exactly all of its literals has value “true”

∑

j=1 to k

li, j = 1. (18)

Hence, any final solution should contain exactly “k” ver-
tices, and hence, it is an edge partition problem that is
NP-complete.

Theorem 4: Computational complexity of the proposed
algorithm for “n” users with “d” attributes divided into “k”
clusters is O(n(d + k)).

Proof: Equi-cardinal KMC, as proposed in Algorithm 2,
combines two algorithms and computation of its own.

1) k-Means Clustering: We refer [55] to compute clusters.
This algorithm has a running time (RT) of O(nd) with
approximation ratio of (1+ε).

2) Calculation: This is proposed in Algorithm 1 that runs
in O(nk) time.

3) Re-Arranging Clusters to Form Equal-Sized Clusters: To
re-arrange clusters, we compare with the array DA that
is of size n ∗ k. Hence, comparing and assigning each
element in DA take O(nk) time.

Thus, the total time complexity of the algorithm is

= O(nd)+ O(nk)+ O(nk)

= O(nd)+ O(nk)(asO(2nk) = O(nk))

= O(nd + nk)

= O(n(d + k)).

Authorized licensed use limited to: Georgia State University. Downloaded on July 26,2020 at 02:12:24 UTC from IEEE Xplore.  Restrictions apply. 



816 IEEE TRANSACTIONS ON COMPUTATIONAL SOCIAL SYSTEMS, VOL. 6, NO. 4, AUGUST 2019

VII. EXPERIMENTAL RESULTS

The effectiveness of the proposed algorithm has been veri-
fied by utilizing two different real-life data sets. The first data
set is the Yelp data set [56]. The recent version of this data
set was released in January 2018 and has been online for the
Yelp challenge. The Yelp data set is a customer review data
set, where each user is connected to several other users and
has the user’s profile information. This data set contains a
total of 1.1 million users and their reviews. We have focused
on two files in this data set: users and friends. These two
files gave us information on the user profile/attributes and the
connection/edge information between the users. There are a
total of 18 attributes that include information about a user, such
as the number of reviews given, the number of user reviews,
and average stars that are given.

Another data set that is used for our experiments is the
Facebook data set provided by Stanford [57]. There are a total
of 1 million users in this data set and 25 attributes for each
user. User attributes include gender, country, language, and
residence. Facebook is a social network data. However, unlike
the real-world social network, we do not have many attributes
associated with each user. Hence, this data set is also useful
for understanding the behavior of the proposed method.

We compare our proposed algorithms with three other
algorithms. The first one is the probability-based random
obfuscation (PRO) introduced in [58]. In this method, ran-
dom obfuscation is achieved by perturbing graph G, that is,
randomly removing edges. However, the vertices are grouped
if the edge has been removed. To generate a random number,
the Bernoulli trial has been used. This trial generates random
probability values. If the probability is greater than 0.5,
the edge will not be removed. If the probability is less than 0.5,
the edge is removed.

The second method is obfuscation by 2* neighborhood
weighted grouping (NWG), as introduced in [23] and [24].
In this method, we start by randomly choosing a node.
We parse through all the two-neighborhood nodes and obtain
(k − 1) nodes whose weights are large. We can extend this
algorithm to any neighborhood.

The third method is a simple KMC. In this method, we clus-
ter the users based on their profiles. These three methods are
compared with our ECC algorithm proposed in Section IV-B
and our final l-diversity-enhanced ECC (LECC) for weighted
and directed graphs proposed in Sections IV-C–IV-E.

All the experiments were conducted on Windows 10 operat-
ing system with Intel Core Duo 2.66-GHz CPU, 12-GB Mem-
ory, and MATLAB 9.2 platform. Each observation has been
averaged over 50 instances. We have devised three different
experimental metrics to observe the performance of the pro-
posed method. Each experiment considers the different settings
of users and attributes. Evaluation metrics are discussed in
Section IV as a part of the proposed method. Three metrics
need to be observed in each experiment: IL, DA, and RT.

A. Effect of the Number of Clusters

The goal of our first experiment is to observe the per-
formance enhancement of ECC and enhanced l-diversity

Fig. 3. IL: effect of anonymization while modifying the number of clusters
for the Yelp data set.

Fig. 4. IL: effect of anonymization while modifying the number of clusters
for the FB data set.

clustering when compared with the traditional clustering
algorithm. In this set of experiments, we ensure that both the
data sets have an equal number of users that is 10 000 users.
Although the number of attributes in both data sets is different,
we intend to observe the difference in the performance of all
three algorithms. Fig. 3 shows the experimental results for the
Yelp data set. Similarly, Fig. 4 shows the experimental results
for the Facebook data set.

We can observe from Fig. 5 that the DA has been
increased at least ten times for ECC and twenty times for the
l-diversity-enhanced clustering. It can also be observed that
this increment in anonymization is maintained by maintaining
the difference in IL to be less than 0.07% for ECC and 0.7%
for the enhanced l-diversity clustering. Also, from Fig. 6,
we can observe that the DA for ECC has been increased
by 50 times, while the difference in IL is less than 4%.
Similarly, from Fig. 6, we can observe that the anonymization
has increased at almost 100 times for the enhanced l-diversity
clustering. The difference between the achieved DA between
the Yelp and Facebook data sets is due to the number of
attributes in each data set. The Yelp data set has 18 attributes,
while the Facebook data set has 25 attributes. As there is
more information, clusters formed are more meaningful and
closely associated. From the above-mentioned observations,
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Fig. 5. IL: effect of anonymization while modifying the number of clusters
for the Yelp data set.

Fig. 6. DA: effect of anonymization while modifying the number of clusters
for the FB data set.

we can see that the proposed ECC algorithm and the enhanced
l-diversity clustering perform better than traditional clustering
when both IL and DA are considered.

B. Effect of the Number of Users

The goal of our second experiment is to observe the perfor-
mance comparison of ECC, enhanced l-diversity clustering,
and traditional clustering under the influence of the number
of users. Both the data sets have a huge number of user data,
and we have only considered 10 000 users for our previous
experiment. Clusters formed can be more meaningful if we
can provide a large number of points. Hence, in this set
of experiments, we vary the users from 2000 to 20 000 and
observe the performance difference. Since we are focusing
on a large data set, we have considered a constant number
of clusters that is 100. Figs. 7 and 9 show the experimental
results for the Yelp data set, while Figs. 8 and 10 show the
experimental results for the Facebook data set.

From the experimental results of both the data set results
in Fig. 7, it is clear that IL is decreased by increasing the
number of users. This is a simple observation that, due to
the increase in data points, the formed clusters are more

Fig. 7. IL: effect of anonymization while modifying the number of users for
the Yelp data set.

Fig. 8. IL: effect of anonymization while modifying the number of users for
the FB data set.

meaningful, which means less IL. However, it is to be observed
that the difference in IL between the traditional clustering
and the proposed clustering algorithms is also decreasing by
increasing the number of clusters. Initially, let us compare the
performance enhancement of ECC over traditional clustering.
From Fig. 8, it can be observed that the DA is increased with
the increase in the number of users. It can also be observed
that the increase in this value is almost exponential. With
2000 users, the anonymization is 6% using the Yelp data set
and 5% using the Facebook data set. While with 20 000 users,
the value has increased to 30% using the Yelp data set and
33% using the Facebook data set.

Our next comparison is how enhanced l-diversity clustering
further increases the performance. From Fig. 8, it can be
observed that the IL is 0.3% more than equi-cardinal and 0.5%
more than traditional clustering at the maximum. However,
it can be observed from Fig. 9 that the DA is at most two
times greater than ECC. As the number of users per cluster
increases, there is a huge chance of their attribute similarity.

C. Effect of the Removal of Sensitive Attributes

The goal of our third experiment is to observe the perfor-
mance comparison of proposed algorithms compared to the
traditional algorithm when the sensitive attributes are removed.
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Fig. 9. DA: effect of anonymization while modifying the number of users
for the Yelp data set.

Fig. 10. DA: effect of anonymization while modifying the number of users
for the FB data set.

All the users in an OSN have sensitive attributes that they wish
to keep private and not share publicly with third party adver-
tisers. However, it is up to the OSN administrator to decide
which attributes are sensitive. In this experiment, we consider
that each user provides a list of attributes that he/she deems as
sensitive. When all such data are collected from the network,
the OSN administrator has an aggregate list of which set of
attributes are sensitive for the entire network. From this set,
he can remove the top “n” sensitive attributes. In this set of
experiments, we have ranked all the attributes in the data sets
according to their sensitivity toward users’ privacy. We then
started removing the top “n” to observe their effect on the
anonymization process. Fig. 11 shows the experimental results
of the Yelp data set, while Fig. 12 shows the results of the
Facebook data set.

From Fig. 11, we can observe that there is a linear increment
in the IL by removing the sensitive attributes. This observation
can be seen in both the data sets. This observation confirms
that the IL is increased irrespective of the data set. Also,
the difference in IL between the naive clustering and the ECC
methods has increased by 70% in the Yelp data set and by
50% in the Facebook data set. Similarly, the difference in
IL between the ECC and the l-diversity-enhanced clustering
method has increased by 90% in the Yelp data set and 60%

Fig. 11. IL: effect of anonymization while removing the sensitive attributes
for the Yelp data set.

Fig. 12. IL: effect of anonymization while removing the sensitive attributes
for the FB data set.

in the Facebook data set. This is because as the number of
attributes decreased, the intra-cluster distance between various
users increases. This leads to an increase in IL in naive clus-
tering. While the clusters formed are more sparse, removing
the users from the nearest cluster head and rearranging them
into other clusters further increase the IL.

It has to be noted that the DA does not change as the
sensitive attributes are removed. This is because the “k” value
remains the same, as there will be the same number of users in
each cluster. Also, the l-value represents the average number
of distinct values for each attribute. Sensitive attributes play
a key role in clustering users. Hence, the values on those
attributes always have minimum distinct values. By removing
those sensitive attributes, we are not changing the average
l-value, and hence, our DA remains the same.

VIII. CONCLUSION

Privacy in OSN is a significant concern, as the attacks, due
to information leak, have increased in recent times. However,
it is also essential for the administrators of OSN to provide
anonymized information to the third-party advertisers, as it
is their major source of income. Hence, there is a need to
develop an anonymization technique that can anonymize the
user network but not remove too much information that is
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not useful for the advertisers. User anonymization and edge
anonymization are current prevailing solutions, and they have
their drawbacks. Hence, we have proposed a method called
ECC algorithm to anonymize a social network. This method
forms clusters based on user distances. We have considered
user attribute as a metric for calculating the distance between
users. Also, we have developed a mechanism to form the clus-
ters of equal size, as the formed clusters ensure k-anonymity.
Finally, the proposed method ensures that all the users in the
network are k-anonymous, and the network is anonymized.

Experimental results have shown that the proposed method
performs better than the naive clustering method when IL and
DA are considered. We can achieve up to 50 times more DA
with a minimal amount of increase in IL. However, other
factors also contribute to the IL, such as the number of users
in the network and the number of attributes associated with
the users. In addition, by removing sensitive attributes, we lose
information and, thus, increases the intra-cluster distance.

Future research work includes considering other graph prop-
erties to improve the algorithm further. Also, we would like
to consider a dynamic social network, where users constantly
change attribute values.
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