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ABSTRACT

Remote Access Trojans (RATs) are a persistent class of malware

that give an attacker direct, interactive access to a victim’s personal

computer, allowing the attacker to steal private data, spy on the

victim in real-time using the camera and microphone, and verbally

harass the victim through the speaker. To date, the users and vic-

tims of this pernicious form of malware have been challenging to

observe in the wild due to the unobtrusive nature of infections.

In this work, we report the results of a longitudinal study of the

DarkComet RAT ecosystem. Using a known method for collecting

victim log databases from DarkComet controllers, we present novel

techniques for tracking RAT controllers across hostname changes

and improve on established techniques for filtering spurious victim

records caused by scanners and sandboxed malware executions.

We downloaded 6,620 DarkComet databases from 1,029 unique con-

trollers spanning over 5 years of operation. Our analysis shows

that there have been at least 57,805 victims of DarkComet over this

period, with 69 new victims infected every day; many of whose

keystrokes have been captured, actions recorded, and webcams

monitored during this time. Our methodologies for more precisely

identifying campaigns and victims could potentially be useful for

improving the efficiency and efficacy of victim cleanup efforts and

prioritization of law enforcement investigations.
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1 INTRODUCTION

Traditional forms of malware generate revenue for a miscreant

through large-scale illicit activity, be it spamming, click fraud, or

ransom extortion. The direct victims of such malware experience

the infection as a theft of CPU cycles, network bandwidth, or money.

While costly in the aggregate, each user’s loss is ultimately limited
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by an attacker’s ability to extract value from such victims at scale.

Remote Access Trojans (RATs) change this arrangement to one

where an attacker interacts with each victim individually, scouring

through the victim’s file system, spying on the victim through

the webcam and microphone, or harassing the victim using the

computer’s speakers and user interface.

In contrast to traditional malware, whose operators have made

millions of dollars through illicit activity [41], the financial gains

of RAT operators are necessarily limited by the small number of

victims they can control. From the victim’s point of view, however, a

RAT infection may incur not only financial loss but also significant

emotional distress due to blackmail and sextortion perpetrated by

RAT operators [14, 19]. Thus, the apparent amateur nature of RAT

operators and the negligible economic losses they cause belie the

greater individual harm they beget. Unfortunately, aside from a

handful of high-profile cases, little is known about the victims, as

published studies of RATs have largely focused on the attackers,

their behavior, practices, and business models [25, 42].

As opposed to most studies of malware, a main focus of this

paper are the victims of RATs. A considerable challenge of studying

RAT victims is our limited visibility into this population. Victims

of RATs are difficult to identify: computers infected with RATs do

not, as a rule, commit click fraud, send spam, participate in DDoS

attacks, or otherwise stand out to an external observer. Thus, unlike

botnets, even measuring the population of such victims poses a

special challenge.

In this paper, we have created a framework for analyzing data

collected from RAT operators that enables us to study the harms

victims of RAT malware experience. It is commonplace for RAT

controller software to maintain a database of each victim infected,

along with data pertaining to that victim (e.g., logs of captured

keystrokes). By treating the victim entries in these databases as

a form of ancestry, we have developed techniques for tracking

RAT controllers across hostname changes and for understanding

their phylogeny with regards to the origin of their controller soft-

ware. Further, we propose improvements to existing spurious victim

records removal techniques [58] which are able to remove an addi-

tional 40% of the likely spurious victims using anonymized victim

metadata from these databases. This allows us to determine, with

high confidence, which records correspond to real victims.

A unique feature of one popular RAT called DarkComet pro-

vided us with an opportunity to collect these victim databases

at scale. Whether added intentionally or by mistake, DarkComet

makes it possible to download its victim database by issuing a

specific command to the controller software over the command-

and-control channel. We used this mechanism to download 6,620
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victim databases from 1,029 distinct controllers, which we discov-

ered while monitoring a set of 69,227 domains from samples from

MalwareConfig, Shodan, VirusTotal, and ReversingLabs.

Using the techniques we developed to track controllers and filter

spurious victim records, and following a strictly-controlled method-

ology of anonymizing private data about victims, we report on a

population of 57,805 victims infected by DarkComet controllers

over a span of five years. While this study is not comprehensive

due to the limitations of our data collection techniques, the sample

set we observed allows us to understand the victims of the Dark-

Comet ecosystem and the harms such as webcam and other forms

of surveillance that they suffer. Our methodologies for more pre-

cisely identifying campaigns and victims could potential be useful

for improving the efficiency and efficacy of victim cleanup efforts

and prioritization of law enforcement investigations.

In summary, the major contributions of this paper are:

❖ We describe a methodology for tracking controllers of Dark-

Comet, a popular commodity RAT, across hostname changes

based on a phylogenetic analysis of their victims.

❖ We describe a methodology for identifying real DarkComet

victims in the presence of honeypots, scanners, and VM

execution of malware by researchers.

❖ We detail the process by which we collect information about

victims of DarkComet at scale and present the results of our

analysis of the victims in the studied ecosystem, the harms

they incur, and their relationship with their attackers.

The rest of this paper is organized as follows. Section 2 provides

the necessary background for the paper. Section 3 describes our

data collection methodology; importantly, Section 3.4 discusses

our ethical and legal considerations. Section 4 describes how

we processed the collected data. Section 5 presents our results.

Section 6 discusses our findings. Section 7 concludes the paper.

2 BACKGROUND

This work aims to report on the victims of DarkComet, a well-

known RAT. In this section, we provide the necessary background

on DarkComet for the rest of our study.

2.1 DarkComet RAT

DarkComet is the quintessential RAT, popular for its functionality,

freely available for download online, and supported by hacking

forum communities and a plethora of tutorial videos on YouTube

[19]. It has been used broadly since 2011 by cybercriminals for

sextortion [2], voyeurism [19], and, in rare cases, attacks by state

actors [24, 42] and trade secret theft [38, 39, 64]. Illustrative of its

diverse usage, DarkComet is most well-known for its uses by a

sextortionist against Miss Teen USA [2, 3, 6, 18] and by the Syrian

government against political dissidents in the Syrian Civil War [27,

42, 46, 52, 59, 61]. Marczak et al. [42] provided a particularly detailed

examination of DarkComet’s usage in the latter campaign.

Such high profile usage has naturally made DarkComet the

focus of analyses by industry and academia alike. Malware re-

searchers have studied individual DarkComet campaigns in depth

[5, 8, 15, 37, 62], and have thoroughly analyzed its network protocol

and behavior [9, 10, 17]. Denbow and Hertz [17] and Breen [7ś

10] performed the seminal reverse engineering of DarkComet’s

network protocol handshake and executable configuration, respec-

tively. Most recently, Farinholt et al. [25] studied the behavior of

DarkComet operators themselves in the wild, while Rezaeirad et

al. [58] investigated the DarkComet ecosystem by sinkholing thou-

sands of RAT-related domains.

We use the following terminology throughout this paper:

◦ Operator: Miscreant interactively controlling a victim’s com-

puter using a RAT.

◦ Victim: User whose computer is infected with a RAT stub, who

may be a target of a controller’s extortion attempts.

◦ Controller: Software used by an operator to configure and

build a stub, and to control a victim’s computer. Also, the host

on which it is running.

◦ Stub: Malware on a victim’s computer that communicates with

a controller, giving an operator control of the computer.

2.1.1 Downloading Victim Databases. DarkComet allows an oper-

ator to configure a stub to automatically download a file from the

controller, for example, to download updates or secondary payloads

from the controller. Denbow and Hertz [17] reverse-engineered the

DarkComet network protocol and discovered that DarkComet al-

lowed a stub connected to a controller to request and download

any file from the controller, without operator notification. Further

described in Section 3.2, we use this feature to glean information

about the victims of DarkComet operations.

DarkComet stores information about every victim ever infected

in an SQLite database file. Researchers have previously investigated

the possibility of obtaining this database from controllers; in par-

ticular, Breen [8ś10] proposed using DarkComet’s arbitrary file

download functionality to collect DarkComet controller databases

for research purposes. Breen’s dc-toolkit [7] provides a set of

working Python scripts for downloading DarkComet databases,

which was later incorporated into Metasploit as a module [11, 31].

Breen [8] also examines the contents of a sample database he down-

loaded with the dc-toolkit, highlighting some of its sensitive

contents, such as the keylog table.

2.1.2 Hack Pack Sharing. DarkComet was initially offered freely

for download by its author, DarkCoderSc, from an official site [40].

However, its authors removed DarkComet from the official site

following its widely publicized use by the Syrian government in

a cyber-espionage campaign against dissidents at the onset of the

Syrian Civil War [27, 46, 59]. The official site reads now states,

łDarkComet-RAT development ceased indefinitely in July 2012.

Since the [sic], we do not offer downloads, copies or support.ž

Despite this, DarkComet is available for download, packaged as

what is known as hacking packs or hack packs, collections of RATs

and other malware that are sold or freely distributed in hacking

forums online. Many RAT hack packs are bundled and distributed

by RAT operators hoping to improve their reputation in a hacking

forum. These operators package the very RAT software they use

personally for distribution. RAT controller executables, including

DarkComet.exe, run from a directory that contains its supporting

DLLs (e.g., SQLite.dll) that hack pack distributors simply com-

press and ship this entire directory. The same directory also contains

the victim SQLite database, stored in a file called comet.db. Most

hack packs also include this database file, which contains records of
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Therefore, Internet-wide scanners like ZMap could potentially lo-

cate most of these operators’ actual gateways.

3.1.2 Dynamic DNS Usage. As Dynamic DNS (DDNS) is a popular

tool among DarkComet operators [58], we compare the domain

names found in the RAT configurations in our data set against a

list of 1,193 domains belonging to 119 prominent DDNS providers.

We find that most of the domains used by DarkComet operators

belong to one of two free DDNS providers, No-IP and DuckDNS.

DarkComet’s controller software explicitly interfaces with No-IP’s

update client, a likely source of its popularity in particular.

3.2 Victim Database Acquisition

The central focus of this study is the DarkComet database. In this

section, we describe how we acquire a data set of DarkComet

databases, and what information they contain. In Section 2.1.1,

we described Denbow and Hertz’s discovery of DarkComet’s ar-

bitrary file download functionality [17]. In summary, a network

device impersonating a DarkComet stub can request arbitrary files

from any controller to which it connects. Following this discovery,

Breen released the dc-toolkit [7], a Python tool for blind file

retrieval from DarkComet controllers. We use a modified version

of this tool to collect victim databases and DarkComet configuration

files from DarkComet controllers discovered by our scanner.

3.2.1 DarkComet Victim Database. On execution, the DarkComet

controller executable (DarkComet.exe) creates or loads a file in

its working directory named comet.db. This SQLite database man-

ages victim connections, and is described thoroughly in the follow-

ing Section 3.2.2. We downloaded this file from DarkComet.exe’s

working directory. From December 5, 2018 to July 6, 2019, we down-

loaded 6,620 databases from 3,518 unique IP addresses. Each timewe

download a DarkComet database, we append a unique, tainted vic-

tim record (a taint) to its dc_users table (continue to Section 3.2.2

for more details on this table). This tainting happens automatically,

as our downloader registers with the controller as a new victim

each time it downloads a database; we simply taint the victim in-

formation we transmit such that we can identify our downloader’s

records uniquely in the dc_users table.

3.2.2 Victim Database Schema. DarkComet uses a SQLite database,

stored in a file named comet.db, to manage victim connections

and metadata. Table 1 depicts the schemas of each of its tables of

importance, as well as provides examples of each.

dc_users. This table contains a single row for every unique vic-

tim that has connected to the controller. In Table 1, we observe

the contents of a sample row in the dc_users table. As this table

is append-only, the order of its contents indicates the order in

which victims first connected; users whose IP addresses or oper-

ating systems change maintain their original row. Most items in

this row are self-explanatory. userGroup references the groupId

field in dc_groups. UUID is the victim machine’s hardward profile

ID, returned by the function GetCurrentHwProfile, sometimes

appended with a random identifier. Since this table is likely to con-

tain victims’ personally identifiable information (PII), we hash the

userIP and userName fields before storing them. Prior to hashing

victim IP addresses, we resolve their geolocations against a local

MaxMind GeoLite2 City database [45].

dc_keyloggers. This table stores victim keystrokes. Each row con-

tains the keystokes logged from a victim, denoted by a UUID that ref-

erences dc_users, on a given day. The name field refers to the daily

file on the victimmachine where keystrokes are logged. DarkComet

caches victim keystrokes until connected to a controller, at which

point all stored daily logs are uploaded at once. The contents

field stores all captured victim keystrokes, delimited by the victim’s

active window as it changes. As this table is likely to contain PII,

we only store the number of keystrokes captured, and, as of our

methodology update on March 25, 2019, letter distributions and

victim active window matches against 141 regular expressions for

common applications and websites like the Alexa Top 100.

dc_groups. This table allows for attackers to sort and annotate

victims into groups. Each row is an attacker-created group, complete

with a title, subtitle, and footer. These groups tend to reveal an

attacker’s language and motivations.

3.2.3 Databases from Hack Packs. To supplement our data set of

downloaded DarkComet databases, we downloaded DarkComet

hack packs from a combination of hacking forums and VirusTotal.

Recipients of hack packs often upload them to malware scanning

sites like VirusTotal, as the software in hack packs is (ironically)

frequently infected by the packager of said hack packs. From this

source, we collected an additional 29 distinct DarkComet victim

databases. We use these databases in Section 4.1.1 to describe the

phylogeny of DarkComet controller software.

3.2.4 Database Download Failures. In the first month of operation,

our downloader was disabled by a series of denial-of-service at-

tacks. Since then, we have used SOCKS5 proxying to anonymize

our download requests, impacting our ability to successfully down-

load databases consistently. In the course of the experiment, we

attempted 8,775 database downloads, but 2,155 downloads failed.

Network connectivity problems were the main cause of failure,

due to SOCKS5 proxying during large file downloads. Additionally,

DarkComet allows the operator to cancel downloads while they

are occurring, displaying a pop-up window during a file transfer

offering the operator the ability to abort a file transfer in progress.

Operators sometimes used this to prevent us from downloading

databases. Overall, we failed to extract a single database from 802

controllers; for another 345 controllers, some downloads succeeded.

Of the 6,035 DarkComet hosts detected by our scanner, we only

attempted to download databases from 4,320; the remaining 1,717

were never probed due to two factors. First, per the legal and ethical

framework onwhich we based our data collectionmethodology (see

Section 3.4), we do not attempt downloads from hosts which have

active web or email servers running, an aggressive measure to avoid

probing unaware, compromised hosts being used as intermediary

infrastructure by DarkComet campaigns. Second, our downloader is

network-constrained; there are some short-lived DarkComet hosts

from which it never has a chance to download a database.

3.3 DarkComet Configuration File

DarkComet also uses an INI file named config.ini to manage

configuration information internally. As such, we updated our

methodology on March 25, 2019 to collect this file as well. From
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domain name or a raw IP address. This hostname is used to uniquely

identify a particular controller over the course of the experiment,

allowing us to track controllers identified by domain names across

multiple IP addresses. Based on our corpus of DarkComet samples,

we know that some controllers use more than one hostname. We

consider any domain names and IP addresses that appear in the

same DarkComet sample to belong to the same controller.

Using this initial technique of hostname-based consolidation,

we condense the 3,518 DarkComet IP addresses from which we

downloaded databases to 1,162 controllers. 667 of these controllers

are identified by domain names, encompassing 86% of the 3,518 IP

addresses (3,023) and 72% of the 6,620 downloaded databases (4,750).

The remaining 495 IP addresses identify controllers with hard-coded

IPs, to which the other 1,870 databases belong. Interestingly, only

15% of our DarkComet samples contain hard-coded IP addresses,

compared to the 41% of active controllers identified by them.

Because a controller may produce stubs with multiple, disjoint

configurations, there may be more than one controller hostname

for each database in our data set. Therefore, 1,162 is an overestimate

of the number of unique controllers we observed. To identify cases

where the same controller’s databases were contacted under a dif-

ferent hostname, we use the records in dc_users to construct an

inheritance tree of DarkComet databases.

4.1.1 DarkComet Database Ancestry. The dc_users table in a

DarkComet database is append-only, meaning that when a con-

troller infects a new victim, the victim’s metadata is appended to

the dc_users table. Returning users are identified by their UUIDs,

so duplicate records are never created for the same victim. Thus,

the order of the records in dc_users describes the order in which

the corresponding victims were infected. Each time we download a

dc_users table from a controller, we expect it to have new victims

appended to the end, so that the previously downloaded dc_users

table is a prefix of the new one.

Furthermore, recall that we add a unique victim record, or taint,

to the dc_users table each time we download it because the pro-

cess of connecting to the controller generates a victim record. A

controller’s dc_users table should, therefore, not only contain a

history of the victims the controller has infected in the order they

were added, but also a special victim record corresponding to each

time we downloaded the database.

Using the monotonic growth property of the dc_users table

described above allows us to identify a controller by its database,

even if we contact it at a different hostname and IP address. Ap-

plying this technique identified 78 controllers using 211 hostnames

or hard-coded IP addresses, reducing the number of distinct con-

trollers from 1,162 (identified by hostname only) to 1,029. Thus,

our ancestry-based technique reduced the controller count by over

70% from a naïve (but commonly reported) 3,518 IP addresses.

Having fully consolidated the controllers in our data set, we

find that 71% of controllers used just one IP address; the remainder

traversed multiple IP addresses during the window of observation.

Further, 19% of controllers actively switched domain names during

observation. In these cases, our methodology for controller tracking

is necessary to accurately report on the observed controllers.

4.1.2 Database Divergence. If two controllers start with the same

initial database and then go on to acquire distinct victims, the two

databases will share a common prefix of user records from the

initial database, followed by distinct sequences of victims acquired

by each controller. This is precisely what happens when two or

more operators start from a common hack pack (Sections 2.1.2

and 3.2.3): their dc_users tables will each contain the set of victims

inherited from the hack pack, followed by each operator’s own

victims. We use the term divergence to describe cases where two

or more databases have a common non-empty prefix of victim

records and different non-empty suffixes of victim records in their

dc_users tables.

If, for two divergent databases in our corpus, there is no database

containing their common prefix, we infer such an ancestor database

and add it to our data set. The collected and inferred databases

can now be arranged into a forest of trees representing database

inheritance. The nodes of the inheritance tree represent databases,

with an edge from a parent to child if the dc_users table of the

parent is a prefix of the dc_users table of the child, that is if the

child is derived from the parent. (Note that there are never points

of convergence in the DarkComet inheritance tree because there is

no mechanism to combine the records from two databases into a

new one, so the inheritance tree is indeed a well-formed tree.)

In addition to hack packs, databases may diverge when a con-

troller reverts to an earlier version of the database. This happens

when an operator runs the RAT controller software in a virtual

machine and periodically restores the virtual machine state to an

earlier snapshot. Unlike cases of database sharing (e.g., via hack

packs), at most one database derived from a common ancestor by

reversion will exist at any given point in time, while there may

be multiple databases derived from the same hack pack active at a

given point in time. In addition, databases related by reversion may

be downloaded from a controller identified by the same hostname,

while two different databases related by sharing should never ap-

pear on the same controller. Only 11% of controllers (116) exhibit

this behavior; they reverted their databases 497 times in total during

the observation period.

Figure 2 shows a fragment with two inheritance trees from our

data set. Open circles represent databases downloaded in the course

of the study. Inferred ancestral databases are shown shaded black:

black circles denote inferred reversion databases and black squares

denote inferred shared databases. Grey squares denote known hack

packs (publicly shared databases). In all, the set of inheritance

trees consists of 6,620 downloaded databases, 164 inferred ancestral

databases related by reversion, 43 inferred shared databases that

are not known hack packs and 17 known hack packs.

4.1.3 Hack Pack Prevalence. Of note is that 68% of controllers’

databases are derived from an inferred hack pack, while 45% are

based on one of the 17 hack packs we possess. This indicates both

the prevalence of hack pack sharing in the DarkComet commu-

nity, as well as the relatively few points of origin for DarkComet

controller software downloads. We find that using a hack pack cor-

responds to both longer operational duration, as well as a higher

number of victims; the median hack pack user accumulates 3 times

as many victims and operates for 13 times as many days. All outlier

attackers in Section 5 acquired DarkComet from hack packs.

4.1.4 Controller Attrition. We managed to download just a single

database from about 44% of all controllers. We only downloaded
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By default, DarkComet installs a keylogger on each victim’s ma-

chine. As some RAT operators seek access to victim accounts and

credentials [25], and many are plainly opportunistic [48], victim

keylogs can offer insight into the potential harms victims incur from

DarkComet campaigns. As described in Section 3.2.2, on March 25,

2019 we began collecting additional metadata from the keylog table;

we were able to do so for 2,664 recent victims from 378 controllers.

DarkComet demarcates and timestamps victim keystrokes by the

victim’s active window. For each active window in a victim’s key-

logs, we record the number of keystrokes collected while the victim

interacted with it and the time the victim spent using it.We compare

the active window name to a set of application names containing

common applications and websites. We do not record the name of

the active window, which may contain sensitive information.

The 2,664 victims in this sample set had 210,835,801 keystrokes

captured over 25,315 days, amounting to over 162,098 hours of

keystroke monitoring. On average, DarkComet collected 79,142

keystrokes and recorded 60 hours of activity over 9.6 days from

each victim. The active windows fromwhich keystrokes were stolen

indicate that the DarkComet campaigns in our data set likely ob-

tained victims’ sensitive information like emails, transcripts of

private conversations, login credentials, and credit card numbers,

putting them at risk of blackmail or financial compromise.

Per Section 3.3, DarkComet’s configuration file encodes whether

an operator has issued commands to a victim or accessed the vic-

tim’s webcam.We were able to download the config.ini file from

697 of the 1,029 controllers in our data set, encompassing 50,358

total victims. We find that operators accessed the webcams of 13,269

(26%) victims they actively controlled. Though webcam access sug-

gests a voyeuristic motive, we do not know how much time the

controller spent accessing the webcam and cannot differentiate be-

tween webcam access for machine vetting versus voyeurism. This

suggests the potentially life altering personal harms that some RAT

victims experience from targeted stalking and harassment.

6 DISCUSSION

Campaign Tracking. Our method of obtaining victim databases

from RAT controllers combined with our lineage analysis technique

enables us to identify distinct RAT campaigns across any number of

IP address and domain name changes, assuming a controller repre-

sents a RAT campaign. This allows us to better understand the size

and dynamics of RAT campaigns, including 2 campaigns with over

9,000 real victims. This type of information can help security re-

searchers perform attack attribution, or law enforcement prioritize

investigations. Given that law enforcement appears interested in

combating RAT malware [26, 55ś57]), the techniques presented in

this paper could be particularly useful in prioritizing and tracking

operations. As our techniques are also able to determine DarkComet

controller points of origin (i.e. hack packs), they could also help law

enforcement target the distributors of RAT malware [35, 36, 50].

Victim Identification. The pollution reduction heuristics we im-

proved upon enable us to reduce our initial set of 477,292 potential

victims by around 93%, leaving us with 57,805 likely real victims.

Our original IRB protocol did not include plans for victim notifi-

cation, thus we could not do notifications. However, we modified

our IRB protocol to include ISP notification to victims based on our

findings of longer lived infections and recent work indicating ISP

notifications help speed up desktop victim cleanup [12, 13]. Our

modified protocol which includes a plan to share victim’s IP ad-

dresses with their ISP was approved on Oct 6, 2019. We plan to start

notifying ISPs and monitor the efficacy based on continued data

collection from DarkComet operators. Our improved victim iden-

tification will likely reduce the resources wasted on notifications

to fake victims and allow ISPs to devote resources to assisting real

victims clean up infections. As our data processing methodology

is not dependent on our form of data collection, it could be used

in other scenarios. For instance, law enforcement acting on search

warrants could use this technique to expedite victim notification.

Çetin et al. [12, 13] demonstrated the potential for victim notifi-

cation by ISPs to mitigate malware infections. While our initial

IRB proposal did not allow us to store victim IP addresses, we have

since modified it so that we can begin engaging with ISPs to notify

the victims of DarkComet found in our data set.

UnderstandingVictimHarm.Understanding the harms incurred

by victims of low-volume malware infections is challenging, partic-

ularly in comparison to the large-scale malware campaigns waged

by spambots and ransomware. Our system’s data collection and

automated analysis methods allow for quantifying these harms at

scale, in terms of disquieting metrics like keystrokes stolen, hours

monitored per application, and webcam accesses made.

Study Limitations & Extensibility. Our data collection method-

ology is currently limited to DarkComet; however, prior work in-

dicates that a number of other RAT families expose the same arbi-

trary file read functionality [28], suggesting that our data collection

methodology scales to other RATs. Further, like DarkComet, most

RATs maintain databases of victim metadata. While they may not

expose the same download capabilities, they are still often shared

in hack packs. If we could scale our collection of hack packs (e.g.,

through more access to malware upload repositories), this could en-

able our analysis methodology to expand to additional RAT families.

Further, as the data processing techniques we debuted in Section 4

are independent of our data collection technique, they can be ap-

plied to data obtained otherwise (e.g., by legal seizure).

7 CONCLUSION

In this work, we presented a broad study on the ecosystem of RAT

malware. To carry out the study, we used a feature of the Dark-

Comet RAT controller software that allows anyone to download

the database of its victims. Using this capability, we collected 6,620

databases from 1,029 unique controllers. To arrive at our data set

for analysis, we developed new methods for tracking controllers

and improved existing methods for identifying real victims. Using

this data, we presented the results of our analysis of controllers,

victims, and the relationship between them. We propose to use our

techniques in DarkComet and other RAT cleanup efforts, and are

engaging ISPs to notify the 57,805 victims in this data set.
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