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Abstract—As one of the most promising networks, the space—
air-ground-aqua integrated network (SAGAIN) has the charac-
teristics of wide coverage and large information capacity, which
can meet various requests from users in different domains. With
the rapid growth of data and information generated by the
Internet of Things (IoT), SAGAIN has received much attention in
recent years. However, the existing network architectures are not
capable of providing personalized network services according to
different task types in SAGAIN. Besides, they cannot deal with
many problems in SAGAIN well, such as heterogeneous network
disconnection, high network delay, intermittent interruption, and
unbalanced network load. In this article, in order to solve the
abovementioned problems, we propose a novel architecture for
SAGAIN named task-oriented intelligent networking architecture
(TOINA). First, we apply the edge-cloud computing technology
and network domain division in TOINA to realize intelligent
networking and reduce the latency. Second, the task-oriented
networking method is proposed to provide personalized network
services and increase network intelligence. Third, we intend
to leverage the information center network (ICN) paradigm
to build the SAGAIN and optimize the content naming rules.
Furthermore, a preprocessing layer was added in the network
protocol stack to perform the heterogeneous network conver-
gence in SAGAIN. In addition, some security technologies related
to network architecture are considered in SAGAIN. This article
presents the background, rationale, and benefits of the TOINA
for SAGAIN. Besides, a specific case is studied to illustrate the
network architecture work process further.
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I. INTRODUCTION

ITH the development of science and technology, our
lives have undergone rapid changes. Accompanied by
the development of the Internet of Things (IoT) and the emer-
gence of the concept of the Internet of Everything and the
space—air—ground integrated network, the network has become
an indispensable part of human life. The new concept of 10T is
to connect every single object on Earth through the network for
information exchange and communication, and realize intelli-
gent and supervisory functions [1], [2], however, the existing
terrestrial network coverage is limited, polar, remote moun-
tainous areas, deep sea, etc., where cannot be served with
existing network services [3]. In order to reach a broader
scope and expand human activities into space and deep space,
scholars have started to develop the space—air—ground inte-
grated network, seamlessly integrating satellite systems, aerial
networks, and terrestrial communication. It has become an
emerging attractive research topic during the past ten years.
On the other hand, oceans occupy about 71% of the Earth’s
area, and most of the marine resources have not yet been
explored. Because the ocean is of great significance in the
field of national defense and the IoT for smart ocean is emerg-
ing, the underwater network has also been developed, and
the underwater networking technology is becoming more and
more practical nowadays. All of them promote the formation
of the space—air—ground—aqua integrated network (SAGAIN).
SAGAIN is a large-capacity information network capable
of information acquisition, processing, and efficient transmis-
sion. Compared with the traditional network, SAGAIN has the
inherent advantages of extensive coverage and large capacity,
and it can be applied to many fields, such as defense missions,
marine transportation, emergency rescue, and environmental
protection. Therefore, the development of SAGAIN is of great
benefit to the human being.
However, there are many challenges in SAGAIN. Multiple
tasks running in SAGAIN may have different network
performance requirements. It is impossible for SAGAIN to
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Fig. 1. SAGAIN composition and the communications among the subnetworks.

meet the needs of all tasks in a uniform manner. It can even
affect the user experience and lead to an unbalanced load in the
network when satisfying another more important requirement.
Also, SAGAIN consists of a variety of heterogeneous sub-
nets and the barrier between those subnets directly affects the
coverage of SAGAIN. In addition, device mobility and poor
communication environment may lead to intermittent network
disruptions and prolonged network response latency.

In this complicated situation, the existing network archi-
tectures are not suitable for SAGAIN. For example, the
traditional TCP/IP architecture [4] cannot solve the link
interruption and has the disadvantages of low bandwidth uti-
lization and poor network security. The information center
network (ICN) [5], [6], limited by the size and amount of
information of SAGAIN, will lead to the explosion of con-
tent namespaces. It will also cause a large time overhead
for content retrieval, which leads to prolonging the network
delay. Besides, the existing network architectures fail to solve
the problem of heterogeneous network convergence, and the
utilization of network resources is low, and opportunistic trans-
mission [7] is often overlooked. In order to provide more
efficient service, it is necessary to design a novel network
architecture to adapt to challenging SAGAIN.

The major contributions of the task-oriented intelligent
networking architecture (TOINA) we proposed are as follows.

1) We propose a scheme to reduce response delay and

implement intelligent networking functions in TOINA
by applying the idea of the edge-cloud computing
technology and network domain division.

2) A method for task-oriented intelligent networking

demand extraction is designed to make TOINA more

intelligent, which can provide personalized networking
schemes according to task types to meet the require-
ments of different tasks on networking performance.

3) We employ the ICN paradigm instead of the traditional
IP-based structure to build TOINA and optimize content
naming rules, which will facilitate mobility management
in SAGAIN.

4) A preprocessing layer is designed and added in the
network protocol stack to make TOINA achieve hetero-
geneous network convergence.

The remainder of this article is organized as follows.
Section II analyzes the characteristics and challenges of
SAGAIN and introduces the existing networking architec-
tures to determine the networking requirements of SAGAIN.
Section III proposes the new network architecture and intro-
duces the basic principles and key technologies of the network
architecture in detail. We give the performance analysis in
Section IV. Following that, a specific case is studied to
illustrate the network architecture work process further in
Section V. Section VI concludes this article.

II. RESEARCH BACKGROUND

The development of the space—air—ground integrated
network and underwater network technology has promoted
the formation of SAGAIN. This section mainly introduces
the composition, network characteristics, and challenges of
SAGAIN. After that, combined with its properties and the
existing network architectures, we analyze the networking
requirements of SAGAIN.
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A. Space-Air-Ground-Aqua Integrated Network

Fig. 1 shows the composition of SAGAIN and the com-
munication among the subnets in it. Considering the location
of the network sits in, SAGAIN is roughly divided into
four parts: 1) space-based; 2) air-based; 3) ground-based; and
4) aqua-based networks. These four parts can communicate
independently or interconnect across domains. They comple-
ment each other to form a global coverage and large-capacity
network.

Space-Based Network: SAGAIN consists of a variety of
orbiting satellites, which are divided into three categories [3]
according to their height: 1) geostationary satellite (GEO,
height = 36000 km); 2) medium-orbit satellite (MEO,
2000 km <height<20000 km); and 3) near-Earth satellite
(LEO, 200 km <height<2000 km). The intersatellite laser
communication uses Ka or Ku frequency band which pro-
vides high-bandwidth, high-speed communication services.
Meanwhile, the satellites also communicate with the ground
infrastructures. Presently, the satellite communication technol-
ogy is relatively mature. For example, both the Beidou satellite
system of China and the Iridium system of America have made
great achievements.

Air-Based Subnetwork: This is a mobile network composed
of aircraft, hot air balloons, etc., providing opportunistic data
transmission services. Among them, the high-altitude plat-
form (HAP) is a common air network which is located in the
stratosphere about 20 km above the ground. It has a shorter
delay than the space network and a larger coverage than the
ground network. It can provide wireless communication and
complement the terrestrial network [3].

Ground-Based Network: It is mainly composed of the cel-
lular network, terrestrial Internet, mobile ad hoc network, and
so on. The ground-based network topology is relatively fixed
compared with the air-based network although cellphones or
vehicle are mobile, the communication link is relatively sta-
ble. However, the coverage of the ground-based network is
limited, such as polar, remote mountainous areas are difficult
to cover.

Sea-Based Network: This subnetwork includes the sub-
marine observation network and underwater self-organizing
network. The seafloor observatory network communicates by
laying optical cables and cables on the seabed. However, due
to the harsh marine environment, the high construction cost,
and the difficult maintenance, it is difficult to be deployed on
a large scale [8]. The underwater self-organizing network is
an extension of the underwater network in wireless commu-
nication. It is mainly composed of fixed sensor nodes and
mobile ones like autonomous underwater vehicles (AUVs),
remote operated vehicle (ROV), etc. It mainly uses acoustic
waves to communicate, and has the disadvantages of limited
bandwidth and long latency [8].

All these four subnetworks have their own advantages and
disadvantages in terms of coverage, communication delay,
bandwidth, and link quality. We integrate them to promote
the formation of a global SAGAIN. Fig. 1 also identifies the
communication among subnets in SAGAIN, such as satellite
and terrestrial communication, underwater acoustic wireless
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network, and shore-based network communication, which is
enough to see that SAGAIN is large in scale and capable of
supporting multiple business types.

B. Characteristics and Challenges of SAGAIN

Through a detailed analysis of the SAGAIN, we conclude
its characteristics as follows.

The Coverage of SAGAIN Is Wide: SAGAIN is made up of
four parts. Compared with the traditional terrestrial network,
its coverage spans across airspace, terrestrial, and sea areas. It
has obvious advantages for the original terrestrial network to
realize communication in the sea, air, and remote areas which
are difficult to cover [3].

Networks Are Heterogeneous: SAGAIN consists of four
domain networks roughly, each of which consists of sev-
eral subnets specifically. The communication modes, media,
and devices of each subnet are different, which affects
network delay, communication data rate, etc. As a result,
the performance of each subnet network is quite different.
SAGAIN is heterogeneous as a whole. As shown in Fig. 1,
the shore-based network communicates with the underwa-
ter acoustic wireless network. Among them, the shore-based
network uses RF to communicate, while the underwater
acoustic wireless network uses sound waves as the medium.
The network parameters of some representative subnets in
SAGAIN are shown in Table L.

SAGAIN Is Fragmented, Dynamic, Clustered, and Weakly
Connected: SAGAIN integrates multidomain networks and
accesses various types of mobile devices which are always in
a high-speed motion state and frequently switching between
multiple subnets. They drive the network to be hierarchi-
cal and fragmented and the topology is dynamic. While the
transmission is clustered under the task driving.

Tasks Requirements Are Various: SAGAIN has the charac-
teristics of wide coverage and large information capacity, so it
can be widely used in many fields, such as emergency rescue
network, marine transportation, and Earth ocean observation.
In a wide variety of scenarios, different tasks have differ-
ent requirements for Quality of Service (QoS). For example,
the emergency rescue network requires real time and reliable
response as much as possible, while the Earth ocean obser-
vation only requires the throughput and the reliability of the
communication.

Terminals Are Subject to Strong Spatiotemporal Constraints
and the Mixed Space Is Limited by Multiple Constraints: To
improve the utilization of the resource, the terminals will be
scheduled to assist with other tasks. For example, the node
in the air-based network needs to not only perform the estab-
lished tasks but also help other nodes to relay data, which
will constraint the terminals simultaneously. Moreover, in the
complex terrain environment, the low-altitude airspace aircraft
is limited, which may affect the aircraft to perform tasks.

The existing mature terrestrial network applies to a single
scene, but SAGAIN is far from it. How to organically and
efficiently integrate different networks to form an intelligent
SAGAIN has the following challenges.
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TABLE I
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SUBNET NETWORK PARAMETERS IN SAGAIN

Network name Media Bandwidth/Hz Rate/bps Distance/km Networking
Geostationary | Ka-band 20-30G 1-10G 36000 Inter-satellite communication uses laser. Satellites
Space-based Transfer use lasers to communicate with air-based and
Orbit (GEO) ground-based networks, using C, Ku, Ka, UHF, L,
Middle Ku-band 10-20G < 1.2G 10000- S, X and other frequency bands.
Earth Orbit 20000
(MEO)
Low Earth Ku-band 10-20G < 3.75G < 1500
Orbit (LEO)
Air-based Aeronautical C 20M - <10 Internal interconnection of air-based networks, and
) Ad Hoc connection with ground-based and sea-based net-
network works. Mainly use RF for communication.
HAP Radio 500M < 10G > 1700
16 SOM 300K < 50 Communication between mobile network and terres-
Cellular net- 26 SOM 800K < 30 trial network. Communication with sea-based net-
Ground-based | work 3G 145M M >0 work and air-based network. Communication is car-
46 140M > 20M 100 ried out by radio or by wire
5G G 10G 50-100 Y Y wire.
WLAN RF 2.4G 5-10M < 50
Underwater RF 300 Attenuation | 0.01-0.06 Mainly communicate with the shore base station.
. Optical More than Attenuation < 0.3
wireless .
network acoustic and > 1G
RF
. 20-50K 10-80K 0.1-Im
Sea-based acoustic TOK T-10K 1-100
Seafloor optical 100M 12800K - Mainly communicate with shore-based networks and
observatory fiber land-related centers.
network
VHF 200K 13K 50-90
Shore-based VHF- 300 1.2K 35-50 Mainly comml{nicate with seafloor observation net-
network[9] DSC work, aeronautical ad hoc_ network and land-related
VHF 15M 9.6K - centers. The media is radio or wired.
data link
VDES 25-100K 70-300K 90
HF 2-3K 24K > 900
Navigation VHF 200K < 10K < 100 Mainly communicate with shore-based network and
network air-based networks, using radio.

Difficulties in Heterogeneous Network Management: The
subnets in SAGAIN are very different in terms of the commu-
nication environment, not to mention the service requirements.
At the same time, each subnet supports different application
scenarios, resulting in an uneven transmission load. It is urgent
to solve the problems of uniform management and reasonable
distribution of network resources.

Long Network Latency: The network delay is mainly
affected by two factors. The first one is the communication
distance. The satellites are between 200 and 36 000 km away
from the Earth. When the satellite communicates with the base
station on the ground, the delay is up to several hundred mil-
liseconds. The second is the transmission speed of the medium.
For example, an underwater wireless network uses acoustic
waves as the data carrier. Its speed in water is about 1500 m/s,
which is five orders of magnitude smaller than the speed of RF
in the air (3 x 10® m/s) [8]. Both of these factors significantly
prolong the network latency, and it will seriously impact the
user experience.

Intermittent Network Interruption: As the network scale
continues to expand, more and more devices will access
SAGAIN. However, the communication of these devices will
be affected by many factors, such as dynamic network topol-
ogy, energy limitations, and poor communication environ-
ment [4]. As a result, it would become difficult to establish
and maintain network connections. The network links would

likely to be interrupted, and communications might be failed.
How to guarantee throughput and reliability in this situation
will be especially important.

Network Traffic Has Increased Dramatically: According
to Internet data center (IDC) analysis, global Internet data
traffic will maintain rapid growth. Traditional TCP/IP-based
networks need to establish end-to-end connections for com-
munication, resulting in high link resource occupancy and low
bandwidth utilization, which cannot cope with the global data
traffic burst. As for other architectures also cannot deal with
this problem properly.

Difficulty in Mobility Management: SAGAIN contains
multiple types of mobile devices. The movement trajectories
of these devices are quite different, and there is also a great
difference in the spatial scale. They also have different patterns
of movement. For example, some of them like satellites are
periodic and predictable to move, and some like AUVs move
randomly. If a traditional TCP/IP-based network is used, the
IP address identifies not only the identity but also the loca-
tion. It is complex when dealing with mobility issues. How
to access SAGAIN again after moving needs to be further
investigated [10].

The Requirements of Different Tasks Cannot Be Met With
Uniform Standards: Due to the heterogeneity of nodes, the
diversity of tasks and the limitation of resources, SAGAIN
cannot meet the needs of serialized tasks in a unified manner.
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Therefore, according to the task type, the fragmented sub-
net needs to be dynamically scheduled to provide on-demand
services. Besides, the network situation is perceived in real
time. A network change trend can be inferred from the
network situation. Finally, the resource scheduling scheme for
optimizing the network configuration is given based on the
trend of the SAGAIN changes.

Mixed Domain Is Limited by Multiple Constraints: There
are some terminals in SAGAIN that undertake multiple
tasks simultaneously and are controlled by multiple network
domains. We need to implement multidimensional composite
control for such terminals. We can refer to the networking
in the light of situational guidance to allow multiple network
domains to cooperate.

C. Problems Applying the Existing Architecture to SAGAIN

Through analyzing the characteristics and challenges of
SAGAIN, we find that there will still be problems if the
existing network technologies are used for SAGAIN.

For example, widely used TCP/IP, the premises of it
are that there is an end-to-end path during communication,
the packet transmission delay cannot be too long, and the
packet loss rate should be small [4], which cannot be met in
SAGAIN at any time. It will severely impact the performance.
Besides, TCP/IP [11], [12] cannot solve the issues of link
interruption and node mobility, the bandwidth utilization is
not efficient, the IP address is deficient, and the network
security is inadequate. Using some “patching” protocols like
IPV6 [13], [14] or improved methods like address-driven
networks (ADNs) [15], can only solve the specific problems,
and it is impossible to deal with the challenging SAGAIN.
In the ICN, replacing the network core with a content block,
the request and routing are based on it [5], [6], [16]. The
adoption of ICN, limited by the scale and a myriad of
information of SAGAIN, will lead to the problem of content
namespace expansion, and then generate the problem of large
time-consuming retrieval of content name and high response
delay. The XIA [17] is a general-purpose architecture that
replaces the dominant position of IP with new elements and
can support different communication modes, providing a
unified view to meet various network requirements. However,
using the XIA, the complexity of SAGAIN will be increased
as the network elements (throughput, mobility, etc.) added.

In addition to the abovementioned network architectures,
some network management methods cannot be directly applied
to manage SAGAIN. For example, software-defined networks
(SDNi5s) [18]-[22] proposed to separate the control-data planes
and made forwarding decision by the centralized controller,
which can realize the flexible control of network traffic and
make the network more intelligent. Affecting by the large scale
of SAGAIN, directly using SDN will overload the centralized
controller and even results in the breakdown of the network.
Originally designed for the interstellar network, delay toler-
ant networks (DTNs) [4] proposed to add an overlay network
over TCP/IP to ensure normal communication in interrupted or
long-delay networks. The lessons learned from DTN should be
considered, which can solve the problem of links interruption
in SAGAIN.
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To conclude, SAGAIN has its inherent advantages of
extensive coverage and large capacity, and it can be applied to
many fields, such as defense missions, marine transportation,
emergency rescue, and environmental protection. Therefore,
the development of SAGAIN is of great benefit to the human
being. To make SAGAIN highly efficient as expected, we
propose a novel network architecture named TOINA which
can solve the challenges in SAGAIN and achieve the goals of
management of heterogeneous subnets, supporting multiple
task types, and providing intelligent and reasonable network
services.

III. TASK-ORIENTED INTELLIGENT NETWORKING
ARCHITECTURE FOR SAGAIN

In this section, we introduce the conceptual architecture
of the proposed TOINA for SAGAIN and elaborate the cor-
responding technological benefits. In accordance with the
characteristics and challenges of SAGAIN introduced in the
previous section, considered with the existing networking tech-
nology, our overall design ideas about TOINA for SAGAIN
are as follows.

First, to simplify this large-scale network management,
TOINA separates the data plane and the control plane com-
bining with the edge-cloud computing technology. Edge-
computing nodes and cloud-computing centers internally carry
network controllers, which are mainly responsible for task-
oriented intelligent networking demand extraction, opportunis-
tic scheduling transmission, dynamic allocation of network
resources, and providing a fast response to terminals.

Second, in order to make the TOINA smarter, a method
for task-oriented intelligent networking demand extraction is
recommended. Specifically, TOINA should be able to provide
a myriad of networking plans that meet the different require-
ments according to the task type and the network situation.

Third, on the basis of the four constituent networks of
SAGAIN, it is subdivided into subnets, which are called
domain. This kind of architecture makes it convenient for the
management of such a large-scale network. The rules for the
division are according to the application scene, service type,
geographical location, application density, and other factors.
Besides, the range of each domain is different.

Fourth, the entire TOINA is designed based on the ICN
to reduce the redundant traffic in SAGAIN and better adapt
the mobility scenario. It mainly manifests in abandoning the
IP dominant position and concerning the content information
nor the location of the terminal. We redefine the naming rules
for packets.

Finally, a preprocessing layer is designed and added to
achieve heterogeneous network interconnection in TOINA.
Besides, to support diverse applications on limited network
resources and infrastructure, network function virtualization
(NFV) will be adopted.

A. Edge-Cloud Collaborative Computing Framework
in TOINA

There are many types of networks in SAGAIN, and the task
requirements are different. In order to provide better network
services, it is necessary to provide personalized networking
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schemes according to the task type. Considering the large scale
of SAGAIN, TOINA will separate the control plane from the
data plane to provide a unified view to meet the needs of
diverse tasks. This idea is mainly realized by adding cloud-
computing centers and edge-computing nodes in SAGAIN,
combined with the edge-cloud computing technology.

1) Edge-Computing in TOINA: With the development of
the Internet, IoT, and cloud computing, various novel wire-
less terminal devices access the network to provide intelligent
and convenient services for people. Cisco estimates that by
2020, about five billion devices will be joined to the Internet,
and the data generated by people and devices will reach 500
7ZB [23]. The demands for IoT applications are continuously
rising. But some applications require short delays service, and
some involve privacy protection, etc., which challenges the tra-
ditional cloud computing paradigm [24], [25]. The concept of
mobile-edge computing (MEC) came into being. MEC nodes
are to deploy to the edge of the network to serve users, where
edges are defined as arbitrary locations on the data source and
cloud computing center path [1], [25]. Each edge-computing
node has computing resources, network resources, and storage
resources, which can assist the cloud center in dealing with
tasks.

There are myriads of tasks in SAGAIN. If only adopting
the traditional cloud-computing paradigm, it will inevitably
cause heavy load in the cloud-computing center, and even
cause network bottleneck and paralysis, which will affect the
overall performance of the network. Therefore, we adopted the
edge-cloud computing technology in our architecture proposed
for SAGAIN. Specifically, edge computing and traditional
cloud computing [26]-[31] cooperate to jointly complete data
collection, processing, analysis, and mining. In this way,
TOINA can improve service quality when responding to user
requests. Fig. 2 shows the information flow diagram after
applying the edge-cloud computing technology. The left side
is the actual application scenario, and the right side is the
abstracted relationship diagram. It gives an intuitive view of
the interaction among the cloud-computing center, the mobile-
edge-computing nodes, and the end users. From bottom to
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top, it is mainly user data and task request information. The
other way is the responses and control messages. The requests
can be answered by either the edge-computing node or the
cloud-computing center.

The edge-computing nodes are responsible for the following

functions.

1) They have a storage function. The user data, the pro-
cessing result, and the forwarding content can be stored
locally, and the content storage table (CST) is set to
facilitate a quick response to the request. At the same
time, the forwarding information in the network domain
is temporarily stored. When the network is interrupted,
or a fault occurs, the data packet can be quickly for-
warded, which improves the availability of the network
to a certain extent.

2) They have the computing capacity and extract the
task-oriented networking requirements. According to
the networking scheme to carry out the correspond-
ing network configuration to ensure the achievement
of the task. The network environment is perceived,
and dynamic resource allocation is carried out on the
managed network.

3) While managing the network and serving termi-
nals, edge-computing nodes are also responsible for
interacting with the cloud-computing center and edge-
computing nodes in other network domains. It uploads
user data to the cloud-computing center and accepts
the response data and assigned tasks. Cooperating with
the edge-computing nodes in other domains, we realize
cross-domain communication, that is, communication
between heterogeneous networks.

The advantages of using edge computing are as follows.

1) Reduce Network Latency: The propagation delay is
Dprop = distance/speed, where distance represents the
distance between two communicating entities and speed
represents the propagation speed of the data carrier. We
can get from the formula that the propagation delay is
proportional to the distance. When the data are pro-
cessed, the edge-computing node is closer to the data
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Fig. 3. Deploying cloud-computing center in the ground-based network.

source compared to the cloud-computing center, so the
delay of the edge-computing node is shorter.

2) Balancing the Network Load and Relieving the Pressure
of the Cloud-Computing Center: Since the data are
not all uploaded to the cloud-computing center, the
bandwidth pressure of the backbone network is allevi-
ated [24], [25].

3) Improve Network Security: To some extent, the oppor-
tunity for data exposure to the network is reduced, thus
reducing the risk of data leakage [24], [25].

2) Deploy Cloud-Computing Center on the Ground-Based
Network: Considering the communication technology of the
ground-based network is mature, and the communication envi-
ronment is relatively stable, we analyze that the data flow
direction in SAGAIN is convergent. The convergent center
is located in the ground-based network. Therefore, we will
build the cloud-computing center in the ground-based network,
which carries the controller for the whole SAGAIN inside. It
is mainly responsible for task-oriented intelligent networking,
cooperation with edge-computing nodes in each domain, and
providing differentiated services for users.

From Fig. 3, we can see that the cloud-computing cen-
ter roughly consists of four independent but interactive
controllers (corresponding to the four domain networks,
respectively). By receiving the network information pro-
vided by the edge-computing nodes in each network domain,
the cloud-computing center achieves the global control
of SAGAIN. In this way, TOINA can meet the ser-
vice requirements, balance the load, dynamically configure
the network, and make efficient use of network resources
in SAGAIN.

For example, the application density and network load in
the domain of the intelligent transportation network increase
significantly during the morning and evening rush hours.
Also, traffic information plays a vital role in the application
of this area. Wrong or nonreal time traffic information will
cause traffic congestions or accidents, threatening the property
and life safety of users. In light of the above problems, the

Cloud computing

Edge computmg
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Edge computmg

\
\ h
: 3

Edge'computing :

(dde)

Content-named

Center

Ground-based network
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cloud-computing center will allocate more network bandwidth
and higher priority to the intelligent transportation network
domain during the rush hour, which will shorten the network
response time.

The above is just one example in SAGAIN. In practice,
the cloud-computing center will reasonably schedule network
resources according to the characteristics and requirements of
different network domains. Besides, the cloud-computing cen-
ter will handle large and complex tasks that cannot be solved
by terminals. In the future, a security control center can be
set up here to take charge of identity authentication and other
functions to improve network security.

Both of these approaches realize the separation of data and
control planes, and TOINA can provide a unified view for
diverse applications. They also enable task-based intelligent
networking, which is convenient to dynamically configure the
network environment and improve the utilization of network
resources.

In the following sections, we propose a method for task-
oriented networking requirements extraction and deriving the
networking scheme to meet task requirements. This method
needs to be jointly implemented by edge-cloud comput-
ing, where edge-cloud computing nodes in the network will
perform this method in a distributed manner. Fig. 4 is a
flowchart showing the execution of intelligent networking by
a network controller. We can see that SAGAIN generates
a task request and delivers it to the “intelligent networking
process according to task type” to create the networking
requirements. Meanwhile, “environmental information” such
as network situation, is delivered to the “intelligent networking
process in the light of network situation” to generate dynamic
scheduling information. Then, the above requirements are
submitted to the network controller. After collecting various
networking requirements, the network controller proposes the
network configuration to ensure the successful completion of
the task, which mainly includes opportunity-terminal schedul-
ing information, classic network configuration reference, and
network parameter configuration. The above parameters will
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Fig. 4. Network controller performs intelligent networking.

be executed in the network controller to complete the network
configuration.

B. Task-Oriented Networking Requirements Extraction

SAGAIN supports a variety of scenarios where different
user interest points lead to a high diversity and time variability
of user data [32], [33]. Existing networking technologies lack
awareness of task types and network situations. Considering
the network’s dilemma and technology background, we pro-
pose a method for task-oriented networking requirements
abstraction in TOINA. The main ideas for this method are
as follows. First, according to the type of task and combined
with machine learning for intelligent networking, the method
puts forward networking requirements and solutions to meet
the demand. Second, TOINA will perceive the current network
situation and dynamically schedule the networking resources
to optimize the networking scheme proposed previously.

As shown in Fig. 5, the method for task-oriented networking
requirements extraction consists of three main components.

Knowledge Collection: It is mainly responsible for collect-
ing and preprocessing the user data.

Knowledge Origination: This is the core part of the method.
It is primarily responsible for extracting networking require-
ments according to the task type and network situation aware.
The processed data will be classified into corresponding task
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Fig. 5. Task-oriented networking requirements extraction.

types, and then networking requirements will be given to the
controller. Besides, sensing the network current situation to
schedule network resources dynamically and further optimize
network scheme.

Knowledge Master: It is in charge of receiving the above
networking requirements, configuring the network, and storing
the configuration records. When the network situation changes,
the networking solution is revised timely in line with the
feedback.

The extraction of networking demands mainly consists
of two parts. One part is offering networking requirements
according to the task type, and the other is to optimize
the networking scheme by sensing the network situation and
learning historical data. The details are described as follows.

First, we process the network historical request data set. We
transform each data into an m-dimensional data attribute vec-
tor attr = [x;1, xj2, ..., Xin], Which can represent the original
data, where xj;, is described as an attribute, throughput, date,
security, etc. After converting all the data items, they form a
data attribute matrix attrs

attry X11 X1m

attrs = = . (D)

attr, Xnl Xnm

Then, we select the characteristics of attrs, to reduce the
original data attribute matrix dimension. Finally, by using
principal component analysis (PCA), we select j features
(throughput, delay, loss rate, interruption, mobility, security,
etc.) to represent the networking requirements of the original
data. The weight of the selected eigenvalue exceeds 90%, and
then gets the following matrix attrs;, where attr;; indicates the
degree of need for each service:

attry X11 S XY
attrs; = = ,j<<m (2)

attry,| Xnl S Xpj

attr;; = [throughput, delay, loss, ...
disruption, mobility, security]. 3)
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Finally, the matrix attr;; is clustered to obtain the network
requirement set

Require, = {ri,r2, ..., e}, k <<n 4
where r; = [throughput, delay, loss, , disruption,
mobility, security], each variable € 0,1,2, indicating

the degree of dependence on the corresponding service
demand. 0 means that the current task for the service request
is low; and 2 means to provide such service as possible.
Then, map each requirement r; to the network configuration
parameter vector parm;

parm; = [bandwidth, transmission_rate

storage_c apacity] . 5)

Whenever the data are received, as shown in Fig. 6, the
original data are preprocessed to extract the attribute vec-
tor data_attr. It is then classified as input to obtain r;, the
networking requirement category most similar to the task
demand. The networking requirement for r; is submitted to
the network controller. It appropriately schedules networking
resources and completes network configuration based on the
obtained network requirement 7; and network situation, com-
bined with common network configuration information.

Besides, the network configuration parameters are returned
to the storage and matched with the corresponding task
request, to facilitate automatic learning and provide a reference
for future task requests.

In practice, we will implement this method in SAGAIN.
As shown in Fig. 7, a network terminal is the carrier of
the work of the knowledge collection, that is, generating and
submitting task requests. Knowledge origination is executed
in edge-cloud computing nodes with computing capabilities,
which will perform intelligent networking in a distributed man-
ner. The knowledge master is achieved in the cloud-computing
center. It presents the reasonable allocation of networking
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resources and device scheduling. Also, it is aware of the
network situation to optimize networking schemes dramati-
cally. In this way, it is possible to provide a differentiated
networking scheme for tasks in SAGAIN, which is consistent
with the high diversity and time-varying characteristics of user
data, making SAGAIN a smarter network.

C. Domanial Autonomy in SAGAIN

To facilitate the management, on the basis of the four
constituent networks of SAGAIN, they are subdivided into
smaller parts according to the application scene, service type,
geographical location, application density, and other factors.
Each independent part is called the domain. The range of
each domain is not equal, and each domain is given a glob-
ally unique domain identification (DID). The naming rule of
domain identification DID is as follows:

<Longitude — Latitude — Radius>. (6)

Taking Fig. 8 as an example, it consists of a smart traf-
fic domain (DID=120 — 40 — 100), an emergency satellite
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TABLE II
CL FORMAT

\ Content list
| CL_ID | /Content_Name/Domain_ID /Seneor_ID | Forward direction |

domain (DID=116 — 40 — 100), and a navigation domain
(DID=150 — 50 — 100) according to the application scenario
and service type. Among them, the smart traffic domain and
the emergency satellite domain require the shortest possible
network response latency, and the navigation domain has lower
latency requirements. According to the application density
and geographical location, the land mobile network domain
(DID=116 —40 —100) further was divided. There are multiple
domains of this type in SAGAIN, distributed in different loca-
tions. The density and coverage range are varied according to
the location. The relation between coverage and application
density can be modeled as

Roct/p @)

where R represents the radius of area coverage, p repre-
sents the application density, ¢ is the parameter, and ¢ > O.
Specifically, the coverage in the domain is smaller in which
the distribution of terminals is sparse, while the density domain
is larger.

Each domain uses a uniform network standard. Besides, an
edge-computing node is deployed to control the intradomain
network, provide intelligent networking, and interacting with
other domains. By subdividing the network domain as described
above, the TOINA can make load balanced in SAGAIN to avoid
resource shortage or waste. TOINA will combine the network
resource allocation scheme to make each network domain meet
the task requirements to the greatest extent.

D. Naming Rules for Packets in TOINA

SAGAIN is large in scale and contains many terminals with
different types. These are accompanied by the problems of
traffic surges, dynamic topology, and frequent interruptions of
links. In order to solve the above problems, TOINA assumes to
enable SAGAIN based on the idea of ICN. The packet format
will follow the approach proposed by NDN. Digital signa-
tures are added to the packet to prevent malicious tampering
by others, ensuring data reliability and security. Nevertheless,
the existing naming rules are slightly modified. The content
naming rules we optimized are as follows:

/Content_Name/Domain_ID/Seneor_ID (8)

where Content_Name is the name identifier associated with
the content, Domain_ID indicates the area ID of the node that
owns the content, and Seneor_ID indicates the number of the
node in the domain.

Each node will maintain a content list (CL), and each item
in the list corresponds to a specific content stored in local.
This content can be data content generated by the node or
retrieved from the network. The standard format for the CL is
shown in Table II.

For example, as shown in Fig. 8, Satellitel in the emer-
gency satellite network domain (DID = 116 — 40 — 100)
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Fig. 9. Comparison of communication based on (a) TCP/IP and (b) TOINA.

shoots a surface image, and names the image “earthSurfacel,”
so add an item “/earthSurfacel /11640100/Satellitel” to the
local CL. “/earthSurfaceO /11640100/Satellite2” in CL repre-
sents the content of the “earthSurface” requested by Satellitel
from the network, and finally receives the content, which is
derived from Satellite2. “/emergency_info/15040100/ship1” in
CL, indicates Satellite] requested the content of the navigation
network domain.

Using the request-receive-cache content mechanism can
reduce the traffic overhead in the network. We give an exam-
ple, compared with communication based on the TCP/IP
network, to explain the benefits of TOINA in detail. The exam-
ple is about Satellitel and Satellite2 successively requesting
emergency_info at Shipl. (This process mainly considers data
transmission and ignores the establishment of connections.)

Fig. 9(a) shows the communication based on the TCP/IP
network. First, Satellitel requests to Shipl based on the IP
address, and the forwarding path is IPgyeliite1 — /Ppallon] —
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IPgpip1; later Satellite2 requests the same content as Satellitel,
and the forwarding path is IPsaeltite2 — [Pairplane1 —{Pship1 . If we
use TOINA, based on content, to complete the same task, the
process is shown in Fig. 9(b). First, when Satellitel requests,
the forwarding path is Satellite]l —Ballon1—Shipl. The par-
ticipating terminals will temporarily store emergency_info
locally. Satellite2 later requests the content again, which can
be provided directly by its neighbors, Satellitel. In this way,
Satellite2 does not need to repeat cross-domain communica-
tion with Shipl, which reduces the redundant traffic in the
whole network and shortens the delay.

In practice, such similar examples occupy a large propor-
tion. Based on the content, TOINA does not need to establish
and maintain the end-to-end connection or consider the relia-
bility of the long-distance transmission links, which simplifies
the communication, save the network resources, and shorten
the delay.

E. Heterogeneous Network Interconnection in TOINA

SAGAIN covers diverse networks, such as cellular
networks, underwater sensor networks, and intersatellite
networks. These heterogeneous networks have discrepancies
in media, network architecture, and protocol, but the cur-
rent architecture is firmly entrenched [34]. Therefore, the new
network architecture not only needs to solve the problems
existing in the current network but also needs to solve the
problem of network compatibility and heterogeneous network
interconnections.

In terms of the actual use of the network, it is to transfer
data between users. That is, in the process of communication,
users only care about the data content itself but not which
strategy is employed to transmit. In order to better support
the communication between heterogeneous networks, first, we
adopt the concept of NFV in SAGAIN. Second, we set the
preprocessing layer in the protocol stack of the edge-cloud
computing node to realize the conversion of packet formats
among heterogeneous network domains.

NFV is to support differentiated communication applica-
tions on the same network infrastructure, that is, terminals
in the network domain can run multiple types of applica-
tions [16], [35]. As shown in Fig. 10, the same network infras-
tructure can support underwater acoustic wireless network,
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base station network, very high-frequency (VHF) communi-
cation, and multiple-input-multiple-output (MIMO) commu-
nication. Specifically, different network protocols can also be
employed for communication.

Besides, at the edge-computing node, we add a prepro-
cessing layer to its protocol stack. Its primary function is to
convert the format of the data packet between the subnetworks.
In brief, it is in charge of striping the header information
of the packets in the source subnetwork domain, extracting
the content itself, and then encapsulating the content to the
type of the target subnetwork. Later, the update packet will
be forward. By adding the preprocessing layer, the TOINA
realizes the management of heterogeneous networks in a uni-
form way. Furthermore, it separates the upper application from
the lower network. Specifically, the application terminal only
needs to consider the content itself without the implementation
details of the underlying network. The working principle of the
preprocessing layer is shown in Fig. 11. By adding the pre-
processing layer, TOINA realizes the conversion of the packet
header and applies this method in different types of networks,
which makes communication between heterogeneous networks
accomplished.

All in all, there are three main advantages of TOINA
compared with the existing network.

1) It enables SAGAIN and controls the areas that cannot

be reached before.

2) It provides intelligent and flexible services and allocates
the resources on demand ensuring efficient execution of
tasks.

3) It has high compatibility and scalability, which conforms
to the rapid development of the network.

IV. PERFORMANCE ANALYSIS

In this section, we evaluate the performance of our proposed
architecture TOINA in five aspects.

Network Delay: Here, we mainly discuss the propagation
delay and it can influent the total network delay. Specifically,
some edge computing nodes are deployed nearby the users
and the propagation delay of it is shorter than the cloud cen-
ter. Besides, the terminal requests are based on content rather
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than the IP address, which is easier and more quickly to be
responded by surrounding qualified nodes.

Resource Utilization: In TOINA, we propose to dynamically
configure the network resource, which can avoid the short-
age or idleness of the network resource. It can schedule some
terminals to provide opportunistic transmission after finish-
ing their own assignments. In addition, there is no need to
establish an end-to-end connection, that is, the use of the link
resources is more flexible and the redundant traffic is greatly
reduced.

Robustness: In terms of robustness, we mainly achieve
rapid recovery from the link interruptions and avoiding
network paralysis. Using the request-receive-cache mecha-
nism, participating nodes temporarily save the forwarded
content. It can be retransmitted by the near nodes to
complete the communication when the link interrupted. In
TOINA, we use edge computing nodes to manage the
SAGAIN in a distributed manner. When a failure occurs,
its influence is local and the number of involved terminals
is small.

Security: First, the packet is authenticated with a digital
signature. It can determine the source of the information and
is nonrepudiation. Its value will change if the content changed.
Because of that, digital signatures ensure the message integrity.
Second, the edge computing nodes in TOINA response the
user more closely, reducing the risk of data exposure. They
can provide a seamless network access services for mobile
terminals in SAGAIN, avoiding the packet being intercepted
in the middle. Finally, the requests are based on content, not
location. That is the specific servers cannot be located and
unable specific nodes, reducing the risk of Denial-of-Service
(DoS) attacks.

Compatibility: The incremental design of the protocol stack
enables format conversion between protocols and is compati-
ble with many firmly entrenched architectures. Both of them
will improve the compatibility of TOINA.
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V. CASE STUDY

Through the introduction, we have a certain degree of under-
standing the TOINA proposed for SAGAIN. The following
will take an example to deepen the recognition of it.

As shown in Fig. 12, there are two types of underwater sce-
narios. One is underwater environment monitoring (completed
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by fixed sensor nodes), and the other is an underwater survey,
which is mainly responsible for investigating whether the oil
pipes laid on the seafloor have leaked oil. This task is mainly
assisted by AUV.

It is important to control the oil spill as soon as possi-
ble because it will pollute the ocean environment. Fig. 13(a)
depicts the interaction among the terminals in response to this
emergency task.

When the oil pipe suddenly leaked, the AUV detects the
situation and entered an emergency state. The AUV sends
a request “/Emergency_oilLeakControl/12040100/*” reporting
the information about the leak of the oil pipe to the shore
control center for further instructions.

After receiving the request, the sink node (work as an edge-
computing node and contain the controller) preprocesses and
verifies it, and executes the method of requirements extraction.
The process of it is shown in Fig. 13(b). After that, the task
is defined as follows.

1) The task type is emergence condition.

2) The network delay should be reduced as much as

possible.

3) The property of the terminals participated is mobile and

energy limited, so the interruption should be considered.

4) The opportunistic relay transmission can be carried out

with the aid of the aircraft. Finally, the task is allocated

with high bandwidth and transmission rate, and some

capacity storage.
Then, the sink node will perform network configuration based
on all collected information. To provide low-latency communi-
cations, the task will be completed with the help of SAGAIN.
Besides, the controller schedules some network resources of
the underwater environment monitoring network, to provide
sufficient network resources for the emergency network.

After finishing the intelligent networking, the next step is
to execute the task. The sink node checks the local CL to
determine the forwarding direction according to the request,
converts the request packet format, and forwards it to the air-
craft to relay the request to the satellite. Later, the satellite
sends the request to the land control center for further com-
mand. When the control center receives the message, it will
give the command for AUV and deploy the ROVs to fix the
pipe. This reply is sent back to AUV according to the original
path. During the above process, the participating nodes tem-
porarily save the message for quick retransmission in case of
a link interruption.

VI. CONCLUSION

In the era of the IoT with massive information, SAGAIN
with large scale and extensive coverage has become one of the
most promising networks. It can be applied to many fields,
such as defense missions, marine transportation, emergency
rescue, and environmental protection. Therefore, the devel-
opment of SAGAIN is of great benefit to the human being.
In order to make better use of this network system and fur-
ther promote the development of the IoT, this article analyzes
the characteristics and challenges of SAGAIN. Combined
with the existing network architectures, we propose a new
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network architecture named TOINA for SAGAIN and ana-
lyze its performance. The TOINA mainly solves the problems
of intelligent networking, heterogeneous network interaction,
intermittent network interruption, long latency, and load unbal-
ance. However, how to effectively manage the namespace,
make routing decision, ensure the network security, and other
issues remain to be further studied and resolved.
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