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Abstract—Existing microgrid communication relies on classical
public key systems, which are vulnerable to attacks from quan-
tum computers. This paper uses quantum key distribution (QKD)
to solve these quantum-era microgrid challenges. Specifically, this
paper makes the following novel contributions: 1) it devises a
novel QKD simulator capable of simulating QKD protocols; 2) it
offers a QKD-based microgrid communication architecture for
microgrids; 3) it shows how to build a quantum-secure microgrid
testbed in an RTDS environment; 4) it develops a key pool
sharing (KPS) strategy to improve the cyberattack resilience of
the QKD-based microgrid; and 5) it analyzes the impacts of
critical QKD parameters with the testbed. Test results provide
insightful resources for building a quantum-secure microgrid.

Index Terms—Microgrid, quantum key distribution, quantum
computer, cyber security, communication, testbed

NOMENCLATURE

χn The probability that the laser sends a n-photon state

δZ,1 The number of bit errors of single-photon Z events in

the raw key

` The length of the extracted secret key

ηBob The receiver’s detection efficiency

ηec Error correction efficiency

ηtr The transmittance that is related to the fiber length L
λec Specifies how much information leaked during error

correction

φX Phase error rate of single-photon X events in raw key

εc The probability that keys extracted by the two parties

are not identical

εs The maximum failure probability

ξX,0 The number of vacuum X events in the raw key

ξX,1 The number of single-photon X events in the raw key

ξZ,0 The number of vacuum Z events in the raw key

ξZ,1 The number of single-photon Z events in the raw key

B Block size for post processing

bk The probability of having a bit error for intensity k
emis Error rate due to optical errors

ki The ith intensity; i = 1, 2, 3
L The fiber length

mZ,k The number of error events in the raw key with the

Z basis for intensity k
Nb The number of raw-key signals in the “buffer”

Nr The number of signals needed to be sent before the

post processing can start
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Ns Key pool size

Nt The total number of signals that have been sent by the

laser within (tc − tp)

nX,k The number of X signals received using intensity k
nZ,k The number of Z signals received using intensity k
nZr,k The number of error events in Z basis for intensity k
px The probability of choosing the X basis by the sender

pap After-pulse probability

pdk
The probability that a signal with intensity k is re-

ceived by the receiver

pdc Dark count probability

pki
The probability of intensity ki

P ∗
ref Active power reference

Q∗
ref Reactive power reference

Rc The rate of correctly-received raw-key signals

rk The expected detection rate

RX,k Expected transmission rate of X signals for k
RZ,k Expected transmission rate of Z signals for k
RZr,k Expected transmission error rate in the Z basis for k
tc The current time

tp The last calling time

vs The speed of the laser sending signals

I. INTRODUCTION

S
ECURING data transmission in microgrid is critical for

maintaining normal grid operations and achieving desir-

able benefits, e.g., fast recovery during a main grid black-

out, improved system reliability and resilience, and economic

power supply to customers [1]–[3]. Existing methods on

this topic largely rely on cryptographic systems such as the

Advanced Encryption Standard (AES) [4]. AES and similar

methods use a key for all encryptions within a given time

period [5]. It therefore requires that the key, which is pre-

shared by two parties, has to be kept secret. This secure key

distribution process is mostly achieved by public-key cryp-

tographic methods such as the Diffie-Hellman key exchange

(DH) [6] and Rivest-Shamir-Adleman (RSA) [7].

However, the security of all classical public key systems is

only guaranteed based on the assumed limits on an adversary’s

power. For instance, some mathematical problems such as the

discrete logarithm problem [8] or the factoring problem [9]

cannot be effectively solved even by the fastest modern com-

puters using any existing algorithms [10]. These assumptions

however are still unproven, and if proven false, the current

cryptographic systems will no longer be secure [11].

Further, even if these assumptions remain true, the develop-

ment of quantum computers will lead to security breaks [12],

[13]. Quantum computing promises to efficiently solve math-

ematical problems by using quantum-mechanical phenomena

such as superposition [14] and entanglement [15]. Note that
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although today’s quantum computers are still noisy and their

advent on a scale large enough to break current cryptographic

systems is perhaps still decades away, their sudden appearance

will leave microgrid stakeholders little time to adapt.

A potent solution to tackle this quantum-era challenge is the

use of quantum key distribution (QKD) [16]. It uses laws of

quantum mechanics to securely generate keys for two parties.

Because those laws have been fairly heavily tested, they pro-

vide a more solid foundation than computational assumptions.

However, although QKD has been widely applied in such areas

like computer networks [17], online banking [18], and ATM

transactions [19], the microgrid community is unfortunately

largely silent on the topic of developing a quantum-secure

microgrid. Part of the reason for this stems from the fact

that the existing QKD systems cannot be directly applied in

microgrid. With multiple communication channels and differ-

ent transmission requirements existing in microgrid, it was

unclear how QKD performs and whether it is applicable under

various circumstances. A real-time QKD-integrated microgrid

simulation testbed for evaluating the performance of the QKD-

based microgrid is critical but does not yet exist.

Building a real-time QKD-integrated microgrid simulation

testbed is however challenging. There are currently no exist-

ing resources indicating how to integrate QKD systems into

a real-time microgrid simulator. For instance, most cyber-

physical power system testbeds focus on power sources,

control systems, communication bandwidths, delays, and cy-

berattacks [20]–[22], neither of which is related with quantum

cryptography. In addition, no existing QKD simulators or real

systems can be directly integrated into an existing microgrid

simulator. To properly integrate QKD systems into a real-time

microgrid simulator, the critical concerns are summarized as

follows: 1) the system should have the capability to flexibly

modify QKD parameters for simulating different scenarios,

e.g., with different fiber lengths and noise levels; 2) the system

should be easily extensible to employ different QKD protocols

with different principles, theories and configurations; and 3)

the system should be capable of simulating multiple quantum

channels and even multiple microgrids.

Further, the key generation speed in a QKD system is

affected by a number of variables like the distance between

two communicating parties and the noise, which can be

either natural or caused by an adversary, on quantum optic

equipment. A large distance or a strong attack on the QKD

equipment can reduce this speed, detrimentally causing keys

to be exhausted. As the frequency of data transmission in

microgrid is much faster than that in many other areas, keys in

microgrid are more likely to be exhausted. A proper strategy

is significantly needed to enhance the resilience of the system.

To bridge the gaps, in this paper, we develop a QKD-

integrated microgrid testbed in Real Time Digital Simulator

(RTDS). Specifically, a QKD simulator is developed in Python

capable of simulating QKD systems in practice. This simulator

is not only able to flexibly modify QKD parameters, but also

easily extensible for different QKD protocols and quantum

channels. Key components of the testbed like hardware con-

nection, communication network, and QKD integration are

designed and presented in detail. To evaluate the performance

of the QKD-enabled microgrid, extensive case studies are

conducted. Building this QKD-integrated microgrid real-time

testing environment is an important step towards constructing

a realistic QKD-enabled microgrid in practice. The real-time

communication between the RTDS simulator and a remote

server enabled by the QKD algorithm is the salient feature of

this testbed. Main contributions of this paper are as follows:

• A novel QKD simulator is developed capable of simulat-

ing QKD protocols with great flexibility to modify QKD

parameters and ease of extensibility for different QKD

protocols and quantum channels.

• A novel QKD-enabled communication architecture is de-

vised for microgrids. Instead of using classical public key

systems to distribute keys for two communicating par-

ties, it uses quantum cryptography with an information-

theoretic security. This architecture is also easily exten-

sible for more QKD systems and more microgrids.

• A QKD-integrated microgrid testbed is built in RTDS.

Key components like hardware connection, communica-

tion network, and QKD integration are designed. This is

the first real-time power systems testbed that integrates

both microgrid and quantum cryptography features.

• A novel key pool sharing (KPS) strategy is designed to

further enhance the system’s resilience to cyberattacks.

It is not only quantum-secure but also ensures that the

information-theoretic one-time pad (OTP) is used up until

the last 128 or 256 bits are available maximizing the

security of the overall system.

• The impacts of critical QKD parameters like quantum

fiber length, data transmission speed, attack level, and

detection efficiency are evaluated with the testbed. The

impact of QKD systems on microgrid and the comparison

of different QKD protocols are also investigated.

The rest of this paper is organized as follows: Section II

describes quantum communication and offers the design of

the QKD simulator. The QKD-based microgrid architecture

and the KPS strategy are presented in Section III. Section

IV elaborates the testbed design. Our evaluation results are

reported in Section V, and Section VI concludes the paper.

II. QUANTUM COMMUNICATION AND A QKD SIMULATOR

In this section, we will first give a brief overview of quantum

communication including quantum states, the general setting

of a QKD system, and a practical decoy-state protocol. We will

then present the novel QKD simulator capable of simulating

QKD protocols, and the benefits of using QKD for microgrids.

A. Quantum Communication

1) Quantum States: Instead of using binary bits to encode

information as in classical communication systems, quantum

communication utilizes quantum states, or “qubits”. A qubit

is a two-state quantum-mechanical system, whose state is

commonly represented by the spin of an electron or the

polarization of a photon. Unlike a binary bit, which has to

be in one state or the other, a qubit can be in a coherent

superposition of both states [23]. For QKD systems, photons

are the primary practical implementation of qubits. For the
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the ratio of the number of correctly-received signals (leading

to a useful raw key) and the number of signals actually sent.

Specifically, Rc can be calculated as follows [26]:

Rc =
∑

k∈{k1,k2,k3}

pkp
2
xpdk

, (3)

where pdk
is the probability that a signal with intensity k is

received by Bob. It can be expressed as

pdk
= (1 + pap)rk, ∀k ∈ {k1, k2, k3}, (4)

where pap is the after-pulse probability. rk is the expected de-

tection rate (excluding after-pulse contributions) for intensity

k, and can be calculated as follows:

rk = 1− (1− 2pdc)e
−ηtrηBobk, ∀k ∈ {k1, k2, k3}, (5)

where pdc is the dark count probability and ηBob is Bob’s

detection efficiency. ηtr is the transmittance that is related to

the fiber length L as follows:

ηtr = 10−0.2L/10, (6)

where the fibers are assumed to have an attenuation coefficient

of 0.2 dB/km.

When the simulator is called, Nt and Nr are calculated and

compared. Based on the comparison result of Nt and Nr, two

cases exist as described below:

1) Case 1: If Nt is smaller than Nr, the post processing

will not start, and the value of tc will be assigned to tp.

Note that tc is continuously increasing. Meanwhile, a certain

number of signals within the time interval (tc − tp) will be

added into the “buffer”. Let nX,k be the number of X signals

received using intensity k. Then, of course, nX , the size of the

raw key in the “buffer” with the X basis, is simply the sum

of all nX,k over all the intensities used. Specifically, nX,k can

be updated as follows:

nX,k ← nX,k +NtRX,k, ∀k ∈ {k1, k2, k3}, (7)

where RX,k is the expected transmission rate of X signals for

intensity k. It can be expressed as

RX,k = pkp
2
xpdk

, ∀k ∈ {k1, k2, k3}. (8)

Similarly, the number of Z signals received using intensity

k, nZ,k, can be updated as follows:

nZ,k ← nZ,k +NtRZ,k, ∀k ∈ {k1, k2, k3}, (9)

where RZ,k is the expected transmission rate of Z signals for

intensity k, and can be expressed as

RZ,k = pk(1− px)
2pdk

, ∀k ∈ {k1, k2, k3}. (10)

The size of the raw key in the “buffer” with the Z basis,

nZ , is the sum of all nX,k over all the intensities used.

For our simulation, we assume a standard fiber channel and

practical settings for devices. In this case, the probability of

having a bit error for intensity k, bk, is as follows:

bk = pdc+emis(1−e
−ηtrk)+

paprk
2

, ∀k ∈ {k1, k2, k3}, (11)

where emis is the error rate due to optical errors. Then, the

number of erroneous bits in the Z basis for intensity k, nZr,k,

can be updated as follows:

nZr,k ← nZr,k +NtRZr,k, ∀k ∈ {k1, k2, k3}, (12)

where RZr,k is the expected transmission error rate in the Z
basis for intensity k, and can be expressed as

RZr,k = pk(1− px)
2bk, ∀k ∈ {k1, k2, k3}. (13)

When all the X , Z, and erroneous signals with all the

intensities have been added, the simulator goes back to the

“listening” mode. As mentioned, tp becomes tc, and tc con-

tinuously grows.

2) Case 2: If Nt is greater than or equal to Nr, post

processing will start. The simulator will then add all the X , Z,

and erroneous signals with all the intensities into nX,k, nZ,k

and nZr,k, respectively. Specifically, nX,k, nZ,k and nZr,k can

be updated in the following way:











nX,k ← nX,k +NrRX,k

nZ,k ← nZ,k +NrRZ,k ∀k ∈ {k1, k2, k3}.

nZr,k ← nZr,k +NrRZr,k

(14)

After the post processing is completed, the key is established

and can be used by Alice and Bob. The simulator simulates the

process by calculating the length ` of the extracted secret key

that would be generated under the same conditions in practice.

The length ` of the extracted secret key can be obtained as

follows [25]:

` = bξX,0+ ξX,1− ξX,1h(φX)−λec−6 log
2

21

εs
− log

2

2

εc
c, (15)

where h(x) = −x log2 x − (1 − x) log2(1 − x) is the binary

entropy function. ξX,0, ξX,1, and φX are the number of

vacuum events, the number of single-photon events, and the

phase error rate of the single-photon events in the raw key with

the X basis, respectively. εc is the probability that the keys

extracted by the two parties are not identical, and εs is the

user-specified maximum failure probability. λec specifies how

much information is leaked during error correction. It is set

to nXηech(φX), where ηec is the error-correction efficiency.

The above parameters cannot be directly observed; however,

by using the decoy-state protocol, they can be bounded as

shown in [25]. Basically, ξX,0 satisfies

ξX,0 ≥ χ0

k2n
−
X,k3
− k3n

+

X,k2

k2 − k3
, (16)

where χn is the probability that Alice sends a n-photon state.

This value, using a weak-coherent laser, follows a Poisson

distribution and is found to be:

χn =
∑

k∈{k1,k2,k3}

e−kknpk/n!, (17)

and

n±
X,k =

ek

pk
(nX,k ±

√

nX

2
ln

21

εs
), ∀k ∈ {k1, k2, k3}. (18)
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TABLE I
INITIAL VALUES OF THE PARAMETERS IN THE QKD SIMULATOR

k1 k2 k3 pk1
pk2

pk3
nX,k

0.4 0.1 0.007 1/3 1/3 1/3 0

B px pdc εc ηBob emis nZ,k

107 0.8 6×10−7 10−11 0.1 5×10−4 0

tp (s) ηec pap εs L (km) vs (bit/s) nZr,k

0 1.16 4×10−2 10−11 5 4×107 0

The number of single-photon events in the raw key with the

X basis, ξX,1, satisfies

ξX,1 ≥
χ1k1[n

−
X,k2
− n+

X,k3
−

k2

2
−k2

3

k2

1

(n+

X,k1
−

ξX,0

χ0

)]

k1(k2 − k3)− k22 + k23
. (19)

Similarly, by using (16)-(19) with statistics from the basis

Z, the number of vacuum events in ZA, ξZ,0, and the number

of single-photon events in the raw key with the Z basis, ξZ,1,

can also be obtained.

The phase error rate of the single-photon events in the raw

key with the X basis, φX , satisfies [27],

φX ≤
δZ,1

ξZ,1
+ f(εs,

δZ,1

ξZ,1
, ξZ,1, ξX,1), (20)

where

f(a, b, c, d) =

√

(c+ d)(1− b)b

cd log 2
log2(

c+ d

cd(1− b)b

441

a2
),

(21)

and δZ,1 is the number of bit errors of the single-photon events

in the raw key with the Z basis. It is given by

δZ,1 ≤ χ1

m+

Z,k2
−m−

Z,k3

k2 − k3
, (22)

where

m±
Z,k =

ek

pk
(mZ,k ±

√

mZ

2
ln

21

εs
), ∀k ∈ {k1, k2, k3}, (23)

and mZ =
∑

k∈{k1,k2,k3}
mZ,k. Here, mZ,k is the number of

error events in the Z basis.

In this paper, the initial values of the parameters from (1)-

(23) are given in Table I.

In sum, this simulator simulates the probabilities of various

events occurring such as multiple-photon emission, photons

being lost in the channel, phase errors, and detector imperfec-

tions. The simulator assumes quantum signals are continually

being sent from end-nodes building a raw-key pool. When

the simulator is called, it determines how many signals could

have been sent from the last call (based on the speed of

the simulated laser source and detector dead times), what

the user’s choices were for those signals (e.g., basis and

intensity choices), and whether the receiver got a measurement

outcome. If a sufficient number of signals have been sent, the

error correction and privacy amplification results are simulated

leading to the generation of a simulated secret key of the actual

size that would be generated under these conditions in practice.

These secret key bits are added to the corresponding key pool.

Note that this QKD simulator is able to flexibly alter

QKD parameters for simulating different scenarios, e.g., with

different fiber lengths and noise levels. The simulator is also

easily extensible for different QKD protocols and quantum

channels. With a different QKD protocol, only the steps within

shaded areas in Fig. 1 need to be changed correspondingly.

C. Attack Model and Security Requirement

Adversaries have complete control over all quantum com-

munication channels along with perfect quantum memories.

In addition, they are free to perform an optimal attack on

the quantum communication utilizing any computational ca-

pability available now or in the future (e.g., using quantum

computers). The security guarantees of the QKD-produced

keys are information-theoretic in that they do not make any

assumptions on the computational abilities of the adversary.

Thus, the keys derived are secure even against future compu-

tational or algorithmic breakthroughs.

We do assume that devices internal to communication nodes

(e.g., quantum sources and quantum measurement devices) are

trusted and cannot be tampered with by the adversary. For

side-channel attacks, such as detector blinding attacks [28],

other countermeasures exist. As future work, we may explore

relaxing this assumption moving towards device-independent

models of security; however for this work, we assume trusted

devices. We also assume an authenticated classical channel

connects two parties. Such channels are needed for QKD

systems to operate, and provide information-theoretic authen-

tication (but not secrecy). These authentication tags, being

also information-theoretically secure, are secure against future

computational or algorithmic breakthroughs, e.g., they are

secure against attacks from a future quantum computer.

Further, all point-to-point communication systems are as-

sumed to hold an initially-shared secret key (which may be

pre-installed when devices are manufactured, or loaded into se-

cure memories by the operator on the first setup). This shared

initial key is needed for the authenticated channel to operate;

however, it will be continually and automatically refreshed by

the QKD system. As for functionality requirements, devices

are required to have access to a classical communication

network and a point-to-point quantum channel along with the

source preparation and measurement devices needed to operate

the decoy-state BB84 protocol. See [24] for more information

on the needed hardware of a QKD system. This hardware is

practical today and commercially available.

The security analysis follows information-theoretic tech-

niques [29]. In particular, it is guaranteed that, except with

the negligible probability εc, devices will output a secret

key that is independent of any adversary, even one that is

computationally unbounded. The security proof of the decoy

state protocol in [25] guarantees that for any attack from the

adversary allowed within the laws of physics, the final key is

uniformly random and independent of any adversary.

D. Benefits of Using QKD for Microgrids

QKD has been envisioned as one of the most secure

and practical instances of quantum cryptography. Specifically,

using QKD provides the following benefits for microgrid:

• Keys generated by QKD are almost impossible to steal

even in the face of an adversary with infinite supplies

of time and processing power, because by encoding a
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