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ABSTRACT

ThefincreasfingcompflexfityandubfiqufityoffusfingIoTdevficesexac-
erbatetheexfistfingprogrammfingchaflflengesfinsmartenvfironments
suchassmarthomes,smartbufifldfings,andsmartcfitfies.Recent
workshaveffocusedondetectfingconflfictsfforthesaffetyandutfiflfity
offIoTappflficatfions,buttheyusuaflflydonotemphasfizeanymeans
fforconflfictresoflutfionotherthanjustreportfingtheconflficttothe
appflficatfionuserandbflockfingtheconflfictfingbehavfior.Wepropose
RemedIoT,aremedfiaflactfion1fframeworkfforresoflvfingInternet-
off-Thfingsconflficts.TheRemedIoTfframeworkusesstateofftheart
technfiquestodetectfiffaconflfictexfistsfinagfivensetoffdfistrfibuted
IoTappflficatfionswfithrespecttoasetoffpoflficfies,fi.e.,ruflesthatdefine
theaflflowabfleandrestrfictedstate-spacetransfitfionsoffdevfices.For
eachfidentfifiedconflfict,RemedIoTwfiflflsuggestasetoffremedfiafl
actfionstotheuserbyfleveragfingRemedIoT’sprogrammfingabstrac-
tfions.Theseprogrammfingabstractfionsenabfledfifferentreaflfizatfions
offanIoTmoduflewhfiflesaffeflyprovfidfingthesameflevefloffutfiflfity,
e.g.,fiffanafir-condfitfionerappflficatfionthatfisusedtofimpflementa
cooflfingmodufleconflfictswfithaCO2monfitorappflficatfionthatre-
qufiresventfiflatfionathome,anon-conflfictfingsmartffanappflficatfion
wfiflflbesuggestedtotheuser.WeevafluateRemedIoTonSamsung
SmartThfingsappflficatfionsandIFTTTappfletsandshowthatffor102
detectedconflfictsacross74sampfleappflficatfionswfith11poflficfies,
RemedIoTfisabfletoremedfiate∼80%offtheconflfictsffoundfinthe
envfironment,whfichwoufldnormaflflybebflockedbyprfiorsoflutfions.
Weffurtherdemonstratetheeficacyandscaflabfiflfityoffourapproach
fforsmartcfityenvfironments.

CCSCONCEPTS

•Sofftwareandfitsengfineerfing→ Sofftwaresaffety;Generafl
programmfingflanguages.
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1 INTRODUCTION

TheproflfifferatfionofftheInternet-off-Thfings(IoT)hasenabfledsen-
sorsandactuatorsacrossseveraflffacetsoffsocfietyfforthepurpose
offautomatfingandoptfimfizfingourdafiflytasks.Ashumanssettfle
fintosmartenvfironments,thecoflflectfionoffdataandautomatfion
offassocfiatedprocessesdrawconcernsoffsaffety,securfity,andprfi-
vacy[2,15,27].IoTprogrammfingpflatfformssuchasIFTTT[28],
Zapfier[31],andSamsungSmartThfings[25]haveeasedthecon-
figuratfionprocessoffsmartenvfironmentdevfices,buttheypflaced
theburdenoffaddressfingthoseafforementfionedconcernsonboth
theIoTappflficatfiondeveflopersandtheappflficatfionuserswhoare
configurfingtheenvfironment.
Prevfiousworkshaveattemptedtoaflflevfiatethfisburdenbycheck-

fingpotentfiaflIoTconfiguratfionsagafinstpoflficfies,whficharerufle
specfificatfionsoffapartficuflarsystemwfithrespecttosomeobjectfive
ffunctfionsuchassaffetyorutfiflfity.Anexampflepoflficymayafimatpre-
ventfingracfingcondfitfionsbetweentwoappflficatfionsthatmayturn
adevficeonoroff.Poflficy-basedmechanfismshavebeenproposed
toenfforcepoflficfiesthatavofidunsaffeorunsecurestatesfforsmart
envfironments.SoflutfionssuchasIoTGuard[6]wfiflflrafiseanaflertto
theuserfiffapartficuflarpoflficyfisvfioflatedandbflocktheassocfiated
actfion.Thegeneraflffocusoffthesemechanfismshasbeentodeter-
mfinefinterorfintra-appsaffety,securfity,andprfivacyconflfictsffor
efitherexpflficfitflydefinedreflatfionshfipsamongstdevfices[8,11,14]
orfforfimpflficfitreflatfionshfipsthatareflearnedbasedonthedevfice
behavfior[3,12,20].
Aflthoughthesesoflutfionsprovfidepromfisfingapproachestocon-

flfictdetectfion,theytypficaflflydonothaveameansofftakfingthe
rfightcourseoffactfiononceaconflfictfisdetected–theyusuaflflyonfly
bflocktheconflfictfingactfions[4].Severaflofftheseconflfictsmaybe
finthecontextoffasaffety-crfitficaflappflficatfionandrequfirefimmedfi-
ateremedfiatfion,fi.e.,anautomatedsoflutfiontoresoflvetheconflfict
wfithoutdeadflockfinganycrfitficaflappflficatfions.Forexampfle,anIoT
appflficatfionmayspecfiffythatfifftheconcentratfionoffCO2fishfigh,
anfimmedfiateventfiflatfionactfionneedstobeperfformedbyopenfing
thewfindows.Meanwhfifle,anotherthermostatappflficatfionensures
thatthewfindowsremafincflosedfincofldweathertosaveenergy.
IffthefindoorCO2accumuflatestoadangerousfleveflfinwfinter,a
conflfictmayarfise.Thecurrentstateofftheartconflfictprotectfion
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mechanfisms,however,maybflockthesaffety-crfitficaflventfiflatfionac-
tuatfion.Inthfiscase,aremedfiaflactfionwoufldresoflvetheconflfict
byfindfinganaflternatfiveorredundantpaththatfimpflementsthe
sameutfiflfity,e.g.,anHVACsystemwoufldbeusedfinsteadoffthe
smartwfindowfforventfiflatfion.However,findfingaflternatfiveorre-
dundantreaflfizatfionsfforcommodfityIoTutfiflfitfiescanbedfificuflt.
Impflementedastradfitfionafldevficedrfivers,IoTdevficefinterffacesare
typficaflflymonomorphficand,assuch,cannotbeeasfiflyreaflfizedby
aflternatfivemeans.We,thereffore,needamethodtoprovfideapofly-
morphficfinteractfionfinterffacesuchaspoflymorphficprogrammfing
abstractfionsfforthosedevficesthatffacfiflfitatesuchremedfiaflactfions.
Poflymorphficabstractfionsfforsensorsandactuatorshavebeen

empfloyedbyIoTmacroprogrammfingfframeworksthatsuggest
hfigh-fleveflcommandsffordfistrfibutedIoTfframeworks[23].These
fframeworksreflyonthenotfionthattheycanspecfiffywhatshoufldbe
sensedoractuatedasopposedtohowsensfingoractuatfionfiscarrfied
out.Preflfimfinaryworksshowthepossfibfiflfityoffrafisfingabstractfions
vfiafinfferencegraphsfforsensors[26],e.g.,a“fitnessactfivfity"sensor
abstractfionmaybereaflfizedbyefitheranfinertfiaflmovementsensor
oraheartratemonfitor.However,thesamenotfionhasyettobe
reaflfizedfforactuatfionasfitfisdfificuflttoreasonabouttheutfiflfityoff
anactuatorbasedontheuser’sfintentfion.
Inthfispaper,wepresentRemedIoT,aremedfiaflactfionengfine

fframeworkfforresoflvfingtheconflficts(fi.e.,poflficyvfioflatfions)offIoT-
basedsmartenvfironments.RemedIoTheflpstheappflficatfionusers
remedfiateconflfictswhentheyconfigurethesmartenvfironment
throughsmartappflficatfionpflatfforms.Wefintroduceakeycompo-
nent,actuatfiongraphs,thataflflowsrafised,poflymorphficabstractfions
offbothIoTactuatorsandsensors.RemedIoTfleveragestheIoTac-
tuatfiongraphstoprovfideaflternatfivereaflfizatfionsoffsensorsand
actuatorsfforsmartenvfironments.Saffety,securfity,andprfivacypoflfi-
cfiescanthenbespecfifiedwfithrespecttotheserafisedhfigh-flevefl
sensorandactuatorabstractfions.RemedIoTthenusesaconflfict
detectortodetermfinefiffagfivenIoTactuatfionorcontroflcommand
trfiggersanyconflficts.Iffaconflfictfisdetected,theRemedfiaflActfion
Engfinesuggestsaflternatfivereaflfizatfionsoffauser’sfintendedappflfi-
catfionthatcanbefinstaflfledtoavofidsuchaconflfict.Oncearemedfiafl
actfionhasbeenseflected,thesameconflfictruntfimeexecutesthe
remedfiaflactfionscheme.
WeevafluateRemedIoTonSamsungSmartThfingsappflficatfions

andIFTTTappfletsbyextractfing195possfibfleautomatfionflogfics
andgeneratfing74sampfleappflficatfionswfith11poflficfies.Forthese
appflficatfions,weutfiflfizedstateofftheartconflfictdetectorapproaches
todetect102possfibfleconflficts.WeshowthatRemedIoTfisabfleto
remedfiate∼80%offtheconflfictsthatwoufldnormaflflybebflockedby
prfiorsoflutfions.Weshowhowremedfiaflactfionscanbeoptfimfized
agafinstabstractfioncostffunctfionssuchaspowerconsumptfionand
devficeprofiflfing.Weffurtherdfiscusstheeficacyandscaflabfiflfityoff
RemedIoTfinthecontextoffsmartcfityenvfironments.
Contrfibutfions.Ourcontrfibutfionsaresummarfizedasffoflflows.

•WeprovfideactuatfiongraphabstractfionsfforactuatorsfinIoT
smartenvfironments.
•WepresentRemedIoT,aremedfiaflactfionengfinefframework
thatutfiflfizesaflternatfivereaflfizatfionsoffIoTappflficatfionsto
provfideremedfiaflactfionsfforagfivenIoTpoflficyconflfict.

•WeevafluateRemedIoTonasetoffSamsungSmartThfings
appflficatfionsandIFTTTappfletsandshowhowRemedIoT
canremedfiate∼80%offconflfictsthatwoufldnormaflflybe
bflockedbyprevfioussoflutfions.
•Weshowhowremedfiatfioncanbeoptfimfizedfforprovfidfing
automatedremedfiaflactfionsbasedonabstractfionmetadata.

Oursourcecodeanddatasetsareavafiflabfleonflfine:
https://gfithub.com/nesfl/bufifldsys-19-code

2 BACKGROUND

Inthfissectfion,weprovfidethepreflfimfinaryfinfformatfionnecessaryto
understandtherestoffthfispaper.Wefirstdfiscussthestate-off-the-art
fforIoTeventservficepflatfforms.Wethendfiscussthestate-off-the-art
fforconflfictdetectfionacrossdfifferentIoTservficesaflongwfiththefir
flfimfitatfions.

2.1 IoTEventServficePflatfforms

ThecurrentprogrammfingparadfigmsfforcommodfityIoTsmart
envfironmentstypficaflflyffacfiflfitateIoTdevficefinteractfionthrougha
controflhub,e.g.,SamsungSmartThfings[25],AppfleHomeKfit[1],
andtheMficrosofftAzureIoTEdge[19].
Recentfly,programmfingparadfigmshaveemergedthataflflow

userstofinteractwfithIoTdevficesthrougheventservfices.Instead
offhavfingtheusermanuaflflycontroflIoTdevficesthroughacon-
troflhub,theseservficesabstractawaythecompflexfitfiesoffautoma-
tfion.Thesemechanfismsautomateusercontroflprocessesthrough
events,fi.e.,user-definedtrfigger-actfionschemesfforIoTenvfiron-
ments.Forfinstance,eventservficepflatfformssuchasIFTTT(Iff-
thfis-then-that)[28]andZapfier[31]provfideamoreconvenfientway
toexecuteanactfionwhenauser-definedcondfitfionorsetoffcondfi-
tfionsfissatfisfied.Theuseronflyneedstosetan“fiff"condfitfion(fi.e.,
eventtrfiggercondfitfion),andthecorrespondfingIFTTTruflewfiflfl
finteractwfiththecontroflhubtoexecutetheassocfiatedeventactfion.
Aflthoughtheseparadfigmsgeneraflflyprovfideaconvenfientmeans
offprogrammfingIoTdomafins,wewfiflflshowthatthefirflfimfitatfions
resfidefinthefirsensorandactuatorprogrammfingabstractfions.
Generaflfizedsystemmodefl.Thesystemmodeflweconsfiderfin
thfispaperhasacontroflhubthatmayberunnfingoneoffthehub
servficesmentfionedabove.Ausermayhavedfirectaccesstoade-
vficevfiaanappflficatfionfinterffaceorcanwrfiteaneventfforthesmart
envfironmentusfingacommodfityIoTeventservficepflatfform.Each
eventconsfistsoffacondfitfionorasetoffcondfitfionsandanassocfiated
actfion(s).Thecondfitfionfisanexpressfionthatspecfifiesthestateoff
thesmartenvfironment,andtheactfionfistheactuatfioncommand
thatchangestheenvfironmentstate(s).Thedevficestate-spacerep-
resentatfionfforbothcondfitfionsandactfionsfisdomafin-specfificand
dependsontheAPIprovfidedbytheIoTeventservficepflatfform,e.g.,
asmartbuflbbefingonoroff.Apoflficywfiflflaflsobedomafin-specfificas
fitdefinesthesetsoffaflflowedanddfisaflflowedstate-spacetransfitfions
fforanIoTsystem[6].Ourmodeflaflflowsapoflficytobespecfifiedby
whoeverfisconfigurfingtheIoTsystem.Inthfispaper,weseekto
provfideconflfictremedfiatfion,fi.e.,poflficyvfioflatfionresoflutfion,fforthe
systemmodeflandanumberoffdefinedevents.Theremedfiatfion,fin
essence,fisasetoffneweventssuggestedfforrepflacfingsomeofldones
finordertoresoflveconflfictsfintheeventset.Wefirstenumeratethe
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Types off Poflficfies 

P1: Mutuaflfly excflusfive states must not exfist fin the envfironment. P2: User-defffined rufles. 

Racfing Events Cycflfic Events E.g.: Doors and wfindows must be flocked fis user fis not home 
E1: user-away -> user-away-mode-on 
E2: user-away-mode-on, temp-hfigh -> wfindows-on 

E1: CO2 densfity-hfigh -> turn-on-ffan 
E2: temp-flow -> turn-offff-ffan 

E1: user-home, flfights-on -> flfights-offff 
E2: user-home, flfights-offff -> flfights-on 

 
 
 
 
 

   

  

CO
2
 densfity-hfigh  

temp-flow turn-offff-ffan 

turn-on-ffan 

temp-hfigh open-wfindows 

P: <user-not-home, doors-flock, wfindows-flock> User-home 
flfights-on flfights-offff 
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Tabfle1:Thetwogeneraflcategorfiesoffpoflficfies:thepoflficfiesdefinedbyCeflfiketafl.[6]anduser-definedpoflficfies.

flfimfitatfionsoffcurrentconflfictdetectfionmethodsandfformaflfizethe
conflfictsconsfideredfinthfispaper.
Conflficttypes.Wedefineaconflfictasavfioflatfionoffpoflficy.We
consfidertwogeneraflcategorfiesoffpoflficfies:user-definedpoflficfies
andthecflassoffpoflficfiesfintroducedbyCeflfiketafl.thatdonotaflflow
mutuaflflyexcflusfivestatestoexfistfinanenvfironment[6].Theflatter
categorycanbedecomposedfintoracfingeventsandcycflficevents.
Racfingeventsstandffortwoormoreeventsthataretrfiggeredat
thesametfimewhfiflehavfingconflfictfingactfions,andcycflficevents
representtwoormoreeventsconsfistoffasetoffcondfitfionsanda
setoffactfionsthatmutuaflflytrfiggereachothercontfinuousfly.Ta-
bfle1summarfizesthetypesoffpoflficyvfioflatfionsweconsfiderwfith
fiflflustratfiveexampfles.
Aswasprevfiousflypofintedout,anyfformsoffconflfictresoflutfion

ffromprfiorworkshavebeenflfimfitedtosfimpflybflockfingaprospectfive
actfionorreportfingtheconflficttotheuser[4].Thebottfleneckffor
provfidfingremedfiaflactfionsfforsuchconflfictsresfidesfinthecurrent
state-off-the-artfforobtafinfingtheuser’sfintentfionsfincethecurrent
IoTactuatfionprogrammfingabstractfionshfidesuchfinfformatfion.
ThesepremfisesaflflowustoprovfideanovervfiewofftheRemedIoT
fframework.

2.2 ReflatedWork

WenowdfiscussthereflevantworksdfirectflyreflatedtoRemedIoT.
ConflfictDetectfion.Severaflworkshaveaflreadyffocusedonthe
probflemoffdetectfingconflfictsbetweenIoTevents.BufifldfingRufles[22]
proposesanoccupantcustomfizedbufifldfingconfiguratfionsystem.
Surbatovfichetafl.[29]bufifldsanfinfformatfion-flowmodefltoanaflyze
howIFTTTrecfipesvfioflatethefintegrfity,andfitthencategorfizes
whatdamagestheIFTTTrecfipescoufldcauseffortheuser.IoT-
SAT[21]modeflsthecyber-physficaflbehavfiorsoffIoTdevficesbased
ontheffactorsfincfludfingthenetwork,devficeconfiguratfions,and
userpoflficfiestoanaflyzethepossfibfleorpotentfiaflvuflnerabfiflfityoff
theIoTnetwork.Danger-system[24]detectsthesmartbufifldfing
envfironmentconflfictsthroughmobfiflecrowdsensfing.Maetafl.[17]
andCfityGuard[16]provfideruntfimedetectfionfforthespecfificcon-
flfictsfinthesmartcfitythroughanfintermedfiateflayeroffwatchdog.
IoTMon[8]usesdatamfinfingandNLP-basedtechnoflogytoanaflyze
howtheappflficatfionsaffectphysficaflenvfironments,whfichffurther
suggeststherfisksofftheappflficatfions.IoTGuard[6]enfforcesasetoff
poflficyruflesonIoTappflficatfionsbyfinjectfingmonfitorcodefintothe
targetapp,andfitbflocksanyunsaffestates.Soterfia[5]bufifldsastatfic
anaflysfissystemffromtheappflficatfiondescrfiptfionstofinfferwhether
therearepotentfiaflsaffetyorsecurfityfissuesofftheapp.SIFT(Lfianget

afl.)[14]proposesasaffety-centrficprogrammfingpflatfformfforcon-
necteddevficesfinIoTenvfironmentstosaffeflyverfiffythatthereareno
conflfictswhenthedevefloperscompfifletheappflficatfions.Mfiettfinenet
afl.[20]fintroducedatechnfiquefforIoTdevfice-typefidentfificatfion
usedfforsecurfityenfforcementbasedondevfice-fingerprfintfing.
Aflflofftheaboveworkshaveffocusedonanaflyzfingordetectfing

conflfictsorsecurfityvfioflatfions.However,noneoffthemhasyet
provfidedawaytoresoflvesuchconflfictsorvfioflatfionsexceptffor
sfimpflyreportfingthemtotheuser.Nextfly,wefintroducesomeother
worksshowfinghowconflfictscanbedebugged.
ConflfictDebuggfing.CfityResoflver[18]usesIntegerLfinearPro-
grammfing(ILP)methodtofindthemostoptfimaflconflfictresoflutfion
finagfivensetoffresoflutfions.Meanwhfifle,RemedIoTprovfidesa
meansoffautomatficaflflygeneratfingtheresoflutfions.Lfiangetafl.[13]
provfidesanautomateddebuggfingtooflffortheIFTTTpflatfformby
adjustfingthecflausesortheparametersoffIFTTTrufles.However,
suchmodfificatfionsmfightnotfleadtotheorfigfinafldesfiredstatethat
theuserwants.RemedIoTffocusesonprovfidfinganaflternatfivepath
togettotheexactorfigfinafldesfiredstateswfithoutvfioflatfingany
poflficfiesorconflfictfingwfithotherevents.
IoTprogrammfingabstractfionsBeam[26]abstractssensorsfinto
moduflesbasedonthefinfferencethatcanbemadeffromthesensory
data.Suchabstractfionfisreaflfizedusfingfinfferencegraphs,andthen
thedeveflopersonflyneedtoffocusonsensfingcapabfiflfitfiesrather
thanchoosfingpartficuflarsensors.However,Beamdoesnotdeaflwfith
theabstractfionoffactuatorsthatmfightcauseconflfictsamongthe
devfices.ExPat[30]proposesafformaflspecfificatfionprogrammfing
flanguagetoensurethattheruflesfinthesmartenvfironmentcan
bevarfifiedbytheuser’sfintentfionwfithoutconflfictfingwfithother
rufles.However,fitdoesnotprovfideanysoflutfionstotheconflficts.
HomeOS[9,10]andBOSS[7]provfideanoperatfingsystemffor
smarthomeenvfironmentssothatprogrammfingoraccessfingthe
IoTdevficesathomecanbedonethroughanOS-flfikefinterfface,fi.e.,
devficedrfivers.However,flfikeaflflothertradfitfionafloperatfingsystem,
HomeOSsfimpflyputsaflockonthedevficewhenotherprocesses
aretryfingtoaccessfit.Itdoesnotmakeattemptstofindconflficts
orresoflvethem.

3 REMEDIOTOVERVIEW

RemedIoTfisadynamficandcontext-basedmedfiatorfforIoTevent
servfices.RemedIoTafimstoprovfideasetoffmeanfingffuflremedfiafl
actfionsfforconflfictfingactfionsratherthanmereflybflocktheactfions.
Forexampfle,anappflficatfionusermayconfigureaneventthatopens
thewfindowwhenthetemperaturefistoohfigh,butthfisconfigu-
ratfionmayvfioflateasaffetypoflficywhfichstatesthataflflwfindows
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Ffigure 1: An overvfiew off the RemedIoT fframework.

and doors shoufld be cflosed when the user fis not home. RemedIoT
woufld provfide a remedfiafl actfion to suggest the user turn on the
HVAC finstead off openfing the wfindow as the fformer provfides the
same utfiflfity. Ffigure 1 shows the desfign overvfiew and the workflow
off how RemedIoT finteracts wfith the afforementfioned system modefl.
At configuratfion tfime, a user may attempt to finstaflfl a thfird-party

IoT saffety poflficy through a poflficy finterfface or configure an event

servfice (1) that can be anaflyzed by the conflfict detector (2).
The conflfict detector wfiflfl check fiff the prospectfive event conflficts
wfith any finstaflfled events or poflficfies. Iff conflficts do not exfist, the
new event wfiflfl be finstaflfled. Iff a conflfict exfists, fit wfiflfl send the set off
conflfictfing events to the RemedIoT Remedfiafl Actfion Engfine (3)
that wfiflfl anaflyze the conflfict and see fiff any remedfiafl actfions can be
finstaflfled to prevent conflfictfing actfions ffrom befing trfiggered at the
same tfime. The remedfiafl actfions wfiflfl then be suggested to the user

(4). Affter the remedfiafl actfions are seflected by the user, they wfiflfl

then be wrfitten back to a database ffor ffuture use (5). When such
a conflfict happens durfing runtfime, the remedfiafl actfion ffrom the
database wfiflfl be executed. At runtfime, aflfl events ffrom the finstaflfled
event servfices are examfined fin case an event fis conflfictfing wfith a

poflficy(6). Iff a conflfict exfists, the approprfiate remedfiafl actfion fis

carrfied out fiff avafiflabfle. Otherwfise, the actfion fis bflocked (7).
The core contrfibutfion off thfis paper resfides fin the Remedfiafl Ac-

tfion Engfine. However, fin order to reaflfize such a toofl, we need to
desfign approprfiate programmfing abstractfions first.

4 REMEDIOT PROGRAMMING
ABSTRACTIONS

The mafin goafls off RemedIoT’s programmfing abstractfion desfign
are to not onfly fincrease the usabfiflfity off dfistrfibuted appflficatfions
ffor dynamfic smart envfironments, but to aflso ease the deveflopment
effort ffor appflficatfion deveflopers wfith respect to saffety and securfity.
The abstractfions enabfle the appflficatfion deveflopers to specfiffy hfigh-
flevefl programmfing fintentfions off an appflficatfion finstead off ffocusfing
on whfich devfices wfiflfl reaflfize the appflficatfion utfiflfity. For exampfle, fiff
a devefloper wants to deveflop an appflficatfion that flowers the tem-
perature off a space, he or she onfly needs to specfiffy "cooflfing down"
rather than seflectfing an HVAC or a smart ffan reaflfizatfion. RemedIoT
mafintafins the dynamfic reaflfizatfion off these hfigh-flevefl fintentfions
through flower-flevefl devfice abstractfions–where the flowest flevefl
abstractfions wfiflfl be the monomorphfic devfice drfivers. Such a desfign
provfides an finherent redundancy ffor abstractfions that provfide the

core off RemedIoT’s remedfiafl actfion engfine. Prevfiousfly, Beam [26]
presented a fframework to provfide such a hfierarchficafl structure ffor
sensors caflfled anfinfference graph. RemedIoT coupfles thfis notfion off
an finfference graph wfith anactuatfion graphto abstract the actuators
off the system.

4.1 Actuatfion Graph

RemedIoT’s actuatfion graph–provfided by the programmfing envfi-
ronment deveflopers –mafintafins how an actuatfion shoufld be re-
aflfized. The graph fis bufiflt as a dfirected graph where each node
stands ffor anactuatfion moduflethat findficateshowto perfform actua-
tfion or sensfing tasks by combfinfing other submodufles or devfices
efither coflflaboratfivefly or findependentfly. Each actuatfion modufle can
have dfifferentfimpflementatfion unfits–whfich are hfidden ffrom the
appflficatfion deveflopers–to reaflfize the modufle. The dfirectfion off the
actuatfion graph corresponds to the dependency reflatfionshfip among
the actuatfion modufles. Wfith the assfistance off the actuatfion graph,
RemedIoT can easfifly finffer the fintentfions off an appflficatfion user by
flookfing at whfich modufle fis used. The actuatfion graph subsumes the
notfion off Beam’s finfference graph [26] because fit encapsuflates the
sensfing dependencfies off actuators. Moreover, the actuatfion graph
fis hfighfly customfized and devefloped dfifferentfly ffor each smart envfi-
ronment.
Aflthough abstractfion modufles enabfle RemedIoT to reason about

a user’s hfigh-flevefl fintentfions as weflfl as to provfide aflternatfive ac-
tuatfion reaflfizatfions, RemedIoT conversefly needs a mechanfism to
expose the capabfiflfitfies off physficafl devfices. It fis necessary to bufifld
devfice-flevefl abstractfions that are then used to reaflfize the hfigher-
flevefl modufles. As such, we fintroduce adevfice abstractor moduflethat
aflflows deveflopers to finterfface devfices wfith abstractfion modufles.
For cflarfity, we wfiflfl present the afforementfioned actuatfion graph
components fin an fiflflustratfive exampfle.
Motfivatfing exampfle: home controfl appflficatfion.Ffigure 2 shows
an actuatfion graph used by a home controfl appflficatfion. The home
controfl appflficatfion has two finstaflfled events:

(1)Iff dangerous fincfidents are detected, then send notfificatfion to
the user.

(2)Iff the temperature off a room fis hfigher than 80 degrees, then
coofl fit down.

The first rufle wfiflfl requfire the actuatfion graph to provfide a detectfion
modufle ffor "dangerous fincfidents" and a "notfificatfion" modufle such
that the user can be approprfiatefly notfified. The second rufle needs to
have a "temperature" modufle to sense the ambfient temperature as
weflfl as a "coofl down" modufle that flowers the ambfient temperature.
In the assocfiated actuatfion graph, the sensfing modufletemperature
requfires the data ffrom a smart thermafl sensor finstaflfled fin the room
to finffer the temperature. Those data are hfidden ffrom the appflficatfion
devefloper’s perspectfive. The actuatfion moduflecooflfing downneeds
to access efither a smart wfindow or the afir condfitfioner–where the
appflficatfion deveflopers need not worry about whfich devfice to use.
However, fin order to be compatfibfle wfith exfistfing IoT systems such
as SamSung SmartThfings and Appfle HomeKfit, our programmfing
modefl aflso aflflows event servfices to dfirectfly access the devfices
wfithout gofing through hfigh-flevefl sensfing or actuatfion modufles. In
any case, the abstractfion modufles are desfigned to account ffor aflfl
possfibfle conflficts that may exfist fin the network.
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Ffigure 2: A sampfle smart home controfl appflficatfion and fits assocfiated actuatfion graph.

We now descrfibe the attrfibutes off an abstractfion modufle requfired
to mafintafin the actuatfion graph.

4.1.1 Abstractfion Modufle.The abstractfion modufle fis a program-
mfing finterfface off a sensfing or actuatfion ffunctfionaflfity perfformed
by specfific fimpflementatfions. An abstractfion modufle may aflso be
reaflfized by other abstractfion modufles. Each modufle fis fimpflemented
throughfimpflementatfion unfits, where the modufle provfides a tem-
pflate off the attrfibutes to be defined. The fimpflementatfion unfits
encapsuflate the actuatfion or sensfing aflgorfithms off the assocfiated
modufles. For finstance, the afforementfionedcoofl downabstractfion
modufle fis generaflfly assocfiated wfith flowerfing the ambfient tempera-
ture off a space, whfifle the actuatfion graph deveflopers may be abfle to
deveflop dfifferent cooflfing downfimpflementatfion unfitsffor a specfific
smart home envfironment, such as cooflfing down through an afir
condfitfioner, or cooflfing down by openfing the wfindows or doors.
The ffoflflowfing attrfibutes are necessary to reaflfize an abstractfion
modufle ffor our actuatfion graph:

•Modufle name.The modufle name fis the flabefl ffor the ab-
stractfion modufles, whfich summarfize the characterfistfics off
that modufle, e.g., "cooflfing down".
•Impflementatfion unfit name.The fimpflementatfion unfit name
summarfizes the ffunctfion off an actuafl fimpflementatfion unfit
that may reaflfize the assocfiated abstractfion modufle. For fin-
stance, “turn on AC" or “open the wfindow". Each abstractfion
modufle may correspond to mufltfipfle fimpflementatfion unfits.
•Modufle type.The modufle type findficates whether the ab-
stractfion modufle fis a sensfing modufle, an actuatfion modufle,
or both.
•Impflementatfion prerequfisfites.The prerequfisfites reffer to
the fimpflementatfion unfit’s dependent modufles. Each fimpfle-
mentatfion unfit needs to specfiffy what fit may depend on fin
order to be reaflfized. For finstance, one off the fimpflementatfion
unfits off thenotfificatfionmodufle mfight depend on asend text
modufle, and another fimpflementatfion unfit off thenotfificatfion
modufle mfight depend on asend emafiflmodufle. Dfifferent fim-
pflementatfion unfits can have dfifferent prerequfisfites under
the same modufle.
•Cost and utfiflfity metrfics.Each abstractfion modufle may be
assocfiated wfith a cost or utfiflfity metrfic that wfiflfl estabflfish how
fimpflementatfion unfits shoufld be prfiorfitfized when RemedIoT
fis suggestfing remedfiafl actfions. For finstance, the utfiflfity metrfic
off a "cooflfing down" abstractfion can be defined as to how
eficfientfly an fimpflementatfion unfit may flower the ambfient

temperature, whfifle a cost metrfic may be assocfiated wfith the
power consumptfion off a unfit.

Definfing each off the attrfibutes mentfioned above wfiflfl be domafin
specfific, and fit fis up to the programmfing envfironment devefloper to
ensure that aflfl off the components off the actuatfion graph are com-
patfibfle wfith each other. The first step fin dofing so fis to fimpflement a
devfice abstractor modufle.

4.1.2 Devfice Abstractor Modufle.The devfice abstractor fis a type off
specfiafl abstractfion modufle that handfles the detafifls off a partficuflar
devfice’s metadata so that the hfigh-flevefl finfformatfion fis exposed to
the devefloper. In partficuflar, the abstractor modufle characterfizes
and fimpflements the connectfion to the devfice through the devfice
drfiver and the network. Every physficafl devfice corresponds to an
fimpflementatfion unfit, but each devfice abstractor modufle mfight have
one or more devfice fimpflementatfion unfits. For exampfle, fiff there are
three finstaflfled cameras, each off them wfiflfl have one correspondfing
fimpflementatfion unfit, and onfly one devfice abstractor modufle "RGB
camera" fis needed to encapsuflate aflfl the three fimpflementatfion
unfits. Sfimfiflar to HomeOS [9], RemedIoT dynamficaflfly handfles the
connectfions and dfisconnectfions off devfices fin the network. When
a devfice fis dfisconnected ffrom RemedIoT, RemedIoT updates the
actuatfion graph accordfingfly. Moreover, fiff a new type off devfice fis
connected, RemedIoT creates a new devfice abstractor finstance and
updates the graph fiff other abstractfion modufles depend on fit.
To provfide context off these abstractfions, we descrfibe how a an

exampfle abstractfion modufle may be fimpflemented.

4.2 Programmfing Exampfle

Lfistfing 1: Sampfle Infference Modufle

# Import the exfistfing modufles
ffromActuatfionGraph fimport∗

# Impflementatfion off cooflfing down modufle vfia AC
cflassACTurnOn (ImpflementatfionUnfit ):

deff __finfit__ ( seflff ):
ImpflementatfionUnfit . __finfit__ ( . . . )
acDA = ACDevficeAbstractor () #devfice abstractor
super( ACTurnOn , s e fl ff ) . a p p e n d C h fi fl d D e v fi c e A b s t r a c t o r ( acDA )

deff perfformFunc ( seflff , ∗ args ) :
# Perfform the specfifffic actfion to turn on AC
...

# C o o fl DownModufle
cflassCooflDownModufle ( Modufle ) :

deff __finfit__ ( seflff ):
Modufle . __finfit__ ( . . . )
acTurnOn = ACTurnOn ( ) # Impflementatfion Unfit
ffanTurOn =FanTurnOn ( ) # Impflementatfion Unfit
super( CooflDownModufle , s e fl ff ) . addImpflUnfit (acTurnOn )
super( CooflDownModufle , s e fl ff ) . addImpflUnfit (ffanTurOn )
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To deveflop an fimpflementatfion unfit off a modufle fin the actuatfion
graph, the actuatfion graph deveflopers need to ffoflflow the tempflate
off the modufle and fimpflementatfion unfits. Moreover, each actuatfion
modufle can onfly aflflow prerequfisfites on efither devfice abstractor
modufles or other generafl actuatfion modufles ffor fits fimpflementatfion
unfits. The devfice abstractor modufles and the generafl actuatfion
modufles cannot sfimufltaneousfly be the prerequfisfites off one actu-
atfion modufle. For finstance, fin Ffigure 2, thesend text modufleand
computer abstractor moduflecannot be the prerequfisfites offnotfifica-
tfion modufleat the same tfime. Thfis fis to ensure that aflfl prerequfisfites
off one modufle have the same flevefl off hfierarchy.
Lfistfing 1 shows an exampfle fimpflementatfion off how aCooflDownModufle

cflass may be fimpflemented as a base abstractfion modufle assocfiated
wfith devfice modufles that can coofl down the ambfient temperature.
We show an exampfle fimpflementatfion unfit off thfis modufle caflfled
ACTurnOnthat may define the behavfior assocfiated wfith turnfing on
an afir condfitfionfing unfit.
Gfiven the afforementfioned programmfing abstractfions, we now

show how prfior notfions off a poflficy fifle can be augmented to fincor-
porate abstractfion modufles.

4.3 Poflficy Grammar Definfitfion

We show how poflficy grammars ffor conflfict detectors fin prevfious
works can be augmented to fincorporate our abstractfion modufles.
For finstance, IoTGuard [6] defined a Backus-Naur Form (BNF) pofl-
ficy grammar to aflflow deveflopers to define rufles regardfing the sets
off aflflowed and restrficted state transfitfions ffor IoT devfices. The
same poflficy grammar can be augmented to define the aflflowed and
restrficted state transfitfions ffor abstractfion modufles, as shown fin Ffig-
ure 3. The semantfics woufld remafin the same as flong as abstractfion
modufle attrfibutes are syntactficaflfly correct.
These programmfing abstractfions, aflong wfith a conflfict detector

that utfiflfizes an assocfiated augmented poflficy grammar, aflflow us to
reaflfize the RemedIoT remedfiafl actfion engfine.

5 REMEDIAL ACTION ENGINE

As dfiscussed fin Sectfion 3, RemedIoT’s runtfime remedfiafl actfion
engfine takes as fits finput a conflfict generated by a conflfict detector
and attempts to resoflve the the conflfict by utfiflfizfing a configured
remedfiafl actfion ffor the partficuflar conflfict. Iff no remedfiafl actfion
exfists, the conflfictfing events wfiflfl be bflocked. To provfide the desfign
detafifls off thfis system, we first dfiscuss how these remedfiafl actfions
are configured and finstaflfled prfior to runtfime.

5.1 Remedfiafl Actfion Configuratfion

Remedfiafl actfions are configured upon encounterfing a new conflfict
ffrom the conflfict detector. New conflficts may arfise durfing the fin-
staflflatfion off efither event servfices or poflficfies. Aflgorfithm 1 descrfibes

poflficy-set ::=statement;(statement;)*EOF
statement ::=restrfict-cflause|aflflow-cflause
restrfict-cflause ::=RESTRICT : state-transfitfion
aflflow-cflause ::=ALLOW: state-transfitfion
state-transfitfion::=transfitfion(,transfitfion)*:state(,state)*
state ::=abstractfion-modufle . abstractfion-attr-fid

(.abstractfion-attr-fid)* <flogficafl-operator attr-vaflue

Ffigure 3: Poflficy grammar ffor IoTGuard [6] augmented wfith
RemedIoT’s programmfing abstractfions.

the remedfiafl actfion configuratfion process ffor a candfidate evente.
The first step fis to detect whether the candfidate event conflficts wfith
any exfistfing event servfices or poflficfies.
Conflfict detectfion.RemedIoT ensures that any candfidate events
or poflficfies are first passed through the conflfict detector (Lfine 4)
to see fiff any conflfict exfists wfith other finstaflfled events or poflficfies.
Because the state space ffor event servfices consfidered by RemedIoT
fis flfimfited to two states (onoroff), the set off conflficts that arfise,
Econff, can then be dfivfided finto two sets: the sfingfleton set wfith the
candfidate event and the set off aflfl events that have a conflfictfing
actfion wfithe. Further, we onfly care about remedfiatfing the conflficts
ffor the set off events wfith flower prfiorfity, where “prfiorfity" reffers
to the afforementfioned cost and utfiflfity metrfics off an abstractfion
modufle. The hfigher prfiorfity set shoufld aflways take precedence
ffor executfing a partficuflar actfion at runtfime. Thereffore, RemedIoT
wfiflfl first generate the ffuflfl set off conflfictfing eventsEconff(Lfine 4),
sort the events based on prfiorfity (Lfine 5), and then extract the
flower prfiorfity set off conflfictfing eventsE

conff
(Lfine7). Gfiven thfis

extracted set, RemedIoT wfiflfl attempt to find a remedfiafl actfion ffor
each conflfict.
Remedfiafl actfion generatfion.RemedIoT first fiterates through
each conflfictfing event servfice,econff, and prompts the user (Lfine
10) ffor the fintended abstractfion modufle off the conflfictfing fimpfle-
mentatfion unfit by utfiflfizfing the actuatfion graph,Gact. For finstance,
fin Ffigure 2, fiff the conflfictfing fimpflementatfion unfit was the “Wfindow
Controflfler", the user may confirm that the fintended abstractfion
modufle was the parent “Cooflfing Down" modufle. Iff the user de-
cflfines to use the parent abstractfion modufle, then RemedIoT wfiflfl
bflock thfis actfion upon detectfing a conflfict at runtfime. RemedIoT
ensures that any parent abstractfion modufle that fis presented to the

Aflgorfithm 1Remedfiafl Actfion Configuratfion

1:Input:candfidate evente, actuatfion graphGact, poflficy data-
baseDBpoflficy, event databaseDBevent, remedfiafl actfion data-
baseDBrem;

2:Output:updated event databaseDBevent, updated remedfiafl
actfion databaseDB

remedfiafl
;

3://Get conflfictfing events ffor gfiven event.
4:Econff←conflfictDetector(e,DBevent,DBpoflficy,DBrem);
5:Sort conflfict eventsEconffbased on prfiorfity;
6:// Extract flower prfiorfity set off conflficts to remedfiate:
7:E
conff

←getLowerPrfiorfitySet(Econff)

8:ffor aflfleconff∈Econffdo

9: // Get user to seflect the fintended non-conflfictfing modufle:

10: fintendedModufle←getIntentfionFromUser(econff,Gact);

11: // Gfiven fintended modufle wfith pruned fimpfl. unfits, prompt

12: // user to seflect a non-conflfictfing rem. actfion fimpfl. unfit:

13: arem←getRemActfionFromUser(fintendedModufle,Gact);

14: // Map each conflfict pafir to fits remedfiafl actfion fin database:

15: ffor aflfle ∈Econff\Econffdo

16: DBrem→add(econff,e ,arem);
17://Add candfidate event to event database:
18:DBevent→add(e);
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user wfiflfl have a set off non-conflfictfing fimpflementatfion unfits, fi.e.,
any fimpflementatfion unfits ffrom the actuatfion graphGactthat wfiflfl
cause a new conflfict are pruned. Gfiven the fintended abstractfion
modufle, RemedIoT then prompts the user to seflect an aflternatfive
fimpflementatfion unfit (Lfine 13), e.g., the afforementfioned exampfle
wfiflfl prompt the user to seflect the “Afir Condfitfioner" fimpflementatfion
unfit. Iff the user seflects a suggested remedfiafl actfion, the actfion fis
stored fin a remedfiafl actfion databaseDBremedfiaflby mappfing each

conflfictfing event pafir, fi.e.,econffand the compflementarye ffor

aflfl events fin the hfigher prfiorfity setEconff\Econff, to fits assocfiated

remedfiafl actfionarem(Lfine 15). Iff no remedfiafl actfion fis chosen,
then the deffauflt actfion wfiflfl be to bflock the conflfictfing event. Once
aflfl remedfiafl actfions have been generated, RemedIoT can now add
the candfidate eventeto the event databaseDBevent.

5.2 Runtfime Remedfiatfion

At runtfime, RemedIoT runs aflongsfide the event servfice pflatfform.
IoT event servfice pflatfforms such as IFTTT typficaflfly check the
trfigger condfitfions off aflfl finstaflfled event servfices perfiodficaflfly. When
a new event fis actfivated, RemedIoT wfiflfl utfiflfize the conflfict detector
mentfioned fin Aflgorfithm 1 to check fiff the new event has conflficts
wfith other events that are currentfly actfive. Iff a conflfict exfists, fit wfiflfl
query the remedfiafl actfion databaseDBremto seflect the approprfiate
actfion.
Each off the afforementfioned components wfiflfl have engfineerfing

chaflflenges whfich we address fin the subsequent sectfion.

6 IMPLEMENTATION

In order to fimpflement RemedIoT’s core utfiflfitfies, we first demon-
strate how an exfistfing conflfict detector can be finstrumented to
finterfface wfith the RemedIoT remedfiafl actfion engfine. We first de-
scrfibe the conflfict detector finstrumentatfion and then dfiscuss the
fimpflementatfion ffor both the abstractfion graph modufle support as
weflfl as the RemedIoT actfion engfine.

6.1 Conflfict Detector Instrumentatfion

We fimpflement the fframework ffor the conflfict detector as a dfi-
rected graph–as was done fin the conflfict detector ffor IoTGuard [6]2.
Wfithfin the graph, an event can be descrfibed as two nodes and one
dfirected edge. Each node stands ffor a set off devfice (or modufle)
states and each dfirected edge findficates a trfigger-actfion reflatfionshfip.
Note that one node may contafin a cascade off condfitfions (actfions)
finstead off onfly one modufle state. A conflfict arfises when a coflflectfion
off compatfibfle condfitfions, fi.e., condfitfions that can be satfisfied at the
same tfime, can sfimufltaneousfly cause a set off fincompatfibfle actfions,
fi.e., flead to mutuaflfly excflusfive states off the same devfice.
When a new event fis added, the conflfict detector3traverses the

graph nodes to determfine aflfl thecompatfibfle condfitfionsnodes as weflfl
as aflfl thefincompatfibfle actfionsnodes. We then perfform a reachabfiflfity
anaflysfis to determfine fiff a path exfists between these two sets. Any
detected path wfiflfl be consfidered as a potentfiafl conflfict and removed
ffrom the graph. Iff any conflficts arfise, these conflficts, aflong wfith the

2We fimpflemented our own conflfict detector finspfired by IoTGuard sfince the source
code was not avafiflabfle at the tfime thfis paper was wrfitten.
3The conflfict detector modufle was fimpflemented fin Python wfith 400 LoC and fis avafiflabfle
fin the reposfitory.

Ffigure 4: An exampfle finterfface ffor RemedIoT that suggests
a remedfiafl actfion to the user when a conflfict fis detected.

new event, are deflfivered to the remedfiafl actfion engfine to generate
the assocfiated remedfiafl actfions. Iff no dfirect conflficts are observed
fin thfis stage, the new event wfiflfl be added to the graph. Ffinaflfly, we
empfloy a depth-first search-based aflgorfithm to find aflfl the floops
finsfide the dependency graph. Aflfl dfiscovered conflficts and floops are
fforwarded to the Remedfiafl Actfion Engfine.
Gfiven a conflfict detector, we now descrfibe how we fimpflement

the core components off RemedIoT. Beffore we can descrfibe the
fimpflementatfion off the remedfiafl actfion engfine, we first descrfibe the
fimpflementatfion off the actuatfion graph modufle support that enabfles
the remedfiatfion.

6.2 Actuatfion Graph Modufle Support

We fimpflement a generfic API ffor IoT programmfing envfironments to
support the afforementfioned actuatfion graphs. The graph support
fis fimpflemented as a base abstract cflass fin Python wfith a domafin-
specfific fimpflementatfion. We fiflflustrate how an actuatfion graph can
be constructed fin Sectfion 7. The actuatfion graph support enabfles
the remedfiatfion off conflficts.

6.3 Remedfiafl Actfion Engfine

The Remedfiafl Actfion Engfine fis aflso fimpflemented fin Python based
on Aflgorfithm 1. We fimpflement a prooff-off-concept finterfface to aflflow
the user to seflect the proper remedfiafl actfion, as fiflflustrated fin figure 4.
The remedfiafl actfion, event, and poflficy databases are fimpflemented
and mafintafined as dfictfionarfies fin Python. The Remedfiafl Actfion
Engfine aflso utfiflfizes the afforementfioned conflfict detector both at
configuratfion tfime and at runtfime. We now detafifl our evafluatfion
wfith fiflflustratfive exampfles.

7 EVALUATION

To fiflflustrate a domafin-specfific fimpflementatfion, we evafluate Reme-
dIoT on Samsung SmartThfings and IFTTT appflets. We first descrfibe
how we manuaflfly extract events and poflficfies ffor the pflatfforms fin
order to perfform an evafluatfion.

7.1 Event and Poflficy Reaflfizatfion

We manuaflfly extract a flarge set off events ffrom both program-
mfing pflatfforms. Aflthough we do not obtafin aflfl possfibfle events
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Ffigure 5: The sfimuflated smart home envfironment wfith artfi-
ficfiaflfly pflaced IoT devfices utfiflfized fin our evafluatfion.

ffrom both pflatfforms, we try to choose the most representatfive ac-
tfions ffrom each appflficatfion4. When we extract the events ffrom
the pflatfforms, we fformat the finput events as "IF condfitfions THEN
actfions[,prfiorfity]", where the prfiorfity can be one off three categorfies
(hfighest to the flowest): saffety, energy, and utfiflfity. By deffauflt, each
event fis desfignated as a utfiflfity. The prfiorfity fis used to determfine
whfich event fis more fimportant when a conflfict fis detected. For exam-
pfle, fin a Samsung SmartThfings saffety appflficatfion, we manuaflfly ex-
tract an event as "fiff co2.densfity >= 50 then vent_ffan.state
= on, saffety". The extracted event fis then parsed and passed to
the conflfict detector as an finput.
Further, aflfl poflficfies are fimpflemented as specfiafl events to our

system. For our evafluatfion, each specfific poflficy has been assfigned
to a category –house saffety,energy economy,oruser comffortabfiflfity.
For exampfle, P.1 fin tabfle 3 fis fimpflemented as "fiff user.home = 0 then
doors.state = 1 and wfindows.state = 1,saffety". We now dfiscuss the
envfironmentafl setup ffor our experfiments.

7.2 Envfironment Setup

We first descrfibe how we set up our experfimentafl envfironment.
We sfimuflate a smart home envfironment, as shown fin figure 5.
It has 13 dfifferent smart devfices. We run our experfiment on an
Intefl Nuc desktop equfipped wfith an Intefl Core fi7-6770HQ. For thfis
smart envfironment, we have to construct an actuatfion graph ffor
the assocfiated IoT modufles.
Actuatfion graph modufles.We construct an actuatfion graph that
fimpflements 13 dfifferent devfices through 8 actuatfion modufles that
cover aflfl sfituatfions fin our seflected events. Moreover, each modufle
provfides 2 to 3 dfifferent paths (fimpflementatfion unfits) to achfieve
the desfired state specfified by the modufle. Tabfle 2 summarfizes the
modufles and the fimpflementatfion unfits we provfide.
The cost off each modufle or fimpflementatfion fis sfimpfly the energy

fit mfight consume usfing a hard-coded vaflue. For exampfle, turnfing
on the AC has a hfigher cost than openfing the wfindow5. Gfiven thfis
envfironmentafl setup, we now descrfibe the set off mficrobenchmarks
used to evafluate RemedIoT.

7.3 Mficrobenchmarks

We propose a set off benchmarks extracted ffor reafl Samsung Smart-
Thfings appflficatfions and IFTTT appflets. The goafls off our bench-
marks are to determfine how many conflficts–whfich woufld normaflfly

4Aflfl the events we seflect are avafiflabfle fin the gfithub repo.
5Aflthough power consumptfion profifles can be made ffor devfices, we sfimpfly set reflatfive
vaflues to ensure the devfices are sorted correctfly accordfing to thefir expected power
consumptfion ffor a prooff-off-concept.

Modufle Descrfiptfion Impflementatfion Unfit  Descrfiptfion 

Cooflfing 
down 

Coofl down the 
house 

Wfindow Openfing Low Open the wfindow when outsfide temp. fis flower 

AC Turnfing On Turn on Afir Condfitfioner to coofl down 

Fan Turnfing On Turn on cooflfing ffans 

Heatfing up Heat up the house 

Wfindow Openfing Hfigh Open the wfindow when outsfide temp. fis hfigher 

Heater Turnfing On Turn on the heater to heat up 

Ffirepflace On Lfight up the fffirepflace to heat up the house 

Ventfiflatfion 
Ventfiflate the afir 
off the house 

Fan Turnfing On Turn on the ffan to ventfiflate 

Wfindow Openfing Open the wfindows to ventfiflate 

Door Openfing Open the doors to ventfiflate 

Iflflumfinatfion 
Brfighten up the 
house 

Lfight Buflbs On Turnfing on the flfight buflbs 

Curtafin Openfing Open the curtafin when outsfide fis brfighter 

Green 
Energy 

Save the energy off 
the house 

Hfigh-Power Devfices Offff Turn offff the hfigh power consumptfion devfices 

Low Power Mode On Set flow power mode ffor the devfices 

Movement 
Detect movement 
at home 

Camera Detectfion Detect the motfion through cameras 

Motfion Sensors Detect the motfion through motfion sensors 

Warnfing 
Notfiffficatfion 

Send the warnfing 
finffo to the user 

Text Warnfing Text the warnfing message to the user 

Speaker Warnfing Pflay warnfing sounds through speaker 

Fflashflfight Warnfing Dfispflay ffflashflfight usfing the flfightbuflbs 

Increasfing 
Humfidfity 

Increase the 
humfidfity 

Fan Turnfing Offff Turn offff the ventfiflatfion ffan 

Humfidfifffier On Turn on the humfidfifffier 
 

Tabfle 2: The actuatfion modufles and thefir assocfiated fimpfle-
mentatfion unfits we consfidered fin our evafluatfion.

Category Index Poflficy Descrfiptfion 

Generafl P.0 Mutuaflfly excflusfive states must not exfist fin the envfironment. 

House Saffety 

P.1 The doors and the wfindows must be flocked when the user fis not home. 

P.2 The emergency aflarmfing system must be on. 

P.3 The securfity cameras must be on when the users are not home. 

P.4 The eflectronfic devfices must be offff when fffire sprfinkflers are on. 

Economfic 
Energy 

P.5 The heater and the AC must not be on at the same tfime. 

P.6 The sprfinkflers must be offff when fit rafins. 

P.7 The dryer and the humfidfifffier must not be on at the same tfime. 

User 
Comffortabfiflfity 

P.8 The non-emergency sound system must be offff when users are sfleepfing. 

P.9 The curtafins must be cflosed when prfivate mode fis on. 

P.10 The flfights must be offff whfifle the users are sfleepfing. 
 

Tabfle 3: The poflficfies used to evafluate RemedIoT on Sam-
sung SmartThfings and IFTTT appflets.

# Apps # Events # Conffflficts % Conffflficts 
(Out off Events) 

% Bflocked Events 
(Out off Conffflficts) 

% Remedfiafl Actfions 
(Out off Conffflficts) 

74 195 102 52.31% 19.61% 80.39% 
 

Tabfle 4: The aggregated resuflts ffor conflfict detectfion and re-
medfiatfion usfing RemedIoT fin the context off the Samsung
SmartThfings and IFTTT appflets.

be bflocked by prfior works–can be remedfiated. We achfieve thfis
by essentfiaflfly tryfing to configure as many events as possfibfle fin
our sfimuflated smart envfironment. We ffurther want to show the
configuratfion tfime overhead to fiflflustrate the eficacy and usabfiflfity
off RemedIoT. In totafl, we coflflect 195 representatfive events ffrom
74 appflficatfions. Moreover, we proposetenspecfific poflficfies rangfing
ffrom housfing saffety to user comffort and one generafl poflficy, as
fiflflustrated fin tabfle 3. We fimpflementefightdfifferent modufles wfith 20
fimpflementatfion unfits, as shown fin tabfle 2, to support the Remedfiafl
Actfion Engfine.

7.4 Resuflts

The aggregated resuflts ffor finstaflflfing the set off events are shown fin
Tabfle 4. Based on 195 extracted events ffrom 74 sampfle appflficatfions
and 11 poflficfies, we detect 102 conflficts, fi.e., 52.31% off aflfl events
conflficted wfith each other upon configuratfion. By usfing the Reme-
dIoT fframework, 80.39% off the conflficts can be sought ffor remedfiafl
actfions. These remedfiafl actfions hfighflfight the contrfibutfions off our
paper: fin prevfious conflfict detectfing systems, theses conflfict events
are sfimpfly bflocked. RemedIoT provfides a set off substfitutfion events
that can reaflfize the same ffunctfion ffor 80.39% off the conflficts, fi.e.,
82 off the 102 events coufld be configured wfithout worryfing about
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Index Event Conffflfict Remedfiafl Actfion 

C.1 

home temp >= 60 & outsfide temp < 60  open wfindow 

wfindow fis on and offff at the same tfime 

home temp >= 60 & outsfide temp < 60  vent. ffan on 

user away  user away mode on Not Appflficabfle 

user away mode on   cflose wfindow Not Appflficabfle 

C.2 
vacatfion mode on   aflfl flfights offff  

Lfights on and offff at the same tfime 
Not Appflficabfle 

motfion detected   flfights on motfion detected  text the user 

C.3 
home mode on  turn on TV 

TV on and offff at the same tfime 
Not Appflficabfle 

energy savfing mode on  turn offff TV energy savfing on  TV flow power mode 

C.4 

home temp >= 70  ac on 

AC on and offff at the same tfime 

home temp >= 70  ffan on 

home temp >= 75  ac on home temp >= 75  ffan on 

user away mode on  ac offff Not Appflficabfle 

C.5 flfight flux <= 1500  open curtafin P.9 Lfight flux <= 1500  flfight on 

C.6 
user away mode on  camera on 

P.3 ; camera on and offff at the same tfime 
Not Appflficabfle 

user away mode on  camera offff user away mode on  motfion sensor on 

C.7 

CO2 densfity > 50  ffan on 

Fan on and offff at the same tfime 

Not Appflficabfle 

flfight on  ffan on Not Appflficabfle 

tfime schedufled  ffan on Not Appflficabfle 

humfidfity <= 50  ffan on Not Appflficabfle 

home temp >= 70 & outsfide temp <= 65 & ac offff  ffan on Not Appflficabfle 

home mode on & home temp > 75  ffan on Not Appflficabfle 

smoke detected  ffan on Not Appflficabfle 

user shower  ffan on Not Appflficabfle 

humfidfity <= 50  ffan offff humfidfity <= 50  humfidfifffier on 

C.8 
home temp >= 71  heater offff 

Heater on and offff at the same tfime 
Not Appflficabfle 

home mode on  heater on home mode on  wfindow open 

C.9 
motfion detected   flfights on 

Lfights on and offff at the same tfime 
Motfion detected  pflay sound on speaker 

sfleep mode on  flfight offff Not Appflficabfle 

C.10 

arrfive home  door open 

Door open and cflose at the same tfime 

Not Appflficabfle 

CO2 hfigh  door open Not Appflficabfle 

home mode  door cflose home mode  ffan on 
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Tabfle5:TenseflectedremedfiaflactfionsprovfidedbyRemedIoT
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Ffigure6:Averageperfformanceoverheadoff50fiteratfions
whenconstructfinganactuatfiongraphwhfiflevaryfingthe
numberoffactuatfionmodufles.

Ffigure7:Averageperfformanceoverheadoffgeneratfingre-
medfiaflactuatfions. Weperfformedover50fiteratfionswhfifle
varyfingthesfizeofftheassocfiatedactuatfiongraph.

possfibfleconflficts.Tabfle5descrfibestenseflectedremedfiaflactfions
suggestedbyRemedIoTfframework.Forfinstance,fforconflfictC.1,
oneeventfistryfingtocflosethewfindowwhentheuserfisaway,and
theotherfistryfingtoopenthewfindowtocoofldownthehouse.
Becausethefformereventhasahfigherprfiorfityfforsaffety,thesmart
ffanfischosentoreaflfizethecooflfingabstractfion.Wenowdfiscussthe
ffeasfibfiflfityoffdepfloyfingRemedIoTfinareaflenvfironment.

7.5 ConfiguratfionTfimeOverhead

BecauseRemedIoTmfightbedepfloyedfinflargescaflesmartenvfiron-
mentssuchassmartcfitfies,weevafluatethescaflabfiflfityoffRemedIoT.
Inpartficuflar,wecaflcuflatetheoverheadfinducedbyRemedIoTwhen
constructfingtheactuatfiongraphs.Wefinvestfigatetheexecutfion
tfimeoffactuatfiongraphconstructfionagafinstthenumberofffits
assocfiatedactuatfionmodufles.Foreachdfifferentnumberoffactua-
tfionmodufles,weaveragetheexecutfiontfimeover50runs.Ffigure6
showsanearflyflogarfithmficaflflyflfinearreflatfionshfipbetweenthenum-
beroffassembfledmoduflesandthetfimeconsumed.Gfiventheffact
thatthenumberoffsmartdevficesfisflfimfited,thetfimetoconstruct
theactuatfiongraphcanbefignored.Further,theactuatfiongraph
onflyneedstobeconstructedoncebefforeruntfime,soconfiguratfion
tfimemaybeamootpofint.
WeaflsoobtafintheoverheadtfimeoffrunnfingourRemedfiaflActfion

Engfinebygeneratfingdfifferentquantfitfiesoffremedfiaflactfionson
dfifferentsfizesofftheactuatfiongraph.Weagafinruneachexperfiment
ffor50fiteratfionstogettheaverageoverheadasweflflastheerror
range.Asfiflflustratedfinfigure7,theperfformanceofftheRemedfiafl
ActfionEngfinefisfirreflevanttothenumberoffactuatfionmodufles
fintheactuatfiongraph,whfichmeansthatsfimpflyfincreasfingthe
numberoffdevficeswfiflflnotfincurmoreoverhead.Thecomputatfion
tfimeflogarfithmficaflflyfincreaseswfiththenumberoffremedfiaflactfions
thatneedtobeproposed.Ourresufltsshowthatapersonafldesktop
caneasfiflyenabfleconstructfing100000modufleswhfiflesuggestfing
upto10000remedfiaflactfionsatruntfime,hfighflfightfingRemedIoT’s
scaflabfiflfity.OurresufltsaflsovaflfidatethescaflabfiflfityoffRemedIoT
evenfiffmorecompflexpoflficfiesareadded,fi.e.,moreconflfictsare
trfiggered.
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8 CONCLUSIONREMARK

ThereareseveraflffuturedfirectfionsenabfledbytheRemedIoT.
Automatfingremedfiatfion.Affuturedfirectfionoffthfisworkfisto
automatesuchaprocesssothatRemedIoTsystemfisabfletody-
namficaflflyflearnandmakeadjustmentsbasedontheappflficatfion
user’sbehavfiors.Technfiquessuchasrefinfforcementflearnfing,crowd-
sourcfing,andcoflflaboratfivefiflterfingcanffacfiflfitatetheusabfiflfityoff
RemedIoT.However,oneflfimfitatfionfisthatRemedIoTreflfiesonat
fleastoneredundancypathtoachfievethesameffunctfionaflfity.
Modeflfingsensorsandactuators.Currentfly,thestatespaceffor
sensorsandactuatorsarebfinary,fi.e.onoroff.Cyber-physficafl
modeflfingtechnfiquescanbeutfiflfizedtobettermodefldfifferenttypes
offsensorsandactuators.Further,wecandynamficaflflyoptfimfize
howanfimpflementatfionunfitfimpflementsanabstractfionmodufleat
runtfime.Forfinstance,fiffanabstractfionmodufleperfformshuman
detectfion,acamerawoufldbemoreeffectfivethanamficrophoneffor
certafinenvfironments.
Inthfispaper,weproposedRemedIoT,aremedfiaflactfionfframe-

workfforresoflvfingIoTconflficts.WeevafluatedtheeficacyoffReme-
dIoTonSamsungSmarthfingsandIFTTTappfletsfinthecontextoff
asfimuflatedsmarthomeenvfironmentandshowedthatfforaflarge
setoffappflficatfions,RemedIoTfisabfletoresoflve∼80%offconflficts.
WeffurthershowthescaflabfiflfityoffRemedIoTfforgeneraflfizfingto
smartcfityenvfironments.
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