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Abstract—With the continued improvement and innovation,
technology has become an integral part of our daily lives. The
rapid adoption of technology and its affordability has given rise
to the Internet-of-Things (IoT). IoT is an interconnected network
of devices that are able to communicate and share information
seamlessly. IoT encompasses a gamut of heterogeneous devices
ranging from a small sensor to large industrial machines. One
such domain of IoT that has seen a significant growth in the
recent few years is that of the wearable devices. While the
privacy issues for medical devices has been well-researched and
documented in the literature, the threats to privacy arising from
the use of consumer wearable devices have received very little
attention from the research community. This paper presents
a survey of the literature to understand the various privacy
challenges, mitigation strategies, and future research directions
as a result of the widespread adoption of wearable devices.

Index Terms—privacy, wearable devices, IoT

I. INTRODUCTION

IoT is an umbrella term that encompasses a wide array of
application domains such as smart cities, agriculture, trans-
portation, medical, industrial and manufacturing. Each of these
domains has their own challenges and design issues. One such
area that has seen a significant growth in recent years is that
of the wearable devices. Wearable devices can be worn on
different body-parts. The repository introduced by Vandrico
[1] is one of the largest online databases of wearable devices.
It includes a list of wearable devices categorized according
to the body parts they are worn on (e.g., head). Among the
list of these wearable devices, smartwatches and wristbands
account for the largest percentage due to their ease of comfort,
affordability and ease of integration and use with day-to-day
activities. The market for wearable devices was estimated to be
worth of 4 billion in 2017, with one in every six-person using
a wearable device such as a Smartwatch [2] and continuous to
grow significantly. Consumers use these wearable devices for
a variety of daily activities including fitness tracking, calendar
management, quickly responding to texts and emails and other
routine activities.

These wearable devices are equipped with high-quality sen-
sors that can enable an adversary to infer personal information
about a user such as location, physiological and emotional
behaviors [3], [4]. A concerning issue is that most of the
consumers are not aware of the privacy risks posed by these
wearable devices [S] or have severe misconceptions about
privacy pertaining to these devices [6], [7].
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Another area of privacy concern arising with the use of
wearable devices is life-logging. Life-logging is a form of
blogging wherein people called life-loggers, capture videos,
photos or audio recordings as they go on about doing their
daily chores and post it online. This can pose privacy concerns
for both the innocent bystanders and the person wearing the
device.

The term privacy has long been in use in politics and social
sciences, with it being legally recognized as a fundamental
human right in the early 1890’s. Privacy is often defined
as the “right to be let alone” [8] or to allow an individual
“freedom from intrusion” [9]. Privacy and its definition has
been viewed differently by researchers. Privacy concerns are
often subjective and rely on the context to determine whether
or not something is private and should be treated as a personal
matter.

This paper presents a survey of the privacy challenges aris-
ing from the use of wearable devices in the existing literature.
In addition, we discuss some of the existing solutions, open
issues and future research directions. The paper is organized
as follows: Section II provides an overview of the privacy
literature of IoT and wearable devices. In Section III, we
discuss privacy and other issues that need to be addressed
in the wearable landscape. In addition, we examine some the
possible mitigation strategies to overcome those challenges.
Section IV concludes the paper.

II. STATE-OF-THE-ART

One of the earliest and widely used attempt to classify
threats to privacy was introduced by Solove [10]. Solove
defined four categories or stages of harmful activities from
the perspective of data collection and how these activities
can cause privacy breaches and thus, concerns for the users.
The four main categories of the taxonomy are: 1) information
collection, 2) information processing, 3) information dissem-
ination, and 4) invasion. These are further sub-divided into
activities that can lead to privacy invasion. For example, in-
formation collection is composed of surveillance - monitoring
and collecting activities of an individual and interrogation -
probing for more information. Since then, many researchers
have analyzed threats to privacy in a variety of different
contexts.

Di Pietro and Mancini [11] discuss general security and
privacy issues arising from the use of wearable wireless
devices. The authors contend that because of the way wearable
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devices are designed to be always connected to the web (i.e.,
web presence), there could be potential information leakage
based on interaction among devices even though they are
logically unrelated. For example, a PDA interacting with the
control system of a car may allow the PDA to track the car’s
location, or its license plate number even though its interaction
with the car should have been limited to specific use such as
opening the garage door. The authors propose two strategies to
counteract the problem, that is, a logical border that makes use
of anonymous user-id (UID) in order to limit the interaction
with other devices (web presence) based on user-specified
use limitations. The authors argue that although this approach
seems lucrative, it burdens the user with specifying what
can and cannot be shared. A better approach according to
the authors is to create default “user-profiles” having inbuilt
logical borders that limit interactions to the minimum.

Raij et al. [3] claim to be the first to highlight users concerns
with the inferences (such as stress levels, dietary habits, etc.)
that can be derived from their seemingly harmless physiologi-
cal data. The authors conducted a study for a wearable sensor
suite known as “Autosense” with 66 participants. The aim
of their study was to assess the participants concern levels:
1) with the continuous data collection by wearable devices,
2) when certain restrictions and abstractions are applied to
the data collected, and 3) when their data is shared among
different parties. The authors found that the concern level
is more significant when the users have a share in the data
being collected. Also, the authors found that when temporal
and spatial contexts were added to the data, the participants
became more concerned about privacy due to the fact that their
time and location could be inferred from such data. Finally, the
authors conclude that the participants showed less concern in
sharing their data with the researchers than with public even
when they were guaranteed anonymity. Although this study
brings forth some interesting results, it is, however, unclear if
similar results could be obtained with just hand-held or smart-
watches or fitness bands in comparison to a full-body suite of
sensors as in the case of AutoSense.

Studies have shown that the users have severe misap-
prehensions about their privacy when it comes to wearable
devices. For instance, in the study conducted by Lowens et
al. [7] with 32 participants, the authors found that the users
did not consider “daily activity” data to be sensitive (i.e.,
private) and many users believed that the lack of a physical
keyboard on the device prevented them from entering and
storing any sensitive information thereby leading to a false
sense of privacy. Moreover, it was found that the users often
had no idea about what type of data and how much data is
being collected and stored by these wrist-worn devices. Many
users had “don’t care” and ‘“nothing-to-hide” attitude when it
came to privacy risks arising from the wearable devices.

Somewhat similar results were observed by the Udoh and
Alkharashi [6] in a study conducted with 10 students about
their behaviors, attitudes, and awareness of privacy threats
emerging from the wearable devices. The authors discovered
that the students had a false sense of privacy as they believed
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that the brand of wearable devices took appropriate measures
to safeguard the users’ privacy. With one of the participants
even citing the case of Apple vs. the FBI, in which Apple
refused to unlock an iPhone of an accused in a criminal
proceeding to defend their viewpoint.

Moitti et al. [12] analyzed users’ privacy concern pertaining
to wearable devices. The authors analyzed the qualitative data
from various sources such as e-commerce websites, forums
and social media where the users expressed their concerns
regarding the privacy of wearable devices. They categorized
the users’ privacy concerns into three categories based on
whether the concern was related to 1) device or the application,
2) sensor specific, or 3) user’s data. The authors found that the
users were more concerned about the privacy challenges posed
by wearable devices in comparison to the mobile devices due
to location tracking and inconspicuously sharing it on social
media.

Becker et al. [13] present a taxonomy for users’ perceived
privacy risk for wearable devices. The authors conducted a
study on 71 participants asking them to rate the perceived
risk on 9-point scale from a random sample of 35 devices
chosen from wearable database [1]. The participants were then
interviewed to explain the rationale behind their choices. The
authors discovered that the users’ perceived risk is based upon
three major dimensions: perceived variety of data collected,
perceived sensitivity of the data collected and how long the
data is stored. The authors also discovered that the type of the
device also plays a significant role in the perceived privacy
risk by the users. For e.g., some participants found a fitness
bracelet to be perceived as more riskier than an activity tracker
embedded in a shoe even though both of these devices collect
sensitive health data from the user. Perez et al. [14] discuss
some of the privacy concerns and issues arising from use of
wearable devices. They categorize privacy concerns based on
data sharing, context and bystander.

III. PRIvACY CHALLENGES AND OPEN ISSUES IN
WEARABLE DEVICES

In addition, to the various privacy challenges described in
Section II, there remains several privacy challenges and other
issues that need to be addressed by the research community
and manufacturers:

A. Bystanders Privacy

Wearable devices that have a built-in camera such as head-
mounted devices [14] or Google glass can record bystanders
and their activities without their consent, which can lead to
embarrassment or harm to their reputation when their im-
ages or voice/video recordings are posted online. In addition,
recordings from these seemingly innocuous devices can reveal
location and other sensitive information such as an image of
ATM machine while a bystander is doing some transactions.

Researchers have proposed several solutions to mitigate this
issue. These include explicitly obtaining consent to record
people in public [15], [16], wearing special tags on clothes
[17] or using gestures [18] which can be recognized by the
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device and thus, automatically stops recording/removes the
recording for those bystanders. Although, these approach may
work in theory but may be quite hard to implement in practice.
More promising approaches make use of deep-learning and
image processing algorithms to remove the sensitive content.
E. Zarepour et al. [19] propose a methodology that uses
deep convolution neural networks (CNN) to remove sensitive
images of people, objects and even locations (such as bedroom,
bathroom etc.) from the data collected with over 70% accuracy.
Other deep learning approaches propose visual blurring of
images [20] or distorting them or replacing sensitive images
with clip art that can be applied to both photos and video
streams [21].

B. Re-identification and Linkage

Researchers have shown that behavioral inferences about the
user’s activity can be made even when the activity data is in
the aggregated form [4]. In addition, since certain behavior
attributes are often unique to an individual such as their
walking speed, movement patterns, and step length, it can be
used to recognize an individual’s identity from a data of daily
activities [22]. Although, various anonymization techniques
such as k-anonymity [23], I-diversity [24], t-closeness [25] and
differential privacy [26], have been proposed by the privacy
researchers, they either suffer from similarity or homogeneity
attacks that can reveal individual’s identify even in aggregated
form or may be unsuitable for the wearable domain.

To mitigate some of these challenges, researchers have
proposed the use of anonymous user ID that do not reveal
any information about the actual user [11] or having identities
that work in a specific context [27] (such as having a different
user ID for sharing between peers and another different user
ID for information exchange between user and other devices).
Having anonymous ID does not mean that the user may never
be identified, rather the users real identity may be known
to specific application acting on the behalf of the user and
unknown to the rest of the world. Thus, more research is
needed for strong anonymization algorithms suitable for the
wearable devices to protect users identity in real-time and
possible re-identification in aggregated data.

C. Workplace adaptation and Ethical issues

Despite of several health benefits of the fitness trackers
and other wearable devices, there has been a resistance by
several organizations for using the wearable devices at the
workplace [28], [29]. Some of the main reasons against the
adaptation of wearable devices at workplace are: 1) fear
of employees to be tracked by their employers, 2) safety
of the device in critical environments such as oil and gas
industries, 3) interference or distraction caused by the device
and 4) the device itself may record sensitive information at
the workplace. In addition to establishing or changing the
policies that governs the appropriate use and ethics of wearable
devices in the workplace, data anonymization and anonymous
ID described above may mitigate some of these challenges
such as that of user tracking by the employer.
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D. Issues Pertaining to Human Behavior

Equipped with powerful sensors for fitness, activity and
sleep tracking, wearable devices give users the power to
take control of monitoring their health continuously. However,
studies have shown that self-tracking can also become an
obsession and thus, can do more harm than good. Users have
reported various symptoms such as a sense of helplessness and
stress when they forget their wearable device at home or when
they forget to start their activity monitoring manually while
exercising [30], [31]. More studies are required to determine
what factors contribute to this behavior and how people can
maintain a healthy balance between self-tracking and exercis-
ing. Additionally, the manufacturers of the wearable devices
need to break the taboo surrounding the fitness culture for the
people with disabilities by means of appropriate advertising
and presenting case studies [32].

E. Design Issues

A major problem with some of the wearable devices is
that they lack certain physical cues that makes them hard
to distinguish from similar devices. For e.g., Google glass or
other similar looking wearable devices may record bystanders
in public without the people even noticing that they are being
recorded [15], [17]. Researchers suggest that these devices
include certain audio/visual cues, such as a red-blinking light
indicating that the device is capable of recording or to simply
distinguish it from a regular artifact [33], [34].

Additionally, researchers and manufacturers need to explore
ways of enabling real-time processing of the sensitive images
and video on the device itself without having to require
additional software to do the processing. This would mitigate
privacy threat to both the user and the bystanders. A. Mathur et
al. [35] propose a novel wearable device known as DeepEye,
capable of processing sensitive images using deep learning
(CNN) in real-time. Such devices, may revolutionize the
lifelogging activity and also, mitigate some of the privacy
challenges associated with it.

Finally, manufacturers of wearable devices should pay more
attention to making wearable devices more accessible for
people with disabilities and the elderly so that they can also
reap the benefits of the various features that these devices have
to offer.

F. Data Jurisdiction and Privacy Policies

Data Jurisdiction plays an important role in governing the
freedom or level of access control given to the citizens of
that country regarding their data. Some countries have very
stringent surveillance laws while other have no data privacy
laws at all [36].

Besides data jurisdiction, some device manufactures make
vague or ambiguous privacy policies so that they have the
maximum control or ownership of the users’ data. Paul and
Irvine [37] analyzed privacy policy of four popular fitness
tracking organizations (Fitbit, Nike+, Jawbone, and BASIS).
They found that almost all of the services claimed to have an
ownership of the user’s health data with only Nike+ allowing
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TABLE I
SOME OF THE SOLUTIONS TO PRIVACY CHALLENGES FOR WEARABLE
DEVICES IN THE LITERATURE.

Methodology Description
Audio/Visual E.g. such as beep noise or flashing red light [34]
cues [16] on the wearable device to indicate that the device

is capable of recording.

Physical tags on the clothing that can be detect-
ing by the recording device to indicate a person
does not wish to be recorded in public.

The recording device is pre-configured to rec-
ognize certain gestures to stop recording an
individual.

Opt-out Markers
[17]

Gesture-based
[18]

GPS-based Prohibiting the recording based on GPS location
Blocking [33] of the lifelogger.

Anonymous ID | To mask the identity of the user during data
[11], contextual | exchange.

identity [27]
k-anonymity

Data anonymization algorithm to avoid user re-

[14], l-diversity | identification in aggregated data

[24], differential

privacy [26]

Deep  learning | Uses deep learning and image processing algo-
approaches [19] | rithms to automatically morph or remove sensi-
[21] [20] tive images in lifelog data or processes them in

real time [35].

users to delete their data completely at the time their work
was published. The authors also found that surprisingly none
of these organizations notified the users of any change to
their privacy policy explicitly. The users are recommended
at the best to “keep visiting the website for changes.” One
possible solution to mitigate the issues with privacy policies
and data jurisdiction would be to make use of the Block chain
technology. Block chain technology that has been gaining
momentum due to its resilience against attacks. A. Banerje
et. al [38] present a framework known as LinkShare to auto-
matically enforce compliance with privacy policies to protect
user’s personal information by making use of block-chain
technology. The framework uses natural language processing
(NLP) to ensure compliance with the privacy policies and only
the transactions that obey those policies are allowed to be
stored on the block-chain where they cannot be tampered with.

IV. DISCUSSION AND CONCLUSIONS

This paper highlighted some of the major privacy challenges
and open issues that persevere the wearable landscape. Table
I summarizes some of the solutions discussed in the literature
to mitigate privacy concerns from the use of wearable devices.
It is evident that no single solution can solve all the privacy
challenges in the wearable domain. What is rather needed, is
a holistic approach jointly lead by government, manufacturers
and the research community to develop common principles and
practices for privacy protection and anonymization of the user
data. More importantly, user education and awareness remains
an important issue when it comes to privacy threats arising
from the wearable devices. In addition, there is a dire need
to simplify the privacy policies such as P3P policy [39] and
Model Privacy Form [40], to make it easier for end-users to
comprehend them easily and make an informed choice before
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giving their consent. Moving forward, block-chain and deep
learning approaches discussed in the paper show a promising
solution to many of the challenges. We believe that the issues
outlined in this paper would be a useful for the research
community to further explore the wearable landscape and to
mitigate the challenges that remain.
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