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he World Health Orga-

nization (WHO)

declared the corona-
virus or COVID-19 outbreak a
public health emergency of inter-
national concern on January 30,
2020. Since the first COVID-
19 case on November 17, 2019
(according to unpublished govern-
ment data), the number of cumu-
lative cases worldwide has been
around 3.8 million and 345,000
had died from the disease as of
May 25, 2020.

A huge amount of data have
been and are being collected dur-
ing the pandemic, and will be
in the future. The data, coupled
with state-of-art computing and
analysis techniques, play a power-
ful role in the efforts to harness
the spread of COVID-19. How-
ever, the collected data, including
health and medical history, mass
surveillance, contact tracing, and
social control, often contain per-
sonally identifiable information
and are at high risk for compro-
mised data privacy.

The EU Parliament has said,
“These tools could seriously
interfere with people’s funda-
mental rights to a private life and
the protection of personal data,
and are tantamount to a state of
surveillance of individuals.” How
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Figure 1. Contact Tracing (courtesy of Washington Governor’s Office).

to balance private protection
versus personal data collection
and release for monitoring the
pandemic and improving pub-
lic health has attracted much
research interest and will be a
subject of continuing debate.
Government,
industry are already working
together to search for effective
solutions to this problem.

A variety of types of informa-
tion has been collected during
the COVID-19 pandemic that
can lead to privacy concerns.

academia, and

Depending on data type, the
approaches and measures taken
to mitigate privacy concerns can
be different. The privacy issues
incurred by collecting and sharing
location and contact tracing data
have their own importance.

Contact Tracing in the
COVID-19 Pandemic

Contact tracing in the COVID-19
pandemic uses digital tools to trace
and monitor contacts of infected
people during the epidemic to

Column Editors

CHANCE

49



VOL. 33.3, 2020
50

Table 1—Examples of COVID-19 Contact-Tracing Apps and Software

Data-collection

technology

GPS Bluetooth GPS+Bluetooth
Centralized | Alipay Health Tracetogether Aarogya Setu

Code (China); (Singapore) (India)

WeChat (China);

Corona 100m
(South Koreal);
CovidTracker
(Thailand);
ProteGo (Poland)

and information-
sharing model

Decentralized

safe paths (U.S.)
HaMagen (Israel)

Pan-European
Privacy-Preserving
Proximity Tracing
(PEPP-PT) (EV);
COVID watch
(mainly U.S.);
PACT (U.S.);
COVIDsafe
(Australia)

alert and inform people who have
come into contact with them, and
help ensure effective quarantine
of contacts to prevent additional
transmission. Washington Gover-
nor Jay Inslee used Figure 1 when
announcing the state’s contact
tracing plan; it provides a summary
of how contact information is used
and what it can do.

While contact tracing has
proved useful in tracking and
slowing down the spread of
COVID-19 and plays an impor-
tant role in fighting the pandemic,
major newspapers such as the
Washington Post and Forbes; the
Reuters news agency; and gov-
ernment agencies have raised red
flags about the high privacy risk
associated with this process. The
information collected during con-
tact tracing often includes detailed
and frequent location data that
lead to inferences about the pri-
vate social life and health status of

individuals. Location is known
to be highly revealing of people’s
identity. For example, De Mont-
joye,et.al.(2013) published a study
of 1.5 million individuals over a
period of 15 months that found
four spatial-temporal mobility data
points are enough to identify 95%
of the individuals involved.
Countries around the world
have developed and deployed
contact-tracing software or
mobile apps, with different levels
of alertness to the privacy issues.
Table 1 provides some examples
of such apps and software, cat-
egorized by the technology used
and the degree to which authori-
ties are involved in data collection
and information sharing. Con-
tact-tracing apps and software
that use GPS data collect users’
location data, whereas the
Bluetooth-based techniques
mostly just requires the relative
tempo-spatial proximity among

users. In that sense, less private
information is collected in the
Bluetooth-based approaches than
in the GPS-based approaches. In
either the GPS- or the Bluetooth-
based approaches, the centralized
or non-centralized models can
be deployed to collect and store
data, share information, and
alert users regarding potential
COVID-19 exposure. However,
the two models differ in the levels
of anonymity and in the approaches
to achieve privacy protection for
the data contributors.

In the centralized model,
contact-tracing data are col-
lected, integrated, and shared with
targeted individuals by some
authorities (e.g., health authorities
or federal, state, or local govern-
ments).In thissense, the centralized
model operates like a mass surveil-
lance system; data are collected
from everyone, whether healthy or
diseased, and the authorities have



the unique identifiers for all the
individuals and know whom to
target with certain information.
There is no privacy for the users in
terms of information sharing with
the authorities and they have to
trust the authorities to keep their
data safe and private.

In contrast, with the decentral-
ized model, there is no need to
collect or store information about
everyone through a central server.
Location and contact information
of those who are not tested or who
tested negative are stored and pro-
cessed locally on their respective
devices, and they can choose to
check whether they have crossed
paths with infected people through
public platforms like a website
built by authorities that contains
COVID-19 hot spot information.
Often, the information shared on
such a website has already gone
through some types of data ano-
nymization or blurring through
careful planning or integrating a
formal privacy concept.

In summary, the decentral-
ized model ofters a higher level of
privacy protection on individuals
compared to the centralized mod-
els. Table 1 also suggests the cen-
tralized model is mainly employed
by Asian countries, whereas the
decentralized model is preferred
by the US and European countries.
In what follows, we will look into
how the centralized and decen-
tralized models work in the GPS
and Bluetooth based technology,
respectively, in more details.

GPS-Based Contact-
Tracing Schemes

GPS-based apps collect
time-stamped GPS points from
individuals on a 24/7 basis. If the
collected GPS data suggest that
two people were in close proxim-
ity to each other at a certain time,
and one of them tests positive for

COVID-19 later on, then the other

person will either receive notifica-
tions from authorities regarding
the contact event or find this out by
checking publicly posted contact
tracing information from authori-
ties themselves, and will be subject
to self-quarantine. The way that
the authorities collect and share
information leads to either the cen-
tralized or de-centralized model.

'The Alipay Health Code from
China is an example of the cen-
tralized model. The Alipay Health
Code assigns an individual a color
QR code (green, yellow, red), rep-
resenting the individual's health
status. A green code indicates the
highest of level of healthiness and
the individual is allowed to go any-
where unrestricted; red stands for
high risk and requires a two-week
quarantine, and yellow means a
one-week quarantine.

The determination of the color
code is often based on the location
history of the individual. If the per-
son has been to a COVID-19 hot
spot, then there is a non-ignorable
chance the person may be infected
and is likely to receive a red or
yellow code. Each time the indi-
vidual’s QR code is scanned, the
information regarding the current
location is sent to servers belonging
to some authorities, allowing the
authorities to track people’s move-
ments over time. Furthermore,
the app often requires users to
register with unique identifica-
tion information, such as national
identification number/Social
Security number, name, and
phone number.

Similarly to China, South
Korea developed the Corona 100m
(Co100) app as its centralized
model. The app uses government-
collected location data to alert
users when they come within 100
meters of alocation recently visited
by a COVID-19 patient.

Safe Paths is an MIT-led
privacy-preserving platform and
an example of the decentralized

model. It comprises a smartphone
app, PrivateKit, and a web appli-
cation, SafePlaces. SafePlaces
shares anonymized and blurred
location histories of infected peo-
ple, while PrivateKit allows users
to match their personal location
history with the shared informa-
tion on SafePlaces.

In other words, healthy indi-
viduals keep their own location
diaries without having to share with
or report to authorities. However,
once an individual tests positive for
COVID-19, their location history
information will be reported to
the authorities. Since the location
history contains private informa-
tion, some of which is not even
relevant to COVID-19 tracing
(e.g., the home location where the
individual spends most of their
time), the information is often
redacted or blurred before being
placed on SafePlaces, where users
can compare their location diaries
with those infected to see if they
have ever crossed paths.

Israel developed the Hama-
gen app (hamagen is Hebrew for
shield), which has a similar basis
to the Safe Paths platform. It
allows local comparison of users’
GPS data with the government
epidemiological location database
of COVID-19 hot spots.

Figure 2 shows the centralized
and the decentralized models in
the GPS-based contact-tracing
scheme. The centralized model
tracks location, contact informa-
tion, and health status with unique
identifiers from both patients and
healthy users.

The potential privacy risk in
this scheme is obvious. First, it
can be tricky to keep the identity
of the infected people confidential
in some cases when broadcast-
ing their location history within
several weeks before a diagno-
sis, especially when an infected
person is one of the few with whom

the healthy people interacted
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Figure 2. GPS-based contacHracing schemes: (a) example of GPS-based centralized model; (b) example of GPS-based decentralized mode.
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in close proximity recently. Sec-
ond, it personalizes the alert and
notification systems. This level of
precision comes at the cost of com-
promised individual privacy.

Individuals whose data are
collected in the centralized model
reply on the authorities to keep
their data private and safe, but this
trust is not always warranted. The
decentralized model only collects
location information and shares
an anonymized version of that
information from reported
COVID-19 patients. Therefore, it
provides a higher level of privacy
protection for patients. Further-
more, the decentralized model
does not contact-trace healthy
people and only shares the infor-
mation on COVID-19 hot spots
in a public forum with no specific
targeting of certain individuals.

In other words, everyone can go
to the website or platform to see
where the hot spots are without
having to register their personal
information, so the decentral-
ized model presents minimal pri-
vacy concerns for healthy people.
On the other hand, without per-
sonalized alerts, the decentralized

model would reply on users’ self-
initiation and pro-activity to go
to the public information-sharing
forum and check whether they
might have been to any of the
infection hot spots recently, and to
self-quarantine if that is the case.
Formal notations on privacy
guarantee can be incorporated in
both the centralized and decentral-
ized models when developing the
GPS-based contract tracing apps
and software. For example, the
% - anonymity model introduced
by Sweeney in 2002 can be used
to collapse detailed location infor-
mation or pseudo-identifiers
to yield at =% “homogeneous”
individuals in each of the cross-
tabulations of these attributes. Geo-
indistinguishability is a formal
location privacy concept proposed
by Andrés, et. al., in 2013, that
extends the popular differential
privacy concept by Dwork, et al,,
in 2006, and can be used to gener-
ate sanitized location information.
Regardless of which formal pri-
vacy notation is used to sanitize
the data before releasing and shar-
ing information with the public
or targeted people, the accuracy of

contact tracing will more or less

be affected.

Bluetooth-Based
Contract-Tracing
Scheme

Unlike the GPS-based privacy-
preserving scheme, the Bluetooth-
based contact-tracing apps do
not collect exact location infor-
mation from their users, so users
may feel more private and less
anxious about their whereabouts
being monitored 24/7. Bluetooth
also has higher contact-tracing
accuracy than GPS-based apps—
Bluetooth signals do not rebound
and pass through most soft walls,
helping to avoid the false positive
when two people in close proximity
are regarded as a “contact” event
when they are actually separated
by walls.

A Bluetooth-based contract-
tracing scheme leverages the
Bluetooth technology to collect
information about whether two
people have appeared in the same
location within 6 feet of each other
at the same time. Each app user
generates a time-varying sequence
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Figure 3. Example of Bluetooth-based centralized model.

of random tokens, which are
stored locally on their devices. The
time interval between two tokens
cannot be so frequent that it causes
computational or storage difficulty
for the users, and nor so infrequent
that it makes the tracing ineftective
or incur privacy concerns.

If two users appear within
6 feet of each other at a time ¢,
they exchange their tokens at that
time, which are stored in their
contact token sets. If one user is
diagnosed with COVID-19, say
within two weeks after the contact
event, they will share their contact
token sets from the last two weeks
with health authorities, who will
subsequently develop alert and
notification systems to notify
people who might have shared a
contact event with the infected
person. The way that the authori-
ties collect and share information
leads to either the centralized or
de-centralized model.

Singapore’s Bluetooth-based
mobile phone app TraceTogether

is an example of the centralized
approach. Figure 3 shows that in
this model, all app users report
their tokens (denoted by {4, 4,
---}and {4, 4,,---}), as well as their
phone numbers, to the authorities
regardless of their health status.Ifa
person is diagnosed with COVID-
19, they update the authorities
about their health status and shares
their contact tokens (denoted by
{bf,o’ byt ---}).The authori-
ties then match each token in
the contact token set with its
database of tokens, and alert the
users with matches through their
phone contacts.

The privacy risk for infected
individuals is similar to the cen-
tralized model in the GPS-based
scheme. In addition, since the
authorities have each user’s phone
number, which is a unique identi-
fier, it can be used to link to other
databases that might contain sensi-
tive information about the users, if
the authorities feel there is a need
to do so. Similarly to the central-

2 phone number

ized model in the GPS-based sys-
tem, users have no choice but to
trust the authorities will keep their
information safe and private.

The Covid Watch, Private Auto-
mated Contact Tracing (PACT),
and COVIDsafe apps and the
Pan-European Privacy-Preserving
Proximity Tracing (PEPP-PT)
software are examples of decen-
tralized approaches that leverage
Bluetooth technology. The Covid
Watch app represents an inter-
national effort from more than
400 volunteers around the world
(U.S., Canada, Australia, etc.),
and sends anonymous privacy-
preserving COVID-19 expo-
sure alerts via private and local
Bluetooth signals. PACT was
developed by MIT, working with
partners from around the world,
to collect information about not
only binary contact events but also
the distance and time duration of
a contact event.

COVIDsafe is the app used
by the Australian government for
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Figure 4. Example of Bluetooth-based decentralized model.

contact tracing. PEPP-PT is a
larger software system with many
individual components that sends
alerts about possible exposures.

In the decentralized model
(Figure 4), the authorities only

collect the COVID-19 patients’

tokens. A person who is diagnosed
with COVID-19 receives a per-
mission number from the authori-
ties, which is then shared with a
public database, together with their
history of contact event numbers.
The public database verifies the
permission number and updates
itself with the contact numbers.
Other users can compare their con-
tact event numbers with the pub-
licly posted contact event numbers.
A match indicates that they may
have been exposed to the virus and
need to self-quarantine.

For the Bluetooth-based pri-
vacy-preserving contract tracing,
anonymity can be enhanced by
randomly swapping generated ran-
dom tokens among users to better
prevent linkage to privacy attacks.
Cryptography solutions for privacy
protection, such as the technology

developed by Apple and Google,

use secure multi-party computa-
tion without relying on a trusted
server, or sending anonymous
encrypted or random messages, as
proposed by Cho, et al.; Hekmati,
etal.;and Reichert, et al.,in March
and April 2020.

Final Remarks

In addition to the technology-
based approaches for privacy pro-
tection in contact tracing, some
general principles for data privacy
protection apply in the COVID-
19 pandemic data collection and
information sharing. For example,
data collection and release regard-
ing COVID-19 should be guided
by necessity, proportionality, and
transparency.

It is often permissible to share
anonymized data or aggregated
statistics that are associated with
low individual re-identification
risk. If a risk of non-ignorable re-
identification exists or there is a
need to reveal individual identity
when releasing information, there
must be a justification for doing
so. Minimizing data collection,

limiting access, and retaining data
only for the minimum amount of
time that is necessary also help
to reduce privacy harms due to
COVID-19 data processing.

Obtaining consents is also com-
monly used for privacy protection.
The subjects from whom data
are collected and shared should
receive clear communications from
authorities regarding the purposes
and usage, and the retention dura-
tion, of their data, among other
details. Given the unprecedented
situation of COVID-19, the con-
sent might have to take a form
than is different from the regular
consents when it comes to data
sharing, especially when an indi-
vidual feels compelled to share
their contact and location history
after testing positive.

We believe authorities and
researchers should be committed
to privacy preservation in the con-
tract tracing of COVID-19, now
and in the future. All parties (the
public, authorities, academia, and
industry) should work together to
develop effective policies and tech-
nologies to protect the privacy of



the people when collecting data
about COVID-19 to help curb the
global pandemic.
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