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Abstract— The topological interference management (TIM)
problem is a framework for studying partially connected interfer-
ence networks with no channel state information at transmitters
(CSIT), except network topology. TIM is a more pragmatic setting
as CSIT is often available imperfectly, or may not be available
at all. In this paper, we study the TIM problem with confidential
messages, denoted in short by the secure TIM (STIM) problem.
More specifically, we focus on the STIM problem for half-rate-
feasible (HRF) networks. Half-rate-feasible networks are a class
of partially connected interference networks whose sum degrees
of freedom (DoF) have been characterized by K/2, without any
secrecy constraints. The main contribution of this paper is as
follows: We design achievable schemes for HRF networks subject
to secrecy constraints, and present a lower bound on the secure
degrees of freedom (SDoF). To this end, we first show the necessity
of classifying HRF networks into two sub-categories based on
some properties of the underlying network topology. As it turns
out, the division of HRF networks into these sub-categories is
critical for the design of secure transmission schemes. We then
leverage the underlying topological properties along with ideas
from secure interference alignment (SIA) in order to design
achievable schemes for both subclasses of HRF networks.

I. INTRODUCTION

Significant progress has been made on understanding the
capacity of multi-user wireless interference networks under
the assumption of full connectivity, with or without secrecy
constraints [1]-[6]. Moreover, as indicated in [1] and related
works therein, the majority of the results on fully connected
networks have been derived under the assumption that chan-
nel state information is available to the transmitters (CSIT).
However, in practice, the inherent randomness, path loss, and
fading properties of the wireless medium naturally lead to
partial connectivity, where each receiver is only connected to a
subset of transmitters and vice versa. Furthermore, in practice,
CSIT may be delayed/noisy, statistical in nature, or even
completely absent. The topological interference management
(TIM) problem is a framework for studying partially connected
interference networks, where only the network topology is
known to the transmitters [7]-[9]. The TIM problem is also
closely related to the index coding problem [7].

In this paper, we study the secure TIM (STIM) problem, an
important avenue which has largely remained unexplored. We
first observe that for a fully connected interference network
with i.i.d. channel gains, with no CSIT, the secure degrees of
freedom (SDoF) is in fact zero. This is due to the fact that
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Fig. 1: STIM problem, where each user RX; should only decode
its dedicated message W}, and the remaining messages must remain
confidential.

all receivers are statistically equivalent, and thus decodability
and confidentiality constraints are in direct conflict. Thus,
the nontrivial setting is that of Partially connected networks.
Motivated by the above discussion, we focus on the following
fundamental question: Can we achieve positive SDoF for K-
user partially connected interference networks without any
CSIT, except topological knowledge?

In particular, we focus on the STIM problem for the so-
called half-rate-feasible (HRF) networks. HRF networks are a
class of partially connected interference networks which are
well understood without secrecy constraints. In particular, it
was shown in [7], that the optimal sum degrees of freedom
(DoF) of HRF networks is K /2, without any secrecy con-
straints [7]. Our main contribution in this paper is to show
that the answer to the above question is in fact affirmative
for HRF networks. To achieve this, we divide the class of
HRF networks into two subclasses based on interplay between
the interference sets and the alignment sets resulting from
the network topology. We then devise two different secure
transmission schemes, one for each subclass, by leveraging
ideas from secure interference alignment (SIA) and obtain
lower bounds on SDoF for both categories of HRF networks.
The contrast from the non-secure setting is that the achievable
SDoF for HRF networks is dependent on topology (unlike the
optimal DoF of K/2 which does not depend on the topology).

II. SYSTEM MODEL FOR STIM

We consider a K-user single-input single-output (SISO)
partially connected network with confidential messages as
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depicted by Fig. 1. We use T; to denote the set of all
transmitters that are connected to Receiver k, for k €
{1,2,...,K}. Similarly, we use Rj to denote the set of
all receivers that are connected to Transmitter k, for k €
{1,2,..., K}. Therefore, the network topology is described
by G = (T1, 72, Tk, R1, R, ..., Ri). We also use Zy,
to represent the set of signals from transmitters that cause
interference at Receiver k. For a given topology G, the signal
received at Receiver k at time ¢ is given by

Vi(t) = > hai(H)Xi(t) + Zi(t),
€Tk
where hy;(t) represents the channel coefficient between trans-
mitter 7 to receiver k at time ¢, assumed to be i.i.d. and drawn
from a continuous distribution. Zj(t) is the zero-mean unit-
variance complex Gaussian channel noise. X;(t) is the signal
sent by transmitter i under power constraint E(||X;(¢)[|?) < P,
where P is the average transmit power.

CSIT/CSIR assumptions: Within STIM framework, there
is no CSIT, except that the transmitters possess the network
channel topology G. For coherent detection, we assume that
each Receiver k£ knows the channel coefficients corresponding
to the set of transmitters in 7 and the network topology G.

Transmitter k£ wants to send a message W} (uniformly
distributed in Wy, = {1,2,...,2"f%}) to the kth receiver. A
secure rate of communication Ry (P,G) = bg;(likal is achiev-
able, if there exist sequence of encoding/decoding functions
that, for n — oo and € — 0, satisfy the next two constraints:

Definition 1 (Decodability Constraint):

ey

Pr(Wy, #Wi] <e. 2
Definition 2 (Secrecy Constraint):
1 n
STV Y ) < 3
where Wyy = W\{Wi}, W = {W,Wy,..., Wk}, and

Yk(”) is the observed signal at the kth receiver over the n-
length transmission block.
The sum secrecy capacity C is defined as the supremum
of all achievable sum secure rates Ry = Zle Ri(P,G).
Definition 3 (SDoF): We define sum secure degrees of
freedom (SDoF) as the pre-log of the sum secrecy capacity

C
SDoF = lim ——. 4
Po log(P) @
III. HALF-RATE-FEASIBLE (HRF) NETWORKS
Consider the composite messages set W =
{Wy,Wa,..., Wk}, the interference message  sets
11,25, ...,Tk respectively seen at the K receivers, and

the union set Z = {Z; UZy U --- U Zg }. Moreover, consider
the composite set Wi _7y; = W\Z of all messages that are
not seen as interference at any other (unintended) receivers,
i.e., only seen at the intended receivers. We can define an
alignment set A;, for j € {1,2,..., N}, in two ways:
Definition 4 (Alignment Set): 1) For messages that belong
to the set I, an alignment set is any set consisting of a union of
one or more of the above K interference sets (e.g., say r sets,

for 1 < r < K) that can be aligned together along a unique
direction in order to affect decodability of its elements at one
or more receivers where its elements are observed [10]. 2) For
any other messages in the network that don’t belong to Z, i.e.,
the messages that belong to the set Wy_1y, an alignment is
any set consisting of one or more of these messages that can
be aligned along a unique direction in order to affect their
decodability only at their respectively intended receivers.

We now define related parameters: 1) I < N is the
number of alignment sets which are a union of one or more
interference sets, i.e., when A, = U(T) Ii(r) forl <r < K.
2) Cj(r) = {Set of transmitters for the elements in A; =
U Z 165 (r)NZ"| > 13,V r, and 3) Q; = min, |C5(r)|.

Definition 5 (No Internal Conflict): Messages belonging to
the same alignment set A; “have no internal conflicts,” if they
do not interfere at each other’s desired destinations [7].

This definition is clarified by Examples A and B below.

Example A. (K = 6-user STIM Network): Consider the net-
work shown by Fig. 2(a). We now illustrate how its alignment
sets are created along with their internal conflict properties.
As it can be directly observed from Fig. 2(a) and the
resulting topology G = (T1, 72, ..., 76, R1,Ra2,...,Rs), wWe
have six interference sets Z; = {Ws}, o = {Ws5, Wy, W},
I3 = {W17W5}, I4 = {Wl,W5}, I5 = {Wg,W47W6}, and
Ts = {W1, W5} that are respectively seen at K = 6 receivers.
We create the alignment sets using the following search steps:
Step 1: Consider any set Z, for k € {1,2,...,6}. a) If the
elements of Z; belong to any other interference set Z;, for i #
kandi € {1,2,...,6}, then create an alignment set .A; which
is a union of Zj, with all r—1 interference sets with a nonempty
intersection with Zy. E.g., Ay = {W1, W5} = {T3 ULy UZs}
has r = 3 interference sets. Ay = {W5, Wy, Ws} = {Zo UZ5}
and has » = 2 sets. b) Otherwise, create an alignment set
A; = Iy. Eg., A3 = {W>} and has r = 1. Therefore, we
have I = 3 unique alignment sets, i.e., those whose elements
are seen as interference at one or more unintended receivers.
Step 2: Consider the composite set W;_z, of all messages
that are not seen as interference at any other (unintended)
receivers. a) If the set W(_7} is nonempty, then create an
alignment set A; = W_zy. b) Otherwise, do nothing. We
note that, for this Example, Wy_z; = W\Z = {} because
W=T={Z1UZyU---UZg}. Thus, we do nothing.
Therefore, as shown by Steps 1 and 2, we have a total
of N = 3 unique alignment sets, namely 4, = {W;, W5},
Ay = {W5, Wy, Wi}, and A3 = {Ws}. Here, we point out
that N = I for the current Example. This is not required in
general. Moreover, note that none of the signals belonging
to the same alignment set interfere at each other’s desired
destinations, i.e., there are no internal conflicts. For example,
W1 € A; does not interfere at WW5’s desired destination (which
is Receiver 5). Also, W5 € A; does not interfere at W7;’s
desired destination (which is Receiver 1). This property applies
to all three alignment sets of this Example.

Example B. (K = 10-user STIM Network): Consider the net-
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Fig. 2: (a) Example A: K = 6-user Class A HRF Network. (b) Example B: K = 10-user Class B HRF Network.

work shown by Fig. 2(b). We now illustrate how its alignment
sets are created along with their internal conflict properties.

As it can be directly observed from Fig. 2(b) and the re-
sulting topology G = (71,72, ..., Ti0, R1, Ra2, ..., Rip), we
have ten interference sets Z; = {Ws}, Zo = {W1, W5, Wip},

{Wo, Wr}t, Iy = {W5,Wio}, s = {Wy,Ws},
IG = {W3}, I7 = {Wg}, Ig = {Wl}, Ig = {WG,Wg}, and
Ti0 = { } that are respectively seen at K = 10 receivers. We
now create alignment sets using the following search steps:

Step 1: Consider any set Z, for k € {1,2,...,10}. a) If
the elements of Z;, belong to any other interference set Z;, for
i# kand ¢ € {1,2,...,10}, then create an alignment set .A;
which is a union of Z;, with all » — 1 interference sets with a
nonempty intersection with Zy. E.g., Ay = {W1, W5, Wi} =
{IQ UI5 UIg} and r = 3, Ag = {Wg} = {I1 UIG UI7} and
r = 3, whereas Ay = {Wy, Ws, W} = {Z; UZy} and r = 2.
b) Otherwise, create an alignment set A; = 7. E.g., Ay =
{Ws, W7} = I3 and r = 1. Therefore, we have I = 4 unique
alignment sets, i.e., whose elements are seen as interference
at other (unintended) receivers.

Step 2: Consider the composite set Wy_zy of all messages
that are not seen as interference at any other (unintended)
receivers. a) If the set W(_7} is nonempty, then create an
alignment set A; = W_zy. b) Otherwise, do nothing. We
note that, for the current Example, Wi_7y, = W\Z = {Wy}
because W = {Wy, W, ..., Wig} whereas Z = {Z; UZ, U

Uy} = {Wi,Wa,...,Wg, Wig}. Thus, we create the
alignment set A5 = Wy_zy = {Wo}.

Thus, for the current Example as shown by Steps 1 and
2, we have a total of N = 5 unique alignment sets, namely

{Wh, W5, Wio}, Az {Wa,Wr}, As {Ws},
Ay = {Wy, Ws, Ws}, and A5 = {Wy}. We point out here
that N > I. This is not required in general. Moreover, there
are no internal conflicts. For example, Wo € Ay does not
interfere at Wy;’s desired destination (which is Receiver 7).
Also, Wy € A, does not interfere at W5’s desired destination

(Class B HRF)
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(which is Receiver 2). The same property applies to all five
alignment sets of this Example.

Definition 6 (Half-rate-feasible (HRF) Networks): A topol-
ogy where all alignment sets Aj;, for j € {1,2,..., N}, satisfy
the above “no internal conflict” condition is said to form an
HRF network. This is because, under such settings, as shown
by [7] for the nonsecure TIM model, each Receiver k, for
ke {1,2,...,K}, can get “half the cake”. That is, each of
the K receivers achieves DoF of % and hence, a sum DoF of
% for the whole network.

Thus, both Examples A and B satisfy Definition 6, because
each of them has alignment sets without any internal conflicts.

Although it was not necessary to do so for the nonsecure
TIM model [7], for the STIM model of this paper, it is
important to divide the class of HRF networks into two
subclasses in order to achieve secure transmission:

Definition 7 (Class A HRF': Alignment Sets with No Proper
Interference Subsets): Consider a network with K interfer-
ence sets Iy1,7s,...,Lx and with N unique alignment sets
A1, Ag, ... An. A network topology is said to belong to
“Class A HRF” networks, if none of its alignment sets has
“proper subset”, i.e., no subset besides its exact equals, among
the interference sets.

This definition is clarified by the running Example A.
Example A. (K = 6-user Class A HRF Network): Consider
the STIM network shown by Fig. 2(a), the six corresponding
interference sets, and the resulting three alignment sets above.
We observe the following fact: None of the alignment sets
has a proper subset among interference sets. This is due to
equalities A; =735 =T, = Zg, As =I5 =I5, and A3 = 1;.

Definition 8 (Class B HRF: Allgnment Sets with Proper
Interference Subsets): A network topology is said to belong to
“Class B HRF” networks, if some of its alignment sets have
“proper subsets” among the interference sets.

This definition is clarified by the running Example B.
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Example B. (K = 10-user Class B HRF Network): Consider
the STIM network shown by Fig. 2(b), the ten corresponding
interference sets, and the resulting five alignment sets as
derived above. We observe the following fact: Some of these
alignment sets have proper subsets among the interference sets.
More specifically, for the alignment set A, = {W1, W5, Wip},
we have 7, = {Wg,, WIO} C A; and Iy = {Wl} c A;. Sim-
ilarly, for Ay = {Wy, Wg, Ws}, we have Ty = {Wy, W5} C
Ay and Zg = {Ws, Ws} C Ajy. A slight difference to note here
(and to be used later) is that the subsets of A1 do not intersect,
whereas the subsets of A4 do indeed intersect.

IV. MAIN RESULTS
A. Class A HRF Networks
The following Theorem, which is proved in Section V-A ,

states our result for Class A HRF networks.

Theorem 1. Let N be the number of unique alignment sets,

e, A1, As, ..., AN, created from the elements of T and
W(_z} according to the network topology G and Definition 4.
The following SDoF is achievable for Class A HRF networks:

I
&)

K —
SDoF > 5
where K = Z;v:l |A;| and I < N is the total number of
alignment sets which are a union of one or more interference
sets, i.e., when A; = U(T) Ii(T) for 1 <r<K.

We next use the running Example A to highlight key prin-
ciples behind Theorem 1, but first, we remark the following:

Remark 1. SIA has three objectives: 1) Align interference
signals in the smallest subspace possible at the unintended
receivers. 2) Keep the desired signal separate from interference
at the intended receiver. 3) Keep interference signals protected
at unintended receivers while using minimal channel resources.

Example A. (K = 6-user Class A HRF Network):

Consider the STIM network shown by Fig. 2(a) and the cor-
responding alignment sets as derived in Section III. Moreover,
the transmitters only know the network topology G. Our goal
is to show that SDoF of % is achievable through our scheme.

Transmission: The proposed transmission for the Class A
HRF network of the current Example entails two conditions:

(Condition 1): In order to guarantee decodability at each
intended receiver, we need to align the N = 3 alignment sets
A, As, and Aj respectively along three 2 X 1 sized pairwise
independent vectors Vi, Vs, and V3, i.e, any randomly chosen
two are linearly independent. For example, we can choose
Vi=[10]", V=100 1T, and V3 = [1 1]T. At the intended
receive nodes, this ensures that each desired signal occupies a
separate subspace from that occupied by interference signals.

(Condition 2): In order to guarantee secrecy at the unin-
tended receivers, we need to protect all the / = 3 alignment
sets A;, As, and Az, i.e., whose elements are seen as inter-
ference, by ensuring that each of them contains one artificial
noise signal. For example, we can let Transmitters 2, 3, and 5
act as cooperative jammers by sending artificial noise signals to

respectively protect the elements of A3z, Ay, and A;. We then
let the remaining nodes 1, 4, and 6 send information signals.

SDoF Calculation: As a result of this transmission, each
of the six receivers observes independent equations, and is
thus able to solve for its intended signal- be it information
or artificial noise, and not able to solve for any interference
signals. Therefore, over |V1| = |V5| = |V3| = 2 time slots, we

SymbolsSent —NoiseSymbols K-1I 3

can achieve SDoF of TimeSlots =37 =3,

B. Class B HRF Networks

The following Theorem, which is proved in Section V-B,
states our result for Class B HRF networks.

Theorem 2. Let N be the number of unique alignment sets,
e, Ay, As,..., AN, created from the elements of I and

Wi _1} according to the network topology G and Definition 4.

The following SDoF is achievable for Class B HRF networks:

I

SDoF > &~ 2=t 19| 2521 |Q'7|, (6)

where K = Zj\;l |A;| and I < N is the number of

alignment sets which are a union of one or more interfer-

ence sets, ie when A; = U(T) s for 1 < r < K.

Here Cj(r) = {Set of transmitters for the elements in A;

U Zt 5) (M NI > 1}, Y r, and Q; = min, |C; (r)|

We now use the running Example B to highlight key
principles behind Theorem 2.

Example B. (K = 10-user Class B HRF Network):

Consider the STIM network shown by Fig. 2(b) and the cor-
responding alignment sets as derived in Section III. Moreover,
the transmitters only know the network topology G. Our goal
is to show that SDoF of % is achievable through our scheme.

Transmission: The proposed transmission for the Class B
HRF network of the current Example entails two conditions:

(Condition 1): In order to guarantee decodability at each
intended receiver, we need to align all N = 5 alignment sets

Az, As, ..., As along five 2 x 1 sized vectors, that are pairwise
independent. E.g., we can choose V; =[1 0], Vo, =[0 1]T
Va=[1 1T, Vy=[1 2|7, and V5 =[2 1]

(Condition 2): In order to guarantee secrecy at the unin-
tended receivers, we need to protect all I = 4 alignment sets
Ai, Aa, Az, Ay, i.e., whose elements are seen as interference
at unintended receivers, by ensuring that each of them contains
enough artificial noise symbols. We next take a closer look at
these alignment sets and their interference subsets, then divide
them into three types: Those that don’t have proper subsets,
have nonintersecting subsets, have intersecting subsets.

Step 1: Consider each of the I = 4 interference alignment
sets. a) If a given alignment set does not have proper subsets
among the interference sets 7, Zo, ..., Zy9, then randomly
pick one of the corresponding transmitters to act as a coopera-
tive jammer by sending artificial noise. E.g., for this Example,
this statement is true for the alignment sets Ay = {Ws, W5}
and As = {Ws}. E.g., we can let Transmitters 7 and 3 act as
cooperative jammers. Note that {7} can be thought of as the
smallest cooperative jamming subset C;(r) of As. Note that, as
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indicated in Section III, A5 consists of r = 1 interference sets
and C;(r) has cardinality Q; = min, |C;(r)| = [{W7}| = 1.
Similarly, Cj(r) = {Ws} is the smallest jamming subset
of As, consists of r = 3 interference sets, and has Q; =
min, |C;(r)| = 1. b) Otherwise, use Step 2.

Step 2: Consider each alignment set with proper interference
subsets, i.e., each alignment set A;, where A; = U(T) IZ(T)

for 2 < r < 10 and A; # Z\" for some Z.”) € A;. a)
If its interference subsets have a nonempty intersection, then
randomly pick one of the transmitters corresponding to the
intersection set’s elements to act as a cooperative jammer.
E.g., for the current Example, this is true for the alignment set
Ay = {Wy, Ws, Ws} = {Z5 UZg} because its r = 2 subsets
intersect. More specifically {Z, N Zg} = {Ws}. Thus, we can
let Transmitter 8 act as a cooperative jammer. Note that {Ws}
can be thought of as the smallest cooperative jamming subset
C;(r) of {Zs NZy}. Moreover, since there is an intersection
between all interference subsets of A4, this smallest subset has
cardinality Q; = min, |C;(r)| = {Ws}| = 1.

b) Otherwise, if its subsets have an empty intersection,
then randomly pick two or more transmitters corresponding
to the smallest subset C;(r) of the alignment set A;, which
has a nonempty intersection with its interference subsets, to
act as the smallest cooperative jamming subset. That is, have
all |C;(r)| > 2 transmitters corresponding to the elements of
C,(r) send artificial noise. For this Example, this is true for
the alignment set A; = {Wy, W5, Wip} = {Zo UZs U Zg}
which is a union of » = 3 sets. E.g., we can pick the subset
Cj(r) = {W1,Ws} with cardinality @); = min, |C;(r)| = 2,
i.e., let the corresponding nodes 1 and 5 send artificial noise.

We can then have the remaining nodes, i.e., Transmitters 2,
4, 6, 9, and 10 send information signals.

SDoF Calculation: As a result of this transmission, each
of the ten receivers observes independent equations, and is
thus able to solve for its intended signal— be it information
or artificial noise, and not able to solve for any interference

signals. Thus, over |Vi| = |Vo| = -+ = |V5] = 2 time
slots, we achieve achieve SDoF of Symbdss;’;;;glgzcsymb"ls =

K*Z§:1 ‘Cj‘ — 5

2 2"
Remark 2. In [I11], the authors derived upper and lower
bounds on SDoF for “regular” STIM networks, i.e., a setting
with an assumption that all receivers are connected to a fixed
(and equal) number of (interfering) transmitters beyond their
uniquely dedicated transmitters. In this paper, we study the
STIM networks without this “regularity” restriction.

V. PROOF SKETCHES OF MAIN RESULTS
A. Theorem 1 Proof: Transmission and SDoF Calculation

The proposed transmission scheme for Theorem 1 works
over two time slots. This is done by: a) Aligning each of the
N unique alignment sets, which are directly inferred from the
network topology G, along N pairwise independent vectors
of size 2 x 1 each. b) Ensuring that the messages from each
alignment set are protected by artificial noise at unintended
receivers. Transmitters only know the network topology.

Topology vs. Alignment: Consider the composite messages
set W = {W;,Ws,..., Wk}, the interference message sets
7y,Zs,...,Zxk respectively seen at the K receivers, and the
union set Z = {Z; UZo U---UZk}.

We first need to create a total of N unique alignment sets
through the following two search steps:

Step 1: From the above K interference sets, while obeying
the network topology G, we can create I < N interference
alignment sets as follows. a) If any of the elements of 7, for
k e€{1,2,...,K}, belong to any other interference set Z;, for
it # kand i € {1,2,...,K}, then create an alignment set
A; which is a union of Z;, with all (r — 1) interference sets
with a nonempty intersection with Zy, i.e., 4; = U(T) IZ-(T) for
2 < r < K. b) Otherwise, create an alignment set A; = 7.
This step alone leads to a total of / unique alignment sets, i.e.,
whose elements are seen as interference at one (for » = 1) or
more (for 2 < r < K) receivers.

Step 2: Consider the composite set W;_73 = W\Z of
all messages that are not seen as interference at any other
(unintended) receivers, i.e., only seen at the intended receivers.
From the elements of the set Wy_z;, while obeying the
network topology G, we can create the remaining N — [
alignment sets as follows. a) If the set Wy_zy is nonempty,
then create an alignment set A; = W{,I}. b) Otherwise, do
nothing. This step alone leads to a total of N — I = 1 unique
alignment sets, i.e., the alignment set whose elements are only
observed at their respectively intended receivers. We point out
here that all the elements the is nonempty set Wy_zy lead to
just one alignment set. This in turn means that they are aligned
along a single alignment vector. Thus, it is not necessary to
use more than one alignment vector for all the messages that
are not seen as interference at the other (unintended) receivers.

Therefore, by considering both Steps 1 and 2, we obtain:
1) N =1T1+1 alignment sets in total, if YW;_zy is nonempty.
2) N = I alignment sets in total, if W;_z} is empty.

Transmission Scheme: The proposed transmission for the
Class A HRF networks of Theorem 1 entails two conditions:

(Condition 1): In order to guarantee decodability at the
intended receivers, we need to align the N alignment sets A1,
As, ..., Ay respectively along N vectors of size 2 x 1, each.
That is, vectors Vi, Vo, ..., Vi, that are pairwise independent.
At the intended receive nodes, this ensures that each desired
signal occupies a separate subspace from that occupied by
interference signals.

(Condition 2): In order to guarantee secrecy at the unin-
tended receivers, we need to protect all [ alignment sets,
i.e., whose elements are seen as interference at unintended
receivers, by ensuring that each set contains one artificial noise
signal. This implies that, within each interference alignment
set, random transmitter choice guarantees secrecy: We can
randomly pick any transmitter to act as a cooperative jammer
(i.e., by sending artificial noise) as long as it corresponds to
one of the elements of the alignment set whose information
signals we need to protect. Hence, at unintended receivers,
the subspace occupied by interference signals is completely
immersed in artificial noise, which ensures confidentiality.
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SDoF Calculation: As a result of the above transmission,
I transmitters send artificial noise signals and the remaining
K —1I send information signals. Moreover, this takes place over
a total of |V = |Vz| = -+ = |Viv| time slots. Combining all
steps, we thus obtain the expression of Theorem 1. ]

B. Theorem 2 Proof: Transmission and SDoF Calculation

As we will show, the main difference between Theorem 1
and Theorem 2 lies in the way secrecy is achieved.

Topology vs. Alignment: The process for creating aligne-
ment sets for Theorem 2 follows similar steps as those used
in the proof of Theorem 1. Thus, we omit further repetition.

Transmission Scheme: The proposed transmission for the
Class B HRF networks of Theorem 2 entails two conditions:
(Condition 1): In order to guarantee decodability at the in-
tended receivers, we follow the steps in Condition I of the
transmission scheme for Theorem 1. Thus, we omit repetition.

(Condition 2): In order to guarantee secrecy at the unin-
tended receivers, we need to protect all I inferference align-
ment sets, by ensuring that each one contains enough artificial
noise signals. Here, random transmitter choice does not guar-
antees secrecy. We now take a closer look at these alignment
sets and their interference subsets, then divide them into three
categories: Those that 1) don’t have proper subsets, 2) have
intersecting subsets, 3) have nonintersecting subsets.

Step 1: Consider each of the I interfering alignment sets.
From these I sets and their corresponding transmitters, while
obeying the network topology G, we can decide on which
transmitters should act as cooperative jammers as shown next.

a) If a given alignment set does not have proper subsets
among the interference sets 7, 7o, ..., Zx, then randomly
pick one of the corresponding transmitters to act as a cooper-
ative jammer by sending artificial noise. We note that, for all
alignment sets that satisfy this property, this can be thought
of as picking the smallest cooperative jamming subset C;(r)
of A;. Moreover, for this case, each C;(r) has cardinality,
Q@; = min, |C;(r)| = 1. Thus, a single transmitter suffices in
protecting the alignment set’s elements at unintended receivers.
This is the case where A; = I,L»(T), fori € {1,2,...,K} and
1 <r < K, ie., the jamming subset C;(r) is a singleton in
order to avoid wastefulness. b) Otherwise, follow Step 2.

Step 2: Consider each alignment set with proper subsets
among the interference sets, i.e., the alignment set .A;, where
A = U Ii(r) for 2 <r < K and A; # Ii(r) for some
Ii(r) € Aj;. a) If its subsets have a nonempty intersection, then
randomly pick one of the transmitters corresponding to the
intersection set’s elements to act as a cooperative jammer, i.e.,
any randomly chosen transmitter corresponding to the elements
in the set ﬂ(T) Ii(T) for 2 < r < K. We note here that, for all
alignment sets that satisfy this property, this can be thought of
as picking smallest cooperative jamming subset C;(r) of the
set I,L.(T). Moreover, for this case, each possible C;(r) has
cardinality (); = min, |C;(r)| = 1 since there is a nonempty
intersection between all interference subsets of A;.

b) Otherwise, consider each alignment set with proper sub-
sets. a) If its subsets have an empty intersection, then randomly

pick two or more transmitters corresponding to the smallest
subset C;(r) of the alignment set A;, which has a nonempty
intersection with its interference subsets, to act as the smallest
cooperative jamming subset. That is, for each alignment A;,
have all the ); = min, |C;(r)| > 2 transmitters corresponding
to the elements of each interference set Ii(r) C A; satisfying
C;(r) ﬂIi(T) > 1, for 2 < r < K, send artificial noise. At
the unintended receive nodes, the above two steps ensure that
the subspace occupied by interference signals is completely
immersed in artificial noise, which guarantees confidentiality.

SDoF Calculation: As a result of the above transmission,
ZJI-:1 Q, transmitters, where @); = min, |C;(r)|, send artifi-

cial noise and the remaining K — Z§:1 Q; send information.
This takes place over |Vi| = |Vo| = --- = |Vi| time slots.
Combining all steps, we get the expression of Theorem 2. W

VI. CONCLUSION

In this paper, we investigated the STIM problem: Secure
multi-user partially connected networks without CSIT, except
network topology. We showed that secure transmission for
the HRF networks requires separation into complimentary
subclasses based on intersection properties between interfer-
ence sets and their corresponding alignment sets. Specifically,
through careful interference alignment and cooperative jam-
ming, we derived lower bounds on achievable SDoF for Class
A and Class B HRF networks. We aim to further investigate
whether the alignment and jamming methods used herein can
be extended to network topologies other than the HRF ones.
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