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Abstract—This paper develops a novel compositional and
abstraction-based approach to synthesize edit functions for opac-
ity enforcement in modular discrete event systems. Edit functions
alter the output of the system by erasing or inserting events in
order to obfuscate the outside intruder, whose goal is to infer
the secrets of the system from its observation. We synthesize edit
functions to solve the opacity enforcement problem in a modular
setting, which significantly reduces the computational complexity
compared with the monolithic approach. Two abstraction meth-
ods called opaque observation equivalence and opaque bisimu-
lation are first employed to abstract the individual components
of the modular system and their observers. Subsequently, we
propose a method to transform the synthesis of edit functions to
the calculation of modular supremal nonblocking supervisors. We
show that the edit functions synthesized in this manner correctly
solve the opacity enforcement problem.

[. INTRODUCTION

Opacity characterizes whether the integrity of the secrets of
a system can be preserved from the inference of an outside
intruder, potentially with malicious purposes. The intruder is
modeled as a passive observer with knowledge of the system’s
structure. A system is called opaque if the intruder is unable
to infer the system’s secrets from its observation.

Starting with [2], [3] in the computer science literature,
opacity has been extensively studied, especially in the field
of discrete event systems (DES), under multiple frameworks.

For finite state automaton models, various notions of opacity
have been studied, e.g., language-based opacity [22], current-
state opacity [34], initial-state opacity [36], K-step opacity [49]
and infinite-step opacity [33]. Opacity has also been discussed
in some other system models, like infinite state systems [6],
modular systems [24] and Petri nets [42], [43]. Opacity under a
special observer called Orwellian observer is discussed in [30]
and opacity under powerful attackers is studied in [14]. A
more recent work [51] investigates opacity for networked
supervisory control systems. Furthermore, some works in-
vestigate opacity in stochastic settings, e.g., [1], [7], [21],
[45]. Specifically, [52] presents a novel approach to tackle
infinite-step and K-step opacity in stochastic DES. The survey
paper [16] summarizes some recent results on opacity in DES.

When opacity does not hold, it is natural to study its
enforcement [10]. One popular approach is supervisory con-
trol [8], [9], [35], [41], [48], where some behaviors of the
system are disabled before they reveal the secrets. Another
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widely-applied method is sensor activation [5], [50], [53],
where the observability of events is dynamically changed.

Recently, a new enforcement method called insertion func-
tion was proposed in [46], which inserts fictitious events into
the output of the system to obfuscate the intruder. The authors
of [18] extended the method to study opacity enforcement
under the assumption that the intruder may or may not know
the implementation of insertion functions, while [19] discussed
opacity enforcement by insertion functions under quantitative
constraints. As a following work, [47] investigates a more
general method called edit functions, which manipulate the
output of the system by either inserting or erasing events.
Then [17], [20] considers the case when the edit function’s
implementation is known to the intruder. As a summary and
extension, [20] characterizes opacity enforcement by edit func-
tions as a three-player game and proposes a novel information
structure called three-player observer (TPO) to embed edit
functions. A special TPO called the All Edit Structure (AES)
is also introduced in [20] to characterize the edit constraints.

In this work, we elaborate the method in [20] to study
opacity enforcement in a modular setting. Our motivation is as
follows. To generate a three-player observer, the observer of
the system needs to be calculated, which is potentially costly
in computation. Furthermore, modern engineering systems
usually contain multiple components that are synchronized
and subject to malicious inference. In this sense, if we are
to apply edit functions to enforce opacity, heavy computation
is involved both from determining individual systems and
synchronizing them, which may be potentially cumbersome.

To alleviate this issue, this paper applies a compositional
and abstraction-based method to reduce the size of the modular
system before calculating the All Edit Structure. Bisimulation
and observation equivalence [25] are well-known methods to
abstract the state space of an automaton, while they do not
preserve opacity properties in general. As a variant, [54] pro-
poses several innovative concepts termed opacity-preserving
(bi)simulation relations to reduce the state space of the system
in opacity verification. A compositional visible bisimulation
equivalence method is discussed in [31] for abstraction-based
opacity verification.

For abstraction, we introduce opaque observation equiva-
lence and opaque bisimulation, which consider the secrecy
status of states when merging them. In our framework, each
individual system is abstracted using opaque observation
equivalence. After that, the observer is calculated. Since ab-
straction reduces the size of the state space, the computational
complexity of calculating the observer is lowered potentially.
Next, opaque bisimulation is employed to the observer of each
abstracted individual system, resulting in the smallest possible
automaton for future discussion.



We further leverage some results from supervisor reduction
and modular supervisory control theory to reduce the complex-
ity of supervisor synthesis. There is a rich literature on both
topics, see, e.g., [23], [28], [37], [39], [40]. The main idea is to
convert the construction of the monolithic All Edit Structure
to a modular supervisory control problem. Specifically, we
first transfer each individual three-player observer (without
considering edit constraints) to its automaton form and view
the set of interacting automata as the “plant” to be controlled.
Then we put the edit constraint as the specification, also in
an automaton form. Afterwards, we perform modular supervi-
sory control to synthesize a least restrictive and nonblocking
modular supervisor. It is shown that all the traces accepted
by the supervisor represent valid edit decisions contained in
the monolithic AES. Compared with the conventional mono-
lithic approach for supervisor synthesis [4], our compositional
approach is more efficient in computation.

The presentation of this work is organized as follows.
Section II gives a brief background introduction about the
system model, supervisory control theory and edit functions.
The general idea of the paper is presented in Sect. III as a
flow chart. Section IV explains the abstraction methods and
synchronization of three-player observers. Next, Section V
transforms the calculation of the monolithic All Edit Structure
to the calculation of a modular supervisor. Finally, some
concluding remarks are given in Section VI.

A preliminary and partial version of this work appears
in [26]. The current work improves [26] in the sense that [26]
only considers abstraction methods to synthesize edit functions
in a monolithic setting, while this work also takes synchronous
composition into consideration and the edit functions are
synthesized by a modular approach.

II. MODELING FORMALISM AND BACKGROUND
A. Events, Automata and their Composition

In this work, we consider discrete event systems modeled
as deterministic or nondeterministic automata.

Definition 1: A (nondeterministic) finite-state automaton is
a tuple G = (X,0,—,0"), where X is a finite set of events,
Q is a finite set of states, —» C Q x X x Q is the state
transition relation, and Q0 C Q is the set of initial states.
G is deterministic if |Q°] =1 and if x> y; and x > y, always
implies that y; = y».

When state marking is considered, the above definition is
extended to G = (X, 0,—, 0% Q™), where Q" C Q is the set of
marked states. In this paper, we identify marked states using
gray shading in the figures.

We assume that the system is partially observed, thus the
concepts of observable and unobservable events are intro-
duced. Since the exact identity of unobservable events is
irrelevant in our later discussion of opacity, they are uniformly
represented by a special event 7. The event 7 is never included
in the alphabet X, unless explicitly mentioned. For this reason,
L =XU{r} is used to represent the whole set of observable
and unobservable events. Hereafter, nondeterministic automata
may contain transitions labeled by t, while deterministic
automata never contain T transitions. Moreover, P : X5 — £*

is the projection that removes from strings in X} all the T
events.

When automata are brought together to interact, lock-step
synchronization in the style of [15] is used.

Definition 2: Let Gy = (£1,01,—1,0%,0") and G, =
<22,Q2,%2,Q3,Q31> be two nondeterministic automata. The
synchronous composition of Gy and Gy is defined as

Gi[|Ga = (Z1UX2,01 x 02, —,0) x 09,01 x 05') (1)
where

if o€ (21 ﬁZZ),

e} O
X1 —1y1, and xp =2 y2;
if oe(X\X) u{r}
and x; En Vi3
if o€ (22\21) U{T}
and X2 E)z y2.

(x1,%2) 2> (v1,32)
(x1,%2) 2 (y1,%2)

(x1,%2) 2 (x1,2)

Importantly, synchronous composition only imposes lock-
step synchronization on common events from ¥; and X,.

The transition relation of an automaton G is written in infix
notation x — y, and it is extended to strings in X} by letting
x 5 x for all x € Q, andxl—o>zifx—t>y andyngor some y €
Q. Furthermore, x s means that x 5 y for some y € O, and
X — y means that x 4 y for some ¢ € ;. These notations also
apply to state sets, where X Ly for X ,Y C O means that
x5 y for some x € X and y € Y, and to automata, where G BN
means that Q° - (¢ is defined in G) and G -5 x means Q° % x.

For brevity, p = ¢ for s € £* represents the existence of a
string ¢ € X% such that P;(r) =s and p L, g. Thus, ¢ % p for
u € X7 means a path containing exactly the events in u, while
g = p for u € ©* means existence of a path between p and ¢
with an arbitrary number of 7 events between the observable
events in u. Similarly, p = ¢ means the existence of a string
t € {t}* such that p 55 ¢.

The language of an automaton G is defined as Z(G) =
{s€Z*| G=) and the language generated by G from g € Q
is Z(G,q) = {s €X* | ¢ =}, thus we do not include event T
in the language of an automaton. Moreover, we also introduce
projections P; for i = 1,2, which are P, : (£; UXp)* — XF for
i=1,2.

For a nondeterministic automaton G = (X;,Q,—,Q"), the
set of unobservably reached states of B € 22, is UR(B) =
U{cco | B = C}. Its observer det(G) = (X, Xops, —>obs
,XY% ) is a deterministic automaton, where X9 = UR(Q")
and X,ps € 29, and X gobs Y, where XY € X, if and only
if ¥ =U{UR(y) | x>y forsome x € X and y € Q}. By
convention, only reachable states from bes under —,ps are
considered in this paper. We also refer to the observer as the
(current-state) estimator of the system while an observer state
is referred to as (current-state) estimate.

A common automaton operation is the quotient modulo,
which is an equivalence relation on sets of states.

Definition 3: Let Z be a set. A relation ~ C Z x Z is called
an equivalence relation on Z if it is reflexive, symmetric,
and transitive. Given an equivalence relation ~ on Z, the



equivalence class of z€Z is [zl ={7 €Z|z~7}, and
Z={[z] |z€ Z} is the set of all equivalence classes modulo ~.

Definition 4: Let G = (£,Q,—,0Q") be an automaton and
let ~ C Qx Q be an equivalence relation. The quotient
automaton of G modulo ~ is G = (X,0,—/~,0°), where
—/~={([,0,p]) [ x>y} and 0° = {[x%] [x" € Q°}.

In order to compare automata structurally, we say that an
automaton is a subautomaton of another automaton if all states
and transitions in the first automaton are contained in the
second one. Formally, we have the following definition:

Definition 5: Let G, = (X¢,01,—1,07,07) and G, =
<ZT,Q2,—>2,Q87Q’2"> be two automata. G is a subautomaton
of Ga, denoted by G1 C Gy, if Q1 C 02, —1 C —2, 0¥ C 09,
and Q7 C 07

B. Supervisory Control Theory

Considering plant G and specification K, supervisory con-
trol theory provides a method to synthesize a supervisor to
restrict the behavior of the plant such that the given spec-
ification is always fulfilled. The supervisor § is a function
defined from the language of the system G to the set of
events, formally, S : Z(G) — 2%, We also partition the set of
events as uncontrollable events and controllable events, i.e.,
Y =%, UX., where uncontrollable events cannot be disabled
by the supervisor. In the figures the uncontrollable events
are marked by an exclamation mark (!). The readers may
refer to [4] for the main results of monolithic supervisory
control under full observation. Here we focus on concepts
and definitions relevant to the present paper and the synthesis
procedure in this paper is done on deterministic automata.
Two requirements for the supervisor are controllability and
nonblockingness, where controllability captures safety in the
presence of uncontrollable events and nonblockingness focuses
on liveness of the system.

Definition 6: [4] Let G = (X,06,—¢,0%, 0%) and K =
<Z, Ok, =K, Q(I)(, Q%) be two deterministic automata such that
K C G. K is controllable w.r.t. G if, for all states x € Qg and
y € Q¢ and for every uncontrollable event v € ¥, such that
x g y, it also holds that x B y.

Definition 7: [4] Let G be a deterministic automaton. A
state x is called reachable in G if G — x, and coreachable in G
if x — Q™. The automaton G is called reachable or coreachable
if every state in G has this property. G is called nonblocking
if every reachable state is coreachable.

The upper bound of controllable and nonblocking subau-
tomata is again controllable and nonblocking. This implies the
existence of a least restrictive subautomaton of the original
system, which is achieved by the maximally-permissive and
nonblocking supervisor.

Definition 8: Let G be an automaton, the supremal control-
lable and nonblocking subautomaton of G is called the supre-
mal supervisor, denoted by sup%(G) where for all controllable
and nonblocking automata K w.r.t. G, K C sup%(G).

Synthesis of sup@/(G) is done by iteratively removing block-
ing and uncontrollable states, until a fixed point is reached,
and restricting the final automaton to the remaining states and
their associated transitions, for more details please see [4],
[13], [44].

In this paper, we assume that the modular system has a set
of interacting components {Gy,...,G,}, and there is also a set
of supervisors in a modular structure, i.e., ¥ = {Sy,...,S,;}.
Here supervisor S; is responsible for controlling G;. The set
of modular supervisors may be synchronized as H7:1 Si.

C. Opacity and Edit Functions

In this work, we suppose system G has certain secret
information which is characterized by the set of states. Thus
the state space is partitioned into two disjoint subsets: Q =
05U QNS where QS is the set of secret states capturing the
secrets of the system, while Q"5 is the set of non-secret states.
When the system ¢ is modular, 4 = {Gj,...,G,}, the set of
secret states of the system, Qs, is Q5 = {(x,...,%,) |[3x; €
05 ).

Suppose there is an external intruder modeled as the ob-
server of the system, which intends to infer the secrets of the
system from its observation. Then a system is called opaque
if the intruder is unable to determine unambiguously if the
system has entered a secret state or not. Different notions of
opacity have been introduced in literature and we focus on
current-state opacity in this work.

Definition 9: A nondeterministic automaton G with a set
of secret states Q5 is current-state opaque w.rt. Q5 if (Vs €
Z(G,q") : Q"= 05) then [ 0° = O™,

The system is current-state opaque if for any string reaching
a secret state there is string with the same sequence of
observable events reaching a non-secret state. It is known that
current-state opacity can be verified by building the standard
observer automaton.

Theorem 1: Let G = (£;,0,—,0°) be a nondeterminis-
tic automaton with set of secret states Q5. Let det(G) =
(Z,X{,bs,—n,;,s,ngQ be the current-state estimator of G. Then
G is current-state opaque w.r.t. Q° if and only if [det(G) >
X implies that X Z Q5].

If all states violating current-state opacity are removed
from the observer det(G), then the accessible part of the
remaining structure is called the desired observer, denoted
by det;(G) = <E,X0bsd,—>obsd7X§bsd>. The language generated
by the desired observer is referred to as the safe language,
Lyofe = £ (dety(G)). Accordingly, we also define the unsafe
language, Lynsafe = £ (G) \ Lsafe-

If a system is not current state opaque then an interface
based approach called edit function [20], [47] may be applied
to enforce it. An edit function may insert events into the output
of the system or erase events from the output of the system.
It is assumed that the intruder fails to distinguish between an
inserted event and its genuine counterpart. Let ¥ = {c —
€: 0 € X} be the set of “event erasure” events.

Definition 10: A deterministic edit function is defined as
fo :Z* XX —X* Given s € Z(G), 0 €L,

s;o  if s; is inserted before o
fe(s,0)=<¢ nothing is inserted and ¢ is erased
Sy if s7 is inserted and o is erased

With an abuse of notation, we also define a string-based edit
function f, recursively as: f.(€) =€, fe(s0) = fe(s)fe(s,0)



for s € £* and o € L. In the sequel, to ease the notational
burden, we will drop the “ " in f, and it will be clear
from the argument(s) of f, which function we are referring
to (incremental single-event one or string-based one).

Two notions termed public safety and private safety were
defined in [20] to characterize the behavior of edit functions. In
this paper, we consider private safety alone under the assump-
tion that the intruder does not know about the implementation
of an edit function.

Definition 11 (Private Safety): Given G and its observer
det(G), an edit function f, is privately safe if Vs € £ (det(G)),
fe(s) € Luge

Recently a three-player game structure called three-player
observer (TPO) w.r.t. the system was defined in [20] to embed
edit functions. For the sake of completeness, we recall this
definition (more details are available in [20]).

Definition 12 (Three-player Observer): Given a system G
with its observer det(G) and desired observer det;(G),
let I C X,psq X X,ps be the set of information states. A
three-player observer w.r.t. G is a tuple of the form 7 =
(QY? QZ> QW?Za Erv ®7 Yz 72z Tawy Hwy7y0)7 where:

e Qy C 1 is the set of Y states.

e Q7 CIxZXisthe setof Z states. Let I(z), E(z) denote the
information state component and observable event com-
ponent of a Z state z respectively, so that z= (I(z),E(z)).

e Ow CIxX (XUYX") is the set of W-states. Let I(w),
A(w) denote the information state component and ac-
tion component of a W state w respectively, so that
w=(I(w),A(w)).

« X is the set of observable events.

o X' is the set of event-erasure events.

e @ CXU{e}UZL" is the set of edit decisions at Z states.

(i) —yz: Qv x X x Qz is the transition function from Y
states to Z states. For y = (x4,x7) € Qy, e, € £, we
have: y 4, 2= [xr Son] All(z) = Y A E(2) = eo).

(i) —;: Oz X ©® x Q7 is the transition function from Z
states to Z states. For z= ((x4,x7),€,) € Oz, 0 € ©, we
have: z gzz =10 € ZA[I(Z) = (¥ xp)| A xa gde,d
X NE() = eo].

— w1t Oz X O X Qw is the € insertion transition func-
tion from Z states to W states. For z = ((x4,xf),e,) €
0z, 6 € ® we have: z izwl w=[0=¢|A[l(w) =
1)) N [A(w) = eo] A [x4 311%1] Alxp ﬁ&();,x].

—w2: Oz X O X Qw is the event erasure transition func-
tion from Z states to W states. For z = ((x4,xf),e,) €
0z, 6 € O, we have: zgzwzw: [6=¢,—e]A[I(wW)=
1)) ANJAW) = eo — €] A [xp S os.

(V) —wy1: Ow x X x Qy is the transition function from W
states whose action component is in ¥ to Y states. For
w = ((x4,%7),€0) € Qw, we have: w 3,1y =[y =
(X)) A [ S dery Xy A [ S ons X

—wy2i Ow X X X Qy is the transition function from W
states whose action component is in X" to Y states. For
w = ((x4,%r),€0 — €) € Qw, we have: w %, » y= [y =
(xa,Xp)] A fxr X b x].

o Y0 = (Xobsd,0,Xobs,0) € Qy is the initial state of T, where

(iii)

(v)

(vi)

Xobsd,0 and X,pg 0 are initial states of det;(G) and det(G),
respectively.

In general, a three-player observer characterizes a game be-
tween a dummy player, the edit function and the environment
(system). The state space of a TPO is partitioned as: Qy states
(Y states) where the dummy player plays; Q states (Z states)
where the edit function plays; Qw states (W states) where the
environment plays. A Y state contains the intruder’s estimate
(left component) as well as the system’s true state estimate
(right component). A —,, transition is defined out of a Y
state, indicating that an observable event may occur and thus
is received by the edit function. Then the TPO transits to a Z
state and the turn of the game is passed to the edit function.
Notice that the observable event does not really occur and
this dummy player is only introduced to help determine the
decisions of edit functions.

At a Z state, the edit function may choose to insert certain
events (including €) or erase its last observed event. If a non-¢
event is inserted, a —, transition leads the TPO to another Z
state, which means the edit function still has the turn to insert
more events until it decides to stop insertion by inserting €
or by erasing the last observed event. There may be multiple
transitions defined out of a Z state, i.e., multiple edit decisions;
we write ®(z) to denote the set of edit decisions defined at
z € Qz in a TPO.

If the edit function inserts nothing (respectively erases
the event it receives from the dummy player), then a —
(respectively (—y2)) transition is defined and the TPO is
at a W state. Then the environment plays by letting the
observable event executed from its preceding Y state occur.
Correspondingly, there are also two types of —,, transitions,
where —,,,1 indicates that the executed observable event will
be observed by the intruder while —,,, indicates that the
executed observable event will not be observed by the intruder
since it has been erased by the edit function.

When the three players take turns to play, the components
of each player’s states also get updated. From Def. 12, a —,
transition does not change the state estimates for the intruder
or the system since the player at Y states is dummy and the
observable events from Y states do not really occur. With a —_,
transition, only x; is updated since x,; is the estimate of the
intruder and event insertion only alters the observation of the
intruder. For —,, transitions, we only require the observable
event to be defined at x; or xy. Finally, a —,,; transition
updates both x; and x; while a —,,,; transition only updates
xr as the intruder does not observe the erased event. To
characterize the information flow in a TPO, the notion of run
is defined in [20].

Definition 13 (Run): In a three-player observer 7, a run

w 8 o % & 0"

. my

is defined as: @ =y — z) — % — - —— 70" —
m

1

e 6! 92 0 e [
e,
1 1 1 ) 1 mi 1 W] 1 y L Ln 1 n

wo e—0>y1 _>Z1 —>Zl — "'Zl
mp
ez 6”—) Wy Lny Yn+1, Where yg is the initial state of T, ¢; € X,
6/ €0(z]),¥0<i<n, 1<j<m;and neN, m; € N
We let Qr be the set of all runs in a TPO T'. For simplicity,
similar notations as for automata are defined for three-player
observers and thus 7 > x denotes the existence of a run in a



three-player observer. We also review the concepts of string
generated by a run and edit projection defined in [20].

Definition 14 (String Generated by a Run): Given a run @
as in Definition 13, the string generated by @ is defined as:
() = 616%---0)°'6)0coB)--- 60" e1---e, 16)---0™ey,
where Vi <n, 6"'e; = ¢ if 6, =¢; — €.

Definition 15 (Edit Projection): Given TPO T and run wr
as in Def. 13, the edit projection P, : Q@ — Z(G) is defined
such that P,(er) = ege; - ey.

In a TPO, y € Qy is a terminating state if Ae, €%, s.t. y-3.
And w € Qy is a deadlocking state if Be, € X, s.t. w =% y. Also
7 € Qz is a deadlocking state if A0 € ©, s.t. z S orz b w.
We call a TPO T complete [20] if there are no deadlocking
W or Z states in T and Vs € Z(G), 3o € Qr, s.t. B(®w) =s.

Definition 16 (Edit Function Embedded in TPO): Given a
TPO T, a deterministic edit function f, is embedded in T
if Vs € Z(G), 3o € Qr, s.t. P.(w) =s and [(®) = f.(s).

Next, we construct the largest three-player observer in the
sense that all the other three-player observers are subautomata
of it. Such a notion is well defined by considering a/l admis-
sible transitions at every state of the TPO, according to the
respective conditions in Def. 12.

Edit functions are designed to erase genuine events or insert
fictitious ones to mislead the intruder. In theory, it is possible to
design an edit function that erases all the events of the system,
although this is not desirable. To avoid this situation usually
the user provides some constraints on the edit functions. The
constraint that is considered in this paper is to limit the number
of consecutive erasures.

Definition 17 (Edit Constraint): The edit constraint, de-
noted by @, requires that the edit function should not make
n+1 consecutive erasures where n € N.

Finally, we define the All Edit Structure (AES) [20] by
considering the edit constraint. A synthesis procedure was
also presented in [20] to construct the AES. Notice that the
following definition is slightly different from the AES in the
preliminary version of this work [26] since edit constraints are
not considered in [26].

Definition 18 (All Edit Structure): Given system G, ob-
server det(G) and desired estimator det;(G), the All Edit
Structure is defined to be the largest complete three-player
observer w.r.t. G, which satisfies the edit constraint.

From results in [20], private safety is achievable when the
AES is not empty by construction. Hereafter, we assume that
the AES is non-empty in the following discussion; if it is
empty, then opacity cannot be enforced by the mechanism of
edit functions. It was also proven in [20] that all privately safe
edit functions satisfying edit constraints are embedded in the
AES. Formally speaking, the following result holds.

Theorem 2: Given a system G and its corresponding AES
under edit constraint @, an edit function f, is privately safe
and satisfies & if and only if f, € AES.

We end this section by briefly reviewing the pruning process
discussed in [20] to construct the AES. The presence of
edit constraints may preclude some undesired states from the
AES, thus leaving some states without outgoing transitions,
i.e.,“deadlock” Z or W states. Those states reflect the inability
of the edit function to issue a valid edit decision (for insertion

or erasure) while still maintaining opacity for all possible
future behaviors, thus should be removed in the pruning
process. Moreover, Y states that have transitions to a deadlock
Z state need to be pruned as well, since Y-states are the states
where the system issues an output event and the edit function
is not allowed to prevent their occurrence.

The construction of the AES may also be interpreted as the
calculation of a supervisor where the “plant” is the largest
three-player observer in terms of subautomaton, including all
potentially feasible edit decisions without considering edit
constraints. The Y states are considered as marked states.
The events labeling transitions from Y states to Z states and
from W states to Y states are considered as uncontrollable,
while the events labeling transitions from Z states to Z states
and Z states to W states are viewed as controllable. We also
define the proper specification by considering edit constraints,
deleting states that violate them, and taking the trim of the
resulting structure. The goal is to calculate the least restrictive,
controllable and nonblocking supervisor based on the plant and
this specification. Similar processes of pruning game structures
akin to TPOs were discussed in prior work, e.g., [18], [20],
[46]. We will leverage this approach in the following discus-
sion, but in the framework of modular supervisory control.

IIT. COMPOSITIONAL ABSTRACTION-BASED
METHODOLOGY

This section presents our novel compositional and
abstraction-based methodology for synthesizing modular form
edit functions based on individual three-player observers after
abstracting the original system. For simplicity, we call this
methodology the CA-AES (Composition Abstraction-All Edit
Structure) Algorithm hereafter. The input of the algorithm is
a set of nondetermistic automata, ¥ = {Gjy,...,G,} and the
output is a modular representation of edit functions, which is
called Modular Edit Structure. The algorithm is summarized
in Figure 1 and its steps are as follows. We will explain how
to interpret the modular representation of edit functions later.

(i) The algorithm first abstracts each individual automaton,
G;, using opaque observation equivalence. This results in
G, which has fewer states and transitions compared to
the original automaton.

(ii) Next, we abstract the observer of G, i.e., det(G;), by
opaque bisimulation and bisimulation, resulting in two
abstracted deterministic automata H; ,, and H;y,.

(iii) Then we calculate the abstracted desired observer of G;
from H; ,p,, which is denoted by H; ,p4.

(iv) Afterward, the largest (abstracted) three-player observer
of each individual component G; is calculated from
the abstracted observer H;;, and the abstracted desired
observer H; ,,4, and it is denoted by TPO;.

(v) The final step is to calculate a modular nonblocking
and controllable supervisor, then obtain a set of modular
edit functions. This is done by transforming the largest
three-player observers and the edit constraint to a set
of automata, i.e., GiT and K, respectively. This modular
approach is in contrast to calculating monolithic edit
functions embedded in the monolithic AES [20].
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Fig. 1. The steps of Algorithm CA-AES.

Specifically, in step (iv), each abstracted three-player ob-
server w.r.t. the corresponding individual system together
with the constraint @ are transformed to a set of interacting
automata. Then in step (v), a modular supremal controllable
and nonblocking supervisor is calculated, thereby fulfilling
the edit constraint in the composed structure. Consequently,
the Modular Edit Structure is itself a modular supervisor.
Regarding step (v), it is possible to leverage existing efficient
algorithms on modular supervisory control to calculate the
Modular Edit Structure.

In the monolithic approach of calculating the AES, indi-
vidual systems G through G, are synchronized first and then
the observer of the synchronized system is built. Since the
computational complexity of calculating the observer is expo-
nential, synchronizing individual components before building
the observer significantly increases the complexity, which may
be 2111191 in the worst case where |Q;| is the cardinality of
Q;. Moreover, constructing the All Edit Structure is polynomial
in terms of the state space of the observer, which may be

potentially intractable when we deal with the synchronized
system. In contrast, our compositional and abstraction-based
approach reduces computational cost considerably both from
abstracting individual systems and conducting computation in
a modular way. However, as will be demonstrated later, some
edit decisions may be omitted in the Modular Edit Structure
output by Algorithm CA-AES.

The presented approach relies heavily on the use of three-
player observers. We present an example to better understand
the structure of such observers.

Example 1: Consider the nondeterministic automaton G
with secret states set Q7 = {g3}, shown in Fig. 2. To generate
the three-player observer of G, first the observer of G| needs
to be built, which is shown as det(G;) in Fig. 2. To generate
the desired observer the state {3} C QF needs to be removed.
The desired observer det;(Gy) is shown in Fig. 2.

Then we follow the procedures in [20] to build the TPO
w.r.t. det(Gy) in Fig. 2 (labeled as T]). As is discussed, the
game on the TPO is initiated from Y-state (qo,qo) where the
dummy player executes the observable event ¥ (the only event
defined at g in def(G))). Then the edit function takes the turn
to play at the Z state (qgo, qo,Y) where it has two choices: insert
nothing or erase y. If ¥ is erased, then the W state (qo,qo,7 —
€) is reached where the environment plays by executing 7.
Then the turn is passed back to the dummy player and the
rest of the structure is interpreted similarly.

The compositional abstraction-based approach is explained
in more details in the following sections. First, in Section IV,
we discuss abstractions at the component level and synchro-
nization of individual three-player observers, formalizing steps
(1)-(iv) of Algorithm CA-AES. Then, in Section V, we discuss
the last step of Algorithm CA-AES.

IV. SYNCHRONIZATION AND ABSTRACTION
OPERATIONS

This section presents results on abstraction and composi-
tion that support steps (i)-(iv) of Algorithm CA-CAS. First,
Sect. IV-A describes the methods to abstract nondeterministic
automata and their observers. Next, Sect. IV-B describes the
process of transforming every individual three-player observer
to an automaton form and shows that the automaton represen-
tation is a substructure (in the sense of subgraph) of the largest
monolithic three-player observer.

A. Opaque observation equivalence

The first strategy used in Algorithm CA-AES to alleviate
state space explosion is abstraction of system components.
This subsection contains a collection of abstraction methods
that can be used to abstract nondeterministc automata and
their observers such that the abstracted observers and the
desired observers are bisimilar to their original counterparts.
The abstraction methods are based on bisimulation and obser-
vation equivalence, which are computationally efficient and
can be calculated in polynomial-time [12]. We will prove in
Theorem 5 that if we build the largest three-player observer
based on the abstracted observer and the desired observer, we
obtain the same runs, consequently the same edit functions



as we do from the largest three-player observer based on the
original observer and desired observer.

Bisimulation is a widely-used notion of abstraction that
merges states with the same future behavior.

Definition 19: [25] Let G = (£;,Q,—,0°% be a nonde-
terministic automaton. An equivalence relation ~ C Q x Q
is called a bisimulation on G, if the following holds for all
X1,X3 € Q such that x; = x;: if x; gyl for some o € X, then
there exists y, € Q such that x, A y2, and y| = y;.

Bisimulation seeks to merge states with the same outgoing
transitions to equivalent states including unobservable events,
ie., T events. If the unobservable events are disregarded, a
more general abstraction method called weak bisimulation or
observation equivalence naturally comes [25].

Definition 20: Let G = (X;,Q,—, Q") be a nondeterminis-
tic automaton. An equivalence relation ~ C Q x Q is called
an observation equivalence on G, if the following holds for
all x1,xy € Q such that x; ~ xp: if x; = y; for some s € X*,
then there exists y, € Q such that x, = v, and y; ~ y;.

In order to use observation equivalence for abstraction
in the opacity setting, the set of secret states needs to be
taken into account. In the following discussion, a restricted
version of observation equivalence called opaque observation
equivalence is employed. This notion was first defined in [27]
in the context of verifying opacity.

Definition 21: Let G = (£;,Q,—,0Q") be a nondetermin-
istic automaton with set of secret states 05 C Q and set
of non-secret states Q5 = Q\ Q5. An equivalence relation
~o C O x Q is called an opaque observation equivalence on G
with respects to @5, if the following holds for all x,x, € Q
such that x| ~, x3:

() if x; = y; for some s € X*, then there exists y, € Q such
that x, é V2, and V1 ~o Y2,
(ii) x; € Q% if and only if x, € Q5.

We also wish to use bisimulation to abstract the observer
of a nondeterministic system. Besides opaque observation
equivalence, opaque bisimulation is also defined.

Definition 22: Let G = (X;,Q,—,Q") be a nondeterminis-
tic automaton with set of secret states Q5 C Q and set of non-
secret states QN5 = Q\ Q5. Let det(G) = (X, Xohs, —>obs: X, )
be the observer of G. An equivalence relation ~,C X,5s X X,ps
is called an opaque bisimulation equivalence on det(G) with
respects to Q°, if the following holds for all X, X> € X, such
that X; ~, X»:

1) if X N Y, for some s € X*, then there exists Y» € X, p,
such that X, > Y», and Y] ~, Y»,
(i) X; C Q% if and only if X, C Q5.

The first step of Algorithm CA-AES is to abstract the system
using opaque observation equivalence. It has been shown in
[32] that if two automata are bisimilar, then their observers
are also bisimilar. In this paper this result is extended such
that abstracting a nondeterministic automaton using opaque
observation equivalence results in an observer and a desired
observer which are bisimilar to the observer and the desired
observer of the original system, respectively.

Proposition 3: Let G = (X;,0,—,0°) be a nondeterminis-
tic automaton with set of secret states Q5 C Q and set of non-
secret states QN5 = Q\ Q5. Let ~( be an opaque observation

equivalence on G resulting in G and let ~ be a bisimulation.
Let dety(G) and det;(G) be the desired observer of G and G.
Then det(G) = det(G) and dety(G) = det;(G).

Proof: First we prove that det(G) ~ det(G). To prove
det(G) ~ det(G) it is enough to show that det(G) > X if
and only if det(G) = X, which implies language equivalence
between det(G) and det(G) since det(G) and det(G) are
deterministic. This can be shown by induction. Moreover, in
the induction we also show that x € X if and only if there exist
[¥'] € X such that x € [x']. This is used for the second part of
the proof, where we show det;(G) ~ det;(G).

It is shown by induction on n > 0 that X0 x1 % Gyxn
in det(G) if and only if X0 23 X1 3 % X" in det(G) such
that x € X/ if and only if [x'] € X*, where x € [/], for 1 < j <n.

Base case: n=0. Let X° be the initial state of det(G) and
X0 be the initial state of det(G). It is shown that x € X if and
only if there exists [x'] € X such that x € [¥].

First, let x € X°. Then based on UR(x°), it follows that
there exists x° € Q¥ such that x° = xin G. Since G ~, G then
based on Def. 21, there exists [x'°] € X0 such that [x°] = [x]
in G such that x° € [¥°] and x € [¥']. Then based on UR(x")
it follows that [x'] € X°.

Now let [¥'] € X°. Then based on UR(x"), it follows that
there exists [x°] € Q° such that [¥°] = [x'] in G. Since G ~, G
then based on Def. 21, there exists x° € XY such that x° = x
in G such that x° € [¥°] and x € [¥']. Then based on UR(x")
it follows that x € X©.

Inductive step: Assume the claim holds for some n > 0, i.e,
X0 2129 xn — X in det(G) if and only if X = X0 222
X" =X in det(G), such that x € X* if and only if there exists
[¥'] € X¥ such that x € [] for all 0 <k < n'. It must be shown
that X = X" 2“4 ¥ in det(G) if and only if X = X" 2L
in det(G) such that x € X if and only if there exists [¥'] € X
such that x € [x'].

First, let X = X" 25, ¥ in det(G) and let x € X. Then based

on UR(x) it holds that x =x' = .- = x 2Ly in G, where

x/€X forall 1<j<randy€cVY. Since G ~, G it holds

that [¢] = [¢1] = -+ = ] 225 ['] in G such that x/ € [¥]

for all 1 < j<randy€[y]. Based on UR(x) and inductive
assumption it holds that det(G) 21925 gn — % 2 § and

¥] e X.

Now let ¥ = X" 2L 7 in det(G) and let [x] € X. Then
based on UR(x) it holds [x] = [x'] = --- = [¥'] Z [y] in G,
where [x'] € X for all 1 <i<rand [y] €Y. Since G ~, G it

oy D . )
holds that X' = x' & ... = x" 2L v/ in G such that X € [x]]

for all 1 <i<r and y € [y]. Based on UR(x) and inductive
assumption it holds that det(G) 22229 xn = X 2l ¥ such
that x’ € X.

Now we need to show that det;(G) ~ det,(G). It was proven
above that det(G) ~ det(G), which means det(G) = X if and
only if det(G) > X and x € X if and only if ['] € X, where
x € [x']. Therefore, it is enough to show that X & X, if and
only if X & X,psq.

I'Since the base case of the induction is proven for n =0, X0 5, the
inductive step is considered true for 0 < k < n.



First assume X C QF, which means for all x € X it holds
that x € QS and X € X,psq. Since for all x € X it holds that
there exist [x'] € X such that x € ['] then based on Def. 21
it holds that [x'] € Q5. Thus, it can be concluded that for all
[¥'] € X it holds that [x'] € O5. This means that X C 0% and
consequently X & X 4.

Now assume X C OS5, which means for all [x'] € X it holds
that [x'] € 05 and X ¢ X,psq. If [¥'] € O then for all x € [¥'] it
holds that x € Q5. Moreover, it was shown above that [x'] € X
if and only if x € X, where x € [x/]. Thus, from X C Q° it
follows that X C QS, which means that X & X, 4.

Thus, it can be concluded that det;(G) = dety(G). [ |

Opaque observation equivalence seeks to merge states of
a nondeterministc automaton, which are “equivalent”’, before
constructing the observer. After calculating the observer, it is
possible to further abstract the observer using opaque bisim-
ulation. This guarantees that the smallest abstracted observer
generates the same language as the original observer. In the
following, Proposition 4 shows that if opaque bisimulation
is used to abstract the observer, then the abstracted desired
observer is also bisimilar to the original desired observer.

Proposition 4: Let G = (X;,Q,—,Q°) be a nondeterminis-
tic automaton with set of secret states Q5 C Q and set of non-
secret states QNS = 0\ st.ldgt ~, be an opaque bisimulation

on det(G) resulting in det(G). Let dety(G) and H; be the

desired observers of det(G) and det(G), respectively. Then
dety(G) =~ Hy, where = is a bisimulation relation.

Proof: Since det(G) =, det(G) based on Def. 22 it holds
that det(G) > X if and only if det(G) > [X'] and X € [X].
Thus, it is enough show that X & X, 4er,(G) if and only if
(X' & Xobs,H,» where X € [X'].

First assume X C 05, so X & Xops det,(G)- Then since X € [X']
based on Def. 22 it holds that for all X’ € [X'], X’ C Q5. This
means [X'] C Q5 and consequently [X'] & X,ps 1 L

Then assume [X'] C 0%, so [X'] & Xopsn,. Since X € [X']
based on Def. 22, X C Q5 holds, i.e., X & X,p; ger,(G)- [ |

We now present the main results of this subsection.

Theorem 5: Let G be a nondeterministic automaton with
secret states Q5 C Q and non-secret states Q5 = Q\ Q5. Let
det(G) and det;(G) be the observer and the desired observer of
G, respectively. Let ~, be an opaque observation equivalence
on G such that G ~, G. Let H,j, =, det(G) and Hj, ~ det(G)
where =, and ~ are opaque bisimulation and bisimulation,
respectively. Let H,,,; be the desired observer of H,,. Let T
be the largest three-player observer w.r.t. det(G) and det;(G),
also let T’ be the largest three-player observer w.r.t. H,,y and
Hp,. Then T 3 ¢ if and only if 7" % g.

Proof: In Supplementary Materials. |

Theorem 5 proves that the largest three-player observer
obtained from the abstracted system (using opaque observation
equivalence and opaque bisimulation) has the same set of runs
with that obtained from the original system. This result is
essential for the correctness of Algorithm CA-AES.

Remark 1: The abstractions in the worst case scenario fail
to merge any states. However, as pointed out in the paper the
complexity of the abstraction methods is polynomial, while
the complexity of calculating the observer is exponential in the

number of states. Thus, if the abstraction results in merging
even few states, it can potentially reduce the complexity of
calculating the observer significantly. Therefore, it is worth
applying the abstraction algorithm before calculating the ob-
Servers.

Example 2: Consider the nondeterministic system ¢ =
{G1,G,}, shown in Fig. 2, with secret states sets O} = {g3}
and Qg = {s3} where all the events are observable except event
7. In G| states ¢ and g, are opaque observation equivalent as
they both have the same secrecy status and equivalent states
can be reached from both, g N g3 and g3 N q3, and q 5 q2
and ¢ N ¢q2. Merging ¢g; and g, results in the abstracted
automaton G shown in Fig. 2. Moreover, states s; and s, are
also opaque observation equivalent and merging them results
in automaton G, shown Fig. 2. After abstracting the automata,
the system becomes a deterministic system. Moreover, the
observers as of G; and G, are bisimilar to det(G;) and
det(G,), respectively. The same is also true for the desired
observer of Gy and G,. Fig. 2 shows the largest three-player
observers of G, and G, respectively.

B. Synchronous composition of TPOs

The second strategy used in Algorithm CA-AES to reduce
computation complexity is synchronous composition of indi-
vidual systems. In this work, the main advantage of our com-
positional approach is to build the largest three-player observer
of each component individually, instead of synchronizing
individual components and then building the largest monolithic
three-player observer. Before synchronization, we first transfer
each individual TPO to an automaton using Def. 23. Next,
the individual automata are transformed to a set of interacting
automata based on Def. 24. It is shown in Theorem 8 that
the set of modular three-player observers form a subsystem of
their monolithic counterpart, in the sense that some runs are
omitted after synchronization. Before Theorem 8, Lemmas 6
and 7 establish that synchronization of individual observers
(respectively, desired observers) is isomorphic to the observer
(respectively, desired observers) of the synchronized system.

Definition 23: Let T = (Qy,0z,0w,L,X%,0,—=,—
,—zw,—wy,Y0) be a three-player observer. Automaton
MT = (Zr,0,—,0°,Q™) is the monolithic transformed
deterministic automaton of 7" where,

(i) Zyr =XU[ U Ogpn]Ul U Zapwl

peQz pEQw

(i) Q=0rUQzUQw,

(i) == {(p,&,q) | p€ Qs Ap Sy a}U{(p,0,9) | p € 0z
G = O (p) AP Sean.on ¢3UL(P,0,q) | p € Ow N o =
Ou(p)w NP g>wy1 Wy2 q}

(iv) Q° = yo,

(V) Q0" =0y.

The events labeling outgoing transitions mapped from original

Y states in T, i.e., {(p,&,q) |[p€ Oy Ap ﬁm q} and outgoing

transitions mapped from original W states in T, {(p,0,q) |

PEQWNC =0 w/AP ﬁN‘anyz q} are considered as un-

controllable while the other events are controllable.

In Def. 23, X, represents that o is added to all the events
of X. To transform a three-player observer to an automaton,
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Fig. 2. System ¥ = {G1,G,} and its abstraction {G;,G,}. The figure
also shows the largest three-player observers 7] and 7, of the abstracted
components and their automata transformations, denoted by G,T and Gg . The
uncontrollable events are marked by (!).

each state of the three-player observer is considered as an
automaton state, Q; = Q; U Q% U Q{/V in Def. 23. Moreover,
the information about the states needs to be considered to
distinguish some transitions in the transformed automaton and
to have a correct synchronization of three-player observers,
since the information about state types (Y, W, Z) is lost in the
transformation. To this end, in the transformed automaton, the
events labeling the transitions from z to z states, from z to w
states and from w to y states, need to have the information of
the predecessor states reflected in them. Thus, the events in the
transformed automaton have the observable event components

of Z states, |J ©F E(p)> and the action components of W states,
pEQ‘Z
U A(p)w- The initial state of the transformed automaton
PEQW

is the initial state of the three-player observer and the marked
states are the original Y states.

Example 3: Consider the two three-player observers 7}
and 7y shown in Fig. 2. To transform the three-player
observers 71 and T, to their monolithic automata, renaming
p {a7ﬂ7%87a’y_> gyv Vyﬁs,w#g,w,?’a,gﬁ,ﬁ - 8/37Bﬁ—>8,w7
Bew: Ba, & — €q, 0q—ew} = {a,B,v.6,00 = €, > €,7—
€} is introduced. Next, all Y states in Tl’ and T2' are considered
as marked. Fig. 2 shows M{ and M2T , which are the monolithic
transformed automata from 7] and 7j, respectively. All the
events that come from transitions defined out of Y states and
W states in 7] and 7, are considered as uncontrollable in G
and Gg , thus a, B and 7y are uncontrollable.

This paper describes the compositional approach for modu-
lar systems. In order to have a correct interaction between the
transformed automata, the transformation of the three-player
observers needs to be done in the modular setting.

Definition 24: Let 7 ={Th,...,T,} be a three-player ob-
server system such that 7; = (0}, Q5 0}, X', 7, 0, -, =L

HzW’*}w;ay0> Let MzT = <Z;WT7Q;W’*>;W7QM ’QM> be the
monolithic transformed deterministic automaton of 7;, based
on Def. 23. The transformed automaton system of .7 is

={G],---,GI'}, where G] = (Zi.;,0i,—',07,0/") and

) Zgr=Z,U U (E'NZ)gUENT)auwU(EN

’ (ST j#i

) asew)]
(i) Qi= QM,
(i) —i, U{(n ,p) | peQ) and a € L;éJ(ZJ\E‘)}
JFI
(iv) 0=y
v) or=0y

Since some shared events in the transformed automaton be-
come local after incorporating the extra state information, they
need to be added in the alphabet of the transformed automa-
ton, U  (ENZ)qUENE)gwU(ENE)gew) in

ae(T\ZH);j£i
Def. 24. Moreover, the events not defined from Y states of
certain TPO T but defined from Y states of some other TPO
T’ are added as self-loops at the corresponding states in the
transformed automaton of T, {(p,a,p) | p € Q) and o €
U (Z/\Z)}. To create a map between the events of a TPO

1
gréld its transformed automaton, renaming of events is nec-
essary. Note, when the transformation of a single automaton



TABLE I
THE TABLE SHOWS THE LINK BETWEEN THE EVENTS OF A TPO, ITS
TRANSFORMED AUTOMATON AND THE CORRESPONDING RENAMING.

TPO T Automaton G’ | Renaming p
ygf\,-;Z yﬂ)z pla)=a
a
23,7, E()—eu 7% 7 plo,)=a
ey
Z_>wlws () Z—>W P(aen):a
O,
4 _>AI«V2 W, (Z) z—w p(afn) =a
ey w
W‘N@l Vs (W) =€ w p(ae(, w):a
Oep—e,w
w ‘>wy2 s (W) = — (O‘e{,as m)

is considered Def. 23 and Def. 24 produce the same results.
Thus, in the following wherever a transformed automaton is
discussed we refer to Def. 24.

Renaming p simply removes the extra information from the
events of the transformed automaton and maps them back to
the original events in the TPO. To be more specific, p is
a map such that p(as) = o and p(a) = o. Table I shows
how the events in a transformed automaton are linked to the
original events of a TPO, while the third column shows how
renaming works. Specifically, in the case where events label
—y transitions, renaming does not change events names.

Example 4: Consider the abstracted system & = {Gl,Gz}
shown in Fig. 2. The sets of secret states are O = {g3},

= {3} where all the events are observable. T and T, are
the largest three-player observers of Gy, G, respectively. In
Example 3 the monolithic transformed automata of 7| and T,
were generated. The three-player observer system {7},7,} is
transformed to automata system ¢ = {G!,GI '}, shown Fig. 2,
by adding self-loops at the marked states. Event 8 is not in
the alphabet of 7| so it appears as a self-loop at all marked
states in G, which correspond to Y states in 7]. Similarly, y
is added as a self-loop at marked states in Gg since Y is not
in the alphabet of 7;.

In the following, Theorem 8§ proves that if the synchroniza-
tion of transformed individual three-player observers contains
a transition, then the largest monolithic three-player observer
w.r.t. the synchronized system also contains an equivalent
transition. However, the inverse is not necessarily true as there
are some behaviors in the monolithic three-player observer
that are omitted in the modular structure. Before Theorem 8,
Lemma 6 [38] and Lemma 7 establish that the modular ob-
server and desired observer are isomorphic to their monolithic
counterparts.

Lemma 6: [38] Let Gy = (£1,01,—1,0%) and G, =
<22,Q2,—>2,Q3> be two nondeterministic automata. Then
det(Gy || G2) is isomorphic to det(G) || det(Ga).

Lemma 7: Let G| = <Q1,Z],—>1,Q(1)> and G, = <Q2722, —
,Qg) be two nondeterministic automata with sets of secret
states QF and Q5, respectively. Then det;(G1) || detq(G,) is
isomorphic to det; (G || G2).
Proof: From det(G || G;) is isomorphic to det(G) || det(G2)
it follows that det(Gy || Gy) = X if and only if det(Gy) ||
det(Gy) > (X1,X2) and (x1,x2) € X if and only if (x1,x2) €
X1 X Xp. Now we need to show that X & X, if and only if
(X1,X2) & X1 obsa X X2,0bsd-

First assume X & X554, which means X C Q5. This further
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means that for all (x;,x,) € X, either x; € Qf orx; € Qg, which
implies either X| & X| opsq OF X2 & Xp opsq- Thus, (X1,X2) &
X1,0bsd X X2,0bsd-

Now assume (X1,X>) & X1 opsa X X2,00s¢- This means either
X1 & X1 obsa Or Xo & X5 opsq, Which implies either X; C Qf or
X, C Qg. Hence for all (x1,x2) € (X1,X2) =X either x; € Qf
or x € Qg, which implies X C Q5. Thus, X & X, 4. [ |

Theorem 8: Let G (01,21,—1,00) and
G, = <Q2,Zz,—>2,Qg> be two nondeterministic automata
with sets of secret states QS and Q3, respectively. Let

n <Q}1"aQZaQWazlaEp@la*>u7*>zza*>zwvi>w%’y0> and
T = <QY7QZsQW§EZaESa®2;*>yza4>zza*>7w7*>w)ay0>
be the largest three-player observers w.t. G; and
Gy, respectively. Let GI = (EGIT ,01,—1,0%,0m)  and

Gl = <ZGg,Q2,—>2,Q(2),le) be the transformed automata
of 71 and T,, respectively. Let T be the largest
monolithic three-player observer w.r.t. Gi||G2. Then let
p: (ZGT UZGT) — (21 UZ£U®1) @] (Zzuzg U@z) be a

renaming. We have [G] |G 5 (q1,42)] = [T LIGN q]-
Proof: In Supplementary Materials. |

Theorem 8 shows that synchronization of individual trans-
formed three-player observers is a subsystem of the largest
monolithic three-player observer. Specifically, if there is a
string s in GT || G, then there always exists a corresponding
path p(s) in T. The synchronized automaton form TPOs may
not always be equal to the monolithic TPO since some —,
transitions may not appear in the synchronized system. This
happens when a state in the synchronization of TPOs is a
combination of an original Z and an original Y state from
individual TPOs, while the observable event component of
the original Z state is a local event. However, as there is no
difference between local and shared events in the monolithic
approach of obtaining TPOs, the largest monolithic TPO
contains all possible transitions of edit decisions. The proof
of Theorem 8 also illustrates that for every state in the largest
monolithic TPO, there exists a corresponding state in the
synchronized individual TPOs in automaton form.

Remark 2: Although the statement of Theorem 8 concen-
trates on the case of two individual systems, the result can be
generalized to more than two individual systems. ]

Remark 3: Notice that Theorem 8 illustrates that some tran-
sitions are “missing” in the synchronized automaton compared
with the largest monolithic three-player observer T'. It further
implies that more transitions will be missing if we synchronize
more individual TPOs (in automaton form). Actually, we may
locate those missing transitions and add them back to the
synchronized automaton ||’_, G’ .

Specifically,  consider  states (1,42, ,qn) and
(41,45, +qy) in |G} such that g;,q; € Qy UQ} for
all i, i.e., every component in those states is either a Y
state or a Z state from an individual transformed automaton.
Then we add transition (q1,92, - ,qn) — (¢},dh,--- ,q,) if
there exists a set of indexes I € 2{1:2}  guch that for all
iel, g = (xXig,xif),q = (x ld,x,f) € Q) and x;4 —>xld in
det;(G;); while for all i ¢ I, ¢; = ¢/. Intuitively, the added
transition implies that event ¢ may be inserted in the largest
monolithic TPO w.r.t. ||/, G;. However, due to the fact that



Fig. 3.

there are no transitions defined from a Y state to another Y
state in TPOs, those transitions are missing in ||’_;G!, which
implies the synchronized system H:’:lGiT may only contain a
subset of edit decisions in the largest monolithic TPO.
However, the above mentioned operation may not be pre-
ferred in practice since it involves explicitly synchronizing
individual TPOs in their automaton form. This is usually not
feasible in modular approaches and should be avoided in our
Algorithm CA-AES as well. ]

Finally, the results of this section are formally recapped
in Theorem 9, which illustrates that the synchronization of
transformed (automaton form) three-player observers w.r.t. in-
dividual abstracted systems contain a subset of the transitions
of the largest monolithic three-player observer. The proof
follows directly from Theorem 8 and Theorem 5.

Theorem 9: Let G; and G, be two nondeterministic au-
tomaton with sets of secret states Qf C Q; and sets of non-
secret states QN5 = Q\ @f for i = 1,2. Let det(G;) and
dety(G;) be the observer and the desired observer of Gj,
respectively. Let ~, be an opaque observation equivalence
on G; such that G; ~, G; for i = 1,2. Let H; o =, det(G)
and H;p, ~ det(G;) for i € {1,2}, where ~, and =~ are
opaque bisimulation and bisimulation, respectively. Let T
be the largest three-player observer w.r.t. G; || G, and let
T = (0}, 0% Oy, Xi. B 0, =, =L, =L, =1, p) be the
largest three-player observer w.r.t. det;(H;,,) and H;; for
i€ {1,2}. Let G = (£;7,0;,—',0%,0") for i = 1,2 be
the transformed automata of T/ and let p: (ZG’{ UZG%") —

l

(ZiUXfUB)U (X, UL5UB,) be a renaming. We have

GT11GY % (q1,42)) = [T 2 ).
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The monolithic largest three-player observer w.r.t. to Gj || G2 (also same as that w.r.t. G I G, in this particular case) in Example 5.

Example 5: Consider the system ¢ = {G|,G,} shown in
Fig. 2. In the first step of the compositional approach the
system is abstracted by applying opaque observation equiv-
alence, see Example 2. The abstracted system & = {G,G,}
is shown in Fig. 2. Next, the three player observer of individual
components are built. As explained in Example 4 the three-
player observers of G; and G, are T]’ and T,, respectively,
shown in Fig. 2. Moreover, Fig. 2 also shows GI and
Gg , the transformed automata of 7{ and T7),, respectively.
The largest monolithic three-player observer w.r.t G || G2
is denoted by T and is shown in Fig. 3. In this particular
example, it can be verified that the original and abstracted
three-player observers are identical (this need not be true in
general); therefore, T in Fig. 3 also represents the largest
three-player observer w.r.t. G || G2. In T, we have states:
A ={(q0,50)}, B={(q0,51),(q0,52)}, C={(q1,50),(q2,50)},
D={(q1,51),(q2,51),(42,52),(q1,52) } and E ={(g3,53)}.

After synchronizing GI with G}, we find that there are
some transitions in Fig. 3, which do not correspond to any
transition in G || G¥. For example, no transition in GT || GI
corresponds to the zz transition of B from state (A,B,y) to
(B,B,v) in Fig. 3.

V. FROM ALL EDIT STRUCTURE CALCULATION
TO SUPERVISOR SYNTHESIS

So far we have shown that in our compositional and
abstraction-based approach, individual components can be
abstracted and each largest three-player observer w.r.t. an
abstracted component can be calculated individually. Then we
transfer those three-player observers (TPOs) to their automaton
forms. After that, we have also shown in Theorem 9 that



the synchronization of the transformed three-player observers
results in a subsystem of the largest monolithic three-player
observer up to the renaming of events.

Recall that the All Edit Structure (AES) is obtained after
pruning deadlocking states from the largest TPO. Here the
modular structure of the transformed TPO is kept and the
calculation of a “Modular Edit Structure” can be done by
mapping this problem to a modular nonblocking supervisory
control problem under full observation.

As was discussed at the end of Section II-C, we pursue
an approach to convert the pruning process (from the largest
TPO to the AES) to a supervisory control problem. In this
setting, the plant is a collection of automata transformed
from individual largest TPOs obtained at the end of step (iv)
of Algorithm CA-AES. The specification is the automaton
form of the edit constraint. The constraint of having up to
n+ 1 consecutive erasures can be modeled by a specification
automaton with n states where transitions are labeled by the
decision events and all states are marked except the last
state, which is a blocking state. After n consecutive event
erasures, the next transition of event erasure @ — &, leads
the specification forward to a blocking state. If the next event
is a non-erasure event, it leads the specification back to the
initial state, thus resetting the sequence of erasures. Since
we have a modular representation of the plant, we are able
to leverage computationally efficient compositional techniques
for modular nonblocking supervisory control problems.

Definition 25: Let  ={Ti,...,T,} be a three-player ob-
server system where T; = <Q§,,Q"Z,Qév,Zi,Zf,@",%;,z,—);z
s o Py ¥p) and let @ be the edit constraint on 7 such
that there are not n+ 1 consecutive event erasures. Then
K = (X, Qk,—k, 0%, OK) is the automaton form of ® where,

Q]( = {xl,...,xn}

a—&
—k= Ulcicp-i{lxia = €gxip1) | p ——m2
g and E(p) = o} UUicicnod(xis1,€a,%1) | p S
g and E(p) a} UUi<icno{(xit1,06,x1) | p £>zz
q and E(p) = 6} U{(x1,€0.x1) | p 201 q and E(p) =
a}U{(x1,00,%1) | p %2 q and E(p) = o},
0% =x
Qﬁ = {xh...,xn_l}

Example 6: Consider the transformed system %7
{G",GF} shown in Fig. 2. Assume the constraint & only
allows one erasure. The specification automaton of this con-
straint is shown in Fig. 4 as K. Automaton K has three states.
As there is no constraint on event insertion, the events related
with event insertion just form self-loops at the initial state of
K. On the other hand, by executing & — &q, B — €g or Y — &
the specification transits from x; to xp. Next, at x; if the edit
decision is to certain events, then the system goes back to the
initial state xj, thus allowing more event erasures since there
are no consecutive erasures. However, if another event erasure
occurs from xp, the system goes to the blocking state x3.

The following theorem establishes that the three-player
observer of the system under constraint & and the transformed
system synchronized with the specification K have the same
runs up to a renaming of the events.

Theorem 10: Let G = (£,Q,—, Q") be a nondeterministic
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Fig. 4. Automaton K is the automaton form of the constraint ¢ in Example 6,
S and SP ares the supervisor and the selected path in Example 7

automaton with the set of secret states Q5 C Q. Let T’ =
(0y,07, 0w, L,25,0, =) =L, =L, =) be the largest
three-player observer of G under the edit constraint &
which prohibits n 4 1 consecutive event erasures. Let T =
<QY7Q27QWvZaESa®7*>yza*>zzv‘>zm*>wy7y0> be the largest
three-player observer w.r.t. G when no constraint is considered
and let GT = (57, Q,—,0°) be the automaton transformation

of T. Let K be the specification automaton of &. Then
G ||K 2 if and only if T/ 2%,

Proof: Clearly T' C T and Ix C Zr. First let GT || K >
(96,qx) > (pG,px), let P : o1 — Zg and let Pp : Zor —
Uses{o — €5 € Zx} be a map that removes all the events
except event erasures from Lg. From G | K = (gg,qx) >

(pG,px) and Xg C Lo and Def. 2, it holds that GT = g¢ 5

Pk (s) Pk (o)

pc and K —> gx —— pg. Now consider three cases:

1) gk =xi, pk = xiy1 and pg,qx € QK. Then |Pz(s)| < n.
This implies ¢ is an erasure event but there are not n
consecutive erasures in s, so 7’ M qr ﬂ pr.

qK =X, Pk =Xi+1, gk € Oy but px & OF. Then |Pz(s)| =

nand K PK—®>qK 2 px. which implies G” | K =2 (pg, px)

and (pg,pk) is a blocking state. This further indicates

2)

. . N
there are n consecutive erasures in s,s0 T 2% qr .
gk = Xi, px = x1 and pg,qx € QK. This implies o is a

MPT-

Now assume 7’ ﬂ qgr. This means T M qr, which

implies GT % gr. Consider two cases. 1. |Pg(s)| < n. Then

3)

p(s)
non-erasure event, so 7/ — qr

P
K O, gk, which implies G” || K % (g6,qx). 2. |Pe(s)| = n.
This means 7’ &) qr /# and K PK—(S)> gk 7>, which implies

G" || K = (96,4k) #+- u

The following theorem shows that equivalent states are
removed in solving the supervisory control problem to obtain
an automaton satisfying the edit constraint and in the pruning
process to obtain the AES from the largest TPO.

Theorem 11: Let G = (£,Q,—,0") be a nondeterministic
automaton with the set of secret states Q° C Q and let ® be
the edit constraint which prohibits n+ 1 consecutive event era-
sures. Let T = (Qy,Qz, 0w, X, X8, 0, =y, =22, = 2w, —Pwy» Y0)



be the largest three-player observer w.r.t. G without consid-
ering the edit constraint and let G = (Z;r,0Q,—,Q°) be the
the transformed automaton of 7. Let p : Z5r — (£ UZ{ U®y)
be a renaming and let AES be the All Edit Structure obtained
from T. Let S be the supremal controllable and nonblocking

subautomaton of G after considering the specification intro-

—1(q o
duced by ®. Then S p—(s)> q if and only if AES &) q.

Proof: In Supplementary Materials. ]

Theorem 11 proves that when it comes to imposing the edit
constraint, the pruning process from the largest TPO to the
AES removes equivalent states with the synthesis procedure
of a supremal supervisor. Hence no information is lost when
we apply the supervisory control approach to enforce the edit
constraints and obtain edit functions. This result is essential
to show that the transformation of the TPO to an equivalent
automaton and the constraint & to specification K is correctly
done in Def. 23 and Def. 25, respectively. The next step
is to consider the modular representation of the system. In
that case, we will use the transformation in Def. 24, which
results in a set of automata transformations of the individual
three-player observers, with necessary self-loops to capture the
synchronization among the components. Finally, we combine
the results about abstraction and decomposition, which results
in Theorem 12.

Theorem 12: Let 4 = {Gy,...,G,} be a modular nonde-
terministic system with sets of secret states Qf. Let AES be
the All Edit Structure of ¢ under constraint ®. Let det(G;)
and det;(G;) be the observer and the desired observer of G;j,
respectively. Let ~, be an opaque observation equivalence on
G; such that G; ~, G; for i =1,---,n. Let H; o ~, det(G)
and H;j, ~ det(G;) for i = 1,---,n, where ~, and =~ are
opaque bisimulation and bisimulation, respectively. Let 7} be
the largest three-player observer of det;(H;,») and H;j for
i=1,---,n with the event set £; 7. Let G be the transformed
automaton of 7/ and K be the automaton specification. Let
P, :Q — £(¥) be an edit projection and /(@) be a string
generated by run (Def. 15 and Def. 14). Let . be the
least restrictive controllable and nonblocking supervisor cal-
culated from {G,...,GI,K} and let p : (ZgrU---UZgr) =
(Z1,7U---UZ, 1) be the renaming map. Then [Vs € £ (¥),
Fe Z(S):P(p(t)=sl=[l(p(t)) = fo(s) where f, € AES].

Proof: The proof follows directly from Theorems 11 and 10,
in combination with Theorem 9. ]

Theorem 12 essentially shows the proof for all the steps
shown in Fig. 1. The theorem shows that Algorithm CA-
AES correctly synthesizes edit functions for opacity enforce-
ment in a modular form, therefore, the algorithm is sound.
It also reveals that the problem of calculating the modular
representation of the All Edit Structure can be transformed
to synthesizing modular supervisors. The advantage of such
a transformation is that we may leverage various existing
approaches for calculating a modular supremal nonblocking
supervisor in the literature; see, e.g., [11], [28], [29], [37].
Therefore, we can obtain a modular representation of the All
Edit Structure, which is noticeably efficient to compute. Then
we may synchronize individual components in the Modular
Edit Structure, which results in a subsystem of the monolithic
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AES. However, as was pointed out in Section IV, some edit
decisions are omitted after the synchronization. In practice, it
is usually desired to retain the modular structure and extract
an edit function from it, much in the same way as a set of
modular supervisors control a plant. The extraction process is
explained next.

Each step of extracting a valid edit decision is described
in Fig. 5. Here the edit function is an interface between the
system’s output and the outside environment. Assume that the
system outputs event ¥, then the edit function makes an edit
decision for that event and the edited string will be output to
the external observers.

Specifically, this process contains the following steps. (1)
when 7 is received by the edit function, all the components
of the Modular Edit Structure are in states that correspond to
Y states of the All Edit Structure. (2) At these states, event y
is executed and states of all the components in the Modular
Edit Structure are updated simultaneously. After the execution
of 7, each component of the Modular Edit Structure is at a
state that corresponds to a Z state of the All Edit Structure.
(3) Then assume there are multiple transitions defined out of
such a current state, we need to select one common transition
which corresponds to a specific edit decision and can be
viewed as making a control decision from the current state.
Note that as the selected transition needs to be accepted by
all the components, thus it may happen spontaneously in all
the components of the system. The solution of the modular
supervisory control problem guarantees the existence of such
a common transition out of the current Z states.

Algorithm CA-AES returns the edited string p(0y ... o) for
event Y when every component of the Modular Edit Structure
reaches a new state corresponding to a Y state of the AES. At
that point, the Modular Edit Structure is ready to process the
next event output by the system, and the above steps repeat.
Meanwhile, the algorithm keeps track of the states of the
Modular Edit Structure as its components evolve. Based on
Theorem 11, the edited string p(oy... o) is accepted by the
monolithic AES. This finally confirms that the extracted edit
decision from the Modular Edit Structure corresponds a valid
edit decision in the monolithic AES. The above process is
illustrated in the following example.

Example 7: Consider the nondeterministic system ¢ =
{G1,G,} shown in Fig. 2. As it was shown in Example 2,
the system can be abstracted using opaque observation equiv-
alence. After abstraction, the system becomes deterministic,
which means there is no need to calculate the observers of G,
and G,. The largest three-player observers of G| and G, are
T{ and T, respectively, shown in Fig. 2. Next, the three-player
observers are transformed to automata G and GI shown in
Fig. 2, as explained in Example 4.

Assume the user adds an edit constraint such that only
one consecutive erasure is allowed as in Example 6. The
specification automaton of this constraint is K, shown in Fig. 4.
Due to this constraint, the Y states (A,D) and (B,E) are
considered undesired states in 7, shown in Fig. 3 and they
should not be reached when we synthesize edit functions.
Since (A,D) is not allowed, its successor states (A,D,a),
(A,D,a0 — €) and (A, E) become unreachable from the initial
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state (A,A). Those three states together with (A,D) and (B,E)
are drawn in dashed lines in Fig. 3 and are to be removed in
the next step. Furthermore, states (B,D, o — €), (A,C,3 — ¢€)
and (A, B,y — €) become deadlocking after (A,D) and (B,E)
are removed. They are drawn in dotted lines in Fig. 3 and are
also to be removed.

Following the compositional approach with supervisor re-
duction presented in [29], [40], we calculate a least restrictive
and nonblocking supervisor for the transformed automaton,
which is shown in Fig. 4 as automaton S. All the paths
accepted by this supervisor represent valid edit decisions. Con-
sider the accepted path SP shown in Fig. 4, it corresponds to an
edit function’s decisions for string yB o such that f,(yBa) =
Y(y — €)yBeBay(a — €)a, which is shown by thick lines
in T, Fig. 3. As is seen, p(SP) = f.(yBa). Specifically, when
event ¥ is output by the system, SP returns Y(Y — €,)(Vy—ew)
which means erasing the 7. Next, event  is output by the
system and it is unchanged according to SP. Finally, o is
output by the system and SP returns o(Yy) (0 — €q) (OCa—ew),
which means erasing ¢ and inserting y. Similarly, we may
consider other paths accepted by the supervisor in Fig. 4 to
track edit decisions on other strings, then we have a complete
picture of how an edit function works.

Remark 4: From the result in Theorem 8, our modular algo-
rithm CA-AES results in fewer edit decisions compared with
the monolithic approach in [20], due to the synchronization
process in Section IV. This indicates that our method may not
be complete in the sense that even if Algorithm CA-AES does
not return any modular form edit functions, the monolithic
approach may still return valid edit functions. This may be
viewed as the tradeoff of reducing computational complexity
by the modular method. |

VI. CONCLUSION

This paper investigated a compositional and abstraction-
based approach to synthesize edit functions for opacity en-
forcement in a modular setting, given a set of individual
systems. The edit functions modify the system’s output by
inserting and erasing events, under the constraint of limited
number of event erasures. The Three-Player Observer (TPO)
and All Edit Structure (AES) proposed in our prior work
were employed here; these discrete structures embed edit
functions and reflect the constraints. The monolithic approach
first synchronizes all individual systems, then calculates the
monolithic AES to obtain edit functions. In contrast, the
compositional approach first exploits the modular structure
and builds individual TPOs. Then, it incorporates the edit
constraint and calculates the Modular Edit Structure in a
nonblocking modular supervisory control manner to obtain
edit functions. In addition, we also applied abstraction methods
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Process of selecting an edit decision from the modular All Edit Structure.

to reduce the state space of the system before opacity en-
forcement. We showed that the abstraction processes preserve
opacity. Combining system composition and abstraction, we
proposed an efficient approach to enforce opacity for complex
systems containing multiple components.
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Supplementary Materials

Theorem 5: Let G be a nondeterministic automaton with
secret states Q5 C Q and non-secret states QN5 = Q\QS.
Let det(G) and dety(G) be the observer and the desired
observer of G, respectively. Let ~, be an opaque observation
equivalence on G such that G ~, G. Let H,, ~, det(G) and
H), ~ det(G) where =, and ~ are opaque bisimulation and
bisimulation, respectively. Let H,,; be the desired observer of
H,p. Let T be the largest three-player observer w.r.t. det(G)
and dety(G), also let T’ be the largest three-player observer
w.r.t. Hypg and H,. Then T % g if and only if 77 3 g.

Proof: From Propositions 3 and 4 it holds that det(G) ~ Hj
and det;(G) ~ H,py. Thus, we need to show that a transition
is defined in T if and only if the same transition is defined in
T'. It is shown by induction on 7 > 0 that y° 2 gn in T if and
only if % g, in T'.

Base case: (=) First assume y* % 20 in T, where y° =
(X9,,,X%.). Based on Def. 12 it holds that X% <% in
det(G), 1(z°) = y° and E(2°) = e,. From X9, % in det(G)
and since det(G) ~ Hj, it holds that X9 “4 in H,. Thus,
7= (X%, ,.X%,) and X9 % in Hy, 1(2°) =3 and E(2°) = e,
This means 7° <% 20 in 7.

(<) Now assume 30 % 20 in 77, where 3° = (X, ,, X9, ).
The same argument as (=) holds.

Inductive step: Assume the claim holds for some n > 0, i.e,
n>0 that y°* % ¢, in T if and only if 3 % g, in T".

(=) It must be shown that if g, > p, in T then g, — p,
in T’. There are six possibilities:

e gy =yis aY state and p, =z is a Z state, Def. 12 (i).
Let y= (x4,xf) and o € X. Based on inductive assumption
there exists j = (¥;,%) and j° B 5inT'. Fromy >z in
T and based on Def. 12 it holds that x % in det(G)
and /(z) =y and E(z) = 0. Since det(G) ~ H,, it holds
that there exists Xy 2 in Hy, where %y ~ xy. This means
5%z in T', where § = (%4,%) and I(Z) = (%4,%,) and
E(?) =o0.

e gy =2z 1is a Z state and p, =7 is a Z state, Def. 12 (ii).
Let z = ((x4,X7),e,) and o € ©. Then based on Def. 12
it holds that ¢ € ¥ and I(¢') = (x;,xs) and x; > x/, in
dety(G) and E(Z') = e,. Since dety(G) ~ H,p; and from
X4 gx; in det;(G) it follows that %, gfﬁl in H,;,;, where
%4~ x4 and &, ~ x/;, and based on the inductive assump-
tion it follows that there exists Z = ((X4,%f),e,) such that
7 2 zin T'. Thus, 757 in T’, where Z = ((%4,%7), ¢
and 6 € X and I() = (&,,%7) and X4 LA %, in Hpypg and
E(Z) =e,.

e gn 5 Pn 1s the € insertion function and g, =z is a Z state
and p, =w is a W state, Def. 12 (iii). Let z = ((xq,xf),€,)
and o € ©. Then based on Def. 12 it holds that 6 = ¢
and I(w) = I(z) and A(w) = e, and x; <% and x; % in
dety(G) and det(G), respectively. Since det(G) ~ Hj, and
dety(G) = Hypq, from x¢ ‘2 in det(G) it follows that Xy L
in H, and from x; <% in dety(G) it follows that %y L
in H,p;. Moreover, based on the inductive assumption it
holds that there exists Z = ((%4,%),e,) such that 70 3 z

in T'. Thus, > W in T’, where based on Def. 12 it holds
that ¢ = & and I(w) = I(Z) and A(W) = e, and %; <% and
X 2 in H,pq and Hp, respectively.

e gn S Pn is the event erasure transition function and g,, =z
is a Z state and p, =w is a W state, Def. 12 (iv). Let
7= ((x4,xf),e,) and o € ©. Then based on Def. 12 it
holds that 6 = ¢, — € and I(w) =1(z) and A(w) = e, —
€ and x; % in det(G). Since det(G) ~ Hj, from x; <%
in det(G) it follows that ¥; <% in Hj,. Moreover, based
on the inductive assumption it follows that there exists
z=((%4,%),e,) such that 3° % %Zin T’. Thus, Z-% W in
T', where based on Def. 12 it holds that ¢ = ¢, — € and
I(W) =1(2) and A(W) = ¢, — € and & 3 in H,,.

e gy =wis a W state and p, =y is a Y state and 0 € X,
Def. 12 (v). Let w = ((x4,Xy),€,). Then based on Def. 12
it holds that y = (x,,x) and x % x/; in det(G) and x4 =%
x, in dety(G). Since det(G) ~ Hj, and dety(G) ~ Hppg,
from x; % Xy in det(G) it follows that ¢ % % in Hp
and from x; =3 x, in dety(G) it follows that %, X %,
in H,,q. Moreover, based on the inductive assumption it
holds that there exists w = ((%;,%/),e,) such that 3° LW
in T’. Thus, w > § in T’, where based on Def. 12 it holds
that § = (&,,%,) and & <% ¥, in Hj, and %5 < &, in Hopq.

e g, =wis a W state and p, =y is a Y state and 0 € X,
Def. 12 (vi). Let w = ((x4,x7),e, — €). Then based on
Def. 12 it holds that y = (x4,x}) and xs E#x} in det(G).
Since det(G) ~ Hj, and from xy e#x’f in det(G) it holds
that % Y i} in Hj,. Moreover, based on the inductive
assumption it holds that there exists w = ((¥4,%7),e, — €)
such that 3° % in T’. Thus, W gf} in T’, where based
on Def. 12 it holds that § = ()Ed,f}) and %f L )E} in Hp.

(<) It must be shown that if g, A pn in T’ then g, 2 Dn
in 7. The same argument as (=) holds. |
Theorem 8: Let Gi = (Q1,%1,—1,0%) and G, =
<Q27ZZ,—>2,Q2> be two nondeterministic automata with
sets of secret states QF and (5, respectively. Let T =
<Q)l/7QévQ‘]/szlvzi®17_>)1)z’_>zlzv_>zlwv_>vlvy7y(l)> and T, =

2 N2 N2 2 2 2 2 2
<QY7 Q27 QW7227Z§7®27 _>)7Z’ —>ZZ7 _>Zw7 _>wy7y0> be the largest

three-player observers w.r.t. G; and Gj, respectively. Let
Gl = (Zgr.01,~",00,07) and G] = (Z57,02,—7,05,0%)
be the transformed automata of 77 and 75, respectively. Let T
be the largest monolithic three-player observer w.r.t. Gi||G,.
Then let p : (ZGIT UEG%) = (ZIUX{UO ) U (X, U5 UB,) be

a renaming. We have [G] || G} = (q1,¢2)] = [T p(s) il

Proof: We need to show that a transition is defined in G ||
GI if the equivalent transition is defined in 7' It is shown by
induction on n > 0 that (9,9) > (¢%,4%) in G || G} implies

y(% Mqr inT.

Let G{ [| G} = (q1,42)-

Base case: n = 0. Let (y(l), yg) be the initial state of
Gi || Gy, ie., »9 (respectively y9) is the initial state of Tj
(respectively 7). From Def. 12, y? = (X? , .. X} ;) and
¥ = (Xgobsd,Xgobs), where X?, and X, . are the ini-

i,obs i

tial state of det(G;) and dety(G;) for i € {1,2}, respec-



tively. From Lemmas 6 and 7, det(G; || G2) and det;(G ||
G;) are isomorphic to det(Gy) || det(Gy) and dety(Gy) ||
det;(Gz), which implies (XR”hS,Xg()hS) is the initial state
of det(Gy) || det(Gy) and dety(Gy) | dety(Ga). Thus y) =
((Xﬁobsd,Xgobsd),(Xﬁobs7X§0bs)) is the initial state of 7.

Inductive step: Assume the claim holds for some 0 < n,
which means if (19,53) = (¢7,43) "= (gf,43) in GT || G}

p(0p.--Op—1)

then y0 —""% 4" in T. Now we need to show that if

. p(Gn)
(q1,92) = (¢1,¢%) 2 (p1,p2) in GT || G} then g=¢q" &% p

in T. From (q1,¢2) = (¢, ¢%) =3 (p1, p2) in GT || G} and based
on Def. 2 it holds that ¢; % p; in G7 for i € {1,2}, which
means g; 9 pi in T; for i € {1,2}. Consider the following four
cases for all the possible transitions:

« if p(0,) = 0, then based on Def. 24 it holds that ¢; 9 Di
is a yz transition in the original 7; such that E(p;) =
o, and I(p;) = ¢; if 06, € X; and ¢; = p; otherwise for
i€ {1,2}. Let g; = (x;q4,x; ) for i € {1,2}. Based on
Def. 12 this means x; s M in det(G;) if 0, € X;. Moreover,

based on the inductive assumption there exists y = (xg,x)

such that y% 3 y in T, which implies det(G || G2) ko),

xy. Since based on Lemma 6 det(G || G2) and det(G) ||

det(G,) are isomorphic it holds det(G)) || det(G2) Flo),
and string P, (@) reaches (x| s,x2 ) in det(Gy) ||det(G>).
Thus, based on x; f 2 in det(G;) it can be deduced that
(x17f,x27f) 64 in det(G1 H Gg), it also implies (.x17f7X2_f) %
in det(G || G;) by Lemma 6. This means ¢ = gr —% pr
is a yz transition in 7.

o if p(0,) = a and o0, = a,. Then based on Def. 24

. g, Gﬂ . . .
there are three possibilities for g; L)> pi in Tj: it is

a zz transition or a zw; transition or a zw, transition and
e, = E(g;). Now consider the following cases:
D) &, €Zgr\Egr. This means g, %¢ py in GT, which
implies g o p1 in Ty. From o, & ZG{ and def. 24
it follows that o, ¢ ¥,, which implies g, = p;.
Consider the following three cases: If g 2 p1 in
T is a zz transition, then based on Def. 12 it holds
that x; 4 % X 4 in dety(Gy). If gy % p1 in Ty is
a zwl transition, then based on Def. 12 it holds
that x; 4 2 in dety(Gy) and x5 2 in det(Gy).
If ¢1 o p1 in Tp is a zw2 transition, then based
on Def. 12 it holds that x; ; %% in det(Gy). In all
the three cases based on Lemmas 6 and 7, where
they show det;(G || G2) and dety(Gy) || dety(Ga)
are isomorphic, it holds that (x1 4, x2.4) % (X} 4, %2.4)
in dety(Gy || Gy) and (x; f,x2.5) 23 in det(Gy || Ga).
These mean ¢" = g X p in T is a zz transition if
q1 % p1 in 77 is a zz transition, ¢" =g A pisazwl
transition in 7T if g o p1 is a zwl transition in 7
and g7 = gr o pr is a zw?2 transition in 7T if ¢ o p1
is a zw?2 transition in Tj.
2) Ope, € EG{ ﬂZGg. This means g¢; % pi in GI-T for

i € {1,2}, which implies ¢; 2 p; in T; for i € {1,2}.

Again there are three cases: If ¢; 9 pi in T; for
i=1,2 is a zz transition. Then based on Def. 12
it holds that x4 % x/ , in dety(G;) for i =1,2. If
qi o pi in T; is a zwl transition for i € {1,2}. Then
based on Def. 12 it holds that x; 4 2 in dety(G;) and
Xip 2% in det(G;) for i=1,2.1f ¢; 2 p; in T; is a
zw2 transition for i = 1,2. Then based on Def. 12
it holds that x; ¢ 2 in det(G;) for i =1,2. In all
the three cases based on Lemmas 6 and 7 where
they show detd(Gl H Gz) and detd(Gl) || deld(Gz)
are isomorphic, it holds that (x| 4, x2.4) 23 (¥} 4:% )
in dety(Gy || Gy) and (x; f,x2.5) 23 in det(G || Ga).
These mean gt = gr 2 pr in T is a zz transition if
qi % pi in T; is a zz transition, ¢} = qr 2 pris a
zwl transition in 7 if ¢; o pi is a zwl transition in 7;
and ¢ =qr X pr is a zw?2 transition in T if g; X Di
is a zw?2 transition in 7; for i € {1,2}.

3) Oue, € ZGZT \ZGIT. The same argument as case 1.

o if p71(0,) = Ong, v then based on Def. 24 there are again
three cases:

1) Gneyun € g7 \ Zgr. This means g1 — py in GF.
From 6y, ,, & ZGZT and def. 24 it follows that 6, & X,
which implies g = p>. From p~!(0,) = 0y, ,, it
holds that p; 9 g1 in Ty is a wyl transition. This
means xj g % Xy 4 in dety(Gy) and xqy 9 x’l.f in
det(G). Based on Lemmas 6 and 7, where they
show det;(G1 || G2) and dety(Gy) || dety(G2) are
isomorphic, it holds that (xi4,x4) 9 (x/l,dvxld)
in dety(Gy || G2) and (xr,x2f) X (¥} psX2,r) in
det(Gy || G,). This means ¢ = gr = pr is a wyl
transition in 7. _—

2) Opeyw € ZG]T OZGg. Then it follows that g; —= p;
in GT for i € {1,2}. This means g; > p; in T; is a
wyl transition, which implies x; 4 o xﬁv 4 in dety(G))
and x; ¢ %xﬁyf in det(G;) for i € {1,2}. Based on
Lemmas 6 and 7, where they show der; (G || G2)
and dety(Gy) || dety(Gy) are isomorphic, it holds
that (x14,%2,4) 2 (x] 4% 4) in dety(Gy || G) and
(x1.p.%2.5) 2 (4 4, ;) in det(G) || Go). This means
qr =4qr X pr is a wyl transition in 7.

3) Oue,w € EGg \ZGIT. The same argument as case 1.

. if p~'(c,) = One,—e,w then the same argument as above,

P ~'(Gn) = Oue, ,y» holds. n
Theorem 11: Let G = (X,0,—,0°) be a nondeterministic
automaton with the set of secret states Q5 C Q and let ® be
the edit constraint which prohibits n+ 1 consecutive event era-
sures. Let T = (Qy,Qz, 0w, X, X%, 0, =y, =22, — 2w, —Pwy, Y0)
be the largest three-player observer w.r.t. G without consid-
ering the edit constraint and let GT = (£5r,0,—,0°) be the
the transformed automaton of 7. Let p : Z5r — (£, UZ{U®y)
be a renaming and let AES be the All Edit Structure obtained
from T. Let S be the supremal controllable and nonblocking
subautomaton of G after considering the specification intro-



pls) : p(s)
duced by ®. Then S — ¢ if and only if AES — q.

Proof: The pruning process to obtain the AES and the su-
pervisor synthesis procedure are both iterative, which remove
states at each iteration. We will show by induction that at each
iteration a state is removed in G” by the supervisory control
synthesis procedure if and only if the corresponding state is
removed by the pruning process from 7.

Base case: Clearly GT and T have the same transition
relation.

Inductive step: Assume the claim holds for some n > 0.
We let X7 be the state space of G' at the n-th iteration of
supervisor synthesis process and X7 be the state set of 7" at the

—1
n-th iteration of pruning process. Then § i—(—s)» q<=AES &)

g holds for all g € X (g € X7). Now we need to show that
XSH and X?H are also equal. Assume G” = g, which implies

T M q based on Def. 24.

(=) First we show that if ¢ ¢ X!, which means ¢ is
removed by the pruning process at the n-th iteration, so g &
X2t Then g ¢ Xp' if it is a deadlock state or it is a ¥
state and there exists e, € X such that ¢ <% 7/, where 7' is a
deadlock Z state. If g is a deadlock state then based on Def. 12
it holds that ¢ is either a W state or a Z state. Thus, consider
the following three case:

e gis a W state. Then Ae, € ¥ such that ¢ %4 Then based
on Def. 24 it holds that either ¢ 2<% or g 2% in GT
either, which means g /4. Thus, ¢ is a blocking state in
GT and g ¢ @ (X5)-

e g is a Z state. If ¢ is a deadlock state then A0 € ® such

that g LA Zorg ® \win T. Then based on Def. 24 it holds

. eE 9E . .
that either g BN 7 org @, 1 does not exist in GT,

which means g /4. Thus, ¢ is a blocking state in G’ and
g ¢ O (X).

e gisaV state and g =% 7, where 7 is a deadlock Z state.
Then based on Def. 24 it holds that ¢ <3 7 in G’ and
e, €X,. As it was shown above if 7' is a deadlock state
in T then 7 is also a deadlock state in GT, thus removed
by the supervisor synthesis procedure. If 7’ is removed,
ie, 7 ¢ X0, then g & @ (X[).

Thus, if g is removed in the pruning of 7', then ¢ is also
removed from G” in supervisor synthesis.

(<) Now we show that if g ¢ ©""*(X2) N O™ (X2), then
q¢ X;’fl and ¢ needs to be removed from 7 by the pruning
process. If g & @™ (X2) N @ (X), there are two cases:

o g & 0" (X2). Then it holds that g is a blocking state,
which means ¢ % does not exists in G7. There are three
possibilities for g, it can be a Y, Z or W state. If g is a
Y state in T then g € Q™ in G, which means ¢ € @nonb s
which contradicts the assumption. Thus, g can only be a

W or Z state in T. In both cases from ¢ 7% in GT and

Def. 24, it holds that Ap() € © such that ¢ 2% in 7.

This means ¢ is a deadlock state in 7 and g & X%H

o g & ©“"(X1). This means that ¢ - z in G” such that
u€X, and z ¢ X}:. Based on Def. 24, this means that g
is a Y state in T and z is a Z state. It was shown above
that if z ¢ X% then z ¢ X7, which means z is a deadlock Z

state. Thus g will be removed by pruning process, which
means ¢ §{X7'f+l.
Thus, if ¢ is removed by synthesis from G then ¢ is also
removed from 7' by pruning. |



